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paraneter-map type inspect gl obal

redundancy

| og dropped- packets enabl e

1

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS

mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass-map PROTOCCOLS

mat ch access-group nane | NSI DE_TO OUTSI DE_ACL
1

policy-map type inspect |NSIDE TO OUTSI DE_PNVAP
cl ass type inspect |NSIDE TO COUTSI DE_CVAP

i nspect

class cl ass-default

dr op

!

ip access-list extended | NSIDE_TO QUTSI DE_ACL
pernmit ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination OQUTSI DE
service-policy type inspect |NSIDE _TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual -reassenbly in



zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive
1

interface Ethernet0/1

ip address 203.0.113.1 255.255.255.0

ip nat outside

ip virtual-reassenbly in

zone- nenber security OUTSI DE

redundancy rii 200

WGl 2 : BRERBR2EC M B ( MR ZBFW2 )

paraneter-map type inspect gl oba

r edundancy

| og dropped- packets enabl e

1

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS
mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass- map PROTOCOLS

mat ch access-group name | NSI DE_TO QUTSI DE_ACL
1

policy-map type inspect |NSIDE TO OUTSI DE_PNVAP
class type inspect |NSIDE TO CUTSI DE_CNVAP

i nspect

class cl ass-defaul t

dr op

!

ip access-list extended |INSIDE_TO QUTSI DE_ACL
permt ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination QUTSI DE
service-policy type inspect |NSIDE TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.2 255.255.255.0

ip nat inside

ip virtual-reassenbly in

zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

1

interface Ethernet0O/1

i p address 203.0.113.2 255.255.255.0

ip nat outside

ip virtual-reassenbly in

zone- nenber security OUTSI DE



redundancy rii 200
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Z/BFWL# show redundancy application group 1
Goup ID 1
G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
My Rol e: ACTIVE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one

RF state: ACTIVE

Peer RF state: STANDBY COLD- BULK

|

ZBFW# show redundancy application group 1
Goup ID 1

G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
My Rol e: STANDBY

Peer Rol e: ACTIVE

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one
RF state: STANDBY COLD- BULK
Peer RF state: ACTIVE
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ZBFW# show redundancy application control-interface group 1

The control interface for rg[1l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Nei ghbors:

Peer: 10.60.1.2 Standby RGs: 1 BFD handle: O

ZBFWL# show redundancy application data-interface group 1

The data interface for rg[1l] is Ethernet0/2

1

ZBFW2# show redundancy application control-interface group 1

The control interface for rg[1l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Neighbors:

Peer: 10.60.1.1 Active RGs: 1 BFD handle: 0O

ZBFW2# show redundancy application data-interface group 1
The data interface for rg[1l] is Ethernet0/2

BUBHAR , "OSHNGSAUHEBERBLAGESAREFENAREAR. ZBFWIRREER
B, RACEEHHEHRERESNELIERF. ZBFWIHNELIEFA200 , MZBFW2HEEIEF A
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/BFWL# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: Active

Negoti ati on: Enabl ed

Priority: 200

Protocol state: Active

Crl Intf(s) state: Up

Active Peer: Local

St andby Peer: address 10.60.1.2, priority 150, intf Et0/2
Log counters:

role change to active: 1

rol e change to standby: O

di sabl e events: rg down state O, rg shut O
ctrl intf events: up 1, down O, adm n_down O
rel oad events: |ocal request 0, peer request 0

RG Medi a Context for RG 1

Cx State: Active

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tinmer: 3000, Peer Hold tiner: 10000

Stats:

Pkts 249, Bytes 15438, HA Seq 0, Seq Nunber 249, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

St andby Peer: Present. Hold Tinmer: 10000

Pkts 237, Bytes 8058, HA Seq 0, Seq Number 252, Pkt Loss O
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ZBFV2# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: Standby

Negoti ati on: Enabl ed

Priority: 150

Protocol state: Standby-cold

Crl Intf(s) state: Up

Active Peer: address 10.60.1.1, priority 200, intf Et0/2
St andby Peer: Local

Log counters:

role change to active: O

rol e change to standby: 1

di sabl e events: rg down state O, rg shut O
ctrl intf events: up 1, down O, adm n_down O
rel oad events: |ocal request 0, peer request O

RG Medi a Context for RG 1

Ctx State: Standby

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tiner: 3000, Peer Hold tiner: 10000

Stats:

Pkts 232, Bytes 14384, HA Seq 0, Seq Nunber 232, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

Active Peer: Present. Hold Tinmer: 10000

Pkts 220, Bytes 7480, HA Seq 0, Seq Number 229, Pkt Loss O

EE'ifﬁ RERRATHRARIEIDES BESENEH, MREMAKHEFZILAALST el
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RIIIDEE§ BiR , ERTEEMmERECBER. F2 R A6,

#15l 6 : BFESSERIAEID

/BFWL# show redundancy rii
No. of RIls in database: 2

Interface RII |Id decrenent
Et hernet0/1 : 200 0
Et hernet0/0 : 100 0

!
/BFW# show redundancy rii
No. of RIls in database: 2

Interface RII |Id decrenent
Et hernet0/1 : 200 0
Et hernet0/0 : 100 0
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BRIEHIELR , 55 Ashow policy-firewall sessiondi o

|7 CRERNER

ZBFWL#show policy-firewall session

Sessi on B2704178 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SI' S_OPEN TCP_ESTAB

Created 00:00: 31, Last heard 00: 00: 30

Bytes sent (initiator:responder) [37:79]

HA State: ACTIVE, RGID 1

Est abl i shed Sessions = 1

ZBFVW2#show policy-firewall session

Sessi on B2601288 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SI' S_OPEN TCP_ESTAB

Created 00:00:51, Last heard never

Bytes sent (initiator:responder) [0:0]

HA State: STANDBY, RGID: 1

Est abl i shed Sessions = 1

AR EREER  ERNUTETEEN. BRENTEEREMERNRE (TCPER
) UEABREREEREHRISHERE.

MEERMANE L | 558 Ashow policy-firewall session zone-pair <ZP> ha 5% . TRt HE
TOITEL  BEAHERAESALRRAEREEEREY,
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RETEAREEMEI®S LA debugin s, LAEY L ThAEEE(T SR BEHR AR,

HEECHRERLE , BARETRIFFRE. Hit , FRAAELEYECH , CRRTHEBEE,
- debug redundancy application group rii event

o AREARERE ERERVRIELE, EREIEZBFWE  #REFRNEMEHENE
HIRIFAID, A% , WEFKBEBEREREHIHSE, ERAYSFENRIBEREHE THE
B, ERRAIBRHRMBES , LR ARNERERIRIAEID:

Wifl 8 : Rt AR

debug redundancy application group rii event

debug redundancy application group rii error
|

*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:100
*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:200

- debug redundancy application group protocol all

Wt RARERMEHEHEAUEIR. HEPut R PSR, WRHIOFTR
, ZBFW1E R EHEBERIPHEE 510.60.1.200 8 AiRRE, HRZBFW?2 , R EHFHEK.
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debug redundancy application group protocol all

|

ZBFWL#

*Feb 1 21:35:58.213: RG PRTCL- MEDI A: RG Media event, rg_id=1, role=Standby,

addr=10. 60. 1. 2, present=exist, reload=0, intf=Et0/2, priority=150.

*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] set peer_status O.

*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] priority_event
media: low priority fromstandby', role_event 'no event'

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] select fsmevent,

priority_event=nedia: low priority from standby, role_event=no event.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Activel/Active] process FSM event

"media: low priority from standby'.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] no FSMtransition

ZBF\V2#

*Feb 1 21:36:02.283: RG PRTCL- MEDI A: RG Media event, rg_id=1, role=Active,
addr=10.60. 1.1, present=exist, reload=0, intf=Et0/2, priority=200.

*Feb 1 21:36:02.283: RG PRTCL-MEDI A: [RG 1] [ Standby/ St andby- hot]

set peer_status O.

*Feb 1 21:36:02.283: RG PRTCL-MEDI A: [RG 1] [ Standby/ Standby-hot] priority_event
"media: high priority fromactive', role_event 'no event'

*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ St andby-hot] sel ect
fsmevent, priority_event=media: high priority fromactive, role_event=no event.
*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ Standby-hot] process

FSM event 'nedia: high priority fromactive'.

*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ Standby-hot] no FSM
transition
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RIFE %A ALANFIWANS E. LANSTESEMNAR—FHEF , EWANSE TR RT R F
B, MmRANHELERERIE , Bl#Edebug redundancy appllcatlon group rii eventfldebug
redundancy application group rii errorfy&i H & HIB L R K H

000515: Dec 20 14:35:07.753 EST: FIREWALL*: RG not found for ID O
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ATEESBHEEYR X ABREBEZBFW HALURMREEBIHESLAER , YRIFBLLSLASHH
REREBEIERF, ERFI10F , ZBFW HAR KB GigabitEthernetO/ T EI A SERRARBE . DRtk A EEIFA
, BRIEFSRE , WMEETRESFHE,

#1510 : ZBFW HAB B & FEtD i B

redundancy

appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 230

control W an801 protocol 1
data VI an801

track 1 decrement 200

1

track 1 interface GigabitEthernet0 line-protocol

redundancy

appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 180

control W an801 protocol 1
data VI an801

BEZBFW HATE B8 THEYSR  BIFHBREXIEFRES4ERME, ERRAMAEER
REREpreemptEEEF ., preemptF B FH LB ST HAD[IHEHSRP) B HEZEEE
(ASA)VHEERFNINEETRRE, EZBFWHARF K MREBWELIEFRER , preemptBEFE R
HREMEYRES, Z2HEER . ERESN R X , Cisco IOSKRA15.2M&T, LTE ©
HERESNEEPHABSATAME, —ERNRE

TEHMBER T URESYREEREE, Z—ETESRMNERETUESAEELRENE
RIEFRE. EARSEBLAIEFENEERTHEE. NRITHIMAEERLENE , EENE L
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ZBFW)1#show redundancy application group 1
Goup ID 1
G oup Nane: ZBFW HA

Admi ni strative State: No Shutdown
Aggregate operational state : Up
My Rol e: ACTIVE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Comm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one
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RF state: ACTIVE
Peer RF state: STANDBY HOT

ZBFW)1#show redundancy application faults group 1
Faults states Group 1 info:

Runtime priority: [230]

RG Faults RG State: Up.

Total # of switchovers due to faults: O

Total # of down/up state changes due to faults: O

ELARREZBFW EERE , REAEMAAR, tAFEREE[FEREZEHINE

*Feb 1 21:47:00.579: %G _PROTOCOL-5- ROLECHANGE: RG id 1 role change from

Init to Standby

*Feb 1 21:47:09.309: %G PROTOCCL-5- ROLECHANGE: RG id 1 role change from St andby
to Active

*Feb 1 21:47:19.451: %G _VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:19.456: 9%RG_VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

It B SRR R B R A SRS

*Feb 1 21:47:07.696: 9RG _VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:07.701: 9%RG VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

*Feb 1 21:47:09.310: %RG PROTOCOL- 5- ROLECHANGE: RG id 1 role change from Active
to Init

*Feb 1 21:47:19.313: %G PROTOCOL- 5- ROLECHANGE: RG id 1 role change from

Init to Standby

M H
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AHERE , HARGEENHRHAERERN —H5.

W5 11 BB AER

r edundancy

appl i cati on redundancy

group 1

asymmetric-routing interface Ethernet0/3

interface Ethernet0/1
redundancy asymmetric-routing enable

LEABRE XA FE IR HAY Y M & & FH 27 o

Bl 5l Hi Y Ethernet0/3 M HI 2 M A B 2R < BT E A EE ., LELEMARERMAKARRBE
EFFHBEHRE, Fit , TEXERMEERE QNS ERER 5,


//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html#GUID-877C5BD5-76FD-40C7-9063-016354A9BB01

MR

- Z2REIER - EREN SRR X  Cisco IOSiRZA<15.2M&T
- ERESNREG RS T AR RER

- Cisco |10S 15.2M&T

. Cisco 10S B A jii

- R2ERRBEA

. i X BB # - Cisco Systems



//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html#GUID-F326B0D9-F53A-46DE-97FD-F7B5D6709DB8?referring_site=bodynav
//www.cisco.com/en/US/partner/products/ps11746/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps1018/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	配置ZBFW高可用性並對其進行故障排除
	目錄
	簡介
	必要條件
	需求
	採用元件

	慣例
	設定
	範例 1：Router 1配置片段（主機名ZBFW1）
	範例 2：路由器2配置片段（主機名ZBFW2）

	疑難排解
	確認裝置之間可以通訊
	範例 3:對等存在檢測
	範例 4:精細輸出
	範例 5：角色狀態和優先順序
	範例 6：確認已分配RII組ID

	驗證連線是否複製到對等路由器
	範例 7：已處理的連線

	收集調試輸出

	常見問題
	控制和資料介面選擇
	缺席RII組
	自動容錯移轉
	非對稱路由
	範例 11：非對稱路由配置


	相關資訊


