Firepower Al I R /EX R (FXOS)2.2: £
RADIUSHEIBISEE T RInEENME S 0 BRE/R

i

B &

5
HEEY
=R

KR Y

HXE

18 5% 8 &

=

=pe-
[ani]
r“"b

Coce

ﬁE%FXOS%ﬁFﬁ
Fi B ISE{H AR 28
B
FXOS# 55 B 5%
ISE 2.088 5%
bad i3z

s

ARERNBUEIR 5 235 5 BR 5 51 2 (ISE)3&R EFirepower O] HE e ¥ R (FXOS) 55 1Y
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fprd120-TAC-A /security* # show role
y=R=2%
AL BEPriv

daa aaa
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DEGYHF

E=XR
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ANHHNEARBBEEEREREANREMEY., XPEAZNMEREBREER ( FHR
) BAHAER N E), MMRENBREEER  FRACCERTMIESTRERNEZE,

RE
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10.88.244.50

rJ, 10.83.180.6

— pu o ..

—(
_4&_/‘“'/ E

FXOS chassis

Network admin

L
A EFXOSHE

ERMAEEREVRADIUSEHER
FER1. BB EPlatform Settings > AAA,

HER2 . — TRADIUSZ 5| EH,

Overview Interfaces Logical Devices Security Engine JgGlatlanl-1oaaltE
wre ww [T o

S5H
SHMP Froperties

HTTPS

FOAAA
Syslog Retries:= 1
DNS RADIUS Providers
FIPS and Common Criteria

Access List
Hostname ‘Order Service Auth Port

SRIHNEFNENSERADIUSRERERN (ZZ16ERMHEER ) .
3.1.7ERADIUSRREEXEFF , #E—TAdd.
3.2.BR "HTHERADIUSIEHER ) HELRE , MAFENE.
3.3.%—THERMM "#IERADIUSRMERERN, HEFR,



Edit 10.88.244.50 ? /(%

Hostname/FQDN(or IP Address):*
Order:™ 1

Key: TIITIIL SetYes

Confirm Key: lllll.!.l.l
Authorization Port:* 1812

Timeout:* 5 Secs

Retries:* 1

QK Cancel

SB43%E—T TSave, o

Overview Interfaces Logical Devices Security Engine JZETsfitay T4, T-E

NTP LumTm

S5H

SNMP Properties
HTTPS Timeout:* 5 Secs
 AAA

Syslog Retriga:™ 1

oS RADIUS Providers

FIPS and Cornman Criteria Add

w

Acess List
Hostname Order Service Auth Port
10.88.294.50 1 authorization 1812 &
Save | | Cancel

S B25..8 8 Z System > User Management > Settings.

5 B26.7E£ Default Authentication T iZ#ZRADIUS.,

Gwverview Interfoces Logical Devices  Security Engine  Platform Settings

c RAILS o
0t Autheri Local
sar ot
Ramote User Reds Policy 0 sz Dt Reda ) Ma-Lisgin

fEFCLIZ M RADIUSEHER



T, EEMARADIUSERE A BETUTHS,
for4120-TAC-A#ER B R £
fpr4120-TAC-A /security # scope default-auth
fpr4120-TAC-A /security/default-auth # set realm radius
$BR2 1 Fshow detailfs - H R & R.
fprd120-TAC-A /security/default-auth # show detail
FEREMRE

‘EHHE : Radius

#2/E%E1 . Radius

WebEFERIFTERE (¥ ) : 600

Web, ssh, telnet&FEHNESFEER (¥ ) : 600

Web, ssh, telnet&FEHNEBESFEERE (¥ ) : 3600

RIEFESFER (¥ ) 600

RYIEFEEHEFER (¥ ) 3600

BEE 5 REMARSRA

RS ERERMKRA

FAE-ERE: &
FRI.EBERADIUSHIRIRSIE , FEITUTH T
for4120-TAC-A#ER B R &4
fpr4d120-TAC-A /security # scope radius
fpr4d120-TAC-A /security/radius # enter server 10.88.244.50
fpr4d120-TAC-A /security/radius/server # set descr "ISE Server”
fpr4120-TAC-A /security/radius/server* # set key
Oy B
FESD G4l - wwwes
£ BR4 {F FAshow detaildy & H R & Ro

fprd120-TAC-A /security/radius/server* # show detail



RADIUS AR 2% :
FHE. FQDNZIPH#h4E : 10.88.244.50
R
EI:
BMEEE 1812
g
I EF:5
Ac R ISEf IR 2%
AFXOSHT 8 R8BI

5B 1.8 8 £ Administration > Network Resources > Network Devices,

HER2. 3 —TADD

~ Administration

» Sysiem  » |dentity Management  ~Network Resources  » Device Porial Management  pxGrid Services  » Fead Service  » Threat Ceniric NAG

= Matwork Devicas  MNebtwork Device Groups  Metwork Device Profiles  External RADIUS Sarvers RADIUS Server Sequences  MNAC Managers  Exlernal MOM  » Location Services
——

<]
Network devices Network Devices
Default Device
fEdit <badd [fyDuphicate @uimport @ Export @) Generatz PAC | ) Delete
Device Security Settings ’
Name o IP/Mask Profile Name Lacation Type Descriptian

No data available

SERIMAFENE (BB, IPihut, HERFMBMARADIUSEFEEE ) , REEERR,



Identity Services Engine Home

» Context Visibility ~ Administration

» Operations + Policy
* System  » ldentity Management = - Metwork Resources b Device Portal Management  pxGrid Services ¢ Feed Service  + Threat Cenfric NAC

» Network Davices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Sarver Sequances NAC Managers External MDM b Location Services

(<]
Network devices Metwork Devices List > New MNetwork Device
Network Devices
Default Device
* Name | FX0S
Device Security Settings

e —

IP Address: | 10.83.180.6 NIEE

* Dewica Profile % Cisco » &

) —
] —

* Network Device Group

DeviceType [xos (o | [ SetTo Defaut |

IPSEC (15 [PSEC Device

© | [ Set To Default |

Location [ul Locations © | [ Set To Default |

¥+ RADIUS Authentication Seftings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secrel | spassess |  Show |
CoA Port [ 1700 | ["setTo Defautt |
RADIUS DTLS Settings (i
DTLS Required []
Shared Secret  radiusilis i
Coa Pont | 2083 | | set Ta Defautt |
Issuer CA of ISE Centificates for CoA [ Salect if required (optional) v]

BYSGHERNERAE
S B EE> S AEESE>ERE S B8,
5%2 . 122 - -FADDc

bl |dentity Services Engine Home

» Context Visibility » Operations » Policy ~ Administration » Work Centers

» Systemn |~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
» Identities  Groups  External Identity Sources  Identity Source Sequences b Settings
RRS———
Identity Groups User Identity Groups
& L)
O o B Gk, J Edit =bAdd M Delete v @almport s Export v
» ] Endpoint Idenity Groups Name & Description
» =) User Identity Groups [0 28 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
] 52 Employee Default Employee User Group
O 5% GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[J 22 GuestType_Contractor (default) Identity group mirroring the guest type
O ."_:.‘} GuestType_Daily (default) Identity group mirroring the guest type
O &1 GuestType_Weekly (default) Identity group mirroring the guest type
O &% OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group



S ER3. 5 ANamefV{E , A& & — T Submit.

thutlie  Identity Services Engine Home ¢ ContextVisbility  » Operations ~ Administration

» System =~ |dentity Management = » Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

—
Ide o User ldantity Groups > New User Identity Group
[. e ] Identity Group

T . *Name [ FXOS ADMIN |
» ; Endpoint Identity Groups Description [

3 ;Mm@mps

EZ3 | concel |

SRABAAMENERAERACERISRS,

«lali.  |dentity Services Engine Home  » ContextVisbility  » Operations  » Policy [RRd el C -l * Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings

v
Identity Groups User Identity Groups
& L)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v

» : Endpoint Identity Groups Name Description

» | User ldentity Groups 51 ALL_ACCOUMTS drafauiry Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
&R Employee Default Employee User Group
51 FXOS AAA

43 FXOS ADMIN
&2 FXOS OPER
&2 FXOS Read Only

A A IR ASO U IR ITE Cdefe it L L Tt TR SR AU S

SRS B EE>-FREE>-FH>HHE,
5%6 gi - _FADDc

jooooog

ulile Identity Sarvices Engine Home b ContextVisibilty  » Operations  Agminisiration

» System = |dentity Management = » Metwork Resources  » Device Portal Management  poGrid Services  » Feed Service  » Threat Centric NAC

=ldentiies  Groups  External ldentity Sources  |dentity Source Sequences  » Saettings

Users Network Access Users

Latest Manual Network Scan Resulls =
JEdr feadd B change Status B impert O Export 3 Dolete [y Duplicate

Status MName & Description First Mame Last Name Email Address User Identity Groups Admin
No data avallable

SRTBMAMENE (B8, £AEEANER )



‘thuilis  Identity Services Engine Home  » ContetVisbilty  » Operations ~ Administration

» System = ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~Identities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
(<]

Users MNetwork Access Users List > New Network Access User
* Network Access User

Latest Manual Network Scan Results

*Name [ fxosadmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -

Password Re-Enter Password
* Login Passworg | ssessess [ smensene [ Generate Password | i
Enable Password | | [ Generate Password | (i

w User Information

First Name | |

Last Name | |

 Account Options

Change password on next login [

= Account Disable Policy

) bisable account if date exceeds | 2018-03-01 (yyyy-mm-dd)

« User Groups

- {Pxos ADMN ol

Es (cancel )

SR HATALEERAEEERISRG,

+ Context Visibility + Oparations = Administration » Work Cantars
» Systern | - lgeniity Manggement  » Network Rescurces  » Device Ponal Management  pxGnd Services  » Feed Service  » Threat Centnic NAC
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings

o
Usars Network Access Users

Latest Manual Network Scan Results Jedt dhndd E Status »  @eImport Gk Export v 3 Delete v LyDupheate

Status Name + | Description First Name Last Name Email Address User [dentity Groups Admin
[0 gEnabled g Mxosasa FXOS AR

[ mEnabled g Fxosadmin FXO5 ADMIN

[} g Enabled ¢ fxosoper FX05 OPER

[J mEnabled § Mosro FXOS Read Only

ABECEAEAGEVRALEXEE

S B1., EE ZEPolicy > Policy Elements > Results > Authorization > Authorization Profiles.



‘G Identity Services Engina Home  » Conteod Visibility » Operptions [EETNTETEN  » Administraon  + Work Centers
Authentication  Authorization  Prefiing  Posture  Client Provisioning  +Poley Elements

Dictionaries » Condiions  ~Resulls

o
SN Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Reslone > Policy Export Page
» Authorization
# Edit add  [PyDuplicate | 3¢ Dalate
Authorizaticn Profiles " + -
[ name Profile
Dowriloadable ACLE X
[0 Blacknole_Wirelass_Accass e Cisco &2
' ling O cisco_IP_Phones b Cisco 5
» Posture O cCisco_websuth &k Csco &
O NSP_Onboard & Cisco 5
e sl [0 Mon_Cisco |P_Phanes ik Cisco @
O DenyAccess
O Permitaccess

SR ERREEREERNIEBL,
21 EREEEERT,

Authentication  Authorization  Profiing Posture  Client Provisioning =~ Policy Elements

Dictionaries » Conditions = Results

.  Description
Default profile used to blacklist wireless devices, Ensu
Default profile used for Cisco Phones.
Default Profile usad to redirect users to the OWA port
Onboard the device with Native Supplicant Provisionir
Default Profile used for Non Clsco Phones.

Default Profile with access type as Access-Reject
Default Profiie with acoess type as Access-Accept

<]
Authorization Profiles > FXOS-ADMIN-PROFILE
» Authentication L
Authorization Profile
* Authorization *Name | FXOS-ADMIN-PROFILE
Authorization Profiles Description |
Downloadable ACLS " Access Type | ACCESS ACCEPT -

+ Profiling Metwnrk Device Profile 2 Cisen » 69

22 MMRES |, B8 ELL T CISCO-AV-PAIR

cisco-av-pair=shell:roles="admin"

v Advanced Attributes Settings

Cisco:cisco-av-pair v shell:roles="admin"

ZBE_Tﬁ#o

| Reset |

HER3 AL T Cisco-AVEL T HErER EABER IR



cisco-av-pair=shell:roles="aaa"
cisco-av-pair=shell:roles="operations"

cisco-av-pair=shell:roles=" R "

v Advanced Attributes Settings

| Cisco:cisco-av-pair 3| = |shell:roles="aaa" o

v Advanced Attributes Settings

ICisoo:cisco-av—pair O| - |shell:roles="operatjons" O|

v Advanced Attributes Settings

Cisco:cisco-av-pair v shell:roles="read-only" W

‘thuk  Identity Services Engine Home  » ContextVisbilty  » Operations [ERdX"BM * Administation ) Work Centers

Authentication Authorization Profiling Posture Client Provisioning - Policy Elements

Dictionaries  » Conditions  ~ Results

<]
» Authentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
» Authorization
f Edit Add “wDuplicate | Y Delete
Authorization Profiles /Edt qpadd 1
] Name Profile
Downloadable ACLs .
[0 Blackhole_Wireless_Access i Cisco £
» Profiling [ cisco_IP_Phones et Cisco £
. sl 23]
» Posture [0 cisco_WebAuth st Cisco 6B
D FXOS-AAA-PROFILE i Cisco £
R, [0 FXOS-ADMIN-PROFILE & Cisco
[J FXOS-OPER-PROFILE 2 Clsco 5
O FXOS-ReadOnly-PROFILE at: Cisco &

B G HRERE



$E1., BEZEPolicy > Authentication > , AR EEEE TR AIMNMESEHNETE,

Dol Ristés {5 mach} o Prosceis © Dalauit betwork Access. aed use - Dunyhoosss [

FR2REME ; TUAERMM TR , BEAES D , HAGEARERR !
ZHB:FXOSEE & Al

IFEZHBMEE KR  EREBFAME KRR B#FXO0S

SRFBE | TSR

ER:REERE

4> FXOS AUTHENTICATION RULE :If DEVICE:Device Type EQUALS All Device Types#FXOSAllow Protocols : Default Network Access  and
Default wse Intemal Users

B RAReg

S E1., BEZEPolicy > Authorization > , AR RETEMURELEZEZ IR ANMNE,

i ROy 10 00 Wirbess. 5oL B ety seiu

Autharization Policy

Dt 130 ALTSREARCH Pty By EONDiSATSY bl Bk 5 ST (PROGIE BRUSH SN SORIGNS. D] P A1 A 13 NS 1 SFOGT
For Foicy Export o i Administration » System > Backu & Resire » Polcy Exor Fage

[ First Fstcbd Fuske Apples

* Exceptions (0)
e Y grougm st o
(-] Dot DenyAcoess. ——
et Aporee
[s== QT

SRR ERMESI B ARBERAUNE.

2.1.35 81 % : Fxos <USER ROLE># 8,

Status Rule Name

Fa + | Fxos Admin Rule

22MR . FAEGHE>RE<FEREAR>,



Conditions (identity groups and other conditions)

Permissions

FX... -

and ‘ Cenditien(s)

&

then | AuthZ Pr... <

if no ma

FXOS ADMIN )

I[Illl[l[ll{l‘a’—'

4
Il

- Oy
FXOS AAA

GuestType_Weekly (default)
OWN_ACCOUNTS (default)
GROUP_ACCOUNTS (default)
FXOS ADMIN

FXOS OPER

Employee

GuestType_Daily (default)
GuestType_Contractor (default)
FXOS Read Only
ALL_ACCOUNTS (default)

2.3.#1 : Create New Condition > Device:Device type Equals All Devices Types #FXOS.

Conditions (identity groups and other conditions) Permissions

I FX... qp [and | DEVICE:Device Type EQUALS All ... ‘—’| hen | Selectan item <

[fno matches, inen DenyAd [ add All Conditicns Below to Library
Condition Name Description
¢ [DEVICE:Device Ty... ©] [Eauals  ~|  [AllDevice Types#... @ &,
( L)
e = -

24F T  BE>REFHEACGEERME

@ All Device Types
u  All Device Types#FXOS
£ Ao

[ Airespace

[ Alcatel-Lucent
£ Aruba

[ Brocade

] CERTIFICATE
£ Cisco

[ Cisco-BBSM
£ Cisco-vPN3000
£ cwa

Mo W w W oW oW oW w oW



Permissions

hen | FXOS-A... -

FXOS-ADMIN-PROFILE

-

1l

&~
@ Blackhole_Wireless_fccess
(4 Cisco_IP_Phones

G Cisco_WebAuth

Status

Rule Name

Fxos Admin Rule

@ DenyAccess

(G4 FXOS-AAA-PROFILE

(i FXOS-ADMIN-PROFILE
(G4 FXOS-OPER-PROFILE
(&4 FXOS-ReadOnly-PROFILE
(&4 NSP_Onboard

@ Mon_Cisco_IP_Phones
@ PermitAccess

Conditions (identity groups and other conditions)

' FXOS ADMIN '\ DEVICE:Device Type EQUALS All Device
Types#FX0S

SRS HAAEAERACERESR,

Status

HERA TR —

Rule Name

Fxos Admin Rule
Fxos AAA Rule

Fxos Oper Rule
Fxos Read only Rule

Default

TEHKZA Save.

Conditions (identity groups and other conditions)

i1 FXOS ADMIN ~MD DEVICE:Device Type EQUALS All Device
Types#FX0S

It FXOS AAA AND DEVICE:Device Type EQUALS All Device
Types#FX0S

{f  FXOS OPER AND DEVICE:Device Type EQUALS All Device
Types#FXO0S

i7" FXOS Read Only AND DEVICE:Device Type EQUALS All Device
Types#FX0S

if no maiches, then DenyAccess

Permissions
hen FXOS-ADMIN-PROFILE

Permissions
then FXOS-ADMIN-PROFILE

then  FXOS-AAA-PROFILE

then FXOS-OPER-FROFILE

then  FXOS5-ReadOnly-PROFILE



B
BE , B ARSEEAEIBRIIRNEREAR,
FXOS#ERE

1. BiBTelnets SSHIEEARFIFXOSHEFE , WHFEMAISELFMEIANEAEEA,
£ FH & & ¥:fxosadmin

7%
for4120-TAC-A#fscopeR £
fpr4d120-TAC-A /security # show remote-user detail
1= i £ A & fxosaa:
SRR
EREAG .
##.aaa
AR KR
i % 5 A & fxosadmin:
AR
EREAG
# #:admin
H R
IR ¥ {58 A & fxosper:
SRR
EREAG .
A RE



ERE MR
1= Ui {5 A & fxosro:
RER:
EREASG
ERE MR
RIBEANEAEERE  FXOSHABCIKERREIREAEACHERERS,
EEEEAEAE,

fprd120-TAC-A /security # ?

clear-user-sessions Clear User Sessions
BUEBVAEHR
MERMIBRFEEH R
ZRZER RS
R PR AR AR
WABATEYHR
EREERERER
set SetB M E
BRETRREA
R IESEE N cimcE
fpr4120-TAC-A#connect fxos
fpr4120-TAC-A(fxos)# debug aaa aaa-requests
fpr4a120-TAC-A(fxos)#
REEREAE®,
fpr4120-TAC-A /security # ?
EREERERER
set SetB M E
BRETRRREA



fpr4120-TAC-A#connect fxos

fpr4120-TAC-A(fxos)# debug aaa aaa-requests
%5 BT AT R IERE

2. BIEEFXOSHFE IPHbHE Y fF AISE EF BV ANERAEE A
EEEFRAEAR,

Add RADIUS Provider

Hismaame FOON (0 IF Asdres] =

Cvdar® Iowest palabie W ke

182

RBEEREAR,

Overview  Interfaces  Logicsl Devices  Security Engine R EUESIURIIES-T)

FiFS ag Commn Griara

Rocess Unk

BisE - 5555 = , ADDRSZ R EE R,

ISE 2.058 %%

1. & FOperations > RADIUS > Live logs. EEZAEHE BIRIh A kB E R,

‘theo Identity Services Engine: Home  + Corbext Visbiy [EESSSUTUTSNN + Polcy ¢ Administation - Work Ceniors

~RADIUS | Threat-Centric NAC Live Logs  » TACAGS  » Troubleshoot  » Adaptive Network Contrdl Reports
Cligix harn o do wirsiess selup and visiilty seiup O

Lvelogs  Live Sestors

Misconfigured Supplicants O Mizconfigured Network Devices @ RADIUS Drops © Cilent $topped Responding O Repeat Counter @
Refresh  Mever j Show  Lates! 20 recorss j Within| Last 3 hours -
S Refresn D RessiRepest Counts 2 Expon Tow Trieer &=
T Status Details Repeat C...  ldentity Authentication Policy Authorization Policy Autharization Profiles Metwork Dev...  ldentity Group

: 4

Jan 20, 2018 10:14:09. [ ] Yy »x FXOS AUTHENTICATION RULE »» Dk Diefault >» Fxos Ademin Rule FXOS-ADMIN-PROFILE FXOS User |denity Groups FXOS
Jan 20, 2018 10:13:89.... [} o frasadmin Deasfault >» FXOS AUTHENTICATION RULE > Dataull FXOS Uhser |dersty Groups FXOS
Jan 20, 2018 10:02:01, o frosh Ditaull => FXOS AUTHENTICATION RULE == Dafaull  Default >> Fxos Read orly Rule FXOS-ReacOnly-PROFILE  FXOS Wser |deniity Groups FXOS
Jan 20, 2098 100880 [} a frasm Default >> FXOS AUTHENTICATION RULE > Default FROS5 User idendty Groups FXOS
Jan 20, 2018 10:068:17 [ & foosm Default >> FXOS AUTHENTICATION RULE > Datault FXOS User |deniity GroupsFX0S
Jdan 20, 2018 100818 o 1 finsm >3 FXOS AUTHENTICATION RULE >> Detautt FXOS User Identity Groups-FX0S
Jan 20, 2098 10:04:23. [ -] o sfaull »» FXOS AUTHENTICATION RULE »» Dwtaull Diefault >» Fxos Ademin Rule FROS-ADMIN-PROFILE FROS Uhser |dendty Groups FXOS
Jan 20, 2018 10:02:58. [ ] Y * + »» FXOS AUTHENTICATION RULE »» Detauft Diefault >» Fxos Ad FXOS-ADMIN-PROFILE FXOS User |dendty Groups FXOS

SRR AR

ATHRZAAERBANRE , FEFXOS cliFETUATHT.



fpr4120-TAC-A#connect fxos

fpr4120-TAC-A(fxos)# debug aaa aaa-requests

fpr4120-TAC-A(fxos)# debug aaa event

fpr4120-TAC-A(fxos)# debug aaa errors

fpr4120-TAC-A(fxos)# term mon

R ERFORER , SRBEIUATEE.

20185 1H20H17:18:02.410275 aaa: AR & 55 E Y aaa_req_process, ErafmiR0

201841 H20H17:18:02.410297 aaa:aaa_req_process: R HE BRI EHRAAAFE X : login
appn_subtype: FE&%

201841 H20H17:18:02.410310 aaa:try_next_aaa_method

201851 H20R017:18:02.410330 aaa: B EM 5 =B H A1, EERNENRS A0
201841 H20H 17:18:02.410344 aaa:handle_req_using_method

20185 1H20H17:18:02.410356 aaa:AAA_METHOD_SERVER_GROUP
2018%1H20H17:18:02.410367 aaa:aaa_sg_method_handler group = radius
2018%1H20H17:18:02.410379 aaa:f FEE 2tk B #9sg_protocol

201841 H20H17:18:02.410393 aaa:iE 1 M RADIUS AR 1% FE R

201841 H20H17:18:02.412944 aaa:mts_send_msg_to_prot_daemon: B H K E= 374
201841 H20H17:18:02.412973 aaa: &3 : 0x8dfd68cE # B EI&FE &K1

20185 1H20H17:18:02.412987 aaa:EtE Ry J7 7 #H A Th

20181 H20H17:18:02.656425 aaa:aaa_process_fd_set
2018%1H20H17:18:02.656447 aaa:aaa_process_fd_set:aaa_q_kKImtscallback
201841 H20H17:18:02.656470 aaa:mts_message_response_handler:mts £ f&
201851 H20H17:18:02.656483 aaa:prot_daemon_response_handler

201841 H20H17:18:02.656497 aaa:&3E : 0x8dfd68cE fE & 7E R0 MR
201851 H20H17:18:02.656512 aaa:is_aaa_resp_status_success status = 1
201841 H20H17:18:02.656525 aaa:is_aaa_resp_status_success ATRUE

201841 H20H17:18:02.656538 aaa: AR & 17 5 & Vaaa_send_client_response. session-
>flags=21. aaa_resp->flags=0,



20181 H20H17:18:02.656550 aaa:AAA_REQ_FLAG_NORMAL

201851 H20H17:18:02.656577 aaa:mts_send_responseX Ih

201841 H20H17:18:02.700520 aaa:aaa_process_fd_set:aaa_accounting_q_t Bymtscallback
201841 H20H17:18:02.700688 aaa:E&{EHE : accounting_interim_update

201841 H20H17:18:02.700702 aaa:aaa_create_local_acct_req:user=, session_id=, log=added
user fxosro

201841 H20H17:18:02.700725 aaa:aaa_req_process AR, EEE#mIR0
2018%F1H20H17:18:02.700738 aaa:MTSFE K 5| A A%, LOCALES
2018%1H20H17:18:02.700749 aaa:i8 €AAA_REQ_RESPONSE_NOT_NEEDED

201851 H20H17:18:02.700762 aaa:aaa_req_process: 3K B & B EHAAAZER : default
appln_subtype: TE:%

2018%1H20H17:18:02.700774 aaa:try_next_aaa_method
201841 H20H17:18:02.700798 aaa: ;R B ¥ AR FAREBEMN 7%
201851 H20H17:18:02.700810 aaa ;2 B o] AR L FE SRV EL &

20181 H20H17:18:02.700997 aaa:aaa_send_client_response AR IR. session->flags=254.
aaa_resp->flags=0,

201851 H20H17:18:02.701010 aaa: BEE L IRFFE RN EE&ERSUCCESSEIA

20181 H20H17:18:02.701021 aaa:ltF R EEEE

20185 1H20H17:18:02.701033 aaa:AAA_REQ_FLAG_LOCAL_RESP
2018%1H20H17:18:02.701044 aaa:aaa_cleanup_session

201841 H20H17:18:02.701055 aaa:FEFE Haaa_req.

201851 H20H17:18:02.701067 aaa:[EiR J5 &4 i#th 5 Zh

201851 H20H17:18:02.706922 aaa:aaa_process_fd_set

20181 H20H17:18:02.706937 aaa:aaa_process_fd_set:aaa_accounting_q.t Bmtscallback
201841 H20H17:18:02.706959 aaa:E#R4EWF : accounting_interim_update

20181 H20H17:18:02.706972 aaa:aaa_create_local_acct_req:user=, session_id=, log=added
user:fxosr to the role:read-only

BOREERARMRER  GKEIUT@EL,

20181 H20H17:15:18.102130 aaa:aaa_process_fd_set



2018%F1H20H17:15:18.102149 aaa:aaa_process_fd_set:aaa_q_EHmtscallback
20181 H20H17:15:18.102267 aaa:aaa_process_fd_set

20181 H20H17:15:18.102281 aaa:aaa_process_fd_set:aaa_q_EHmtscallback
201851 H20H17:15:18.102363 aaa:aaa_process_fd_set
2018%F1H20H17:15:18.102377 aaa:aaa_process_fd_set:aaa_q_EHmtscallback
20181 H20H17:15:18.102456 aaa:aaa_process_fd_set
2018%F1H20H17:15:18.102468 aaa:aaa_process_fd_set:aaa_q_EHmtscallback
201851 H20H17:15:18.102489 aaa:mts_aaa_req_process

201851 H20H17:15:18.102503 aaa: AR & 8 FE Waaa_req_process. & &h#m55k0

201841 H20H17:15:18.102526 aaa:aaa_req_process: R HE BH EHRAAAFE X : login
appn_subtype: FE&%

201841 H20H17:15:18.102540 aaa:try_next_aaa_method

201851 H20R017:15:18.102562 aaa:BLEM 5 =B H A1 , EERNENRS A0
2018%1H20H17:15:18.102575 aaa:handle_req_using_method

20185 1H20H17:15:18.102586 aaa:AAA_METHOD_SERVER_GROUP
20181 H20H17:15:18.102598 aaa:aaa_sg_method_handler group = radius
2018%1H20H17:15:18.102610 aaa:f FEE 2tk B #9sg_protocol

201841 H20R17:15:18.102625 aaa:iE 1 M RADIUS BRI &% 5 R

201841 H20H17:15:18.102658 aaa:mts_send_msg_to_prot_daemon: B H K E= 371
20184 1H20H17:15:18.102684 aaa: &3 : 0x8dfd68cE #T B EI&FE &K1

20185 1H20H17:15:18.102698 aaa:Et & Ky 77 7E#H A Th

20181 H20H17:15:18.273682 aaa:aaa_process_fd_set
2018%1H20H17:15:18.273724 aaa:aaa_process_fd_set:aaa_q_kKImtscallback
201841 H20H17:15:18.273753 aaa:mts_message_response_handler:mts £ f&
201851 H20H17:15:18.273768 aaa:prot_daemon_response_handler

201851 H20H17:15:18.273783 aaa: & &% : 0x8dfd68c 2 ft & & R0 bk

201851 H20H17:15:18.273801 aaa:is_aaa_resp_status_success status = 2



201841 H20H17:15:18.273815 aaa:is_aaa_resp_status_success ATRUE

201841 H20H17:15:18.273829 aaa: A & 135 Waaa_send_client_response, session-
>flags=21. aaa_resp->flags=0,

201841 H20H17:15:18.273843 aaa:AAA_REQ_FLAG_NORMAL
2018%1H20H17:15:18.273877 aaa:mts_send_responseX Ih
2018%F1H20H17:15:18.273902 aaa:aaa_cleanup_session

20181 H20H17:15:18.273916 aaa: 553K H B Fmts_drop

201851 H20H17:15:18.273935 aaa: FEXE Haaa_req.

201851 H20H17:15:18.280416 aaa:aaa_process_fd_set

2018%1H20H17:15:18.280443 aaa:aaa_process_fd_set:aaa_q_EHmtscallback

201841 H20H17:15:18.280454 aaa:aaa_enable_info_config:GET_REQ for aaa& A $&33H R

201851 H20H17:15:18.280460 aaa: EEE EREMIREE : KARLIR

HBER

BUATACACS/RADIUS BB E#% , FX-0S cli b fEthanalyzerfi S 12 R BTG M A BB, TH
= HIEFRE|EN,

$H5RId:CSCvg87518


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg87518/?reffering_site=dumpcr
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