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wlan DVA 3 DVA

aaa-override

client vlan VLANO0020

security dotlx authentication-list ACS
session-timeout 1800

no shutdown

EWLC L& MRADIUSHRSS8%
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aaa new-model

1

1

aaa group server radius ACS
server name ACS

1

aaa authentication dotlx ACS group ACS

radius server ACS
address ipv4 10.106.102.50 auth-port 1645 acct-port 1646
key Ciscol23

dotlx system-auth-control

NEFPIRVLANE BDHCPjth

LT 2% /Pi#VLAN 30FVLAN 4089 DHCP L & R4

interface Vl1an30

ip address 30.30.30.1 255.255.255.0
!

interface Vl1an40

ip address 40.40.40.1 255.255.255.0

ip dhcp pool vla3o0
network 30.30.30.0 255.255.255.0
default-router 30.30.30.1
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ip dhcp pool vlan40

network 40.40.40.0 255.255.255.0
default-router 40.40.40.1

ip dhcp snooping vlan 30,40
ip dhcp snooping
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',.
Wireless Wizard ik
- Controller
WLAMN o Mability Anchor
LA Wireless -
SECUtYy FomE
FArcess Paints
Cornrnands
¥ 802.11a/n J wpazpsk
= 11I“|.|li'|.|lr"| I_l nn:-jhrjn—lj,ug_

2. B HGeneraliE W~ , EEWLANREE ENWPA2-802.1X , H O/ DA (GBS EVLAN
20(VLANO0020),



WLAN
wiLAM = Edit

Security o5

Profile Narme
Type

SSID

Status

Security Policies

Radio Palicy

Interface,/Tnterface Group(G)
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DA,
WLAN
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bt MbyWorkspace Users and kieniity Stores = Internal dentity Stores = Users

k(51 Network Resources Internal Users
. : Filter: * Match if v [Go] ¥
Identity Groups
* Intarnal Identity Stores ' | Status User Name =~ |dentity Group Description
7] e sudent All Groups Students
5
» Extamal identity Stores ] 0 teacher All Groups Teachers
Certificate Authorities El 2] user All Groups user
Certlificate Authentication Profile
Identity Store Sequences

.

3. ¥ ERMITE > BANR > MEH R > BNEERXH , HHAAB S ERNEEXH

o

» 1 MyWorkspace Folicy Bements = Authorization and Permissions = Metw ork Access = Authorization A
» &) Network Resources Authorization Profiles
3 Users and Identity Stores -
ﬂ il Filter: * Match if - Go| +
Date and Time [ Permit Access
e 7] Student Student
* MNetwork Conditions
v Authorization and Permissions [C]  teacher teacher
¥ Network Access
orization Profiles

* Device Administration
* Named Permission Objects

» [ 5 Access Policies

4. WEFENRNEENH,

Policy Bements = Authorization and Permissions = Metwork Access = Authorization Profiles = Edit: "Student™

General || Common Tasks || RADIUS Attributes

% Name: Student

Description: Student

£ = Required fields

5. ¥VLAN ID/Namei& & J Static , {&3330(VLAN 30),




Folicy Bements = Authorization and Permesions > Metwork Access > Authorization Profies » Bdit: "Student”
| General | Common Tasks | RADIUS Aftributes
ACLS
Downloadable ACL Mame: Motin Use -
Filter-ID ACL: Motin Use -
Proxy ACL: Motin Use -
Voice VLAN
Permission to Join: Motin Use L
VLAN
VLANM ID/Name: Static = & Value 30
Reauthentication
Feauthentication Timer: Motin Use -
Maintain Connectivity during
Feauthentication:
Qos
Input Policy Map: MotinUse =
Cutput Policy Map: Motin Use -
802.1X-REV
LinkSec Security Policy: Motin Use -
URL Redirect
When a URL is defined for Redirectan ACL mustalso be defined
URL for Redirect: Motin Use -
URL Redirect ACL: Motin Use
% = Required fields

6. Jm B HL T AY RANEC B Lo

Folicy Bements = Authorization and Permissions = Network Access = Authorization Profiles = Edit: “teacher”

General | Common Tasks | RADIUS Aftributes

£ Mame: teacher

Description; teacher

£ = Required fields

7. ¥¥VLAN ID/Namei% &} Static , fE340(VLAN 40),



Policy Bements = Authorization and Permissions = Metw ork Access = Authorization Profiles = Edit: "teacher™

| General | Common Tasks || RADIUS Aftributes
ACLS
Downloadable ACL Name: Maotin Use -

Filter-1D ACL: Motin Use -
FProxy ACL: Matin Use -
Voice VLAN
FPermission to Join: Motin Use -
VLAN
WLAN ID/IMame: Static » &F Walue 40
Reauthentication
Reauthentication Timer: Motin Use -
Maintain Connectivity during
Reauthentication:
QOs
Input Policy Map: Motin Use -
Output Palicy Map: Motin Use -
802.1X-REV
LinkSec Security Palicy: Motin Use -
URL Redirect

When a URL is defined for Redirect an ACL must also be defined
URL for Redirect: Matin Use -
URL Redirect ACL:

8. &finZEAccess Policies > Access Services > Default Network Access , /5% tiAllowed
Protocolsit I F., & “SLFPEAPEILIE,
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b [¥] Alow EAP-TLS

b (V] Allow LEAP

» (V] Alow PEAP
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Preferred EAP protocol
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:‘::] Intel® PROSetMfireless Wiki Connection Utility

File Tools Advanced Profiles Help

You are connected to DVA.

M etwork, M arne: Dt
Speed: 144.0 Mbps

Signal Cluality: E xcellent
IFP Address: 030,302

WiFi Mebwarkz [46)

Connected ' an -~

II'IIQ Thiz nebwark. has secunty enabled -;gf’ Q 0

<55I1D not broadcast> a

IIlI 2] Thiz network, has secunty enabled @

£55ID not broadcast>

g
II'I 2] Thig hetwark. haz secunty enabled Q 0

<55I1D not broadcast>

g
alll 10
e

To manage profiles of previously connected 'WiFi netwarks, click the []
Profiles button. Hl -

. (EAHTAEEZSIDVA WLAN |, AEEE P IRWIFIEZZAREF,



:‘::] Intel® PROSetMfireless Wiki Connection Utility
File Tools Adwvanced Profiles Help

You are connected to DVA.

M etwork, Mame: D,
Speed: F8.0Mbps

Signal Clualiby: Ewiellent
IFP Address: 40.40.40.2

Wik Mebwarkg [47)

Connected .. 8o~

DVA
Illllf’ Thiz nebwork, has secunty enabled a;{p" g 0 —

<551D not broadcast:

a
Illll_ﬁ Thiz nebwark. has secunty enabled @ @

<551D not broadcast> q

lllll.ﬁ This network. has security enabled Q.
a
850
v

I <551D not broadcast:
|I|I

To manage profiles of previously connected Wik netwarks, click the
Frafiles buttan.
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show @551 H Y 2 47 o

£/ debug R 28 , HSHEX Debug THHEEFEE.,

A A8 81 2 debug client mac-address mac , AR L FNGWCR G :

- set trace group-wireless-client level debug
- set trace group-wireless-client filter mac xxxx.xxxx.xxxx
- show trace sys-filtered-traces
NGWCHR R B1Edot1x/AAA |, B ELEX dot1x/ AAASE I A T BAMNA S IRERSIK

- set trace group-wireless-client level debug
- set trace wem-dot1x event level debug
- set trace wem-dot1x aaa level debug
- set trace aaa wireless events level
- set trace access-session core sm level debug
- set trace access-session method dot1x level debug
- set trace group-wireless-client filter mac xxxx. xxxx.xxxx
- set trace wem-dot1x event filter mac xxxx. xxxx.xxxx
- set trace wem-dot1x aaa filter mac xxxx. xxxx. xxxx
- set trace aaa wireless events filter mac xxxx.xxxx.xxxx
- set trace access-session core sm filter mac xxxx. xxxx. xxxx
- set trace access-session method dot1x filter mac xxxx. xxxx.xxxx
- show trace sys-filtered-traces
HEASVLAND B EE TR, BN ZENFHFERATRENE L

09/01/13 12:13:28.598 IST lccc 5933] 0021.5C8C.C761 1XA: Received Medium tag (0)
Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13)
Tunnel-Private-Id (30)

[09/01/13 12:13:28.598 IST lccd 5933] 0021.5C8C.C761 Tunnel-Group-Id is 30
[09/01/13 12:13:28.598 IST lcce 5933] 0021.5C8C.C761 Checking Interface
Change - Current VlanId: 40 Current Intf: VLAN0O040 New Intf: VLANOO30 New
GroupIntf: intfChanged: 1

[09/01/13 12:13:28.598 IST lccf 5933] 0021.5C8C.C761 Incrementing the
Reassociation Count 1 for client (of interface VLAN0040)

--More-- [09/01/13 12:13:28.598 IST 1lcd0 5933] 0021.5C8C.C761
Clearing Address 40.40.40.2 on mobile

[09/01/13 12:13:28.598 IST 1lcdl 5933] 0021.5C8C.C761 Applying new AAA override
for station 0021.5C8C.C761

[09/01/13 12:13:28.598 IST 1lcd2 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlanIfName: 'VLANO0030', aclName: ''

[09/01/13 12:13:28.598 IST 1cd3 5933] 0021.5C8C.C761 Clearing Dhcp state for
station ---
[09/01/13 12:13:28.598 IST 1lcd4 5933] 0021.5C8C.C761 Applying WLAN ACL policies
to client
[09/01/13 12:13:28.598 IST 1lcd5 5933] 0021.5C8C.C761 No Interface ACL used for
Wireless client in WCM (NGWC)
[09/01/13 12:13:28.598 IST 1lcd6 5933] 0021.5C8C.C761 Inserting AAA Override
struct for mobile

MAC: 0021.5C8C.C761 , source 4

[09/01/13 12:13:28.598 IST 1lcd7 5933] 0021.5C8C.C761 Inserting new RADIUS



override into chain for station 0021.5C8C.C761
[09/01/13 12:13:28.598 IST 1cd8 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlanIfName: 'VLANO0O30', aclName: ''

--More-- [09/01/13 12:13:28.598 IST 1lcd9 5933] 0021.5C8C.C761
Applying override policy from source Override Summation:

[09/01/13 12:13:28.598 IST lcda 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlianIfName: 'VLANO0030', aclName: ''

[09/01/13 12:13:28.598 IST 1lcdb 5933] 0021.5C8C.C761 Applying local bridging
Interface Policy for station 0021.5C8C.C761 - vlan 30, interface 'VLANO0030'
[09/01/13 12:13:28.598 IST lcdc 5933] 0021.5C8C.C761 1XA: Setting reauth timeout
to 1800 seconds from WLAN config

[09/01/13 12:13:28.598 IST lcdd 5933] 0021.5C8C.C761 1XA: Setting reauth timeout
to 1800 seconds

[09/01/13 12:13:28.598 IST lcde 5933] 0021.5C8C.C761 1XK: Creating a PKC PMKID
Cache entry (RSN 1)

[09/01/13 12:13:28.598 IST lcdf 5933] 0021.5C8C.C761 1XK: Set Link Secure: 0

[09/01/13 12:08:59.553 IST lael 5933] 0021.5C8C.C761 1XA: Received Medium tag (0)
Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13)
Tunnel-Private-Id (40)
[09/01/13 12:08:59.553 IST lae2 5933] 0021.5C8C.C761 Tunnel-Group-Id is 40
--More-- [09/01/13 12:08:59.553 IST lae3 5933] 0021.5C8C.C761
Checking Interface Change - Current VlanId: 20 Current Intf: VLANO020 New Intf:
VLAN0040 New GroupIntf: intfChanged: 1
[09/01/13 12:08:59.553 IST laed 5933] 0021.5C8C.C761 Applying new AAA override for
station 0021.5C8C.C761
[09/01/13 12:08:59.553 IST lae5 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlianIfName: 'VLANO0040', aclName: ''

[09/01/13 12:08:59.553 IST lae6 5933] 0021.5C8C.C761 Clearing Dhcp state for
station ---
[09/01/13 12:08:59.553 IST lae7 5933] 0021.5C8C.C761 Applying WLAN ACL policies
to client
[09/01/13 12:08:59.553 IST lae8 5933] 0021.5C8C.C761 No Interface ACL used for
Wireless client in WCM (NGWC)
[09/01/13 12:08:59.553 IST lae9 5933] 0021.5C8C.C761 Inserting AAA Override struct
for mobile

MAC: 0021.5C8C.C761 , source 4

[09/01/13 12:08:59.553 IST laea 5933] 0021.5C8C.C761 Inserting new RADIUS override
into chain for station 0021.5C8C.C761
[09/01/13 12:08:59.553 IST laeb 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlanIfName: 'VLAN0040', aclName: ''
--More--
[09/01/13 12:08:59.553 IST laec 5933] 0021.5C8C.C761 Applying override policy
from source Override Summation:

[09/01/13 12:08:59.553 IST laed 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlanIfName: 'VLAN0040', aclName: ''

[09/01/13 12:08:59.553 IST laee 5933] 0021.5C8C.C761 Applying local bridging
Interface Policy for station 0021.5C8C.C761 - vlan 40, interface 'VLANO0040'
[09/01/13 12:08:59.553 IST laef 5933] 0021.5C8C.C761 1XA: Setting reauth timeout
to 1800 seconds from WLAN config

[09/01/13 12:08:59.553 IST laf0 5933] 0021.5C8C.C761 1XA: Setting reauth timeout



to 1800 seconds
[09/01/13 12:08:59.553 IST lafl 5933] 0021.5C8C.C761 1XK: Creating a PKC PMKID
Cache entry (RSN 1)



	使用NGWC和ACS 5.2配置动态VLAN分配
	目录
	简介
	先决条件
	要求
	使用的组件

	使用 RADIUS 服务器执行动态 VLAN 分配
	配置
	网络图
	假设
	使用CLI配置WLC
	配置WLAN
	在WLC上配置RADIUS服务器
	为客户端VLAN配置DHCP池

	使用GUI配置WLC
	配置WLAN
	在WLC上配置RADIUS服务器

	配置RADIUS服务器

	验证
	故障排除


