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XK EIEE, T-HoNERIZE R Cisco Unified Communications Manager(CUCM)E &

HR(MoH) , BR , EAEERK , B—1THSMRIIEEFRTPHEMBER T,

o boRA

It T 82X XY SIPRE U AT A o

RERE , MRFEURHEANESRABRIPHIPHIFNHO , NiESHHBLEAXLERRES.
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Bt i% 0(32768-61000) A2 WRTP , RN EIAER T |, Clusterwide Parameters T~ #9Service
Parameter Duplex Streaming EnabledE2 % M.

Clusterwide Parameters (Service)

Default Network Hold MOH Audic Source 1D * 1
Default User Hold MOH Audio Source 1D * 1
[@plex Streaming_Enabled *I o

Debug CCSIP Messages7Ei& i HEF L& RSIP ACKEE. |, iZH BB T &iE#H R i (SDP)#EUR
, &5 H13% H 83RTPk B CUCM-IP-Address i 14000,

/1= 1] xxxxxxxxxxxx/ S| P/ Msg/ ccsi pDi spl ayMsg:

Received:

ACK sip: 6002@Rout er - | P- Addr ess: 5060 SIP/ 2.0

Via: SIP/2.0/UDP CUCM | P- Addr ess: 5060; br anch=z9hG4bK4a424f ed85

From <sip: 65002@UCM | P- Addr ess>; t ag=4091~842780d9- 7186- 4740- ada2- 23e5d1b91316- 46404063
To: <sip:6002@Rout er - | P- Addr ess>; t ag=2FF652- 51D

Date: Thu, 18 Apr 2019 19:59:50 GvVIr

Cal |l -1 D: 3EDDDOE4- 614B11E9- 800D9CAB- C5465DB2@Rout er - | P- Addr ess

User - Agent: C sco- CUCML2. 0

Max- Forwar ds: 70

CSeq: 102 ACK

Al ow- Events: presence

Session-1D: 4978aa3900105000a000006chcbcf da2; r enot e=836b14b48c77bf e681c0780c54ab4091
Cont ent - Type: application/sdp

Content-Length: 191

v=0

0=Ci scoSystensCCM SI P 4091 3 I N | P4 CUCM | P- Addr ess
s=SI P Cal

c=IN | P4 cucM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/ AVP 0
a=X-cisco-media:umoh
a=ptine: 20

a=rt pmap: 0 PCMJ 8000
a=sendonly

Show Call Active Voice Brief~ & RRXIE £ , EFRTPRN X B CUCM-IP-Address#lis (4000,
RTPAFEiR D ERH HEFEHBER.

11EC : 3 3143250ms.1 (14:59:02.516 CDT Thu Apr 18 2019) +1960 pid: 0 Answer 6002 active
dur 00:47:29 tx:2330/391440 rx: 64875/ 10380000 dscp: 0 nmedi a: 0 audi o tos: 0xO vi deo tos: 0x0
Tele 0/0/0:23 (3) [0/0/0.23] tx:2803960/1263780/0nms g711lul aw noi se:-65 acom3 i/0:-60/-64 dBm

11EC : 4 3143250ns.2 (14:59:02.516 CDT Thu Apr 18 2019) +1950 pid:1 Oiginate 65002 connected
dur 00:47:29 tx:1686/269760 rx:2330/372800 dscp: 0 nedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0
IP CUCM-IP-Address:4000 SRTP: off rtt:1ns pl: 46150/ 0nms | ost:0/0/0 del ay: 55/ 55/ 65nms g711lul aw
Text Rel ay: off Transcoded: No ICE Of
medi a inactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a
Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a
Lost Packet Rat e: 0. 00 CQut OF Or der Rat e: 0. 00

Show VoIP RTP Connections¥RmtRTP.Z 7~ 774000 ,5¥RemotelP & '~} CUCM-IP-Address.

B HIRHLERTPR AR —Ro

show voip rtp connections



Vol P RTP Port Usage | nfornation:
Max Ports Avail abl e: 8091, Ports Reserved: 101, Ports in Use: 1

M n Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |In-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP Local I P RemoteIP
MPSS
1 4 3 16386 4000 Router-IP-Address CUCM-IP-
Address NO

Found 1 active RTP connections

EARIRER IR , WARIUERTPRERKR BALL , EAHIAH , ©RE ik O245881 124000 , X IR
WiIERM , EERAREFHEZ,

Source Addrass A  Source Port Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
Remote IP Address 24588 Router IP Address 16386 OxG6c g711u 514 0({0.0%) 29.003 1174 0.187

BHERTPIREES
B INAEFE15.5(3)MO, 15.6(3)M6 IOSERA A 3| A,
T IEARERIBHEMER , cEERIERIPHY  AFRIERKED , EERNMNEEXS,

1. BERTPEREEEREATSIP. H.323. MGCPHISCCP
2. ZIhRER T AIHVolP RTPARFPIFM T HIRHE , LERARIMIN A FREIEAMMER
RTP

B RMPAT  AMRCRAATETERES. NREREMTRGEKERTP , fF
RBULEDBEOFLRRTP , WARBI X I ENEAIOSRA TheR S HEAAM,
LUESSHENLEN , ZHEHRA  AEERETLR.

AR

Configuration Term nal
voice rtp source-filter

FAMDIT R TR
*FH.323:

B ERHEE LEMIAIKH225 Asn1.E Rk ZEIMopenLogicalChannelAck , '© & H13 F 251 72 15 44 3 11t
0.0.0.0:0.

H245 MSC OUTGOING PDU : : =

val ue Mul ti medi aSyst enCont rol Message ::= response : openLogicalChannelAck :

{
f orwar dLogi cal Channel Nunmber 1

f orwar dMul ti pl exAckPar anmet ers h2250Logi cal Channel AckPar aneters :

{

mediaChannel unicastAddress : iPAddress :

{



network 'Router-IP-Address'H
tsapIdentifier 16404 (Router's UDP Port for the RTP)

}

mediaControlChannel unicastAddress : iPAddress :
{
network 'Router-IP-Address'H
tsapIdentifier 16405 (Router's UDP Port for the RTCP)

}
fl owControl ToZero FALSE

Recei ved openLogicalChannelAck has network and tsapIdentifier for the mediaChannel in zeros
whi ch means | P Address 0.0.0.0 and port 0.
H245 MSC INCOMING PDU : : =

val ue Mul ti medi aSyst enCont rol Message ::= response : openLogicalChannelAck :
{
f orwar dLogi cal Channel Nunber 2
f orwar dMul ti pl exAckPar anmet ers h2250Logi cal Channel AckPar aneters :
{
sessionlD 1
mediaChannel unicastAddress : iPAddress :
{
network '00000000'H
tsapIdentifier 0
}
mediaControlChannel unicastAddress : iPAddress :
{
network '00000000'H
tsapldentifier 1
}
}

Show Call Active Voice Brief ~ & RRXI8 & , # HixiZ Pt Fiw O & & 530.0.0.0:0,

11F5 : 21 18903090mns.1 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:2 Answer 6002 active
dur 00:00:43 tx:376/63168 rx:899/137074 dscp: 0 medi a: 0 audi o tos: 0x0 video tos: 0x0
Tele 0/1/0:23 (21) [0/1/0.1] tx:35340/14230/0ms g711lul aw noi se:-68 acom3 i/0:-64/-63 dBm

11F5 : 22 18903090mns.2 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:1 Oiginate 36004 active

dur 00:00: 43 tx: 152/ 23047 rx:376/60160 dscp: 0 nmedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP 0.0.0.0:0 SRTP: off rtt:Ons pl:0/0ms | ost:0/0/0 delay:0/65/65nms g711lul aw Text Rel ay: off
Transcoded: No ICE: Of

nmedi a i nactive detected:n nmedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Cut OF Or der Rat e: 0. 00

Local UUI D:

Renot eUUI D:

VRF:

Show VoIP RTP ConnectionsfFRmtRTPFIRemotelPE&E 750.0.0.0:0 , At HBHEMNZRIKE
RTP,

Vol P RTP Port Usage | nformation:
Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not confi gured
M n Max Ports Ports Ports



Medi a- Addr ess Range Port Port Available Reserved |In-use

d obal Medi a Pool 16384 32766 8091 101 1

Vol P RTP active connections :

No. Callld dstCallld LocalRTP RmtRTP Local I P RemoteIP
MPSS VRF

1 22 21 16404 0 Router-IP-Address 0.0.0.0
NO NA

Found 1 active RTP connections

FRARREHIR , TURIERTPHEWMLE., EAREF , ©Min 024608 F CUCM-IP-Address( T
7 2% O 0FIP#:4£0.0.0.0) 524K,

[ oK ) Wireshark - RTP Streams - H

Source Address 4 Spurce Port Destination Address Destination Part SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
CUCM IP Address 24608 Router IP Address 16404 0x676 g711u 1095 0(0.0%) 30.214 3.567 0.759

Debug VoIP RTP Error(i8i#VolP RTP451%)E T~ MCUCM-IP-Address(Ti 7+~ 20.0.0.0)#E RN EF
BHHVER , Hite RESFERRIE,

voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P-Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P-Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P-Address

XfFSIP:

Debug CCSIP Messagesfti& & i H 85 L B RSDPIREIMSIP ACKHE , ZHBEIE RIEHEFHEM
CUCM-IP-Address i 040003k BRTP,

/1= 1] xxxxxxxxxxxx/ S| P/ Msg/ ccsi pDi spl ayMsg:

Received:

ACK sip: 6002@rout er - | P- Addr ess: 5060 SIP/ 2.0

Via: SIP/2.0/UDP CUCM | P- Addr ess: 5060; br anch=z9hG4bK16712e94eda
From <sip: 65002@UCM | P- Addr ess>; t ag=5931~842780d9- 7186- 4740- ada2- 23e5d1b91316- 46404140
To: <sip:6002@0.201. 160. 54>; t ag=FE677E- E12

Date: Fri, 19 Apr 2019 23:53:48 GMI

Cal | -1 D 32798F13-623511E9- 805BC9D5- 801BF5C7 @Rout er - | P- Addr ess
User - Agent: Ci sco-CUCML2. 0

Max- Forwar ds: 70

CSeq: 102 ACK

Al | ow Events: presence

Session-1D: 5fdd1bc300105000a000006chcbcf da2; r enot e=761410b40eed518a94bd5f 7bbccf be40
Cont ent - Type: application/sdp

Content -Length: 191

v=0

0=Ci scoSystensCCM SI P 5931 3 I N | P4 CUCM | P- Addr ess
s=S|I P Cal |

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/ AVP 0

a=X-cisco-media:umoh

a=ptine: 20

a=rt pmap: 0 PCMJ/ 8000



a=sendonly

Show Call Active Voice Brief & R"RX#E & , ZRTPHiHI MCUCM-IP-Address:40004El,

HTRTPEEREKRBSE —MwA , ALEHEEFR

11F0 : 29 16672630ns.1 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid: 0 Answer 6002 active
dur 00:00: 07 tx:169/28392 rx: 265/ 42400 dscp: 0 nedia: 0 audi o tos: 0x0 video tos: 0x0
Tele 0/0/0:23 (29) [0/0/0.23] tx:4020/4020/0ns g711ul aw noi se:-74 acom 3 i/0:-64/-64 dBm

11F0 : 30 16672630ns.2 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid:1 Oiginate 65002 connected
dur 00:00: 07 tx:64/10240 rx:169/27040 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP CUCM-IP-Address:4000 SRTP: off rtt:Ons pl:3200/0ns | ost:0/0/0 del ay: 0/ 55/ 65ns g711ul aw
Text Rel ay: off Transcoded: No ICE Of

medi a inactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Qut Of Or der Rat e: 0. 00

Local UUI D: 5f dd1bc300105000a000006chchcf da2

Renot eUUl D: 761410b40eed518a94bd5f 7bbccf be40

VRF: NA

Show VoIP RTP Connectionsi¥RmtRTPHIRemotelP & &3 CUCM-IP-Address:4000 , 3§ R ESHAE
RTPkBiZR.

show voip rtp connections

Vol P RTP Port Usage | nformation

Max Ports Avail able: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not configured

Mn Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |n-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld Local RTP RmtRTP Local I P RemoteIP
MPSS VRF
1 30 29 16430 4000 Rout er - | P- Addr ess CUCM-IP-
Address NO NA

Found 1 active RTP connections
BERRSERIR , TURIERTPERRRBMAL , EAHIH , ©XBi% 24634 FICUCM-IP-
Address , 1 2 CUCM-IP-Address:4000,

@ ® Wireshark - RTP Streams - SIPG22

Source Address 4 Source Port Destination Address Destination Part SSRC Payload Packets Lost Max Delta {ms) Max Jitter Mean Jitter
CUCM IP Address 24634 Router IP Address 16430 0x683 g711u 600 0(0.0%) 29.820 1.300 0.2n

Debug VoIP RTP Error(iifVolP RTP&i%) S R Mk 024634 ( TR Ri% 04000 ) KK EHF KR
SHERRE , Bt e REDREIE,

voip_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voip_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634

N FMGCP:



Debug MGCP Packets(iMGCP#E3) & R KA ARVt E , AR FILEE TRF
RARETE

When the call initially connects, it negotiates the nedia capabilities through SDP.

MGCP Packet received from CUCM | P- Addr ess: 2427---> NMDCX 1324 S0/ SU1/ DS1-1/23@945-A. luiram 2.1 ab
MECP 0.1 C D0O00000002c4139b000000F500000008 I: 10 X 17 L: p:20, a:PCMJ, s:off, t:b8 M:
sendrecv

R D/ [ 0- 9ABCD* #]

S

Q process, | oop

v=0
=- 16 0 IN EPN S0/ SU1/ DS1-1/23@945-A. luiram 2.1 ab
s=Ci sco SDP 0
t=0 0
m=audio 23248 RTP/ AVP 0
c=IN IP4 IP-Phone-IP-Address
<- - -

MECP Packet sent to CUCM | P- Address: 2427--->
200 1324 K
<- - -

Then when it is placed on hold, CUCMonly changes the direction of the nedia.

MGCP Packet received from CUCM | P- Addr ess: 2427---> NMDCX 1325 S0/ SU1/ DS1-1/23@945-A. luiram 2.1 ab
M3CP 0.1 C. D000000002c4139b000000F500000008 I: 10 X: 17 M: recvonly

R D/ [ 0- 9ABCD* #]

Q process, | oop

<- - -

MECP Packet sent to CUCM | P- Address: 2427--->
200 1325 K
<- - -

Show Call Active Voice Brief©~ & '/RRX8 & , iZRTPF1Hi3k HIP-Phone-IP-Address:23248.

HTRTPRERERB S —NMPisit , Rt EH/ER.

11FD : 38 31140580ns.1 (19:24:46.254 CDT Fri Apr 19 2019) +0 pid:0 Originate connecting

dur 00:00: 36 tx:289/46240 rx:272/43520 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP IP-Phone-IP-Address:23248 SRTP: off rtt:1ns pl: 5440/ 70ns | ost:0/0/0 del ay: 0/ 55/ 65nms g711lul aw
Text Rel ay: off Transcoded: No ICE Of

medi a inactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 CQut OF Or der Rat e: 0. 00

Local UUI D

Renot eUUl D:

VRF:

11FD : 37 31140580ns.2 (19:24:46.252 CDT Fri Apr 19 2019) +0 pid:0 Originate active

dur 00:00: 36 tx:272/ 45696 rx:1832/293120 dscp: 0 nedi a: 0 audi o tos: Ox0 vi deo tos: 0x0

Tele 0/1/1:23 (37) [0/1/1.23] tx:36630/36630/0ns g71lul aw noi se:-68 acom6 i/0:-65/-60 dBm

Show VoIP RTP Connectionsff RmtRTP#IRemotelP-& 7~ 77 IP-Phone-IP-Address:23248 , ¥ H 25
FEIRTPR B iZiRo

show voip rtp connections
Vol P RTP Port Usage | nfornation:
Max Ports Avail abl e: 8091, Ports Reserved: 101, Ports in Use: 1



Port range not confi gured

M n Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |In-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP LocalIP
MPSS VRF
1 38 37 16420 23248 Router-IP-Address
Phone-IP-Address NO NA

Found 1 active RTP connections

B RRERHIR , TRIERTPRERRBML , EAHIF , BXREBIHKH24612HCUCM-IP-

Address , 1 =IP-Phone-IP-Address:23248,

[ oK ) Wireshark - RTP Streams - MGCPG2

RemoteIP

IP-

Source Address Source Port ¥ Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms)
CUCM IP Address 24612 Router IP Address 16420 0x678 g711u 1021 0{0.0%) 44.307

Debug VoIP RTP Error(Ji£VolP RTP4&i£)E R MCUCM-IP-Address(fi JEIP-Phone-IP-

Address) EWHNEABREINER , Rt REIREIE,

voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_ input: ERROR | P address validation failed, dropping packet.
Expected addr: |P-Phone-I|P-Address, Received addr: CUCM | P- Address

*fFSCCP:

T SCCPH B & R4t TRIFRSHVRS H]

CUCMH %t 8 /R iE = % H 25 i F CloseReceiveChannel #1StopMediaTransmissiont # 2 3E5E 31 HY

ﬁwo

SCCP:rcvd CloseReceiveChannel

Cl oseRecei veChannel Msg I nfo:

conference_id = 33554439, pass_through_party_id
0

33554541, call _ref

SCCP:rcvd StopMediaTransmission

St opMedi aTr ansmi ssi onMsg | nf o:

conference_id = 33554439, pass_through_party_id = 33554541, call _ref
0

ARG , CUCMIE RiE F & 1 85 FA OpenReceiveChannel {13 B R UL

SCCP:rcvd OpenReceiveChannel

OpenRecei veChannel Msg | nfo

conference_id = 33554439, pass_through_party_id = 33554542
nsec_pkt _size = 20, conpression_type = 4

qualifier_in.ecvalue = 0, g723_bitrate = 0, call_ref = 46404215
stream pass_through_id = 16777216, rfc2833_payl oad_type = 0
codec_dynani c_payl oad = 0, codec_node = 0

Encryption Info :: algorithmid O, key_len O, salt_len O

request edAddr Type = 0, source_i p_addr.i pAddrType = 0, source_i p_addr = CUCM-IP-Address,

46404215, port_handling

46404215, port_handling

Mean Jitter



source_port _nunber = 4000,
audi o_l evel _adjustment = 0

SCCP:send OpenReceiveChannelAck
OpenRecei veChannel Ack | nfo:

pass_t hrough_party_i d=33554542, status=0(ok), host_ip_addr= Router-IP-Address, port=16390

Show SCCP Connections & 7Rripaddrflrportas 0.0.0.0:0 ; B§H ST HRTPXR B iZ Ko

show sccp connecti ons

sess_id conn_id stype node codec sport rport ripaddr conn_id_tx
33554439 33554542 np recvonly g711u 16390 0 0.0.0.0
33554439 33554540 ntp sendrecv g711u 16386 16384 10.201. 160. 54

Total number of active session(s) 1, and connection(s) 2

Debug VolP RTP Error(ﬂﬁtVoIP RTP4&iR)E ~MCUCM-IP-Address(i 1+~ 20.0.0.0) WK EHFHK

BENERRE , FHite KRB IREIE,

000147: Apr 24 11:49:22.499: voip_rtp_recv_fs_input: ERROR | P address validation fail ed,

packet .
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000148: Apr 24 11:49:22.519: voip_rtp_recv_fs_input: ERROR | P address validation fail ed,

packet .
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000149: Apr 24 11:49:22.539: voip_rtp_recv_fs_input: ERROR | P address validation fail ed,

packet .
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000150: Apr 24 11:49:22.559: voip_rtp_recv_fs_input: ERROR | P address validation fail ed,

packet .
Expected addr: 0.0.0. Recei ved addr: CUCM | P- Address

|03-XE‘£*E§H3%§J:B@RTPJE9&1E

T:HOS XEI:F' EEE' /\\\ EIJI_~E

1. T EE

2. RANBRTERR

3. BREH

4. VolP{E 7 AV R 4K 75 [a] 2 ME — SR VFRTP MR R 3 B9 6l 4

FMIUBT RN

X FH.323:

E AL HIET , SREMoHHWRTPARE/EA , EHNCUCMIBL R IPHb it ik O 1R E N FHY
openLogicalChannelAck’H B &% , MTE A 4,

H245 MSC INCOMING PDU : : =

val ue Mul ti medi aSyst enmControl Message ::= response : openLogicalChannelAck :

{
f orwar dLogi cal Channel Nunber 6

forwar dMul ti pl exAckPar anmet ers h2250Logi cal Channel AckPar aneters :

{

dr oppi ng

dr oppi ng

dr oppi ng

dr oppi ng



sessionlD 1
mediaChannel unicastAddress : i PAddress

{
network '00000000'H

tsapIdentifier 0

}

nmedi aCont r ol Channel uni cast Address : i PAddress :

{
net work ' 00000000' H

tsapldentifier 1

{5 FAShow Call Active Voice Brief B AR R — 1857 , LA ERXIE & B WN1{a){F 1k AR T 12 44 3t b
7=IP 0.0.0.0:0,

11F3 : 17 8703830ns.1 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:2 Answer 6002 active
dur 00:15:22 tx:19014/9213600 rx: 1/ 3836010 dscp: 0 nedi a: 0 audi o tos: 0x0 vi deo tos: 0x0
Tele 0/1/1:23 (17) [0/1/1.23] tx:158740/106870/0ms g71lul aw noi se:-68 acom22 i/0:-57/-61 dBm

11F3 : 18 8703830ns.2 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:1 Oiginate 55002 active
dur 00:15:22 tx: 19709/ 3836010 rx:46068/9213600 dscp: 0 nedi a: 0 audi o tos: OxB8 vi deo tos: 0x0
IP 0.0.0.0:0 SRTP: off rtt:Ons pl:0/0nms | ost:0/0/0 delay:0/0/0nms g711lul aw Text Rel ay: off
Transcoded: No ICE Of
medi a inactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a
Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a
Lost Packet Rat e: 0. 00 Qut OF Or der Rat e: 0. 00

EBE  RXFITXEIOS-XEFE AT |, BRIEFEIEZ RS VolPT B iEMedia Bulk-Stats &5 &
CBEEE, ST “"%ﬁﬂﬂﬂ%mﬁﬁﬂﬁﬁﬁu , B EHTHESRNEAE , REEH

Bo

Debug Voip FPI Inout® & 7R tb 4k /5 A R M &5 i sk # 3 (NAT)#RE , 79 openLogicalChannelAck®
A TR | aTLERHEE5:SIDE_A, rtp_type:0 : REIREER,

/1 18/ 7TF507F32800A/ VO PFPI : () : voi p_fpi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:0: send:0
recv:0

/ 118/ 7TF507F32800A/ VO PFPI : () : voi p_fpi _get_snd_rcv_enabl e_fl ag: destAddr == 0, rcv and send both
set to FALSE

show platform hardware qfp active feature sbc global | sEFNBESEBEFNHRESIH - X
—iNk , P L TEERNADRBEVEERNMEEFBESHEM,

show pl atform hardware qf p active feature sbhc global | s Total packets dropped| Dropped packets:
Total packets dropped = 138512
Dr opped packets:
No associated flow =0
Wong source for flow =0
Ingress flow receive disabled = 138512
Egress fl ow send di sabl ed =0
Not conforming to fl owspec =0
- FSIP

HEEASIPE , CUCMAESDPH % A CUCM-IP-Address, Port 4000F 75 [a] B9 1 {4 J& 14
a=sendonly , &R HI[NIEBRRTP,

v=0
0=Ci scoSystensCCM SI P 72019 3 IN | P4 cucM-IP-Address



s=SI P Call

c=I N | P4 cucM-IP-Address (MoH Server)
t=0 0

mrFaudi o 4000 RTP/ AVP 0O

a=X- ci sco- nedi a: unoh

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendonly

a=sendonly 3 Z % 1 83 MY IR 4K 75 [611% i Hrecvonly , X &t A NATHREIIAE |, ENERTPR B H At
R, MBI AYRTPES

XA BB i VolP FPIf HRKE.

/1 25/ 3EAF69800000/ VO PFPI : (): voi p_fpi _get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:2:RECVONLY
send: 0 recv: 2
/1 25/ 3EAF69800000/ VO PFPI : (): voi p_fpi _get_snd_rcv_enabl e_fl ag: recvonly mode - setting NAT flag

ZZU%ZVZEJH: 157 B4 5 R B # Attribute for Media Direction KX FNEZ AT , MRS BUENATIRET
g, HEBFEIEREF , BRAENRETEIR,

X CCSIPH B E A R & Ra=sendrecv,

v=0

0=C scoSystensCCM SI P 72019 3 I N | P4 CUCM | P- Addr ess
s=SI P Cal |

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0

mFaudi 0 4000 RTP/ AVP 0O

a=X- ci sco- nedi a: unoh

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendrecv

X VolP FPI% 8 RIE4E 75 018 & Frtp_type:3:SENDRECV , ENATHRE I &L,

/127/ F56119000000/ VO PFPI : () : voi p_fpi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:3:SENDRECV
send: 1 recv: 2

B F & ENATHE , B ittshow platform hardware qfp active feature sbc global | sSEEFHNEES
Eﬁﬂﬁ%#ﬂgaﬁ@a  ERNRERBOEREE,

4351- A#tshow pl at form hardware qgfp active feature sbc global | s Total packets dropped| Dropped
packet s:

Total packets dropped = 33496
Dr opped packets:

No associated fl ow =0

Wrong source for flow = 33196

Ingress flow receive disabl ed =0

Egress fl ow send di sabl ed =0

Not conforming to fl owspec =0

N FMGCP:

HEAMGCPE , CUCMRIEMDCXAE RS VLEZEF WU EEmEEsE , RitiPibitHES
REEN , 1ET:I_:MDCXZF , RTPEN B —NRRE o

BM:recvonly# K IAEEZHHEE , NATHRETHEER A



M3CP Packet received from CUCM | P- Addr ess: 2427--->
MDCX 1529 S0/ SU1/DS1-1/23@351-A luiram 2.1ab MCP 0.1
D000000002¢c4151d000000F50000000a

B

17

recvonly

D/ [ 0- 9ABCD* #]

process, | oop

<- - -

RiXVolP FPI% H & RIEMAE S 1R & Hrtp_type:2:RECVONLYMINATHRETHEE , RFRTPES.

QAEXTO

/1 30/ XxXxxxxxxxxxx/ VO PFPI : ():voi p_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:2:RECVONLY
send: 0 recv: 2
/1 30/ xxxxxxxxxxxx/ VO PFPI : ():voi p_fpi_get_snd_rcv_enabl e_flag: recvonly mode - setting NAT flag

ZZU%ZZEJH: 157 B4 55 R B B Attribute for Media Direction KX ZFNEZ B AHEE , MRS BIENATIRET
gt , HABEEHHER , RRASIIRBTRNIER.

WiXMGCPE IR 2 & ~EA RH¥IM:sendrecv,

MECP Packet received from CUCM | P- Addr ess: 2427--->
MDCX 1530 S0/ SUl/DS1-1/23@351-A luiram 2.1lab MCP 0.1
D000000002¢4151d000000F50000000a

B

17

sendrecv

D/ [ 0- 9ABCD* #]

process, | oop

< - -

WX VolP FPI% i & RIS 1% & Jrtp_type:3:SENDRECV , ENAT#RE AL,

QABXTO

/ 129/ F56119000000/ VO PFPI : () : voi p_fpi _get_snd_rcv_enabl e_flag: side: SIDE_A, rtp_type:3:SENDRECV
send: 1 recv: 2

& ENATHRE, B lkshow platform hardware gfp active feature sbc global | sSEEHFHNHIETE
BEEFNHBEIH : T TN RERBIEREE,

show pl at form hardware qgfp active feature sbc global | s Total packets dropped| Dropped packets:
Total packets dropped = 33596
Dr opped packets:

No associ ated fl ow =0
Wrong source for flow = 33296
I ngress flow receive disabl ed =0
Egress fl ow send di sabl ed =0
Not conforming to fl owspec =0

¥t FSCCP:
i SCCPH B & RF A FRIFRAS AT E,

CUCMH 538 RiE F % H 25 fi Fl CloseReceiveChannel #MlStopMediaTransmission t1 #2 B F5EZH Y
Rk,

SCCP:rcvd CloseReceiveChannel
Cl oseRecei veChannel Msg | nf o:



conference_id = 33554436, pass_through_party_id = 33554500, call _ref = 46405010, port_handling =
0

SCCP:rcvd StopMediaTransmission

St opMedi aTr ansmi ssi onMsg | nf o:

conference_id = 33554436, pass_through_party_id = 33554500, call_ref = 46405010, port_handling =

0

MG , CUCMIE RiE & B B85 Y11 1 X 5 OpenReceiveChannel# 1Tk &

SCCP:rcvd OpenReceiveChannel
OpenRecei veChannel Msg | nfo

conference_id = 33554436, pass_through_party_id = 33554501
nsec_pkt _size = 20, conpression_type = 4
qualifier_in.ecvalue = 0, g723_bitrate = 0, call _ref = 46405010

stream pass_t hrough_id = 16777216,
codec_dynani c_payl oad = 0,

Encryption Info ::
request edAddr Type = 0,
sour ce_port _numnber
audi o_Il evel _adj ustment =

rfc2833_payl oad_type = 0

codec_node = 0

algorithmid 0, key_len O,
sour ce_i p_addr. i pAddr Type = 0,
= 4000,
0

salt_len O

SCCP:send OpenReceiveChannelAck
OpenRecei veChannel Ack | nfo:

pass_t hrough_party_i d=33554501,

st at us=0( ok),

sour ce_i p_addr

host _i p_addr = Router-IP-Address,

= CUCM-IP-Address,

port=8028

Show SCCP Connections.Z 7~ripaddrfirportas 0.0.0.0:0 ; BEEHEFHIRTPR BiZR.

show sccp connecti ons

sess_id conn_id stype node codec sport rport ripaddr conn_id_tx
33554436 33554501 np recvonly g711u 8028 o 0.0.0.0

33554436 33554499 mp sendrecv g711u 8022 8024 Router-I|P-Address
Total nunber of active session(s) 1, and connection(s) 2

WX VolP FPIS & RIE4E 7 18 & Hrtp_type:2:RECVONLYRINATHT I BE , A FRTPIER .

1118/ xxxxxxxxxxxx/ VO PFPI : () :voi p_f pi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:1l: SENDONLY
send: 1 recv: 0
/1 15/ xxxxxxxxxxxx/ VO PFPI : () : voi p_f pi _get_snd_rcv_enabl e_fl ag: side:SIDE_B, rtp_type: 3: SENDRECV

send: 1 recv: 2

[ 119/ xxxxxxxxxxxx/ VO PFPI :

send: 0 recv: 2
11 19/ Xxxxxxxxxxxxx/ VO PFPI
[ 1 15/ Xxxxxxxxxxxxx/ VO PFPI
send: 1 recv: 2

():

()
()

voi p_fpi _get _snd_rcv_enabl e_fl ag:

voi p_fpi _get _snd_rcv_enabl e_fl ag:
voi p_fpi _get _snd_rcv_enabl e_fl ag:

side:SIDE_A, rtp_ type:2:RECVONLY

recvonly mode - setting NAT flag
side: SIDE_B, rtp_type: 3: SENDRECV

&R OpenReceiveChannel JE 2 A TiE R EZHHB[IZEWRTP , MiEZFHRARZEL
OpenReceiveChannelAckE HICUCME R A4 W iZ I 4.
StartMediaTransmission¥ 2 A T1E RE B B HIFHRTPRIEFIEER B #7.

BAER |, R R ROpenReceiveChannel 2B A E 4R R © REWRTP(recvonly)#y — fib
F , FEMER IR StartMediaTransmission , N 2 & FEAT RS LA LERTP (XN &%
) —FAEX , BNRRRTEIARER , MEETF Kikrecy

N R4k 75 618 & Fsendonly=sendrecv , F ERTPREFRRMIR , MFSBUENAT #r& |, #H
show platform hardware qfp active feature sbc global | sSEFN BB I ERZEHFNEEE : ER-E
EHBED,



BE: MREEATRETATEIESSHENUMRTP , # Hrecvonly ReeER |, NFH
BES5Voip T #Inat force-on ,SipRl A FARMFzT B, LRBURILEEE I/E , (EEEER
4 CSCvo15141 . Eicfk , X{GEA FSIP,

L MREEFESVvoip TERE Tsip , WXFAFFPIEER BlrecvonlyBt BIENATHR I
#Eo

BE  ENATHREN UL FEIREEZMIELEENELEERT , Eshow platform
hardware gfp active feature sbc global F EF M BIETE sEXANBES LR EZFNBES
B EERPALRES  XRAANERZLEER TAREURS , KaHEHIHIU(RTCP) AR R
RXEFEERAS , FETUMNEMFERE , XS BT R.


https://tools.cisco.com/bugsearch/bug/CSCvo15141
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