BLE MEDL % (MRA) il H 3t T FEHERR
H %

D HUEBHAR UE PR CA

Expressway C 1 Expressway E &7 X3/
ERHALECSR

fFExpressway-CHIExpressway-EFi & =

&
EL & CUCMAMExpressway-C B EY{E1F
B ALHIEHMCUCM

Expressway C 3l Expressway E AEET

Synerqy Light £ ( 7800/8800 & i
TS E R
HFMRASE B & ExpresswayE f{CSR

ExpresswayfInstallServeri

&g

AR BA X BT (MRA BB WIS,
TR

B3R

AT EEABENER,



E AV A L

AR BR T 45 E BV B4 MR R RR AN o

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
(A ) BRE. MRENMELTEIRS , FHRETRAERSHBERNE,

db B /=
oS =Py

NEESRBIEBRN (CA)

1t Expressway C fl Expressway E RS 88 L X BB , BSNETHEERE, SR EEREAL
HCA(WGoDaddy, VerisignF)EBIEHZLHRIER(CSR) , HEMREFER B SHIEPM AN (T
LA{s FiOpenSSL B & & s A &84l CA(Z0Microsoft WindowsBRS588) , M AJ AE A EP&BiZiER,
BRMABENMEE LRMEMAEERNCSRVFMER |, FHSHNSEESREZEE(VCS)IEH 612
EE.

XPrE , RB Expressway E REBFFFEHLHE CAZXE, XEREFFRBEIMRAZ RN FEE
PR —RSE Bt , BERALRCALUBRAFPTLFohEZIEH, Expressway-ER] LA SR E
CAZRZIEPEEFEA , ERGEARTERAFESTZEEMIER., 7800HM8800R 5l BiEH
MRAZEMTEAFTAIES , RATEEREEREEIR. FEEEN , BB ExXpressway-
CHExpressway-Eif $#HRE —CAZ A ; B2 , RELEFRIMNRSH[LEREE T ZEECATR
, WARFELER,

IEPEER THERIE

ERERARSMIBEEEE— R ATRIEERSBIBHORR, HEhE=HRBTSH
EFRBSSEIES. REES (REERT ) ARIES (BHHRCA  ENXSEBIEHHR
BRI )

THEA MIBENTIETER  TEATRE.

FHRIBUEBRRO RS ESIV N E . X FExpressway-CEHExpressway-E(RE % —BE
(UC)IR#E) , XFRMNEZREE S (FQRDN)HEH

MENHRBRIEZSEEBNIE, BTEAARAUALRILES (SFBILEPHRSESE  BEtE
MAEZERILES ) , REFNEFREFEEEN TEHRNREHCANFIE,

EBERL AL SMBEPRRERLER, SYEEEBRREMTBHN , SMERHENTFEEA
AFRNALE. B4 ALBITENMKELRNRCA. XRFCLEMRES  RELBEH
B SRS SR ZEECATIRIE LS,

SSLEEFHE

X FEA X1 , Expressway-CIEA R HE P , MExpressway-ERA TR ZHRF IR, FLRIRWT
ERBUOTAR


/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-11-1.pdf
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-11-1.pdf
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-11-1.pdf
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-11-1.pdf

Expressway C Expressway E

<--mme-- Server Hello---------
<----BRSFRRIE -
<-AFRER —

------ BT B>

LAY BREATE R |, A Expressway-CIRA K iE#HE , LA R E Fiw. Expressway-E= 2
—ANREEIEBWIEEZE, MNRExpressway-CTERIFMIER , ©RMAEF , TENEBCWIE
$ KX E|Expressway-Eo

B—ANEERIIENRIIPNEBRERS (TLS) Web BEF B S HIRILE MR TLS Web RE 25
HBRITEMYE, XEBEMAEZECSRIWCALEE ( R FAWindows CA |, iXHikENEREE

), HETRIEPERFREERESES (IFHE ) BAEPESEER. EHIXNTFVCSHExpressway , ©
AETFER (NTFEAXEBHBAHER ) , FRIIBSAEEEFRNESESHORIIEY.

Expressway-CHExpressway-E7E L& EI#RF BB HE (MRAEBHLHRNA ) -

NRTHEILEPREEARERYE  NAERNLERHNEEREFITFILEBFAER , FhPTR
ZAEA D (BEZAEKR ), KBATAERTE , EEBRRTEUNMERILES,

Bl



General | Details

Certificate Hierarchy
4 |ACTIVEDIRECTORY-CA

Certificate Fields

Extended Key Usage i
Certificate Subject Alt Name

Certificate Subject Key ID

Certificate Authority Key Identifier

CRL Distribution Points

Authority Information Access
Object Identifier (13614131121 7)
Object Identifier (1 36141 311 21 10)

Field Value

Hot Critical

TLS Web Client Authenticaticon (1.3.&6.1.5.5.7.3.2)
TLS Web Serwver Authenticaticn (1.3.6.1.5.5.7.3.1)

L1

e &
Expressway C 1 Expressway E &7 X Z/{SF
£ RHZE CSR

WETATR , Expressway-CHlExpressway-Eilf 2401 H A ZBH A ZBCAH OpenSSLE R FREH ITHE
=

A 7 . TEEEFAExpressway RS LWIGFHES , RN EAZXEF. NREFEABEFIESR
, BEBECAZRIUS , BEBITREAENL , WA XFBEFIES,



B—HREM CSR HEAHIE CARELE CSR, I BUREREPEXTHIERNIFEMALA, ¢l
HCSReY , B LA ILEFTEESHIUEF PN EERZ A BI(SAN), IEHEEN (BahzEHnREE
EE) FHIIETIXE SAN, FERKMRANER , RAHMEELE  JURNESER, R
EEREE  FESENELSANGIE !

Expressway-C

« DINBEHIROEME ( RIPRAZ )
o MRFEAXMPPERE |, MEFATRF AR 255,
- MRFEALLREEEH , WECUCMLEEALZLREBEE X 4B,

Expressway-E

« Expressway C it &M {EmIE,
- MREAXMPPERE |, MMEMIH AR [B1HE,

N EE - MBEAT BRI R(SRV)E R MBS A SANE R #EExpressway-EE
(xxx.comZ collab-edge.xxx.com)df , NJabberZFiw I ER KL AP EEHIEZNEZIES
, MTCAWFRATEIELE,

fHExpressway-CHExpressway-EELE NI EEFE

RNTUGE—BEFHEXGEIER , Expressway-CHExpressway-EATEF M LLAES, EAR
f5idh , BRiZExpressway EiF B HEALLEREHHN A HCAZE,

i 3

MAE#& : GoDaddyRECA

F & : GoDaddytRCA

iE$ 2

MmAE : GoDaddyiECA

& : GoDaddyH EIH1Hd

UEH 1

LK% : GoDaddyHE H#4

F & : Expressway-E.lab

Expressway-CEEREBEFTIER1,. EAZHERT , BENARRSHNZEMEIES , ERRE
HREEREIWRSZEFIED, XEKEExpressway-CEESEIEH1 , BIURHEPB2M3 L& F)
Expressway-CHJ 2S£ CA%I & (Maintenance > Security > Trusted CA List), 1R fEExpressway-

CHtE|Expressway-EIE BT BB P ENER2 , METEFEAERZEFEEMNGoDaddytRCA , AT
I,



iE$ 3
MAE#& : GoDaddyECA

F & : GoDaddytRCA

i 1
L X7 : GoDaddyH EIHLH — FZEE !
F & : Expressway-E.lab

A, IRR L& R AR A FEE P BlExpressway-CHI ZE{ECAFIER |, N4 kB GoDaddyH & #l
MEZEE, ECHESNEZLE , BEXMERT , GoDaddylRCATZEE , AT ERM,

iE$ 2
MAE%E : GoDaddylRCA — RZEE !

F& : GoDaddyH a1

iE$ 1

LK% : GoDaddyH [EI 414

F & : Expressway-E.lab

FFFAFE CA MR CA RMEIREMEN CAFIRE , ERIURIEIES...
iE$ 3

MAE%E : GoDaddylRCA — BEMAK I PZEEAETE !

F & : GoDaddytECA

iE$ 2

MAE#E . GoDaddyiRCA
F& : GoDaddyH a1
EP 1

Z %7 : GoDaddyH A #l#3

1B

FH : Expressway-E.lab



MREFTHELERERMTA , BUUEZFREFEEXpresswayfIWeb RHEIN KR EX HHEE. ZIE

HEEEm , BEFirefoxd , BN KT U EKAEMBNPIRR, AREHRHEOR , [JEHE
LZEE>EFIED > FAFEE. WMEINEH[ETENMNEHEE—E , ZBRIUMN LB T F 25,
MREMPUEREECRENEENMRE , WERSHERTH. WMRKdexportH R ERATERIIE
B, MEAUABITSHEFNEMER, JETHERESCEH CA BEIRLAEEBNIERA , X
—RIFEEH,

e B
o N
o = 11 &
General  Media  Permissions  Security
Website Identity
Website:
Owner: This website does not supply ownership information.

Verified by:  DigiCert Inc

| View Certificate |

Privacy & History
Have I visited this website prior to today? Yes, 622 times
Is this website storing information (cockies) on my

v«
computer?

Have I saved any passwords for this website? No | View Saved Passwords |

Technical Details
Connection Encrypted (TLS_RSA_WITH_AES_128_CBC_SHA, 128 bit keys, TLS 1.2) I
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling bebween computers. It is
therefore unlikely that anyone read this page as it traveled across the network.




Certificate Viewer: ﬂ

General | Details

This certificate has been verified for the following uses:
55L Client Certificate

SSL Server Certificate]

Issued To

Common Mame (CM)
Organization ()
Organizaticnal Unit (OU)

Serial Mumber

Issued By

Common Mame (CHN)  DigiCert SHAZ High Assurance Server CA
Organizaticn (O] DigiCert Inc

Organizaticnal Unit (OLU)

Period of Validity

Begins On 3/25/2015

Expires On 4/12/2017

Fingerprints

SHA-256 Fingerprint 3B:37:23:04:BE:92:0C:FF:2D:48:0B:52:07:5C:D5: 08z
F3:75:F6:0D:43:598:8B:73:22 A4 :ED:A8:EG: DT 2423

5HAL Fingerprint CE:7B:79:41:94:9E:07:48:F3:A4:B4:07:03:76:D3:52:12:50: A%:42

Close




Certificate Viewer | =

General | Details

Certificate Hierarchy
4DigiCert High Assurance EV Root CA
4DigiCert SHAZ High Assurance Server CA

Certificate Fields

4Builtin Object Token:DigiCert High Assurance EV Root CA
[ Certificate
Certificate Signature Algorithm
Certificate Signature Value

Field Value

Close

I fEExpressway-CE R BExpressway-EfE$ , ERFRIEBEERFEDLET. IR
Expressway-Cif ¥ H& EExpressway-EfI[El —CAZE , NITEIEFEM 2, [FE LETCHERIE
F L& B|Expressway-E LI ZEFCATIR, MECHTEMNCALE K ZEEMXANEMTRWIER
T2 , BB LR WEXpressway CiE 4%,

BRGE—BEEES (CUCM) M Expressway C 2 AINZ£BE
BLR

5Expressway-CHExpressway-E 2 [A|ViE A XFFE , Expressway-CHICUCMZ AIFHZELZ£E




To RENHBLZL2REAIATEZRLET  BUNLABLRMRAEENE XEECUCM LN R £IRE
BEXMHF—ETHE , NBAERBIER , RERZLISR,

FECUCMFExpressway-CZ B AT LAE AN EER L INEE | TLSRIEMEZLRETM. XHENI
BEEHEXS , EAE SSL EFIREF , BA17E CUCM UEARN T RIS,

TLS ¥iF - Tomcat iE$

Z £ SIP JEff - Callmanager iE$
B i CUCMFExpressway-CZ RIS 1F

EARPIG | B2 5Expressway-CHExpressway-EZ B 25T£4#E. CUCM B EMLTEE
Expressway C IR BRIiEH, XEWE , £#CUCMLE , EE N Expressway-CHI /T FARIE P E
Htomcat-trustif ¥ LA BITLSKEUETIEE , H¥E N CallManager-trust LR B R 28 %M. Hik

, HS M ZECUCM Web GUIA £ HFHICisco Unified OS Administration , &5 S#iZE Security>
Certificate Management, &AL R EEEBALPEHERTBENETES , IAFEERXK
EEYIE LA ERHIIR,

EIEIRN)

@ Upload Certificate/Certificate chain - Mozilla Firefox
(| i httr:::_-’_--n:mplatfn:|'m_-’n:E|1:ifin:atELlr:In:an:I.n:In:

Upload Certificate/ Certificate chain

| Eﬁ Upload [ﬁ Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain
Certificate Purpose® CallManager-trust -

Drescription(friendly name) Ewpressway Root Cert

Upload File Mo file selected.

’ Upload ] [ Close ]

® *_ indicates reguired item.

Pl 1] | »

R EERRExpressway-CEEZLECUCMIEHMCA, MBEFERMBIZEFCATIE , N ATLASEH
WEH, FEJILFAEBRT , MREFEHCAZECUCMIES , NtomcatFlCallManagerif 5 2440
HE—CAZE, MRENTE , WHEFEATLSKRIEMEZ LM , BEEFEEANT.



FNFRESIPEM |, Bk AT FRNAZHERHCUCM LN Z 218 % Bl & X & ¥R EExpressway-
Cif# L5 ASAN, MEHFAFRTERLIEMEE , WEFECUCMPML403MAMK , XTRRTLSK
Mo

N 2% : ECUCMAEXpressway-CZ HI#FSSLIEE M TR 2 SIPEME , BRAEFMRET.
Bt , Expressway-CH YU F i H X SCUCMIIERE, RIITKERERE , CUCMa KRS
—MNEF | EANBFPRHITNE, XEWKE , 5 Expressway C —# , CUCM LtH
Callmanager i 24 REE B A TLS Web FFiw# TLS Web RSB HBRIEEHE. TRZ
WETF , CUCMATF LEAXLEIFEMAEAXAE , HEUWRCUCMIXEERSHFHRILE
% MREHPLEEFMATUEETIE, MREESIK LEEHRKCallManageriE HHERE |, AL
HECUCMLEHIAX—R. 7Eit , BAIEF DY E2 T A Eoido BAILLEE
1.3.6.1.5.5.732BFEFImBMHRIL , 1.3.6.1.55.7.3 1A FTREZF[E MR, EETUER
BOFRTHIEF,



B Certificate Details(CA-signed) - Mozilla Firefox = - - o=t

@ https:/y fermplatform/certificatebdit.do?cert=/usr/local/cm/ security/CallManager/certs/CallManager.per

Certificate Details for cucm10-lab-pub.tkratzke.local, CallManager

[\a’jﬂ Regenerate [\E:ln Generate CSR _i.E'L Download .PEM File |]'.§'L Download DER File

rStatus

® Status: Ready I

— Certificate Settings

Locally Uploaded 01/04/15 l
File Name CallManager.pem

Certificate Purpose CallManager

Certificate Type certs

Certificate Group product-cm |

Description{friendly name) Certificate Signed by tkratzke-ACTIVEDIRECTORY-CA

— Certificate File Data

m

———g e - e e e e TR T T -

Key: RSA (1.2.840.113549.1.1.1) a
Key value: i
3082010a0282010100c3f0061dafbffas7cd781c96271346640829f55d5d92871b60ce17ddf 7897296384 E| I

1db705c43c97046df 73897 7483e282459096f 7cd30cc849c71055b2 7ffd30dc6d4ebc727beb7a96298ab78 —
01d25eb0e354086e3158df242d4039004f2c569308c875697ecdf2b3040d4aaz2dasb7ag2fea7abbd2342
Ofed20dd157a648eedctl1lcadtl 2cefd4af35ddaed1677bl8edoca?60ctaalddz0idas79edadadh7ed4ci Ve
elc9azdd9eaf90643calfaf757a7050ecifc385eccbb227d0947e3265737640e7db4d280e4 7763902595
60ata3dfdb010fadbde2dalsbesascBfd7357726d90e5601415c499e8d09ab36357c1223f1baes2baag2

32ba70485bd745407b354bd09d0203010001

Extensions: 9 present |
[
Extension: ExtkeylUsageSyntax (0ID.2.5.29.37) l
Critical: fal=e |
U=age oids: 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.1, |
|

[ Regenerate ] [ Generate C5R ] [ Download .FEM File ] [ Download .DER File B

NonE RATERTAGENEEIBAAEHITARS S, BPEFEETH BRI
BE , #HITHIA,

N o A T fEExpressway-C IEHI ISR ECUCMBIIE S |, AMFEExpressway-CHIFNIMER
FQDNT R 2Pt ICUCMARSSBS. IPbut iV — THES X EREIERPFEENCUCMT K
HIPARIASAN |, X)L FRKIZT AT



EREZRIUEBHCUCMARS 25

BRIAMERT , CUCMBRSESTEBEXRIEH, MECLTETXLEINEE , WEEZRRERTLSKIE
ML EM. T UEEHTUALMER , EHTIERRELEN | XEKE HZEHE Tomcatfl
BZ ¥ CallManagerif B #EE L 1£ BlExpressway-C LI ZEFECASIR, LExpressway-CERHE
EEIRURIFERR  CaERIEELENETBNIEBEFL. Hit , TitEEHRFHHN
RE% ( BltomcatziCallManager ) , ltIhgEHEER, TEUNSEXN , MEETFEFEE—H.
R RIBE T ERMER CA ( AHRBAE ) B CUCM IEH HEMEFIL CA,

Expressway C #1 Expressway E &85¥ ZE M
EETH
MEBEE AT ITRH Expressway C 5 Expressway E fRSSE5 58 | NRZIBWENEIRSES /L

REIH CSR , HEH CAXE CSR, EL—MgEH , BIANEHREBRH L AR (CN)EEMEE
WEFHTLREE R (FQDN) , MSANF 2 EFFQDNFME M FHAFQDN |, 1B

Expressway Cluster Certificates
MRA

CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C1 AND CLUSTER FQDN c1 E1 SAN: FQDN E1 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM
CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C2 AND CLUSTER FODN 2 E2 SAM: FQDN E2 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured an CUCM) COLLAB-EDGE.EXAMPLE.COM

BT LU SR EFFQDNRECN |, 7 BESANR R & X FEFQDN M EEFFQDN A Y £ 8 FRIFT R
TREAR—IEH , ANm#RHA L HCAZES MERRI KA,



Expressway Cluster Certificates
MRA

CN: FODN of CLUSTER

CN: FQDN of CLUSTER
SAN: FODN E1, FQDN E2 AND CLUSTER FQDN

SAN: FQDN €1, FQDN C2 AND CLUSTER FQDN
Cl E1l

SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM
CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C2, FQDN C1 AND CLUSTER FQDN c2 E2 SAN: FQDN E2, FQDN E1 AND CLUSTER FQDN
SAM: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM

~ AE  REEUCMLELERZEHEELZSREENXHN , TEECSUEB LHNBHFLZLHEXHSR
Mo F\ERiE i collab-edge.example.com(E Fexample.comZ & Y13 X ER B MRAEA
IPEEFMTCL IR, X 2EIMRAEMIabberfy AlikiR#E, MRFEE , NJabberfEJabberi@
EMRAZR R SRR EZIUEH,

MRLRMHE  ATLAEE T —MNIBTERIIEE , B IEROpenSSLE 4 R FAAFCSR:

SRIEEFNETREEMRCSR , FFHEENFER B FINCN. FEFRFHAENFHFHM
NEREBW , URAEEMLELNSAN,

S22 LB WCSRHNHE FERFFEXTFMK,
3. rootA P FHBERFER R , H THMN F/Tandberg/persistent/certs PRI FALR
TRAFGLSRIEPMEHRNFLA LEZINEFFHEMTE RS,
N HTUTRE , FRIGKRMY -
1HTAENSHERAERNAA , AitFELT2Rk,. NREMNRSHZIEMEE , K
HEAURBER BT RS ENRE,
2MRBEFEENERHTER , WAMBIRTENIRE , MTAREEHNCSREFFZE,
FEEH CA FIE

B&#HPH CUCM ITRATE , ZEEH CA JIRRT L Expressway H VCS EEF PRI FF
ZBEH, XEWE A6 MREF-—NEEH K CFEFIRIEFELED LEIEINFE ENCAT
&Ko

oAl



FERATES TBIAEERERIEEIZ1T,

REYHEPBER

BALBE S A ERETIURTIUEPNER. F—NEBRBEIWebiKes. FAL—TTHHER
NHEZE, ZAFZETATSHEPNSEILER, WRFEERIFSAND R INEIExpressway RS 251E

PHWEMEMY , TUEZETWebBF AP RE(GUNITILERE , SMEIMaintenance > Security
Certificates > Server Certificate , fR/5 % &7Show Decoded,

Show (decoded) | Show (PEM fike) |

@ Mozilla Firefox = B
@ https/[  Jviewcent?cert=SERVER_CERTIFICATE E]
Certificatce: it

Data:

Version: 3 (0x2)
Serial ﬁumber: |
Signature Algorithm: shalWithRS5AEncryption
Issuer: DC=local, DCH | cr=| FACTIVEDIRECTORY-CA
Validity
Hot Before: May 11 15:40:03 2015 GMT
Not After : May 10 15:40:03 2017 GMT
Subject: C=U5, S5T=HC, L=RTP, (=Cisco, OU=TAC, CN#
Subject Puklic Eey Info:
Public EKey Algorithm: rzaEncryption
Public-Eey: (2048 bic)
4 Modulus: -
00:95:ed:09:0f£:599:72:f9:82:41:e8:23:09:15:e0:
0d:Tb:84:bc:97:52:35:19:e6:5f:81l:tket62:boieb:
Bb:ad:9f:ea:e3:13:a0:6l:ca:db:bc:Tcida:31:7e:
fB:49:1d:75:2f:75:45:74:f0:5b:87:3c:5b:5F:12:
06:d5:c3:2b:2c:d5:02:24:b4:01:2c:£8:94:d0:05:
. 27:1f:b7:4c:7d:3ca2:aT7:97taeifeciSaibdi 531 ce: -
T75:60:Tc:53:2:06:27:72:97:2e:0d:99:cf:d8:1e:
Ob:ceiaf:ef:Sd:ifcie7:2416e:65:92:12:5a1leba:
5f:3e:ca:90:b3:ed:50:batbl:1e:b4:92:43:70:F1:
T7:bf:14:b7:31:af:6f:93:9b:a6:6c:a3:2e:60:bb:
e7:45:4e:f6:02:30:40:b0:35:2a:6b:b9:cd:73:93:
01:74:f4:b3:cd:2e:5d:8a:af:cd4:4a:c5:58:36:cc:
18:88:3c:9f:21:e6:65:83:14:8c:b3:Te:T73:kD:ce:
31:74:b2:c0:f6:19:45:bh:ec:2e:fd4:e5:af:6c:56:
Ff:74:23:00:80:45:f1:f7:a%:3e:TetBa:89c:T71l:Te:
T2:d4:e8:ad:b9:f4:boc:6f:e5:57:45:4e:56:c9:£7:
ac:f0:98:a28:4a:91:66:7b:db:9f:ief:91:dF:11:59:
gf:8f
Exponent: 65537 (0x10001)
X509v3 extensions:
X5089v3 Key Usage: critical
Digital Signature, Key Encipherment, Data Encipherment

X509v3 Extended EKey Usage: e
4 [T 3

m

BUNERAESIPWAERERARSE  MEFTHRZILER, WRERELEAXBKHEERIES
, BB XTES) CSR MATHERVRE,

EWireshark 1B/ S HiE$H

MRS ISP XIRAISSLIEF W Wiresharkiidk , Wireshark32Fr E A LA N GRS , H B



ERBR EAI UMAT S HEPHNEMED (NMRERRPEZERE ), NBENEHRKRED (EE
AXEHWERT , BER 7001 ) HERIESIHIR, ETIXR, IREEEEINEFHNRSSE
helloBX B BUKSSLEF , BEHTCPRHAN —IMNRIES , AfGkEdecode as. L4k , %E#F

SSL , AE$ tHapply. M , MREHRT EHNRE , WMSAEIERRE, EERRKBAEKRF
TEIPHEBRSH[NHES. B TERFPNSSLE, , BREFEERYIEK , MEBFRR :

Filter: ' tcp.stream eq19 EIExpression... Clear Apply Save Filter

No. Time Source Destination Protocol  Length Info
1803 2015-06-03 18:01:07.522714 TCP 74 25018-7001 [SYN]

1806 2015-06-03 18:01:07.522835 TCP 74 7001-+25018 [SYN,
1807 2015-06-03 18:01:07.522855 TCP 66 25018-7001 [ACK]
1808 2015-06-03 18:01:07.523594 TLSv1.: 266 Client Hello
1809 2015-06-03 18:01:07.523846 TCP 66 7001-+25018 [ACK]
1811 2015-06-03 18:01:07.538935 TLSv1.: 1514 Server Hello
1812 2015-06-03 18:01:07.538970 TCP 66 25018-7001 [ACK] S
1813 2015-06-03 18:01:07.539008 TLSv1.: 1514 certificate

1

[

¥

Frame 1813: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Vmware_al:14:46 ( ), Dst: vmware_al:le:el ( )
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 7001 (7001),
[2 Reassembled TCP Segments (2541 bytes): #1811(1390), #1813(1151)]
secure Sockets Layer
-l TL5v1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 2536
-l Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2532
Certificates Length: 2529
- Certificates (2529 bytes)
Certificate Length: 1612
# Certificate (id-at-commonName= ,id-at-organizationalunitName= ,id-at-organizationNa
certificate Length: 911
+# Certificate (id-at-commonName= " " -ACTIVEDIRECTORY-CA,dc= "~ © o, de= )

= [ F FEE

BRI BTEMAIEBUERMAFAES . VNRESHILES , BAREGEPHAFILS

(WMRESMLED ) , AEERSHEAEREEFT. WALBEMNARTRE. IE, LL4A
REBEWindowsIEBERRPI TS (MR N HRER cery BE ) , WEFHELLIEFMEMT
B# T

HUEHEER

ATRETA TN EEH#HTHELRNER.
MR LA T BRExpressway LVIE B R EZEMF

BARREFERFIREUEREHBRATE KA DIEEEXpresswayZFECASIFRF |, BETTLL
REHITHRE , LUE{RExpresswayTEWeb GUIK 43 >“Z £1iF " (Security Certificates) T #Y“%&
IwmUE 5 i7" (Client Certificate Testing)# B FEESER FinViEH. REMERIAREMER. M
Th% &P i%EFEUpload Test File(pem format) , REERERIENEFIKIEH, WMRIEBTFZECE
, BRWE —MER (WEMR ) , HRIEPRKIELHNRERR, ZEINERE LHWIERHFEEE
BLlftsE,



Client certificate testing

_I Client certificate

This tests whether a client certificate is valid wt

Certificate source Uploaded test file (PEM format) - :,
Select the file you want to test No file selected. )
Currenthy uploaded test file pm-vescli.cer

_l Certificate-based authentication pattern

This =ection applies only if your certificate conta
username format combinations to the nominated

Regex to match against certificate ISubject: *CN=(?<captureCommenName:=([* WIQ

Username format #captureCommenMName#

Ilake these settings permanent

Check certificate

Valid certificate: Invalid: The client certificate is not signed by a CA in the trusted CA list.

MREBREFHIRER , B Expressway T EZIRBUEBCRL , {EExpressway R EACRLEE |, XX
KEIBNZEEHCEIFMEEMRIIRE,

Client certificate testing
| client certificate

This tests whether a client certificate is valid when checked against the Exp

Certificate source Uploaded test file (PEM format) - :.J
Select the file you want to test No file selected. i
Currently uploaded test file VLS. Cer

_I Certificate-based authentication pattern

This section applies only if vour certificate contains authentication credentiak
username format combinations to the nominated cerificate to see if the certif

Regex to match against cerificate ISubject *CN=(?<captureCommonMame:=([* WM, )= W¥m

Username format #captureCommonName#

llake these settings permanent

Check certificate

Valid certificate: Invalid: unable to get certificate CRL, please ensure that you have uploaded a CRL for the CA that signed this client certificate
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ETZER , RRERBINIHE,
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