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Router#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Router (config) #fhostname Caté6K

!--- Sets the hostname for the switch.

Cat6K(config) #vlan 2

CatbK(config-vlan) #name VLAN2

CatbK(config-vlan) #vlan 3

CatbK(config-vlan) #name VLAN3

!-—-—- VLAN should be existing in the switch for a
successful authentication. Cat6K(config-vlan)#vlan 10
Catb6K(config-vlan) #name RADIUS_SERVER

!--- This is a dedicated VLAN for the RADIUS server.
Cat6K(config-vlan) #exit

Catb6K(config-if) #interface fastEthernet3/1

Caté6kK
Caté6kK
CatbK(config-if) #switchport access vlan 10
Cat6K(config-if) #no shut

!--- Assigns the port connected to the RADIUS server to
VLAN 10. !--- Note:- All the active access ports are in
VLAN 1 by default.

config-if) #switchport

(
(
(config-if) #switchport mode access
(

Cat6K(config-if) #exit

Cat6bK(config) #dotlx system-auth-control

!--- Globally enables 802.1x. Cat6K(config)#interface
range fastEthernet3/2-48

CatbK(config-if-range) #switchport
CatbK(config-if-range) #switchport mode access
CatbK(config-if-range) #dotlx port-control auto
CatbK(config-if-range) #no shut

!--- Enables 802.1x on all the FastEthernet interfaces.
CatbK(config-if-range) #exit

Catb6K(config) #faaa new-model

!--- Enables AAA. Cat6K(config)#aaa authentication dotlx
default group radius

!-——- Method list should be default. Otherwise dotlx does
not work. Cat6K(config)#aaa authorization network
default group radius

!--- You need authorization for dynamic VLAN assignment
to work with RADIUS. Caté6K(config)#radius-server host
172.16.1.1

!--- Sets the IP address of the RADIUS server.
Catb6K(config) #radius-server key cisco

I --- The key must match the key used on the RADIUS
server. Cat6K(config) #interface vlan 10
Catb6K(config-if) #ip address 172.16.1.2 255.255.255.0
Cat6K(config-if) #no shut

!--- This is used as the gateway address in RADIUS
server !--- and also as the client identifier in the
RADIUS server. Cat6K(config-if)#interface vlan 2
Catb6K(config-if) #ip address 172.16.2.1 255.255.255.0
Cat6K(config-if) #no shut

!--- This is the gateway address for clients in VLAN 2.
Catb6K(config-if) #interface vlan 3

Catb6K(config-if) #ip address 172.16.3.1 255.255.255.0
Cat6K(config-if) #no shut

!--- This is the gateway address for clients in VLAN 3.
Cat6K(config-if) #exit

Cat6K(config) #ip dhcp pool vlan2_ clients

Cat6K (dhcp-config) #network 172.16.2.0 255.255.255.0
Cat6K (dhcp-config) #default-router 172.16.2.1




Catb6K (dhcp-config) #exit

Cat6K(config-if) #end
Cat6K#show vlan

VLAN Name

1 default
Fa3/3, Fa3/4, Fa3/5

Fa3/7, Fa3/8, Fa3/9

Fa3/11, Fa3/12, Fa3/13

Fa3/15, Fa3/16, Fa3/17

Fa3/19, Fa3/20, Fa3/21

Fa3/23, Fa3/24, Fa3/25

Fa3/27, Fa3/28, Fa3/29

Fa3/31, Fa3/32, Fa3/33

Fa3/35, Fa3/36, Fa3/37

Fa3/39, Fa3/40, Fa3/41

Fa3/43, Fa3/44, Fa3/45
Fa3/47, Fa3/48

2 VLAN2

3 VLAN3

10 RADIUS_SERVER

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

I -—-- Output suppressed.

!--— This pool assigns 1ip address for clients in VLAN 2.
Cat6K (dhcp-config) #ip dhcp pool vlan3_clients
Cat6K (dhcp-config) #network 172.16.3.0 255.255.255.0
Cat6K (dhcp-config) #default-router 172.16.3.1
!--— This pool assigns 1ip address for clients in VLAN 3.

Catb6K(config) #ip dhcp excluded-address 172.16.2.1
Catb6K(config) #ip dhcp excluded-address 172.16.3.1

Status

active

active
active
active
act/unsup
act/unsup
act/unsup
act/unsup

!--- All active ports are in
VLAN 1 (except 3/1) before authentication.

Fa3/6,

Fa3/10,

Fa3/14,

Fa3/18,

Fa3/22,

Fa3/26,

Fa3/30,

Fa3/34,

Fa3/38,

Fa3/42,

Fa3/46,

Fa3/1
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1. I avrnortzep ¥ RS,
Cat6K#show dotlx

Sysauthcontrol = Enabled
Dotlx Protocol Version =1
Dotlx Oper Controlled Directions = Both

Dotlx Admin Controlled Directions = Both

Cat6K#show dotlx interface fastEthernet 3/2

AuthSM State = AUTHENTICATED
BendSM State = IDLE
PortStatus = AUTHORIZED
MaxReq =2

MultiHosts = Enabled

Port Control = Auto
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds

Cat6K#show dotlx interface fastEthernet 3/4

AuthSM State = AUTHENTICATED
BendSM State = IDLE
PortStatus = AUTHORIZED
MaxReq =2

MultiHosts = Enabled

Port Control = Auto
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds

Cat6K#show dotlx interface fastEthernet 3/1
Default Dotlx Configuration Exists for this interface FastEthernet3/1

AuthSM State = FORCE AUTHORIZED
BendSM State = IDLE

PortStatus = AUTHORIZED
MaxReq =2

MultiHosts = Disabled
PortControl = Force Authorized
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod 30 Seconds

FEARZHFATINEFRIE VLAN R

Cat6K#show vlan
VLAN Name Status Ports

1 default active Fa3/6, Fa3/7, Fa3/8, Fa3/9,
Fa3/10, Fa3/11, Fa3/12, Fa3/13,
Fa3/14, Fa3/15, Fa3/16, Fa3/17,
Fa3/18, Fa3/19, Fa3/20, Fa3/21,
Fa3/22, Fa3/23, Fa3/24, Fa3/25,
Fa3/26, Fa3/27, Fa3/28, Fa3/29,
Fa3/30, Fa3/31, Fa3/32, Fa3/33,



Fa3/34, Fa3/35, Fa3/36, Fa3/37,
Fa3/38, Fa3/39, Fa3/40, Fa3/41,
Fa3/42, Fa3/43, Fa3/44, Fa3/45,
Fa3/46, Fa3/47, Fa3/48

2 VLAN2 active Fa3/2, Fa3/3

3 VLAN3 active Fa3/4, Fa3/5

10 RADIUS_SERVER active Fa3/1

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

! -—-— Output suppressed.

2. FTE K Ih# AT IAE /S5 IE DHCP Y4 EIR A,

Router#show ip dhcp binding

IP address Hardware address Lease expiration Type

172.16.2.2 0100.1636.3333.9c Mar 04 2007 06:35 AM Automatic

172.16.2.3 0100.166F.3CA3.42 Mar 04 2007 06:43 AM Automatic

172.16.3.2 0100.145e.945£.99 Mar 04 2007 06:50 AM Automatic

172.16.3.3 0100.1185.8D9A.F9 Mar 04 2007 06:57 AM Automatic

S TEHERERF (RIMAS ) (OIT) XEELE show 5T, M OIT TEEFX show @
THREB D

i PR HE BR
WEE LT debug 55 HY % H LA 1T REHERR
XEE . £ debugin © 2 Bl

S EXDebug PHEEEE,

- debug dot1x events — 8 Fldot 1 xZB 4R & FT R 37 BV $T ENE A B9 8o
Cat6K#debug dotlx events
Dotlx events debugging is on
Cat6K#
! --- Debug output for PC 1 connected to Fa3/2. 00:13:36:
send it to Radius with id 14 00:13:36: dotlx-ev:Couldn't Find a process thats already
handling the request for this id 3 00:13:36: dotlx-ev:Inserted the request on to list of
1 00:13:36:
dotlx-ev:AAA Client process

dotlx-ev:Got a Request from SP to

dotlx-ev:Found a free slot at slot: 0
0 00:13:36: dotlx-ev:AAA Client-
14, Length = 15 00:13:36: dotlx-

pending requests.
00:13:36:
process processing Request Interface=

Total requests =
spawned at slot:
Fa3/2, Request-Id =
ev:The Interface on which we got this AAA Request

is FastEthernet3/2

00:13:36: dotlx-ev:MAC Address is 0016.3633.339c

00:13:36: dotlx-ev:Dotlx Authentication Status:AAA_AUTHEN_STATUS_GETDATA

00:13:36: dotlx-ev:going to send to backend on SP, length = 6

00:13:36: dotlx-ev:Sent to Bend

00:13:36: dotlx-ev:Got a Request from SP to send it to Radius with id 15

00:13:36: dotlx-ev:Found a process thats already handling therequest for

this id 12

00:13:36: dotlx-ev:Username is user_vlan2; eap packet length = 6

00:13:36: dotlx-ev:Dotlx Authentication Status:AAA_AUTHEN_STATUS_GETDATA

00:13:36: dotlx-ev:going to send to backend on SP, length = 31

00:13:36: dotlx-ev:Sent to Bend

00:13:36: dotlx-ev:Got a Request from SP to send it to Radius with id 16

00:13:36: dotlx-ev:Found a process thats already handling therequest for
this id 13

00:13:36: dotlx-ev:Username is user_ vlan2; eap packet length = 32

00:13:36: dotlx-ev:Dotlx Authentication Status:AAA AUTHEN_ STATUS_PASS

00:13:36: dotlx-ev:Vlan name = VLAN2

00:13:37: dotlx-ev:Sending Radius SUCCESS to Backend SM -

id 16 EAP pkt len = 4

00:13:37:

dotlx-ev:

The process finished processing the request
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will pick up any pending requests from the queue
Cat6K#
Cat6K#
! --- Debug output for PC 3 connected to Fa3/4. 00:19:58: dotlx-ev:Got a Request from SP to
send it to Radius with id 8 00:19:58: dotlx-ev:Couldn't Find a process thats already
handling the request for this id 1 00:19:58: dotlx-ev:Inserted the request on to list of
pending requests. Total requests = 1 00:19:58: dotlx-ev:Found a free slot at slot: 0
00:19:58: dotlx-ev:AAA Client process spawned at slot: 0 00:19:58: dotlx-ev:AAA Client-
process processing Request Interface= Fa3/4, Request-Id = 8, Length = 15 00:19:58: dotlx-
ev:The Interface on which we got this AAA
Request is FastEthernet3/4
00:19:58: dotlx-ev:MAC Address is 0014.5e94.5f99
00:19:58: dotlx-ev:Dotlx Authentication Status:AAA_ AUTHEN_STATUS_GETDATA
00:19:58: dotlx-ev:going to send to backend on SP, length = 6
00:19:58: dotlx-ev:Sent to Bend
00:19:58: dotlx-ev:Got a Request from SP to send it to Radius with id 9
00:19:58: dotlx-ev:Found a process thats already handling therequest
for this id 10
00:19:58: dotlx-ev:Username is user_vlan3; eap packet length = 6
00:19:58: dotlx-ev:Dotlx Authentication Status:AAA_AUTHEN_STATUS_GETDATA
00:19:58: dotlx-ev:going to send to backend on SP, length = 31
00:19:58: dotlx-ev:Sent to Bend
00:19:58: dotlx-ev:Got a Request from SP to send it to Radius with id 10
00:19:58: dotlx-ev:Found a process thats already handling therequest
for this id 11
00:19:58: dotlx-ev:Username is user_vlan3; eap packet length = 32
00:19:58: dotlx-ev:Dotlx Authentication Status:AAA AUTHEN STATUS_PASS
00:19:58: dotlx-ev:Vlan name = 3
00:19:58: dotlx-ev:Sending Radius SUCCESS to Backend SM - id 10 EAP pkt len = 4
00:19:58: dotlx-ev:The process finished processing the request
will pick up any pending requests from the queue
Cat6K#

debug radius -& R 5 5RADIUSHEX.

Cat6K#debug radius

Radius protocol debugging is on

Cat6K#

!--- Debug output for PC 1 connected to Fa3/2. 00:13:36: RADIUS: ustruct sharecount=1
00:13:36: RADIUS: Unexpected interface type in nas_port_format_a 00:13:36: RADIUS: EAP-
login: length of radius packet = 85 code = 1 00:13:36: RADIUS: Initial Transmit
FastEthernet3/2 id 17 172.16.1.1:1812, Access-Request, len 85 00:13:36: Attribute 4 6
AC100201 00:13:36: Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36:
Attribute 12 6 000003E8 00:13:36: Attribute 79 17 0201000F 00:13:36: Attribute 80 18
CCEE4889 00:13:36: RADIUS: Received from id 17 172.16.1.1:1812, Access-Challenge, len 79
00:13:36: Attribute 79 8 010D0006 00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 80
18 C883376B 00:13:36: RADIUS: EAP-login: length of eap packet = 6 00:13:36: RADIUS: EAP-
login: got challenge from radius 00:13:36: RADIUS: ustruct sharecount=1 00:13:36: RADIUS:
Unexpected interface type in nas_port_format_a 00:13:36: RADIUS: EAP-login: length of radius
packet = 109 code = 1 00:13:36: RADIUS: Initial Transmit FastEthernet3/2 id 18
172.16.1.1:1812, Access-Request, len 109 00:13:36: Attribute 4 6 AC100201 00:13:36:
Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36: Attribute 12 6 000003ES8
00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 79 8 020D0006 00:13:36: Attribute 80
18 15582484 00:13:36: RADIUS: Received from id 18 172.16.1.1:1812, Access-Challenge, len 104
00:13:36: Attribute 79 33 010EOO01lF 00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 80
18 0643D234 00:13:36: RADIUS: EAP-login: length of eap packet = 31 00:13:36: RADIUS: EAP-
login: got challenge from radius 00:13:36: RADIUS: ustruct sharecount=1 00:13:36: RADIUS:
Unexpected interface type in nas_port_format_a 00:13:36: RADIUS: EAP-login: length of radius
packet = 135 code = 1 00:13:36: RADIUS: Initial Transmit FastEthernet3/2 id 19
172.16.1.1:1812, Access-Request, len 135 00:13:36: Attribute 4 6 AC100201 00:13:36:
Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36: Attribute 12 6 000003ES8
00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 79 34 020E0020 00:13:36: Attribute 80
18 E8A61751 00:13:36: RADIUS: Received from id 19 172.16.1.1:1812, Access-Accept, len 124
00:13:36: Attribute 64 6 0100000D 00:13:36: Attribute 65 6 01000006 00:13:36: Attribute 81 8
01564C41 00:13:36: Attribute 88 15 766C616E 00:13:36: Attribute 8 6 FFFFFFFE 00:13:36:



Attribute 79 6 030E0004 00:13:36: Attribute 25 39 43495343 00:13:36: Attribute 80 18
11A7DD44 00:13:36: RADIUS: EAP-login: length of eap packet = 4 Cat6K# Cat6K# !--- Debug
output for PC 3 connected to Fa3/4. 00:19:58: RADIUS: ustruct sharecount=1 00:19:58: RADIUS:
Unexpected interface type in nas_port_format_a 00:19:58: RADIUS: EAP-login: length of radius
packet = 85 code = 1 00:19:58: RADIUS: Initial Transmit FastEthernet3/4 id 11
172.16.1.1:1812, Access-Request, len 85 00:19:58: Attribute 4 6 AC100201 00:19:58: Attribute
61 6 00000000 00:19:58: Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58:
Attribute 79 17 0201000F 00:19:58: Attribute 80 18 0001AC52 00:19:58: RADIUS: Received from
id 11 172.16.1.1:1812, Access-Challenge, len 79 00:19:58: Attribute 79 8 010B0006 00:19:58:
Attribute 24 33 43495343 00:19:58: Attribute 80 18 23BI9C9E7 00:19:58: RADIUS: EAP-login:
length of eap packet = 6 00:19:58: RADIUS: EAP-login: got challenge from radius 00:19:58:
RADIUS: ustruct sharecount=1 00:19:58: RADIUS: Unexpected interface type in
nas_port_format_a 00:19:58: RADIUS: EAP-login: length of radius packet = 109 code =1
00:19:58: RADIUS: Initial Transmit FastEthernet3/4 id 12 172.16.1.1:1812, Access-Request,
len 109 00:19:58: Attribute 4 6 AC100201 00:19:58: Attribute 61 6 00000000 00:19:58:
Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58: Attribute 24 33 43495343
00:19:58: Attribute 79 8 020B0006 00:19:58: Attribute 80 18 FAC8832E 00:19:58: RADIUS:
Received from id 12 172.16.1.1:1812, Access-Challenge, len 104 00:19:58: Attribute 79 33
010CO001F 00:19:58: Attribute 24 33 43495343 00:19:58: Attribute 80 18 45472293 00:19:58:
RADIUS: EAP-login: length of eap packet = 31 00:19:58: RADIUS: EAP-login: got challenge from
radius 00:19:58: RADIUS: ustruct sharecount=1 00:19:58: RADIUS: Unexpected interface type in
nas_port_format_a 00:19:58: RADIUS: EAP-login: length of radius packet = 135 code =1
00:19:58: RADIUS: Initial Transmit FastEthernet3/4 id 13 172.16.1.1:1812, Access-Request,
len 135 00:19:58: Attribute 4 6 AC100201 00:19:58: Attribute 61 6 00000000 00:19:58:
Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58: Attribute 24 33 43495343
00:19:58: Attribute 79 34 020C0020 00:19:58: Attribute 80 18 37011E8F 00:19:58: RADIUS:
Received from id 13 172.16.1.1:1812, Access-Accept, len 120 00:19:58: Attribute 64 6
0100000D 00:19:58: Attribute 65 6 01000006 00:19:58: Attribute 81 4 0133580F 00:19:58:
Attribute 88 15 766C616E 00:19:58: Attribute 8 6 FFFFFFFE 00:19:58: Attribute 79 6 030C0004
00:19:58: Attribute 25 39 43495343 00:19:58: Attribute 80 18 F5520A95 00:19:58: RADIUS: EAP-
login: length of eap packet = 4 Cat6K#
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