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QoS KIS
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QoS ), BINMKREHBHNERAMERANREENLEZNR, KB, BR REEFRURFENERE
%, Supervisor 5|2 || LKA IFBIRESH, BERRBEPKEEE - #0R (microflow) F

%4 (aggregate) : BHRMRE,

- MRERS - BTSN BERLMES MR LRB[OHFS MR O/NLAN ENBER.
- REWRER - BESN A L FERNVPIE IR O/VLAN X 8RR 1T o
BNERBFHYANATZ MROH VLAN, T ERRTSEESR

R IP thk

- BEY IP tthiik

- 58 4 BN (2R P BRI [UDP] )
- R A=

- BNmAOS

ALY, BER-AEENSHMETENBESHEANETHRNR. (LN REEE
NetFlow X#FT R AR SRR L8R, )

Flan | nRELE MR IAEREE | 1EENY VLAN 1 R VLAN 3 £/ TFTP BIERAIERR S 1

Mbps , M4 f¥F VLAN 1 ERIENRBIZERSR 1 Mbps , B2 VLAN 3 ERENHRHERER 1
Mbps, 52 , fIRE VLAN 1 EFE=2K , £ VLAN3 EFEEDEANR |, MIHUR KB e A X
RPN RAERRE N 1 Mbps, NMRBEERSKER , ©2% VLAN 1 # VLAN3 EFEFR N
SREVE TFTP BIEFREEIR 1 Mbps.
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BENSHUTAREHSERBNET , WATAR

- JEE - BT ESNEE R ERA T, XEREB A NI EREER, BT EREN

FIEREFENNRFEHREERMN,

- FREME - LT MEPRERSERONEER, rtEEREEERN 0.00025 ¥ , KSR MIE Bk

+hE 4,000 )R, BHEEIRTEEE Ko
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RAXPHBEZ. BN , KTRRENTEREISHRIRESR

plgn | nRE=HIE Cisco 10S RFHRAERERN 1518 , MZEREAN 1000, XHFFHEK
T 1000 FHHYFREMEBREFT ., BRERIFREEREEN 2000,
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Supervisor 5|2 || XFBIFIERREH ST,

RSB RERF(DFC)ME BN FRE TR OMRKE. It , REVER[RNETENEKEIZEM
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DFC , MI#EMA PFC #ENF R 5%,
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Supervisor 512 720 5| A T AT #THY QoS E#IheE :

- HAEH, Supervisor 720 X#&Fix O VLAN #EO LW AOES, ctXFwOH L3 BHE
O OES (£ Cisco I0S RAHMHMMBERT ). TiLWANAH Qos BN (RET
WO/ Qos ERET VLAN 9 Qos ) , VLAN B ImOYEHOZES, HOEFTXE
WAREH, AXMEEFIEIE CatOS HHFHEFIE o R EE MR Cisco 10S HHHIHE
HIEB o 1R 7 L& Rl

- BRAPMRES. Supervisor 720 TREEMABHFMRE SN MR E HIEEINEE, INEE{E
Cisco I0S REHMH LZ X, CATENAEZORNESMNAR ( S/ Pttt ) RHBET
o, FRBIERSRENEERBIEREINN, REBENLTHFEAMBLEERXRX D TRBR
o Bl MRIEE TLURMHFRER |, MEKIAARE - IP it A ERIERE T — 1o
FRALERTERERED (EXEEOLIREETHNNRSER ) EETSMNAPEHBER

 EEMEO ERSEFERARIANNRER, £EENE , REPKRZSTUREFRNM FEIRS
AR Qos HEB, NAF—NEE—NMREBEXEK,. N KEKRZTEERNTRNRE

B
Supervisor 5% 720 LR EHIEN S —IMEEZMMR , CAENEN L2 RENBERITH. X

51z IP tiF IPX MY L3 KEX E# 1T B Supervisor 512 1 # Supervisor 5|2 2 RE, X
NP, L2 ML WEERREF—B fli0, BAH L2 MPATEEFERDH L3 HES. X
BIRT , 5 Supervisor 5|2 1 F Supervisor 5|2 2 Lt , Supervisor 5|2 720 & R~HE HIEIER

BRERAELKERTE,

BLE USSR CatOS B EH

CatOS WEHIEEBE=ZITETEDSHR :

1. EXNNEES - EERERE, BIRERR (MRER ). REMNEHIRE,

2. B2 Qos ACL LR EEHINEKIER , FHFEEREFMME Ltk ACL,

3. Qos ACL B AFI4EMWIwmOZH VLAN,
LUTREIERTIMAESIFRERA 2/8 £EAY UDP w0 111 AT EHRIER.

Catalyst 6500/6000

set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Set qos acl ip
udp_gos_port dscp 0 aggregate udp_lnbps udp any any eq
111 !--- This creates QoS ACL to select traffic and
attaches !--- the policer to the QoS ACL. commt qos acl
all !--- This compiles the QoS ACL. set qos acl nap
udp_gos_port 2/8 !--- This maps the QoS ACL to the
switch port.

LT RAERMRE B2 , EARHIS | HFEEB[MME T VLAN £, %A 2/8 BF VLAN 20,
AEE . BAEEFIHOQoSEHR IV AMER . £/ set port qos T HHITILERE,
IS EESIT T ERE NE T VLAN B QoS Bt EH VLAN i AT % OB B 7.
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Set qos acl ip
udp_gos_vl an dscp 0 aggregate udp_lnbps udp any any eq
111 !--- This creates the QoS ACL to select traffic and
attaches !--- the policer to QoS ACL. commit qos acl al
!--- This compiles the QoS ACL. set port qos 2/8 vlan-
based !/--- This configures the port for VLAN-based QoS.
set qos acl map udp_qos_vlan 20 !--- This maps QoS ACL
to VLAN 20.

T—ZFT2&H DSCP 32 EFBHEEXHFAENRES , MBNXLERESELRE DSCP
0(RHB),

Catalyst 6500/6000

set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 policed-dscp !--- This
defines a policer. For the calculation of rate and
burst, !--- refer to Calculate Parameters. Set qos acl
ip udp_gos_nd trust-ipprec aggregate udp_lnbps udp any
any eq 111 dscp-field 32 !--- Note: The above command
should be on one line. !--- This creates the QS ACL to
select traffic and attaches !--- the policer to the QS
ACL

conmt qgos acl al

!--- This compiles the QoS ACL. set qgos policed-dscp-nmap
32:0 !--- This modifies the policed DSCP map to mark
down DSCP 32 to DSCP 0. set port qos 2/8 vlan-based !---
This configures the port for VLAN-based QoS. set qos acl
map udp_qos_nd 20 !--- This maps the QoS ACL to VLAN 20.

AR R E 7R Supervisor 5|2 720 WHOEFINEE. ©ER THTE SR , 0¥ VLAN 3 £
WFTEEH IP BB R EEEREIN 10 Mbps.
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
egress_10nbps rate 10000 burst 20 drop !--- This defines
a policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Set qos acl ip egress_pol
trust-ipprec aggregate egress_10nbps ip any any !/---
This creates the QoS ACL to select traffic and attaches
!--- the policer to the QoS ACL. conmit qos acl all /---
This compiles the QoS ACL. set qos acl nmap egress_pol 3
output !--- This maps the QoS ACL to VLAN 3 in the
output direction.

{# A show gos maps runtime policed-dscp-map A& & X &R E &l DSCP B4,

& show qos policer runtime {policer_name | al} AR E IS RN S, LA EFKLEZH T
Qos ACL.,



XX : EHSupervisor5|B1f1aft , TENENRERBEFRERBAITER. ZEEFENREN

ERSGITER , BEAUTHS :

Cat 6k> (enabl e) show gos statistics 1l3stats
Packets dropped due to policing: 1222086

| P packets with ToS changed: 27424

I P packets with CoS changed: 3220

Non- | P packets with CoS changed: 0

EEEWREFRITEES , BEAUATHS

Cat 6k> (enabl e) show mls entry gos short
Destination-1P Source-1P Port DstPrt SrcPrt Uptine Age

I P bridged entries:

239.77.77.77 192.168. 10. 200UDP 63 6300: 22: 02 00: 00: 00
Stat-Pkts : 165360

Stat-Bytes : 7606560

Excd- Pkts : 492240

Stat-Bkts : 1660

239.3.3.3192. 168. 11. 200UDP 888 77700: 05: 38 00: 00: 00
Stat-Pkts : 42372

Stat-Bytes : 1949112

Excd-Pkts : 126128

Stat-Bkts : 1628

Only out of the profile M.S entries are di splayed
Cat 6k> (enabl e)

3+ F Supervisor 5% 11 , A/ £ show qos statistics aggregate-policer P EEE F &/ KEBEHN
REEHRITER.

EARFIG | REBAEKSSEREDKO2/8, BX%E17 MbpsfIUDPHE , BFrwO111, MitLEEFL
EF16MTHRE , Aitk1 MbpsMiZEW :

Cat 6k> (enabl e) show gos statistics aggregate-policer udp_1lmbps

QoS aggregate-policer statistics:

Aggregate policerAll owed packet Packets exceed Packets exceed
count nornal rate excess rate

udp_1nbps58243997321089732108

Cat 6k> (enabl e) show gos statistics aggregate-policer udp_1lmbps

QoS aggregate-policer statistics:

Aggregate policerAll owed packet Packets exceed Packets exceed
count nornal rate excess rate

udp_1nbps58250497331989733198

AR IR ATTHBIEEEMN TS , BEBIESREMT 10901, XEREKERERFT
1090 MR R , MAW T 65 MFEET B, ERILAITEE5 /(1090 + 65)= 0.056 , HALY1/17, K
I, RES|IELEER,

Bl EFYSI2 Cisco 10S B4 E )

Cisco I0S B4R EFIREL R THER




BN S ERES,
. BIZE ACL LLUEBREE HINBIETR.
CTESMCEMET | LUES ACL #/s} DSCP/IP L Fis B HIER.
CEMERARNRS KR , HERESMATEENSE,
5. FRFFEEMNATIwmA® VLAN,
BEERESHREMKEIE CatOS HM4HHESIE o TR RGIMEREN ~AF , BLAER Cisco I0S
B, EXRFlG | BE-NREEKESEEIRO2/8, ©A1%17 MbpsHIUDPHRE , EMHA RN
111;

A WODN -
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m s gos
!--- This enables QoS. m's qos aggregate-policer
udp_1nmbps 1000000 2000 conformaction transnmt exceed-

action drop !--- Note: The above command shoul d be on
one line. !'--- This defines a policer. For the
calculation of rate and burst, !--- refer to Calculate
Paraneters. !--- Note: The burst is 2000 instead of

1518, due to hardware granul arity.

access-list 111 permt udp any any eq 111

!--- This defines the ACL to select traffic. class-nmap
mat ch-all udp_gos match access-group 111 !--- This
defines the traffic class to police. policy-nmap
udp_policy class udp_qos police aggregate udp_lnbps !---
This defines the QoS policy that attaches the policer to
the traffic class. interface G gabitEthernet2/8
switchport service-policy input udp_policy !--- This
applies the QoS policy to an interface.

£ Cisco I0S i FERMPE BN R S EET - named Hl per-interface.named R & M 2R E I
MAZYERSBNFMEZEO LNEBER. LENGFREFERXNEE, per-interface hﬁ%ﬁ’fif’
AZBERENESMNAWED 2B BERITES . SEORKESERBEMFNEEPIEL. SN
LR RB , ZRBIHRFE— per-interface R W EEES -

Catalyst 6500/6000

m s gos

!--- This enables QoS. access-list 111 pernit udp any
any eq 111 !--- This defines the ACL to select traffic.

cl ass-map match-all udp_gos match access-group 111 /---
This defines the traffic class to police. policy-map
udp_policy class udp_qos !--- This defines the QoS
policy that attaches the policer to the traffic class.
pol i ce 1000000 2000 2000 conformaction transnit exceed-
action drop !--- This creates a per-interface aggregate
!--- policer and applies it to the traffic class.
interface G gabitEthernet2/8 switchport service-policy

i nput udp_policy !--- This applies the QoS policy to an
interface.

5 per-interface R W EEF—H |, HREESHERBEMETEPRHRITE L. EUATRAH |, EFl
MEH 192.168.2.2 3 A VLAN 2 BIFRES , BNTRESERR 1% 100 kbps, EEHIRE
192.168.2.2 P EEKIETA , BAOBIEFEER SN 500 kbps. VLAN 2 DIEEED fad/11
fad/12 :
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m s gos

!--- This enables QoS. access-list 1 permt 192.168.2.2
!-—- This defines the access list to select traffic from
host 192.168.2.2. class-map match-all host_2_2 nmatch

access-group 1 /--- This defines the traffic class to
police. policy-map host class host_2_2 !--- This defines
the QoS policy. police flow 100000 2000 conform action
transmt exceed-action drop !--- This defines a

microflow policer. For the calculation of rate and !---
burst, refer to Calculate Parameters. police 500000 2000
2000 conformaction transnmt exceed-action drop /---
This defines the aggregate policer to limit !--- traffic
from the host to 500 kbps aggregate. interface fa4/ll

m s qos vl an-based interface fa4/12 ms qos vl an-based
!--- This configures interfaces in VLAN 2 for VLAN-based
QoS. interface vlan 2 service-policy input host !---
This applies the QoS policy to VLAN 2.

AR R BIE RSupervisor5|Z720 H O EFIEE. ©EIM 7X#EDO FIKELAME/6E]100 kbps L Pt
BHUERENES

Catalyst 6500/6000

m's gos

!--- This enables QoS. access-list 111 pernit ip any any
!--- This defines the ACL to select traffic. All IP
traffic is subject to policing. class-map natch-al

cl _out match access-group 111 !--- This defines the
traffic class to police. policy-map pol _out class cl_out
pol i ce 100000 3000 3000 conformaction transmt exceed-
action drop !--- This creates a policer and attaches it
to the traffic class. interface G gabitEthernet8/6 ip
address 3.3.3.3 255.255.255.0 service-policy output

pol _out !--- This attaches the policy to an interface.

LA 7RI RSupervisor5| 720 B A KB B, Mk III1/1)‘E’JFﬁF’fﬁ)\lnternetE’Jum;*&%ﬂiﬁ
RBRAF1 Mbps, ZRBIEIIM Internet £ A F BB RH#TE S HFRRRHABH, 5
Mbps :

Catalyst 6500/6000

m s gos

!I--- This enables QoS. access-list 111 permt ip any any
!--- This defines the ACL to select user traffic. cl ass-
map match-all cl_out match access-group 111 /--- This
defines the traffic class for policing. policy-map

pol _out class cl_out police flow mask src-only 1000000
32000 conformact transmt exceed-act drop

!--- Only the source IP address 1is considered for flow
creation !--- on interfaces with this policy attached.
interface gigabit 1/1 /--- 1/1 is the uplink toward the
users. service-policy input pol _out !--- Traffic comes
in from users, so the policy is attached !--- in the
input direction. class-map match-all cl_in match access-
group 111 policy-map pol _in class cl_in police flow mask
dest-only 5000000 32000 conformact transmt exceed-act
drop




!--—- Only the destination IP address 1is considered for
flow creation !--- on interfaces with this policy
attached. interface gigabit 1/2 !--- 1/2 is the uplink
to the Internet. service-policy input pol_in

BERRES , IEANTSHS

br at an# show mls gos

QS is enabled globally

M crofl ow policing is enabled globally

QoS gl obal counters:

Total packets: 10779

I P shortcut packets: O

Packets dropped by policing: 2110223

I P packets with TOS changed by policing: 0

I P packets with COS changed by policing: 0
Non- |1 P packets with COS changed by policing: 0

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.
QS Sunmary [IP]: (* - shared aggregates, Mod - switch nodul e)

I nt Mod Dir Class-map DSCP Agld Trust Fl1d AgForward-Pk AgPoliced- Pk

G2/81 In udp_gos O 1*  NoO 127451 2129602

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.
QS Sunmary [IP]: (* - shared aggregates, Mdd - switch nodul e)

I nt Mod Dir Class-map DSCP Agld Trust Fl1d AgForward-Pk AgPoliced- Pk

G2/81 In udp_gos 0 1* NoO 127755 2134670

AE  ATHBIERSEMN T3040 , BEAKIESE N 750681, XEREKEERESR T 5068 1N
Be, ARTT 34 MNETBL, £TRAEENRN 17 Mbps , WEIFNAERER 1/17, WMRF
EFANFEEANBFESHTHR , @FRIVERFEEM : 304 /(304 + 5068)= 0.057 , HALN1/17,
HTEARENE b ATeea bl — LA T,

HFHAEHRITER , B show mis ip detail @ :

Oi on# show mls ip detail

| P Destination | P Source Protocol L4 Ports VI an Xtag L3-protocol
-------------- TS T S
192. 168. 3. 33192. 168. 2. 2udp555 / 5550 lip

192. 168. 3. 3192. 168. 2. 2udp63 / 630 lip

[INNQUT] Ports Encapsul ati on RWVlI an RW MACSour ceRW MACDest i nati onByt es

-------------- T T T S T T e
Fa4/11 - ----ARPA3 0030. 7137. 1000 0000. 3333. 3333314548

Fa4/11 - ----ARPA3 0030. 7137. 1000 0000. 2222. 2222314824

Packet s Age  Last SeenQoS Police Count Threshol dLeak

------------ T T

6838 36  18:50:090x80 34619762*2"5 3*2"0

6844 36  18:50:090x80 34669562*2"5 3*2"0

Drop Bucket Use-Thl Use-Enable



YES 1968 NONO

YES 1937 NONO
XE : Police count RE RBMNANE ISR,
HXER

. BELB® QoS

. T fi# Catalyst 6000 R 3R YLAIRS R
. LAN =R ¥

- LAN STBRF
- BARFZIFEHIH - Cisco Systems
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