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BRNZE , SRXHIEER , ZBFEFEREAERNBIAZBFEFESTRENRE BEHE
SR ER UL T LT HZBFICREMNES , EEFTRBIEMREASEFER

S LATE R G —Nclass-default N E BN ZBFRIEM G REBSAEF BE:

policy-map type inspect POLICY_INSIDE_TO_SELF
class type inspect CMAP_ZBFW_RFC_1918
pass
class type inspect CMAP_ZBFW_ALL_PROTOCOLS
inspect
class class-default
drop log

CE)
SR UL ELRZBFZHRAREAASEFNRES

parameter-map type inspect global
log dropped-packets
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- BYEEAFESREMNATINS X SN ENERRERN,
BEEEAFESTREMBINE X B ENERRERL,
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- BEEEATESREMNASE B XENRENEZBREAN , R2TAR.
BEEREEAFESRENABINHXEAKRENERRERL,

BRITR

NERZBFERESFXOK HRIKOMXMIETITRE , BEERL T Status/Protocol UPIRAKIFT A AR
5| B MR EO D E4INSIDE ZBF X :

interface Service-Engine0/1/0
zone-member security INSIDE

interface Service-Engine0/2/0
zone-member security INSIDE

— B FUPRA/BCIRZS A 3% R 2R AR S5 51 ZE 32 O £ EL4RINSIDE XS, |, W@ ZBF /Y & &) & 477
BRLBIER,

4l 1

FEULIOS-XE ZBF3RHEH |, #5IA 7 MLANMIE ZIPSTNAY A U5 A Hi vk 68 1% FE AL A9 22 [ F 4R A & |, F2 5%
L TFUPRSH RS 5120 2 E ZIZONE_INSIDERES |, % @5 EIEL THIIR

Rl#sh ip int br
Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 64.100.0.10 YES NVRAM up up



GigabitEthernet0/0/1 unassigned YES NVRAM up up

Gi0/0/1 192.168.10.1 YES NVRAM up up
GigabitEthernet0/0/2 unassigned YES NVRAM administratively down down
Service-Engine0/1/0 unassigned YES NVRAM up up Service-Engine0/2/0 unassigned YES unset up up
Vlanl unassigned YES unset administratively down down

interface Service-Engine0/1/0
zone-member security ZONE_INSIDE

interface Service-Engine0/2/0
zone-member security ZONE_INSIDE
R1# show zone security zone self Description: System defined zone zone ZONE_INSIDE
Member Interfaces:
GigabitEthernet0/0/1
Service-Engine0/1/0 Service-Engine0/2/0

zone ZONE_OUTSIDE
Member Interfaces:
GigabitEthernet0/0/0

4l 2

ELIOS-XE ZBFSEfEAd |, #iA T MLANMIEZIPSTNM A S M H it BiF RN EQFmadE |, £5
ATUPRSHWRGSSIZEZEO2BEINZEEXEE , RARRT L RFIMEA

R2# show ip int brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 172.16.1.1 YES NVRAM up up

Gi0/0/1 64.100.0.10 YES NVRAM up up
Service-Engine0/1/0 unassigned YES unset up up Service-Engine0/4/0 unassigned YES unset up up
GigabitEthernet0 unassigned YES NVRAM administratively down down

Loopback0 unassigned YES unset up up

Vlanl unassigned YES unset administratively down down

interface Service-Engine0/1/0 zone-member security Trusted interface Service-Engine0/4/0 zone-
member security Trusted

R2#show zone security
zone self
Description: System defined zone

zone Trusted
Member Interfaces:
GigabitEthernet0/0/0
Service-Engine0/1/0 Service-Engine0/4/0
zone Untrusted

Member Interfaces:
Gi0/0/1
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu86175/?reffering_site=dumpcr
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuh55237/?reffering_site=dumpcr
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http://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/sec-data-zbf-xe-book/sec-zone-pol-fw.html
https://supportforums.cisco.com/discussion/13051526/service-engine-xyz-may-need-be-included-zone-voice-traffic-pass
http://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/interface/command/ir-cr-book/ir-i1.html#wp3076198357
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