GETVPNZ AR ATER

Ly

ERITRER

3

o
=

N
|

BiTH

1T A
KSHT1TH
HERMITH
EiREMERB
B

T

RN EGETVPNZ4A B4R (KEK) EFTER BN THER. ©aECisco I0SCRRZA
15.2(1)T)FICisco I0S-XE 3.50R4515.2(1)S)e AN MIHBITHNTILUAK B S RENBERREN

a3

E& . BRITACI#EIMWen Zhang,

|=Ew)

#£Cisco IOShRA15.2(1) T2/l , HHAKEKTHARY , BREAIRS 2/(KS) 2 RIEKEKEH, AR R
(GM)F 44 T B B AR BR R ZOR BB IR 2 (VR R Fan . RBWEIFMHKEKZE AR , F 2ERILA/
KEK, MRBRAAEETANBRALFAIPEXARIINRALFTNERL , ERT RN 7=
BONEFRIMR , eHREFABGREZRLT , IFSUHIH, XS BKEKEHE BN £ i
EER. i, EREIER , GMLER B E R"RRKEKFRH T

MR

HMAWKEKZHERMTHALREMRNEAL

- KS - KEKBRAEYRKEKEIH 2 B RIE | EREXXRFH(TEK)FHHRXLL.
- EGM L — GM&H — Mt it SR AR BRRIRMIKEKF 67 , H1E R EIKEKEE A ot i &K 5753

(o]

KSH{TH
BELAN , KSEYHKEKZIS 2 B S IKEKEFH 4,



#_of _registered _GMs \
50

KEK _rekey_time= KEK _lifetime = (200 +(#_of _retran® retran_interval )i (5% (1 +

AR EERUES  TEREERHINSEBRHA-BER,

BIEFELTH , KSELEYBKEKE B 2 51200 FF IR KEKEF B A . EFRBKIERE , KSHHEX
B RETEK/KEKEH 240 6 A HTHKEK,

RERMTH
FHRERTHERAIEL -

1. EEIRMIT BB RIRERKEKRIRFar , AMBESKEKEFRE M, Hixitetssd e
, GM_ERIKEKRHEII BR | FAdR EHEM
2. BAAREMI , KEKEREDHELRKEKEIHRI2000 K4 (SAKSTHER ) . ANE—
MBS | SMERE HBTKEKRI B a1 E 2008 RREIFKEKEY |, BIBRKEKH AR EHEM. 1t
KEKMIBRMEFEMEMH R EEITATERER ( KEKEIH — 1908 , KEKEIH — 408 ) o
BEETIRERY R , GM showdn T i i B4 IE s BAAA R 3t B ‘RKEKRIR & v o

GMishow crypto gdoi
GROUP | NFORMATI ON

G oup Nane : Gl

Goup ldentity : 3333
Crypto Path : ipv4

Key Managenent Path : ipv4
Rekeys received : 0

| PSec SA Direction : Both

Group Server list : 10.1.11.2

Group nenber : 10.1.13.2 vrf: None
Version : 1.0.4

Regi stration status : Registered
Regi stered with : 10.1.11.2
Reregisters in : 81 sec <=== Reregistration due to TEK or
KEK, whi chever comes first
Succeeded registration: 1
Attempted registration: 1

Last rekey from: 0.0.0.0

Last rekey seq num: O

Uni cast rekey received: 0

Rekey ACKs sent : O

Rekey Received : never

al | owabl e rekey cipher: any

al | onabl e rekey hash : any

al | owabl e transfornmtag: any ESP

Rekeys cumul ati ve

Total received : O

After latest register : O
Rekey Acks sents : O



ACL Downl oaded From KS 10. 1. 11. 2:

access-1ist deny ospf any any

access-1ist deny eigrp any any

access-list deny udp any port = 848 any port = 848
access-1ist deny icnp any any

access-list permt ip any any

KEK POLI CY:

Rekey Transport Type : Unicast

Lifetime (secs) : 56 <=== Running tinmer for remaining KEK
lifetime

Encrypt Al gorithm: 3DES

Key Size : 192

Sig Hash Al gorithm: HVAC AUTH _SHA
Sig Key Length (bits) : 1024

TEK POLICY for the current KS-Policy ACEs Downl oaded:
Serial 1/ 0:
| Psec SA:

spi:

0xD835DB99( 3627408281)

transform esp-3des esp-sha-hmac
sa timng:remaining key lifetine (sec): (2228)

Ant i

-Repl ay(Tinme Based) : 10 sec interval
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%DA - 4- GM_RE_REG STER: The | PSec SA created for group Gl may

have expired/ been cleared, or didn't go through. Re-register to KS. % RYPTO 5- GM REGSTER:
Start registration to KS 10.1.11.2 for

group Gl using address 10.1.13.2 %DO -5- GV REKEY_TRANS 2 UNI: Goup Gl transitioned to
Uni cast Rekey. %GDA -5- SA KEK_UPDATED: SA KEK was updat ed %GDA - 5- SA TEK _UPDATED: SA TEK
was updated %=DA -5- GM REGS COWPL: Registration to KS 10.1.11.2 conplete

for group Gl using address 10.1.13.2 %DA -5- GV | NSTALL_POLI Cl ES_SUCCESS: SUCCESS:
Instal | ati on of

Reg/ Rekey policies fromKS 10.1.11.2 for group GlL & gmidentity 10.1.13.2
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%D - 5- GM_DELETE_EXPI RED_KEK: KEK expired for group GL and was del eted
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%D - 4- GM_RE_REG STER: The | PSec SA created for group Gl may
have expired/ been cleared, or didn't go through. Re-register to KS.
YCRYPTO 5- GM REGSTER: Start registration to KS 10.1.11.2 for
group Gl using address 10.1.13.2 %3DO -5- GV REKEY_TRANS 2 UNI: Goup Gl transitioned to
Uni cast Rekey. %GDA -5- SA KEK_UPDATED: SA KEK was updated %GDA - 5- SA TEK _UPDATED: SA TEK
was updated %:DA -5- GM REGS COWPL: Registration to KS 10.1.11.2 conplete for
group Gl using address 10.1.13.2 %3DO -5- GV | NSTALL_POLI Cl ES_SUCCESS: SUCCESS: Installation
of
Reg/ Rekey policies fromKS 10.1.11.2 for group GL & gmidentity
10.1.13.2
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