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ROIRHIRIPEIES ) -

6.18 5 Next.

F Fackel Caplure Wizard Summary [Step 5 of &)
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| s
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9.8 & save captures IRTEHIRE R,
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10.13R B Save captures B O |, R REHIREPXFFENER,

10.2iIX RASCIIZHPCAP, £ HEABIZ LAY RIERE,

10.3#RJ5 , B save ingress capture B Save egress capture IRIFFE,

A BAE IR 0 AT BRFTTTPCAPSL#E |, BN wireshark , FFEEREIET &Ko




& Save Captures

(& BCH

() PCAP
Save the buffer in the specified format, to the localwst.

[ Sangress captue... |
[ Save egress capturs. .. I
[ cese |[ rep |

11.15R B save capture file B A , /AN B MRFHIRXHFHLE,

11.28F save.

Save capture file

Savein | 3 Caplhes dua x| = @k E-
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12. 835 Finish.
D) Caprre Waard—

| Bl e eid Caphune on e ncids mberlsoe.

Saphung sodem oo Fearedd sasich i DB 1SR R0 10 255 5K S8 28 Ml 0L i1 3 Y 255 R L M
capbure asdi_cad Poredd packet-length 152 buffer SNEES

Sapburg aide_ciS_Feoredd inberf in s

| cutesde

| Eply erond Caphune on e oubide nderl sde,

capbare sadem_cap_sgress mitch ip 192, DL LOL DO 205, 290 208, 290 200,00 013, 298, 190 0. 0
capbare ssdm_cap_sqress puskat-length 1522 baffee S24200

caphare asdm_cap_sgress nbarf e outside

] m i

Biffer P avest i s

Thets b csy cptinre b Fer P ity ket icn . Thie Bl or it i 534735 The budfer hobds
[ TR T TR L TETO Y LN

Caplire Pai alers
Gattrey capburs avary 10 pecors i diabisd

_—— —_

XEERLSER T GUIBIE SR T,
fEFACLIE B#iESHR

EFHACLIFEASALEERIEIHIRINEE , BRUT LR -

1. B EEFREAEBNIPH I MEZ2RAEEXNSPMIALBED,

2. EBNEXECER T Acapture i S B BFEBHRLERE., EHEE RGP , HELER
capin B3R, FHLEFlinsidezO #{Eﬁ]match%é%ﬂ—?—ibmﬂiﬁﬁ'%%%umsIE@EEI’\J%HE

D :

ASA# capture capin interface inside match ip 192.168.10.10 255.255.255.255

203.0.113.3 255.255.255.255

3. @M , E XA RN capout WK, FHHE Floutsided®Z O , FHF AmatchX B F 5 E{ VR

SmERECRENKES

ASA# capture capout interface outside match ip 192.168.10.10 255.255.255.255

203.0.113.3 255.255.255.255

ASAIIETF IR EO 2 RKRE, EREFIEIR , B Ano capture@n s, FIRHEREWN

o



REIIT

no capture capin interface inside
no capture capout interface outside

ASA LR T HIEERK R
AT NBASA LT AN TREIZEE IR,

- asa_dataplane — HHIRTEASAE R LIBITASASFEAERAIEIR ( HIINASA CXHIPSIER ) Z[H]
Y EIEE.

ASA# cap asa_dataplace interface asa_dataplane
ASA# show capture
capture asa_datapl ace type rawdata interface asa_dataplane [Capturing - 0 bytes]

- asp-drop drop-code — HHRMEZ £ B REEFHNEBIED. drop-codelfEEMELLEREERHR

BRH,

ASA# capture asp-drop type asp-drop acl-drop
ASA# show cap
ASA# show capture asp-drop

2 packets captured

1: 04:12:10.428093 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Fl ow i s denied by configured rule

2: 04:12:12.427330 192.168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Fl ow i s denied by configured rule

2 packets shown

ASA# show capture asp-drop
2 packets captured

1: 04:12:10.428093 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Flow i s denied by configured rule

2: 04:12:12.427330 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) wi n 4128 <nss 536> Drop-reason: (acl-drop)
Fl ow i s denied by configured rule

2 packets shown

- ethernet-type type — IEREHIRP UMK, TEHENLUAMELRTIES021Q. ARP, IP,
IP6. LACP, PPPOED, PPPOES., RARPHIVLAN,

ARPIRE RIMAHEIRARPRE :

ASA# cap arp ethernet-type ?

exec node conmands/ options:



802.1Q

<0-65535> Ethernet type
arp

ip

i p6

pppoed

pppoes
rarp

vl an

cap arp ethernet-type arp interface inside

ASA# show cap arp
22 packets captured

1: 05:32:52.119485 arp who-has 10.10.3.13 tell 10.10.3.12
2: 05:32:52.481862 arp who-has 192.168.10.123 tell 192.168.100.100
3: 05:32:52.481878 arp who-has 192.168.10.50 tell 192.168.100.10
4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244
5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106. 44. 248
6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244
7: 05:32:54.784695 arp who-has 10.106.44.1 tell xX.XX.XX.XXX:

ealtime — RS B RBRGBIBE, BAILRAREQHR | BECH-C, BAAMBHR
 EEARHH Ko,

PN
HIREA cluster exec capture TP o

ASA# cap capin interface inside real-time

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets
due to performance limitations.

Use ctrl-c to termnate real -tinme capture

Trace — AL FASA Packet TracerZh8ERY 5 = IR BRI IR O BRI B

ASA#tcap in interface Webserver trace match tcp any any eq 80
// Initiate Traffic

1: 07:11:54.670299 192. 168. 10. 10. 49498 > 198. 51.100.88.80: S
2322784363: 2322784363(0) win 8192
<mss 1460, nop, wscal e 2, nop, nop, sackOK>

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST
Subt ype:

Resul t: ALLOW
Confi g:

Inplicit Rule



Addi tional |nformation:
MAC Access i st

Phase: 3

Type: ROUTE- LOOKUP

Subt ype: i nput

Resul t: ALLOW

Confi g:

Addi tional |nformation:

in 0.0.0.0 0.0.0.0 outside

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group any in interface inside

access-list any extended pernmit ip any4 any4 |og
Addi tional |nfornation:

Phase: 5

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network obj-10.0.0.0

nat (inside, outside) dynamic interface

Addi tional |nfornation:

Dynani c translate 192.168. 10. 10/ 49498 to 203.0.113. 2/ 49498

Phase: 6

Type: NAT

Subt ype: per-session
Result: ALLOW

Confi g:

Addi tional |Information:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type:

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: ESTABLI SHED

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 10

Type:

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:



Phase: 11

Type: NAT

Subt ype: per-session
Result: ALLOW

Confi g:

Addi tional |Information:

Phase: 12

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 13

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 41134, packet dispatched to next nodul e

Phase: 14

Type: ROUTE- LOOKUP

Subt ype: out put and adj acency

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 203.0.113.1 using egress ifc outside
adj acency Active

next - hop mac address 0007. 7d54. 1300 hits 3170

Resul t:
out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

X : FASA9.10+ L | anyxBFNERERipv4 it it N IED. any6xBF Al #IRFTE

ipv6F iR E .
XERAFEABEIHEREENSRRE
BEEGTSEER , TROMEREE.
- ikevl/ikev2 — {3 %R InternetZ 44 KHR AR A1 (IKEV1) RIKEV2EHIUE .o
- isakmp — HHIRVPNIE#EH InternetZ £ X B M R A EE ML (ISAKMP)RE. ISAKMPF R4 T
RiFE LR, IR IR , HYE. IPRIUDPEESE —BIUAEPCAPHEITERNER
o X EMM U MNSARIRIRBHIFREIPEF,

- lacp — ﬁé‘“ﬁ'ﬁﬂ%i[%?ﬁ?%‘”ﬁiﬂ(LACP)ﬁ% MREEE , WENZMEYBEEOZH. H&E
FEtherchanneliRBILACPHI HaI{THAET , XIEEEH,

« tls-proxy — M—NEHBZMEO LWL HE RS (TLS)RIEHIR B R Z R A E M H 3L 8E

- webvpn — FHIR$FEEWebVPNIE#ZHI WebVPNETE



W5

MiARR

BT RASARSGRIAE

B BWebVPNI##HZRET |
HEEZERER,

- BRIAZK A Hraw-data.
- BRINEHRX KD H512 KB,
- BRIABLA MK E R IPERES,

- RABEBKERN1,518F T,

EERRNBES
HEASALE

EEEHRNBES ,
show@i i o It show capture capin I T 2R A AMFIREFXHAR capin:

ASA# show cap capin

8 packets captured

N RONMR

03:
03:
03:
03:
03:
03:
03:
03:

24:
24:
24:
24:
24:
24:
24:
24:

35.
35.
35.
35.
35.
35.
57.
57.

526812
527224
528247
528582
529345
529681
440162
440757

192.
203.
192.
203.
192.
203.
192.
203.

168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >

CAPME LRGN, BREERUEHRFBOBRT

> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:
> 203.0.113. 3:
192. 168. 10. 10:

i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:

echo
echo
echo
echo
echo
echo
echo
echo

HH Ashow captureu*h‘% , ERERENH. ATRHABIREFXAEH

request
reply
request
reply
request
reply
request

reply

JHS show capture capout WEETBANNHERENAXBAR capout:

ASA# show cap capout

8 packets captured

©NoURONR

03:
03:
03:
03:
03:
03:
03:
03:

24:
24:
24:
24:
24:
24:
24:
24

35.
35.
35.
35.
35.
35.
47.
47.

526843
527179
528262
528567
529361
529666
014098
014510

192.
203.
192.
203.
192.
203.
203.
203.

168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
168. 10. 10
0.113.3 >
0.113.3 >
0.113.2 >

MMMTﬁuﬁﬁE&ﬁﬁ
TRUESHRASEES AU TR :

> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:
> 203.0.113.3
192. 168. 10. 10:

203.0. 113. 2:
203. 0. 113. 3:

i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:
i cnp:

echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply

echo request
echo reply

1. &M ZE https://<ip_of asa>/admin/capture/<capture name>/pcapfE{E{Ax % a8 L,

'Bx:

MRIBFERE pcap KBF , MAXFXRT show capture I T I B Ho


https://<ip_of_asa>/admin/capture/<capture_name>/pcap

1. i Acopy capturefn 5 F&E K & % A& B IUA T 83X -

copy /pcap capture: <capture-nane> tftp://<server-ip-address>

BR  NBIE WK ER RBERTHERRE |, CiscoRWETHIHIRARITEL Do

HEBRIEIR

E)%F%ﬁﬁ%)ﬂlﬂlz ) '\Lﬁzﬁi‘ﬁk clear capture }El"% .

ASA# show capture

capture capin type rawdata interface inside [Capturing - 8190 bytes]
match icnp any any

capture capout type rawdata interface outside [Capturing - 11440 bytes]
match icnp any any

ASA# clear cap capin
ASA# clear cap capout

ASA# show capture

capture capin type rawdata interface inside [Capturing - O bytes]
match icnmp any any

capture capout type rawdata interface outside [Capturing - O bytes]
match icnp any any

A clear capture /all WRBERFIERRNERKX :

ASA# clear capture /all

&1L F3R

HASALEFILHIRNE - EZREAN TR T T2 ERRIR

no capture <capture-nane>

¥iur

X %A TR T LEENRIETE,
R HEBR

HEDZA TR T EEN B ERESRE R,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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