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NAM B EEBES LM FARE TE(BTH TR , RAnyConnectEHER, ELERFTD |, FiBERH
BiE#EAAnNnyConnect2 N T ZEISOZR %, Ciscolf N RS #O(MS)ZEEF Ml sE th 3 B
ISOE M,

ELBHAIEEKWICERBEEHBERITNER , ST HEBRINIER , RIABATEEEHE
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2016 17:20:37.974 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: Network test123: AccessStat eMachi ne
current state = ACCESS STOPPED, received userEvent = START

UEE - XK AP IERMNAMERR LS | H BENAMEE R userEventIF i,



538: TESTPC. May 16 2016 17:20: 37.974 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network test123:
AccessSt at eMachi ne new state = ACCESS_STARTED

539: TESTPC. May 16 2016 17:20: 37.974 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network test123:
Net wor kSt at eMachi ne current state USER T_DI SCONNECTED, received access event ACCESS STARTED

BEA  RPRAS A EROR R G T 1R

545: TESTPC. May 16 2016 17:20: 37.974 +0600: 9NAM 7- DEBUG MSG. % ti d=1412]: | pv4 { EFDAFOFO- CF25-
4D88- B125- E748CD539DFF} : recei ved Cancel event [state: COVWLETE]

HEA : IPVASSHIIRBEBUE N T EBRE.

547: TESTPC. May 16 2016 17:20:37.974 +0600: 9NAM 7- DEBUG MG 9% tid=1412]: starting
makeMat ches. . .

549: TESTPC. May 16 2016 17:20: 37.989 +0600: 9NAM 6- I NFO MSG % ti d=1412]: matchi ng adapter
{ 484E4FEF- 392C- 436F- 97F0- CD7206CD7D48} and network test123 ...

B8 : BIDAY484E4FEF-392C-436F-97F0-CD7206CD7D485E fit 28 1% 1% 1% 15 T ] KBtest123 , 27
NAM@E.EE’J W EIEIE R TR

551: TESTPC. May 16 2016 17:20: 37.989 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: Network test123:
AccessSt at eMachi ne new state = ACCESS_ATTACHED

557: TESTPC. May 16 2016 17:20: 37.989 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: Network test123:
AccessSt at eMachi ne current state = ACCESS ATTACHED, received user Event = CONNECT

AR © NAMIRR i MBI 4R BV SEBLER . TRENAMIERR & (EE) BB AR TLK )M L4 (

561: TESTPC. May 16 2016 17:20:37.989 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_DI SCONNECTED LI NK_DOMN), event ( EVENT_CONNECT)

562: TESTPC. May 16 2016 17:20:37.989 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
state change: STATE_DI SCONNECTED LI NK_DOWN - > STATE_ASSOCI ATl NG

567: TESTPC. May 16 2016 17:20:37.989 +0600: 9%NAM 6-1 NFO MSG 9% tid=1412]: Starting wifi
connection, trying ssid test123 ...

568: TESTPC. May 16 2016 17:20:37.989 +0600: %NAM 6-1 NFO MSG 9% ti d=1412]: Connection

Associ ation Started(openNoEncryption)

B3 : openNoENcryptionzk BA M L& EL & tNFF 1. 1EFTRL HE M HIEE £ T F AMACK IF 55 5%
(MAB)R I,

234: TESTPC. May 16 2016 17:20: 38. 020 +0600: 9NAMSSO 7- DEBUG MSG % tid=1912]: waiting for cs...

WA RAIBIRMENAMB SREBEIRS, XERETHEXRNAE , HENIZZHK,

575: TESTPC. May 16 2016 17:20: 38. 020 +0600: 9WNAM 7- DEBUG MSG % ti d=1412]: Network test123:

Net wor kSt at eMachi ne new state USER T_DI SCONNECTED 236: TESTPC. May 16 2016 17:20: 38.020 +0600:
YNAMSSO- 7- DEBUG MSG % ti d=1912]: Tx CP Msg: <?xml version="1.0" encodi ng="UTF- 8" ?><SQOAP-

ENV: Envel ope xm ns: SOAP- ENV="htt p: // schemas. xm soap. or g/ soap/ envel ope/ "

xm ns:ssc="http://ww. ci sco.conlssc" encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ " >
<SOAP- ENV: Body> <net wor kSt at eEvent > <sequenceNunber >16</ sequenceNurber > <gr oupNane>Local

net wor ks</ gr oupName> <net wor KName>t est 123</ net wor KNane> <net wor kSt at e>Associ at i ng</ net wor kSt at e>
<adapter Nane>Intel (R) Centrino(R) U tinate-N 6300 AG\</ adapt er Name>

<server Veri fi edNane></ server Veri fi edNane> </ networ kSt at eEvent > </ SOAP- ENV: Body></ SOAP-

ENV: Envel ope>

YEA : XEEE A TFHEEX RGP (SOAP)HE B & IFAnyConnect GUIE RIERSIRA H B HIIN1E
XiER TxBK, ENAMBOE RNFEEIREETUEERT —NETUATAES IR EREN A
EHSOAPEE KRR,



582: TESTPC. May 16 2016 17:20:38.020 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: {484E4FEF-392C- 436F-
97F0- CD7206CD7D48} - Recei ved STATE_AUTHENTI CATED

583: TESTPC. May 16 2016 17:20:38.020 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_ASSCCI ATI NG, event ( EVENT_AUTH_SUCCESS)

A8 : NAMEEWAUTH_SUCCESS=E# |, ix% , RARB LI RENRIE, SGRRBUESH , BN
EBNFTTHAME , MARIAER TRIERKINH.

595: TESTPC. May 16 2016 17:20:38.738 +0600: 9%NAM 7- DEBUG MSG. 9% ti d=1412]: Network test123:
AccessSt at eMachi ne current state = ACCESS _ASSOCI ATI NG received adapterState = associ ated

WA BRSEARIR(SSID)RERR AR IIAY | iT BB E,

603: TESTPC. May 16 2016 17:20: 38. 754 +0600: 9%NAM 6-1 NFO_MSG

% tid=1412] [ nac=1, 6, 3c: a9: f4: 33: ab: 50] : Aut hentication not required.

604: TESTPC. May 16 2016 17:20:38. 754 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_ASSCCI ATED), event ( EVENT_AUTH_SUCCESS)

605: TESTPC. May 16 2016 17:20:38. 754 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
state change: STATE ASSOCI ATED - > STATE_AUTHENTI CATED

WER : AR MAME , BRIAER TRIE, XA, NAMEZEX ML S B BDHCPERE ¢

610: TESTPC. May 16 2016 17:20:38.754 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: {484E4FEF-392C- 436F-
97F0- CD7206CD7D48} creating a new DHCP work

612: TESTPC. May 16 2016 17:20: 38. 754 +0600: 9NAM 6-1 NFO_MSG

% tid=1412] [ mac=1, 6, 3c: a9: f4: 33: ab: 50] : {484E4AFEF- 392C- 436F- 97F0- CD7206CD7D48}: DHCP: Sendi ng
DHCP r equest

613: TESTPC. May 16 2016 17:20: 38. 754 +0600: 9WNAM 7- DEBUG MSG % ti d=1412]: queuei ng DHCP work
642: TESTPC. May 16 2016 17:20:40.830 +0600: 9%NAM 7- DEBUG MSG % ti d=1448]: |pv4 {484E4AFEF-392C
436F- 97F0- CD7206CD7D48} : connectivity test[03]: 1P:10.201.230. 196(255. 255. 255. 224)

GW 10. 201. 230. 193 [ Success]

643: TESTPC. May 16 2016 17:20:40.830 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: |pv4 {484E4AFEF-392C
436F- 97F0- CD7206CD7D48} : recei ved Success event [state: WAI T_FOR_CONNECTI VI TY]

645: TESTPC. May 16 2016 17:20:40. 845 +0600: 9%NAM 6-1 NFO_MSG

% tid=1412] [ mac=1, 6, 3c: a9: f4: 33: ab: 50] : {484E4FEF-392C 436F- 97F0- CD7206CD7D48}: | P Address

Recei ved: 10.201.230. 196

646: TESTPC. May 16 2016 17:20:40.845 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: |pv4 Connectivity
Resul t: SUCCESS

YA © NAMB 2D i 3REN — NP3 ik o

648: TESTPC. May 16 2016 17:20: 40. 845 +0600: %NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
current: state(STATE_AUTHENTI CATED), event ( EVENT_I P_CONNECTI VI TY)

649: TESTPC. May 16 2016 17:20: 40. 845 +0600: %NAM 7- DEBUG MSG % ti d=1412]: ACE: adapter SM
state change: STATE_AUTHENTI CATED -> STATE_CONNECTED

YE . — BIP#b it EENAMIE R IEARP (it BEAT ) R B M X (GETERE), — BARPIE R #2IR
B imEE,



fEF802. 1IxMIPEAPERLME , ILRMAERZNHE

1286: TESTPC:. May 16 2016 17:55:17.138 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network W redPEAP:
AccessSt at eMachi ne new state = ACCESS_STARTED

HEA  JFERAINAMIEEE SR 45 WiredPEAP.

1300: TESTPC: May 16 2016 17:55:17.138 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: Bindi ng adapter
Intel (R 82579LM G gabit Network Connection and user auth for network W redPEAP

1303: TESTPC: May 16 2016 17:55:17.138 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network W redPEAP:
AccessSt at eMachi ne new state = ACCESS ATTACHED

HEA © NAMIEEEE 2R LR 45 o

1309: TESTPC. May 16 2016 17:55:17.138 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: Network W redPEAP:
AccessSt at eMachi ne current state = ACCESS ATTACHED, received user Event = CONNECT

1342: TESTPC. May 16 2016 17:55:17.154 +0600: 9%NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE] : STATE (4)
S enterStateAux called with state = CONNECTI NG (dot1x_smc 142)

AR : NAMIT SR AVIE XS B L M 45 o

1351: TESTPC. May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: 8021X (4)
Sent start frame (dotlx_smc 117)

YA B im AR IEEAPOL_START,

1388: TESTPC. May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG % ti d=1468][ conp=SAE]: PORT (3)
net: RECV (status: UP, AUTO (portMsg.c 658)

1389: TESTPC. May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: 8021X (4)
recvd EAP IDENTITY frame (dotlx_util.c 264)

1397: TESTPC. May 16 2016 17:55:17.154 +0600: 9NAM 7- DEBUG MSG % ti d=1468][ conp=SAE]: EAP (0)
EAP State: EAP_STATE | DENTITY (eap_auth_client.c 940)

WA - B R EMIRAAIFRIRER |, EHR T REIUEERE,

1406: TESTPC. May 16 2016 17:55:17.154 +0600: 9%NAM 7- DEBUG MSG % ti d=1464]: EAP-CB: credenti al
requested: sync=8, session-id=1, handl e=00AELFFC, type=AC _CRED SESSI ON_START

1426: TESTPC. May 16 2016 17:55:17.169 +0600: 9%NAM 7- DEBUG MSG % tid=1412]: EAP: processing
credential request: sync=8, session-id=1, eap-handl e=00AELFFC, eap-I|evel =0, auth-Ievel =0,

prot ect ed=0, type=CRED _REQ SESSI ON_START

1458: TESTPC. May 16 2016 17:55:17.169 +0600: 9%NAM 6-1NFO MSG 9% tid=1412]: Trying fast

reaut hentication for unprotected identity anonynous

1464: TESTPC. May 16 2016 17:55:17.169 +0600: 9NAM 7- DEBUG MSG % ti d=1412]: EAP: credenti al
request conpl eted, response sent: sync=9



BB BIABRT Anyconnect?il_E:gﬂEjJ TRF HFRIR (outterdRiR) , BAKLAEEHER H
HEEUHE%%E% SRE RN, BXFAEERNSTH/ESENEHT AN AL , MARITE
*J-IlglL-LIEO

1492: TESTPC: May 16 2016 17:55:17.185 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: 8021X (4)
recvd EAP TLS franme (dotlx_util.c 293)

%H . RADIUSHERSG B RIEY RRIEZ MR L L (EAP-TLS)I , TREMANE. HEWHHEESR
F' m Y EAP-TLS M.

1516: TESTPC. May 16 2016 17:55:17.185 +0600: 9NAM 6-1 NFO MBG 9% tid=1412]: EAP: EAP suggested
by server: eapTls

1517: TESTPC. May 16 2016 17:55:17.185 +0600: 9NAM 6-1 NFO MBG % tid=1412]: EAP: EAP requested
by client: eapPeap

1518: TESTPC. May 16 2016 17:55:17.185 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]: EAP: EAP net hods
sent: sync=10

1519: TESTPC. May 16 2016 17:55:17.185 +0600: 9%NAM 7- DEBUG MSG. % ti d=1412]: EAP: credenti al
request 10: state transition: PENDI NG -> RESPONDED

HBA - NAMIA T BRSS 250 E R E A EAP-TLS , {E R & F iwli & £ A Protected Extensible
Authentlcatlon Protocol (PEAP), X2 J?INAM EJIPEAPE’J —NEH

1520: TESTPC: May 16 2016 17:55:17.185 +0600: 9NAM 7- DEBUG MSG 9% ti d=1412]:
Aut h[ Wr edPEAP: user-aut h]: Authentication state transition:
AUTH_STATE_UNPROTECTED | DENTI TY_SENT_FOR_FAST_REAUTHENTI CATI ON - >
AUTH_STATE_UNPROTECTED | DENTI TY_ACCEPTED

1488 : RADIUSHRSS 88 # Foutter/ TR Y PRIR,

1551: TESTPC: May 16 2016 17:55:17.200 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: 8021X (4)
recvd EAP PEAP frame (dot1x_util.c 305)

1563: TESTPC: May 16 2016 17:55:17.200 +0600: 9%NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: SSL handshake start (eap_auth_tls_p.c 409)

WE . PEAPHERIPH 2 (RILZEBEXRNERIL)TTE , £FF imZERMRADIUSIRS 2RHY 1
INREERAPEAPIS,

1565: TESTPC: May 16 2016 17:55:17.200 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSLv3 write client hello A (eap_auth_tls_p.c 394)
1566: TESTPC: May 16 2016 17:55:17.200 +0600: 9NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSLv3 read server hello A (eap_auth_tls_p.c 394)

WHH : NAMAKIEE P IREEAPE B &M Hello} HEFRSH|EER, RFSBJRIRBTSISEILES
, R SRER — L2 B[R] 52 AR B %o

1622: TESTPC. May 16 2016 17:55:17.216 +0600: %NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: 8021X (4)



recvd EAP PEAP frame (dot1x_util.c 305)

1632: TESTPC. May 16 2016 17:55:17.216 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSLv3 read server hello A (eap_auth_tls_p.c 394)

1633: TESTPC: May 16 2016 17:55:17.216 +0600: 9NAM 6-1 NFO MSG % ti d=1468] [ conp=SAE]: CERT (0)
| ooki ng up: "/ CN=l SE20- 1. kur mai . con’ (| ookup. ¢ 100)

1634: TESTPC. May 16 2016 17:55:17.232 +0600: 9NAM 6-1 NFO MSG % ti d=1468] [ conp=SAE]: CERT (0)
Certificate not found: "/CN=I SE20-1. kurmai .con (I ookup.c 133)

1646: TESTPC. May 16 2016 17:55:17.232 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL_ERROR_WANT_X509_ LOCKUP (eap_auth_tls_p.c 193)

A9 | NAMBBEE GRISERRSS B0 A HMBSBE DM, BN OREEEEFERENRS B
%, BEARICHE,

1649: TESTPC. May 16 2016 17:55:17.232 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (5)
EAP_EVENT_CRED REQUEST queued (eapCredProcess.c 496)

1650: TESTPC: May 16 2016 17:55:17.232 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (5)
EAP: CRED REQUEST (eapMessage.c 355)

1662: TESTPC: May 16 2016 17:55:17.232 +0600: 9%NAM 6-1 NFO MBG % tid=1412]: Getting credentials
from | ogon.

1685: TESTPC. May 16 2016 17:55:17.232 +0600: %NAM 7- DEBUG MBG % ti d=1412]:

Aut h[ Wr edPEAP: user-auth]: ...resumed

BWER : EEERILE , NAMEHRAERPFELIENFRIAXYRADIUSIRS S8, EXMIERT , B
zhith iEEE A RAWindowsERZEF , HABB EMEELWERSESH , KIENAMAEEAwindows&
XEIIMARARAFE.

1700: TESTPC: May 16 2016 17:55:17.247 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (0)
SSL STATE: SSLv3 write client key exchange A (eap_auth_tls_p.c 394)

1701: TESTPC. May 16 2016 17:55:17.247 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (0)
SSL STATE: SSLv3 write change cipher spec A (eap_auth_tls_p.c 394)

1750: TESTPC: May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
SSL STATE: SSL negotiation finished successfully (eap_auth_tls_p.c 394)

1751: TESTPC. May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: SSL handshake done (eap_auth_tls_p.c 425)

1752: TESTPC. May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: New session. (eap_auth_tls_p.c 433)

1753: TESTPC. May 16 2016 17:55:17.278 +0600: 9NAM 7- DEBUG MSG % ti d=1468] [ conp=SAE]: EAP (0)
EAP- PEAP: session ci pher AES256- SHA. (eap_auth_tls_p.c 441)

WA - NAMRIEE P i 2 A M 2 50 Bespec R RS 35 Ff HEEWHEIA, SSLIMERARIIM , F EBEER
M,

1810: TESTPC: May 16 2016 17:55:17.294 +0600: 9NAM 6-1 NFO MSG % ti d=1412]: Protected
identity/(Usernane) sent.

1814: TESTPC. May 16 2016 17:55:17.294 +0600: %NAM 7- DEBUG MBG % ti d=1412]:

Aut h[ Wr edPEAP: user-aut h]: Authentication state transition:

AUTH_STATE_UNPROTECTED | DENTI TY_ACCEPTED - > AUTH_STATE_PROTECTED | DENTI TY_SENT

1883: TESTPC. May 16 2016 17:55:17.310 +0600: %NAM 7- DEBUG MBG % ti d=1412]:

Aut h[ Wr edPEAP: user-aut h]: Authentication state transition: AUTH STATE PROTECTED | DENTI TY_SENT -
> AUTH_STATE_PROTECTED | DENTI TY_ACCEPTED

WER . BERFIMRARIEBIRS 2R |, 2R, NERS|/IERHD,



1902: TESTPC: May 16 2016 17:55:17.310 +0600: 9NAM 7- DEBUG MSG % ti d=1464][ conp=SAE]: EAP (5)
def erred password request (eapRequest.c 147)

1918: TESTPC. May 16 2016 17:55:17.310 +0600: 9NAM 6-1 NFO MSG % tid=1412]: Protected password
sent.

1921: TESTPC. May 16 2016 17:55:17.325 +0600: %NAM 7- DEBUG MBG % ti d=1412]:

Aut h[ Wr edPEAP: user-aut h]: Authentication state transition:

AUTH_STATE_PROTECTED_| DENTI TY_ACCEPTED - > AUTH_STATE_CREDENTI AL_SENT

WA - NAMBEWE B ERMEEZBX RS R

2076: TESTPC. May 16 2016 17:55:17.856 +0600: 9%NAM 7- DEBUG MSG % ti d=1412]:

Aut h[ Wr edPEAP: user-aut h]: Authentication state transition: AUTH STATE CREDENTI AL_SENT - >
AUTH_STATE_SUCCESS

2077: TESTPC. May 16 2016 17:55:17.856 +0600: 9%NAM 7- DEBUG MSG 9% ti d=1468] [ conp=SAE]: STATE (4)
S enterStateAux called with state = AUTHENTI CATED (dot 1x_sm c 142)

WA RS ERIEWED | RIFECH BRAEAPRKR Y. RIEXIREIA , HFEEFREZENTM
DHCP3R & IPth it
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