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AL EHREPEARRNERX (FR5-7) , FEFAAEXT ORI R (TRAOT
FR1.BRAMPEEFI A,

F 2 ik EManagement > Policies.

Dashboard Analysis ~ Outbreak Control ~ Reports RUERELENELISEE Accounts

Quick Start
Computers

Groups

Policies

Exclusions

Download Connector

Deployment Summary

SWIKINATLIRRBRITENM R AESERE , SFRFARKEQD, 2HEH.

Policies @ View All Changes

ayakimen Q

All Products || Windows | Android || Mac || Linux || Network || ios AU TE
B A ayakimen Linux Policy A
Mades and Engines Exclusions Proxy Groups
Files Quarantine Mot Configured Mot Configured ayakimen Group =2
MNetwork Audit
ClamAay On

Outbreak Control

Custom Detections - Simple Custom Detections - Advanced Application Control Network

Mot Configured Mot Configured Mot Configured Mot Configured

@ View Changes Maodified 2019-05-27 14:37:59 UTC Serial Number 10002 & Download XML Edit

£ Duplicate T
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B D Copy of ayakimen Linux Policy wWwo Jo

Maodes and Engines Exclusions Proxy Groups

Files Quarantine | Not Configured Not Configured Not Configured
Network Audit

ClamAV Oon

Outbreak Control

Custom Detections - Simple Custom Detections - Advanced Application Control Network
Nat Configured MNat Configured Nat Configured Nat Configured
@ View Changes  Modifled 2019-05-30 17:41:36 UTC  Serial Number 10007 & Download XML £ puplicate [# Edit H Delete

SIWs BT RE AHEHRE REMNNEPERAGEEINE

Mame | Copy of ayakimen Linux Policy

Description

Modes and Engines :
9 Send User Name in Events &

Send Filename and Path Info €

Exclusions
No exclusion sets Heartbeat Interval | 15 minutes s O
Pro:

i Connector Log Level | Default i
Outbreak Control Command Line Capture €

Command Line Logging €
Product Updates

Advanced Settings

Administrative Features
Client User Interface
File and Pracess Scan
Cache

ClamAY

Netwaork

Scheduled Scans
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Heartbeat Interval 15 minutes =
Default .
Connector Log Level + Debug =

Command Line Capture

Command Line Lagging
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EZEARAEER , FREBEANSREARRER , {8 “Connector Log Level ( E#28 B ER 7
) "E R “Default(TiL)”
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MREERS A EBMEMERERE  AREERAREAER | FECLILETUTHS ¢

/opt/cisco/amp/bin/ampcli
ampcli>debuglevel 1

X2

ampcli>debuglevel 1
Daemon now logging at 'info' level until next policy update

FRBERR

EZAREHES  EEAUTSRS

/opt/cisco/amp/bin/ampcli
ampcli>debuglevel 0 Daemon now logging at 'notice' level until next policy update
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BB S . FFConnector Log LeveliZiE E th I Debug.
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https://console.amp.cisco.com/
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sudo /opt/cisco/amp/bin/ampsupport -x

sudo /opt/cisco/amp/bin/ampsupport
B MNEBUFER —NMESH IR/ |, HPREERXEEH, E-METRUTENIRS AP BEH BRI (GEESERT1.11.0RE&MK
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BIRIERNHNIER , XEXHNBREEFTHERIEEEH. execstxtFEERAERITH AL , XEXHIHEFRIEEER, FNIIERBEAHE
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B FREE.
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ME BRI ER
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Bl

NOTE: Process Exclusions on Linux can only be implemented for ELF files. Users cannot implement
Process Exclusions for file formats such as .sh (Shell Scripts).
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EfA3E root’ AP XA ERTZMINIT. )3 EX : Process ExclusionsBEREERA1.11.08 ERRAE RN, Eit , —RSARF T EEEERR
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BEXHE

1. R LR RS WS BI-SRIE,

2. BAUTH R —HWERROAS © MU : EBRITHRERATHAFIDGIW : U:0), FLRIFEOF , BITUTHS : getent passwd # |
— d:-f1, EF#RAFID, BRNEFEL FUsernameifiili , HfUsernameREEH#HBHAF

3. b A S TR NE 2 B T R HERR (Process Exclusion)® , SUE/NERSERE |, X0 T S L£“# B2 HEB (Process Exclusions)E £ EE, k&


https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214656-amp-for-endpoints-process-exclusions-in.html
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https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-fireamp-endpoints/118228-technote-fireamp-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/fireamp-mac/118365-technote-fireamp-00.html
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