IOSHX R EHHT202051 A1 HEI
H 3%

1. BB = J5F 5 9 & AL 48 (CA) IR R BUIE
2. Cisco 10S CARRS 25 4 BT UE$
Cisco IOSE;Cisco 10S XE# 25 =45l
(] 8 R

B : EBEGA?

B MREELREPNE~REE  SNEFmMEIE KT LI ?
6] fAE O 22 kA FAY i ?

B REEMATLUETUEEREEZ R ?

| BEREEHNEBIRME TSR EEREF ?

B . ptRBEREMERFERIEPEER=E ?

| BRTFREANEABZLRUP ?

| - R4S BB EH ?

| R 420205181 H00:00:00 UTCH ZIHA B HF 2
[B] . BRLET= AR 5 bk [A) B B NE 2

| AFEE®AAL?

| : ptE B R TS REE ?

B : SSHEAZ M ?

[6] : £ Catalyst 2K, 3K, 4K, 6KF&H WL EERA ?
&) - WAASE E/ImiD ?

HXES

fasr

A NBEERIEH(SSOEBMKHRGH M EROHONEER | FHREEHIAS L,
FRFH
=R




Cisco BB THLUTEE :

. B&KIEF(SSC)
. Cisco |I0OS® 12. xR R E & iR

£ B4 4
B RZSSCEIHA MM GRS,

P Cisco I0OSHICisco IOS® XERZFE A BERIEH , 5% BCisco Bug ID CSCvi4825316 8 |, Hi¥&
4 R SSCHT;& B Cisco Bug ID CSCvi48253168 ., &3F :

- FiECisco 10S 12.x

. 15.6(3)M7. 15.7(3)M5. 15.8(3)M3. 15.9(3)M32 BilIFfiA Cisco 10S 15.x

- 16.9.12 BBV FT B Cisco 10S XE
AXEANEEHMEETREEXRRENREFNEZREN. AXHEFERANMERZERIEEXAR
(BN BE, MREBHNMELTENRS , BRRETHRAEGSHNEER N,

R
SER | AXAAEBENATBONAE , UREAE LT, R, EHAAL,

1£2020%F1H1H800:00 UTC , BRIERSGTE 4 R SSCHIZ 1TE EM A # Cisco IOSFCisco 10S
XE , BNFECisco IOSFICisco I0S XEREG LR FIE BESRIEB(SSC)RBE NS H, It/E

, RAEE R Cisco IOSRETEERFMAISSC, MEXEFSRIEPEY L I T EEENVEMRS
PN HEHTSIE,

1t 7] R 2 B Cisco 10SECisco I0S XERZERH M A T RE LBRSHWBEZ RIS, IEPMA
HLA(CA)ERHIIES ( ‘23ECisco I0S CATHAEELE B AVE ) T2 1t 8] Ay 20,

Cisco IOSHICisco |I0S XEF I E LM T HF LR X 500 B TN F 08I, XL
IFRHRAIBE=HCA%ER , FFECisco IOSHCisco I0S XEiRZE LAERBZERIFH, ZEMAICisco
|OSFICisco 10S XEFR 4 IRAF B L2 iE$ FIHA B H1& & 71 2020-01-01 00:00:00 UTC, EULHE 2
&, iERESHATR.

AR B XA IEBNRS24E -
— R ZhRE

. HTTP Server over TLS(HTTPS)- HTTPSTERXI MBS P EREEIR , BRIEBESH,

. SSHARS 28 — FEAX509IEBINSSHRFEHTHEMRIENAF AR EHTEHRIE. (RDE
X509, AF&/ZBEHRRIEMNAH/FFEHRIEFZENmE, )

. RESTCONF - RESTCONFE#Z aJ8E 2k K,

iEThRE

.- TLS EM & K EHIN(SIP)
- B A M#EE S HCisco Unified Communications Manager Express(CME)


https://tools.cisco.com/bugsearch/bug/CSCvi48253
https://tools.cisco.com/bugsearch/bug/CSCvi48253
/content/en/us/support/docs/field-notices/704/fn70489.html

- B A M#E{E S HCisco Unified Survivable Remote Site Telephony(SRST)

. Cisco IOS dspfarm B AMBEFTHWHRR ( 2., BEELKIRIHNEE )

- BE T BESHER P IRZEH I (SCCP) 8 iF IR A (STCAPP)& O

- BRAKR K E M (MGCP)#MH.323 IPR £ S 5 (IPSec) , T HE 54
- REEXTHERE—BEMXRFAPI ( EAHTTPS )

FoLkIhee

- IHxXCisco IOSEA R ( H£2005F HERRALET ) MELLANZFIZR 2 B K
LWAPP/CAPWAPE#, BXIFHEEL , 2 FCisco Field Notice FN63942,

[R] &

2R 7E Z MY Cisco 10SE Cisco 10S XEF iR 4%2020-01-01 00:00:00 UTCZ FE R BZX BB

SFFUTHEIR

../cert-c/source/certobj.c(535) : E_VALIDITY : validity period start later than end
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1. Eﬁk show running-config | begin crypto ﬁ"‘léf

2. & crypto PKI trust-pointEt &

3. EMEPKIEEREED , EREERIMEE, FERLIMAAERE N WAL, A
, BERIEFUMMENEREF, HFIE , BEREHTIEWMTHIFTRE self-signed”F
o

crypto pki trust-point TP-self-signed-XXXXXXXX
enrollment selfsigned
subject-name cn=lI0S-Self-Signed-Certificate-662415686 revocation-check none

o


/content/en/us/support/docs/field-notices/639/fn63942.html

rsakeypailr TP-self-signed-662415686 ! ! crypto pki certificate chain TP-self-signed-
XXXXXXXX certificate self-signed 01

3082032E 31840216 A0030201 02024101 300D0609 2A864886 F70D0101 05050030 30312E30 2C060355
04031325 494A531D 53656C66

2D536967 6E65642D 43657274 Ce ECAL15D69 11970A66 252D34DC 760294A6 D1EA2329 F76EB905
6A5153C9 24F2958F
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ip http secure-server

A, EEREAELMNT —MBREAR. MREGTAEE , UWRIATHEREABZLSRIR
Po

ip http secure-trust-point TP-self-signed-XXXXXXXX

MRELTEER , BEEABERIEBIUNANIES , WFRLZRFE,
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(BIEAREH ) - SEHE B E S E RN KB EIRB S,

- X FSIP over TLS , XA HIEH B XA -

voice service voip
sip
session transport tcp tls
!
sip-ua
crypto signaling default trust-point <self-signed-trust-point-name>
! or

crypto signaling remote-addr a.b.c.d /nn trust-point <self-signed-trust-point-name>

. T E A T MEESHCisco Unified CME | 372 I #E B B SO -

telephony-service
secure-signaling trust-point <self-signed-trust-point-name>
tftp-server-credentials trust-point <self-signed-trust-point-name>

- NTFBAT MEEFEFHCisco Unified SRST , WA HIMEREXHF :

credentials
trust-point <self-signed-trust-point-name>

- X¥F Cisco 10S dsptarm BIREBRAMBESHERLT (2, RELIKL[HED ) |, UFXA
I B B S

dspfarm profile 1 conference security
trust-point <self-signed-trust-point-name>
1

dspfarm profile 2 mtp security



trust-point <self-signed-trust-point-name>
1
dspfarm profile 3 transcode security
trust-point <self-signed-trust-point-name>
1
sccp cem 127.0.0.1 identifier 1 priority 1 version 7.0 trust-point <self-signed-trust-point-
name>

TR MBI ESEENSTCAPPIE D | M A M IR E S b

stcapp security trust-point <self-signed-trust-point-name>
stcapp security mode encrypted

- HTREWMATHEPE—EEMXBEFAPI , XA HIEREXHF :

uc secure-wsapi
ip http secure-server
ip http secure-trust-point TP-self-signed-XXXXXXXX

- X¥FSSLVPN , lb XA HBERENHH :

webvpn gateway <gw name>
ssl trust-point TP-self-signed-XXXXXXXX

OR

crypto ssl policy <policy-name>
pki trust-point <trust-point-name> sign

- N FISAKMPHIIKEV2 , MR FEEMEE , ANFERAELEUED (FENEERHTH —S oM
, L EIhE %EE%@X%Q%WT%EMﬁ%)

crypto isakmp policy <number>

authentication pre-share | rsa-encr < NOT either of these
!

crypto ikev2 profile <prof name>

authentication local rsa-sig

pki trust-point TP-self-signed-xxxxxx
1

crypto isakmp profile <prof name>
ca trust-point TP-self-signed-xxxxxx
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E—Re. BUREREZTET—MBRAFETR , TLZIEE, X IREAAFS
*ﬂﬂﬁ*ﬁ%ﬁﬂAﬁﬂSSHﬁiﬁ FiRE , MF2ZEME,

ip ssh server certificate profile
! Certificate used by server
server
trust-point sign TP-self-signed-xxxxxx

- XY FRESTCONF , tt XA HIMEE B HH -

restconf
! And one of the following ip http secure-trust-point TP-self-signed-XXXXXXXXX ! OR ip http
client secure-trust-point TP-self-signed-XXXXXXXX
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1. NE=FIEB M AN (CAZREE REH,
2. fiEFCisco 10S CARRS 884 RFTIE P
3. EAOpenSSLAE I BLERIES,

1.M\8E = B0 & P43 (CA)REE BUE+H

MIEPMENMZEIES, FNCASIE : BEZ , Lets Encrypt. RapidSSL, Thawte, Sectigo.
GeoTrust, SymantecZ., BRI E , Cisco IOSSERH T RIEBRER, RE , EBEAEH
BER , FHERAFE=ZHCA, ARRER,

AR FRACAZZBIEBHUN —MEEBEXK. WSRENIIZEAFENFRG ERMG
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ERERBE=ZFCANIES , FMITUTRAE
1. BIBIERLERIER(CSR):

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #crypto pki trustpoint TEST

Router (ca-trustpoint) #enrollment term pem

Router (ca-trustpoint) #subject-name CN=TEST

Router (ca-trustpoint) #revocation-check none

Router (ca-trustpoint) #rsakeypair TEST

Router (ca-trustpoint) #exit

Router (config) #crypto pki enroll TEST

o

Start certificate enrollment ..

o

The subject name in the certificate will include: CN=TEST

o

The subject name in the certificate will include: Router.cisco.com
The serial number in the certificate will be: FTX1234ABCD
Include an IP address in the subject name? [nol: n

o

o

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

A Baseb4 Certificate is displayed here. Copy it, along with the ---BEGIN and ---END
lines.

---End - This line not part of the certificate request---
1. AE =S CARRCSR, & : AF =HCARRCSRARRERMNIEBAILER ERRICAT
Fo ARUMMHITHIS R | BSHERNCARIH,
2. TEBXEH R AV B DL B U R CAIE S,
3. HiRE L RFECAILES :

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #crypto pki auth TEST

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: 79D15A9F C7EB4882 83AC50AC 7BOFC625



Fingerprint SHAl: 0A80CC2C 9C779D20 9071E790 B82421DE B47E9006

% Do you accept this certificate? [yes/no]: yes
trust-point CA certificate accepted.
% Certificate successfully imported

4. HiRE ERRFMESD :

Router (config) #crypto pki import TEST certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

% Router Certificate successfully imported

2.fF fCisco 10S CAPRSS B8 & B HTiE

{# Fi A& b Cisco 10S Certificate Authority RS 854 R A L BB

AR ACARSBH/UREH FEEMB~m LHTH,

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #ip http server

Router (config) #crypto pki server IOS-CA

Router (cs-server) #grant auto

Router (cs-server) #database level complete

Router (cs-server) #no shut

%$Some server settings cannot be changed after CA certificate generation.
% Please enter a passphrase to protect the private key

% or type Return to exit
Password:

Router#show crypto pki server IOS-CA Certificates
Serial Issued date Expire date Subject Name
1 21:31:40 EST Jan 1 2020 21:31:40 EST Dec 31 2022 cn=I0S-CA

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #crypto pki trustpoint TEST

Router (ca-trustpoint) #enrollment url http://

<<<< Replace



subject-name CN=TEST

Router (ca-trustpoint) # revocation-check none

Router (ca-trustpoint) # rsakeypair TEST

Router (ca-trustpoint) # exit

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # crypto pki auth TEST

Certificate has the following attributes:

Fingerprint MD5: C281D9A0 337659CB D1B03AA6 11BD6E40
Fingerprint SHAl: 1779C425 3DCEE86D 2B11C880 D92361D6 8E2B71FF
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.
Router (config)# crypto pki enroll TEST

oe

oe

Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please take note of it.

Password:

yes

% Certificate request sent to Certificate Authority
% The 'show crypto pki certificate verbose TEST' command will show the fingerprint

3.{FAOpenSSLAERFH HERIEH
£ AOpenSSLAE B PKCS12IiE H AL 2 H FB48 25 A ECisco 10S,

LINUX. UNIX8MAC(OSX)R#il



User@linux-box$ openssl req -newkey rsa:2048 -nodes -keyout tmp.key -x509 -days 4000 -out tmp.cer -subj
"ICN=SelfSignedCert" &> /dev/null && openssl| pkcs12 -export -in tmp.cer -inkey tmp.key -out tmp.bin

-passout pass:Ciscol23 && openssl pkcsl2 -export -out certificate.pfx -password pass:Ciscol23 -inkey
tmp.key -in tmp.cer && rm tmp.bin tmp.key tmp.cer && openssl base64 -in certificate.pfx
MITI8QIBAzCCCLcGCSQGSIb3DQEHAaCCCKgEggikMITIoDCCALlcGCSgGSIb3DQEH

BgCCAOgwggNEAGEAMI IDPQYJK0ZIhveNAQceBMBWGCigGSIb3DQEMAQYwDgQIGnxXm
t5r28FECAggAgIIDEKYyw10smucdQGt1lc0DAfYXwUo8BwaBnzQvNOClawXNQ1ln2bT
vrhus6LfRVVxBNPeQz2ADgLikGxatwV5EDgooM+IEucKDURGLEotaRrVUSWk3EGM

mjC6Ko90aM3 0vhAGEEXrk26cg+OWsEuF3qudggRYv2gIBcrJ2iUQNFsBIrv1GHRO
FphOTghVaAPxZS7hOB30cK1tMKHOTa8EwygyBvQPf]jjBT79QFgeexIJFmUtgYX/P

Cisco I0S=;Cisco 10S XEB& i 25 Rl

Router#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #crypto pki trustpoint TEST

Router (ca-trustpoint) #enrollment terminal

Router (ca-trustpoint) #revocation-check none

Router (ca-trustpoint) #exit

Rl (config) #crypto pki import TEST pkcsl2 terminal password Ciscol23
Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
MIII8QIBAzCCCLcGCSgGSIb3DQEHAaCCCKgEggikMIIIoDCCAlcGCSgGSIb3DQEH
BQCCAOgwggNEAGEAMI IDPQYJK0ZIhveNAQCcBMBWGC 1igGSIb3DOEMAQYWDgQItyCo
Vh05+0QCAggAgIIDENUWY+UeuY5sIRZuoBi2nEhdIPdlth/auBYtX79aXGiz/iEW

RIEHIPRECRE

Rl#show crypto pki certificates TEST
Load for five secs: 5%/1%; one minute: 2%; five minutes: 3%
Time source is SNTP, 15:04:37.593 UTC Mon Dec 16 2019
CA Certificate
Status: Available
Certificate Serial Number (hex): 00A16966E46A435A99
Certificate Usage: General Purpose
Issuer:
cn=SelfSignedCert
Subject:
cn=SelfSignedCert
Validity Date:
start date: 14:54:46 UTC Dec 16 2019
end date: 14:54:46 UTC Nov 28 2030
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ip ssh server certificate profile
server
trust-point sign TP-self-signed-xxxxxx
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