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crypto i saknmp policy 1
encr 3des
group 2
crypto i saknmp policy 2
encr 3des
aut henti cation pre-share
group 2
crypto i saknp key ciscol23 address 0.0.0.0
crypto i psec security-association replay disable
crypto i psec transformset renoteoffice-vpn esp-3des esp-sha-hnmac
node tunne
crypto i psec transformset |PTerm TransSet esp-3des esp-sha- hmac
node tunne
crypto i psec profile |IPTerm nal s- VPN
set transformset |PTerm TransSet
crypto i psec profile vpn-dmpn
set transformset renoteoffice-vpn
1
<sni p>
cl ass-map match-any Test
match i p precedence 2
match ip dscp af21
match ip dscp af 22
match ip dscp af 23
mat ch access-group nane testl

match protocol ftp

match protocol secure-ftp

1
policy-map test
<sni p>

!
interface Tunnel O
bandwi dt h 512000
ip vrf forwardi ng Corpnet VPN
ip address 10.1.1.1 255.255.255.0

no ip redirects
ip nu 1350

ip flow ingress
ip nhrp authentication 1dcBb
ip nhrp map nul ticast dynamc
ip nhrp network-id 1000
ip nhrp holdtime 600
ip nhrp shortcut
ip nhrp redirect
ip virtual -reassenbly max-reassenblies 256
ip tcp adjust-mss 1310
ip ospf network point-to-multipoint
ip ospf hello-interval 3
ip ospf prefix-suppression
| oad-interval 30
gos pre-classify
tunnel source LoopbackO
tunnel node gre multi point



tunnel key 1234

tunnel protection ipsec profile vpn-dmvpn
!

int gi 0/1/0

bandwi dt h 400000

ip address 12.12.12.1 255. 255. 255. 252

| oad-interval 30

negoti ati on auto

ip flow ingress

servi ce-policy output PM 1DC- AGGREGATE
!
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{ FAshow platform hardware qfp active statistics drops ZBIQFPHRINER , H FZFXLEESERE
PRI N,

RTR- 1#show platform hardware gfp active statistics drop

G obal Drop Stats Packets Cctets

IpsecInput 300010 175636790
IpsecOutput 45739945 23690171340
Tai | Drop 552830109 326169749399

RTR- 1#
RTR- 1#show platform hardware gfp active statistics drop

G obal Drop Stats Packets Cctets

IpsecInput 307182 179835230
IpsecOutput 46883064 24282257670
Tai | Drop 552830109 326169749399

RTR- 14
1§ A #5 5 show platform hardware qfp active feature ipsec data dropst& ZQF PRI —F|IPSecEFH

RTR- 1#show pl atform hardware qgfp active feature i psec data drops

28 IN_PSTATE_CHUNK_ ALLOC_FAIL 357317

54 OUT_ PSTATE_ CHUNK_ALLOC_FAIL 51497757
66 N2_GEN_NOTI FY_SOFT_EXPI RY 4023610



RTR- 1#

EEZFIN_PSTATE_CHUNK_ALLOC_FAILTT B EF 1T SQFPE S H K {EIpsecinputit #iEs
LE , EOUT_PSTATE_CHUNK_ALLOC_FAIL it%k25 89 IpsecOutputlTH
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https://tools.cisco.com/bugsearch/bug/CSCuf25027
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