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Router Router
Solicitation (RS Advertisement (RA)

EEREXMR , FREUTEN LEITRENTRBIE L D reiWireshark , FHERA LT HIEES

/| icmpv6.type == 133

No. Time Source
12 @0.000000 feB80::5850:6d61:1fb:ef

19 3.998392 fe80::5850:6d61:1fb:ef
20 3.992478 fe80::5850:6d61:1fb:ef

Frame 12: 70 bytes on wire (560 bits)
Ethernet II, Src: Vmware_8@:6c:cc (00
Internet Protocol Version 6, Src: fe8
Internet Control Message Protocol v6
Type: Router Solicitation (133)
Code: @
Checksum: @x2eee [correct]
Reserved: 00000000
» ICMPv6 Option (Source link-layer ac

ICMPV6 icmpv6.type ==
RS 133

4 Y vy

ICMPv6

RA icmpv6.nd.ra.flag



. icmpv6.nd.ra.flag

No. Time Source

81 0.000000 fe80@::cB01:b9ff: fef@:8
1.. 15.609178 feB80::cB01:b9ff:fef@:8
1.. 6.344066 fe80::cB01:b9ff: fefd:8

£ _ A0 500 L= VB s o =PAAA  LALEL . £ = L .M

Frame 81: 118 bytes on wire (944 bits
Ethernet II, Src: ca:01:b9:f0:00:08 (
Internet Protocol Version 6, Src: feS8i
Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: ©
Checksum: @x4cel [correct]
Cur hop limit: 64
» Flags: 0x00
Router lifetime (s): 1800
Reachable time (ms): @
Retrans timer (ms): @
» ICMPv6 Option (Source link-layer ac
» ICMPv6 Option (MTU : 1500)
» ICMPv6 Option (Prefix information :

4 vy vy

LigE N ATIRFEREIHICMPY6 RABIEZ 25 HE EIREUPV6 i 1t F1ERIA M <5 B,
& FAWireshark3REXICMPv6 RAZRIE Y =41

Frame 187: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
Ethernet II, Src: ca:01:09:£f0:00:08 (ca:01:b9:£f0:00:08), Dst: IPvbmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: fe80::c801:b9ff:fef0:8, Dst: ££02::1 ! Default
Gateway.
Internet Control Message Protocol v6

Type: Router Advertisement (134)

Code: 0

Checksum: Ox4cel [correct]

Cur hop limit: 64

Flags: 0x00

Router lifetime (s): 1800

Reachable time (ms): O

Retrans timer (ms): 0

ICMPv6 Option (Source link-layer address : ca:01:b9:£0:00:08)

ICMPv6 Option (MTU : 1500)



ICMPv6 Option (Prefix information : 2001:abcd::/64) ! Prefix
information.

1)ICMPVEET ( BIBEL ) TH,

X R AW ENA T HIPv6t it M 43565 1 5 15 20
BEOMRA (N2 ) BERAEUI-647 EN K mENBIE,
Microsoft Windows ] LARE#L 62 E 5 5 .
2)Internetth iR A6 , JRFER.

Kim EHLEARAKIE BRI IPVEIR ith i Bl B HIPVEER AR 5%,

PEBRSLAACHI P

MCisco 10S

SR1BRELFEBREATE
SR FRA & Ry O E

T ipv6 unicast-routing@ .

i o

TERWIPvEiHL,

ipv6 unicast-routing ! Enable IPv6 Routing. In absence of this command ! ! the
Router does not send any ICMPv6 RA packet. interface GigabitEthernet0/0/0 ipv6 address
2001:ABCD::1/64 end

SEIBREICMPV6 RABIEEZHESHNIREINRKE/IGL, BN , KigEN T L EISLAACE!
BIEMAIPv6ibit :

ipv6 unicast-routing
|
interface GigabitEthernet0/0/0
ipv6 address 2001:ABCD::1/64 ! Prefix length defined as /64 on the Router.
end

ICMPv6 RABIE 23X :

Frame 187: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
Ethernet II, Src: ca:01:b9:£f0:00:08 (ca:01:09:£f0:00:08), Dst: IPvébmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: fe80::c801:b9ff:fef0:8, Dst: ££f02::1
Internet Control Message Protocol v6

Type: Router Advertisement (134)

Code: 0

Checksum: Ox4cel [correct]

Cur hop limit: 64

Flags: 0x00

Router lifetime (s): 1800

Reachable time (ms): 0

Retrans timer (ms): O

ICMPv6 Option (Source link-layer address : ca:01:09:£0:00:08)

ICMPv6 Option (MTU : 1500)

ICMPv6 Option (Prefix information : 2001:abcd::/64) ! Prefix & prefix lenght

information.



F B4 tidebug ipv6 nd 3EATE RICMPv6 RSEIE AV K FICMPY6 RATEA#E M 4& L H B

Router# debug ipvé nd
ICMP Neighbor Discovery events debugging is on
Router#
Router# show logging | include RS
ICMPv6-ND: Received RS on GigabitEthernet0/0/0 from FE80::5850:6D61:1FB:EF3A
R1#

Router# show logging | include RA

ICMPv6-ND: Sending solicited RA on GigabitEthernet0/0/0

ICMPv6-ND: Request to send RA for FEB0::C801:EFFF:FE5A:8

ICMPv6-ND: Setup RA from FE80::C801:EFFF:FE5A:8 to FF02::1 on GigabitEthernet0/0/0
Router#

MMicrosoft Windows PC
SE1BRALHEENKREIRABRES.
iX A LA i3 Wireshark #licmpv6.nd.ra.fl agid i€ 85 4T3 3R

X
HR2 {F A Sipconfigl K IPv6itb it

\|

B Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reseruved.

C:\Users  >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DN$ Suffix

IPut Address. . . . . . . . . . . : 2001:abcd::5850:6d61:1fb:ef3a
Link-local IPuée Address . . . . . : fe80::5850:6d61:1Ffb:ef3aikl]l
Default Gateway . . . . . . . . . : feB0::c801:efff:fe5a:8%11

C:\Usarsh, >

MEIPVeHI IR E R , BIRITRES R,

SRR3R ML E B B FEWindows 1T B AL EBIE T Internetth i SE6 1R (TCP/IPv6) S 1L 4E



. Local Area Connection Properties

Networking

Connect using

A¢ Intel{R) PRO/I000 MT Network Connection

Configure...

This connection uses the following items:

@ M Client for Microsoft Networks
v Bl Q0S Packet Scheduler
Cl 5File and Printer Sharnng for Microsoft Networks
SBY 1 cimot Protocol Version 6 (TCP/IPYG)
¥ L Internet Protocol Version 4 (TCP/IPv4)
¥ L Link-Layer Topology Discovery Mapper /0 Driver
¥ A | ink-Layer Topology Discovery Responder

Descrption

networks.

Install... LIninstall Froperties

TCPNP version 6. The latest varsion of the intermeat protocol
that provides communication across diverse interconnected

OK || Cancel

L

EWindows £, BAIMEL T VERTMEE
SRS EBEER>MENRZR > ERERFRE
SR AR ETFNEN NS EE >R

HBEWindows s 32 R AF(CMD)H £ Fnetsh interface ipv6 show interface "Local Area
Connection"f S BT , M4 EEL 28 K5 A InternettMU S 6K (TCP/IPV6).

EE : ZS S D, A LLAMicrosoft Windows B T3 82/ 4R 9 ) 45 5E it 85 19 B MR i A b i

&O

R ISR . E8#48 FEWindows + RITFF“Run(iE1T)

"HE, BT TemdHIRTEE



SERIBARFRABRASHRENE .

& Administrator: C:\Windows\system32\cmd.exe

C:YWUsersh
Element not found.

»netsh interface ipvé show interface "Local Area Connection”

£CMDAIz{Tan & netsh interface ipv6 show interface "Local Area Connection",

Wep e LIS MR B N E AR |, Microsoft Windows 7] LA Z B 2 1=K ICMPVE RAKUIRSHNAE

o IX AJBES BiMicrosoft Windows 75 3% 4 B AE{A IPve it it o

B Administrator: CAWi ndows\system32\cmd.exe

C:\Users\

IfLuid

IfIndex

itate

Metric

Link MTU

Reachable Time

Base Reachable Time
Retransmission Interual

DAD Transmits

Site Prefix Length

Site Id

Forwarding

Rduertising

Heighbor Discovery

Meighbor Unreachability Detection
Router Discouvery

Hanaged Address Configuration
Other Stateful Configuration
Weak Host Sends

Weak Host Receives

Use Automatic Metric

Ignore Default Routes
Advertised Router Lifetime
Advertise Default Route
Current Hop Limit

Force ARPND Wake up patterns
Directed MAC Wake up patterns

AL e =S A BRI

. B4

Interface Local Area Connection Parameters

: ethernet_6

11

: connected

10
1500 bytes

. 29000 ms
: 30000 ms

1000 ms
1

1

: disabled
: disabled
: enabled

: enabled

: disabled
: disabled
. CﬂiEEtbll':"d
: disabled
: disabled
: enabled

: disabled

1800 seconds

: disabled
: b4

: disabled
: disabled

»netsh interface ipvé show interface “Local Area Connection™

C:\> netsh interface ipv6é set interface "Local Area Connection" routerdiscovery=enabled

S B4 H{RAdvertisingS BB N EZA,




ECMDHZ{Tap S netsh interface ipv6 show interface "Local Area Connection”

MR AdvertisingS#i& BN E A , MMicrosoft Windows ] LA Z B EZ M HIICMPv6 RABIESHN AR

/& FlAdvertisingZ # & § BMicrosoft WindowstRIPVEEEHES —Hia1T , ERHALKEHBACH

ICMPV6 RAZRHE S 2 A< 1th X 4%

WAZE F AdvertisingZ B BRIAVRES

B Administrator: C\Windo

C:\Usersh\Gus>netsh interface ipu6é show interface "Local Area Connection”

= |

Interface Local Area Connection Parameters

IfLuid

IfIndex

State

Hetric

Link HTU

Reachable Time

Base Reachable Time
Retransmission Interval
DAD Transmits

Site Prefix Length
Site Id

Forwarding
Advertising
Neighbor Discovery

Neighbor Umreachability Detection

Router Discovery

Managed Address Configuration
|Oother Stateful Configuration
Weak Host Sends

leak Host Receives

Use Automatic Metric

Ignore Default Routes
Advertised Router Lifetime
Aduvertise Default Route
Current Hop Limit

Force ARPND Wake up patterns
Directed MAC Wake up patterns

ERAtk e S ERES

C:\> netsh interface ipv6 set interface

DHCPV6TCIRZS

ethernet 6
11
connected
18

1500 bytes
29000 ms
30008 ms
1080 ms

1

G4

1

disabled
enabled
enab led
enabled
enabled
disabled
disabled
disabled
disabled
enabled
disabled
1800 seconds
dizabled
B4
disabled
disabled

"Local Area Connection" advertise=disabled

EFADHCPV6TLIRA , KimEHL AT LAERDNS, HBEHMIPV6ELES T, Hit , ICMPv6 RAZKIE

BHHRE R AR B AR (OfL).

Y Cisco 10S#Z O & EE X T HHMipv6 nd other-config-flagis H it , B LRBOKRE.



Routert#
interface GigabitEthernet0/0/0

ipv6 address 2001:ABCD::1/64
ipvé nd other-config-flag

B8 SR AR B ) O R S S R B R

i

ICMIPwE Router

Salicitation [RS)
."\. A

ICMPwE Router
Advertisement [RA)

b,

fOf bit set

. "

DHCPvG

Information-Request
LS &

DHCPvE
Replay

-

FBR1. LinEHF Y KIZICMPVE RS

SI2 HHEAICMPY6 RAEEH B E0HRE
HIR3. KimEN KIEDHCPVEE B ER
S4B AADHCPVE R & E 15

ICMPV6 RA(7 H 1l AR S £ IE TR -

Frame 9: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
Ethernet II, Src: ca:01:09:£0:00:08 (ca:01:b9:£f0:00:08), Dst: IPvébmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: fe80::c801:b9ff:fef0:8, Dst: ££f02::1
Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: 0
Checksum: Ox4cal [correct] Cur hop limit: 64 Flags: 0x40 0... .... = Managed address



configuration: Not set .l.. .... = Other configuration: Set ! Cisco IOS command ipvé nd other-
config-flag sets the O flag
0. .
.0 0...
.0..
.0. Reserved: 0
Router lifetime (s): 1800
Reachable time (ms): O
Retrans timer (ms): O
ICMPv6 Option (Source link-layer address : ca:01:b9:£f0:00:08)
ICMPv6 Option (MTU : 1500)
ICMPv6 Option (Prefix information : 2001:abcd::/64)

Home Agent: Not set

Prf (Default Router Preference): Medium (0)

Proxy: Not set

EWireshark £ , £ A dhcpv6idiEEs & RDHCPVOEIE BRI Xk -

Source Destination Protocol Length Info
PC IPv6 link local f£f02::1:2 DHCPv6 120 Information-request XID: 0x8018f9 CID:
000100011£f3e8772000c29806ccc

Frame 3884: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface 0

Ethernet II, Src: Vmware_80:6c:cc (00:0c:29:80:6c:cc), Dst: IPvébmcast_01:00:02
(33:33:00:01:00:02)

Internet Protocol Version 6, Src: PC IPv6 link local (fe80::5850:6d61:1fb:ef3a), Dst: ££f02::1:2
(f£02::1:2)

User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547) DHCPv6 Message type:
Information-request (1ll1l) Transaction ID: 0x8018f9 Elapsed time Client Identifier Vendor Class
Option Request Source Destination Protocol Length Info Router IPv6 link local PC IPv6 link local
DHCPv6 136 Reply XID: 0x8018f9 CID: 000100011£f3e8772000c29806ccc Frame 3887: 136 bytes on wire
(1088 bits), 136 bytes captured (1088 bits) on interface 0 Ethernet II, Src: ca:01:b9:£f0:00:08
(ca:01:09:£f0:00:08), Dst: Vmware_80:6c:cc (00:0c:29:80:6c:cc) Internet Protocol Version 6, Src:
Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: PC IPv6 link local
(fe80::5850:6d61:1fb:ef3a) User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Reply (7) Transaction ID: 0x8018f9 Server Identifier Client Identifier DNS
recursive name server Domain Search List

Cisco |0S - HIDHCPV6TCIRZ R S5 28 B B 7R 51

MCisco 10S

ARl & R Cisco IOSHDHCPV6 IR AS R S ER HV EL & o
FE1.ELBEEEN Ti121Tipv6 dhep pool NAME®R T,

HPR2.fE A dns-serverfldoman-name ¥ & = & LB IE DHCPVE & 15 B &£ i T ALK S 8
SB3.EAHTipv6 dhep server NAMEN AfEE OB EER FENHM,

FR4A FEE OB EE N TR Mipvé nd other-config-flagis 7 -

ipv6 unicast-routing

1

ipv6 dhcp pool LAN_POOL

dns-server 2001:4860:4860::8888

domain-name lab-test.net ! interface GigabitEthernet0/0/0 ipvé6 address 2001:ABCD::1/64 ipvé nd
other-config-flag ! Sets the Other Configuration flag in the RA packet.

ipv6é dhcp server LAN_ POOL
|



ERIFCisco IOSEHNBEREBLER , BEAUTHS :
%% 1. show ipv6 dhcp pool AT IAEL & & K1 F S B,

%1% 2. show ipv6 dhcp binding not show any information , E A DHCPV6 RS TR ERIPVEE F ik

o

S 3. show ipv6 dhcp interface 471 /Rt B N A B A it R 45 R A3 O,

Router#show ipv6é dhcp pool
DHCPv6 pool: LAN_POOL

DNS server: 2001:4860:4860::8888

Domain name: lab-test.net

Active clients: 0 ! DHCPv6 Stateless does not keep track of IPv6 clients.
Router#

Router#show ipv6 dhcp binding
Routert#

Router#show ipv6 dhcp interface
FastEthernet0/0 is in server mode
Using pool: LAN_POOL
Preference value: 0
Hint from client: ignored
Rapid-Commit: disabled
Router#

S debug ipv6 dncp A E REEHEB SAWEN 2 HAEER R

Router#debug ipv6é dhcp
IPv6 DHCP debugging is on
IPv6 DHCP: Received INFORMATION-REQUEST from FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
IPv6 DHCP: Option VENDOR-CLASS(16) is not processed
IPv6 DHCP: Using interface pool LAN_POOL
IPv6 DHCP: Source Address from SAS FE80::C801:BI9FF:FEF0:8
IPv6 DHCP: Sending REPLY to FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
Router#

MMicrosoft Windows

ERTERAT , BT Ripconfig /all , F{RMicrosoft Windows B W ZIDNSR 255 EMF A -

C:\Users\ >ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : MY-LAPTOP
Primary Dns Suffix

Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : lab-test.net

Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : lab-test.net

Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Network Connection
Physical Address. . . . . . . . . : 00-0C-29-80-6C-CC
DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes



IPv6 Address. . . . . . . . . . . : 2001l:abcd::5850:6d61l:1fb:ef3a(Preferred)

Temporary IPv6 Address. . . . . . : 200l:abcd::7151:b553:1a0a:80bb(Preferred)
Link-local IPv6 Address . . . . . : fe80::5850:6d61:1fb:ef3a%1l (Preferred)
Default Gateway . . . . . . . . . : feB80::c801:b9ff:fef0:8%11

DHCPv6 IAID . . . . . . . . . . . : 234884137

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-1F-3E-87-72-00-0C-29-80-6C-CC

DNS Servers . . . « « « « « o« « o ¢ 2001:4860:4860::8888
NetBIOS over Tcpip. . . . . . . : Disabled
Connection-specific DNS Sufflx Search List :

lab-test.net

C:\Users\ >

DHCPv6 B IR

i EHL 7] AEE AADHCPV6 B IR A b ik iF R IPvetb it I E S8, Ak , ICMPv6e RABIE 4 IR

%Mﬂmmiwu(Mﬁm)o

¥ Cisco |0S#Z O & B X H F£ipv6 nd managed-config-flagit it , BRI AIRBEMITE,

Router#

interface GigabitEthernet0/0/0
ipv6 address 2001:ABCD::1/64
ipv6 nd managed-config-flag

E%EE%%%I] Ui E AL A Y B3R 2 AR M B P R o



ICMIPvE Router
Salicitation (R5)
LS

o

Advertisement [RA)

b,

ICMPvb Router ] ‘W Bt et

—

DHCPwE
sSaolicit

. J
DHCPwE
Advertise

DHCPwE
Request

| —

DHCPvE
Replay
=

v v

SR LR EH R RIEICMPVE RS,

S BEHERFEAICMPYv6 RAEHE |, HiREMIFE.
HR3 LI EHLRIEDHCPVEER,

S4B HEEADHCPVEE S EiE,

HIRE. LR EHLRIEDHCPVEER,

$P%6. 3 HE AADHCPVERI B E %,

ICMPV6 RA , i 2 & it it BAR S E IR 2R

Frame 1190: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0



Ethernet II, Src: ca:01:09:£f0:00:08 (ca:01:b9:£f0:00:08), Dst: IPvébmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: f££f02::1
(£f£02::1)
Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: 0 Checksum: 0x0642 [correct] Cur hop limit: 64 Flags: 0x80 1l... .... = Managed address
configuration: Set

.0.. .... = Other configuration: Not set
.0. .... = Home Agent: Not set
.0 0... = Prf (Default Router Preference): Medium (0)
.0.. = Proxy: Not set
.0. = Reserved: 0

Router lifetime (s): 1800

Reachable time (ms): O

Retrans timer (ms): O

ICMPv6 Option (Source link-layer address : ca:01:b9:£f0:00:08)
ICMPv6 Option (MTU : 1500)

ICMPv6 Option (Prefix information : 2001:abcd::/64)

Type: Prefix information (3)

Length: 4 (32 bytes)

Prefix Length: 64

Flag: 0x80
1... .... = On-link flag(L): Set
.0.. .... = Autonomous address-configuration flag(A): Not set
.0. .... = Router address flag(R): Not set

...0 0000 = Reserved: 0
Valid Lifetime: 1800
Preferred Lifetime: 1800
Reserved
Prefix: 2001:abcd:: (2001:abcd::)

EWireshark® , £ A dhcpv6id i€ es & TRDHCPVEEIE BRI -

Source Destination Protocol Length Info PC IPv6 1link local f££f02::1:2 DHCPv6 157 Solicit XID:
0x328090 CID: 000100011£f3e8772000c29806ccc Frame 965: 157 bytes on wire (1256 bits), 157 bytes
captured (1256 bits) on interface 0 Ethernet II, Src: Vmware_80:6c:cc (00:0c:29:80:6c:cc), Dst:
IPvémcast_01:00:02 (33:33:00:01:00:02) Internet Protocol Version 6, Src: PC IPv6 link local
(fe80::5850:6d61:1fb:ef3a), Dst: f£f02::1:2 (££f02::1:2) User Datagram Protocol, Src Port: 546
(546), Dst Port: 547 (547) DHCPv6 Message type: Solicit (1)

Transaction ID: 0x328090

Elapsed time

Client Identifier

Identity Association for Non-temporary Address

Fully Qualified Domain Name

Vendor Class

Option Request

Source Destination Protocol Length Info
Router IPv6 link localPC IPv6 link local DHCPv6 180 Advertise XID: 0x328090 CID:
000100011£3e8772000c29806ccc IAA: 2001:abcd::70al:36a7:3e72:fa95

Frame 966: 180 bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface 0
Ethernet II, Src: ca:01:b9:£f0:00:08 (ca:01:09:£f0:00:08), Dst: Vmware_80:6c:cc
(00:0c:29:80:6c:cc)
Internet Protocol Version 6, Src: Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: PC IPv6
link local (fe80::5850:6d61:1fb:ef3a)
User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Advertise (2)

Transaction ID: 0x328090

Server Identifier

Client Identifier

Identity Association for Non-temporary Address



DNS recursive name server
Domain Search List

Source Destination Protocol Length Info
PC IPv6 link local ££f02::1:2 DHCPv6 199 Request XID: 0x328090 CID:
000100011£3e8772000c29806ccc IAA: 2001l:abcd::70al:36a7:3e72:£fa95

Frame 967: 199 bytes on wire (1592 bits), 199 bytes captured (1592 bits) on interface 0
Ethernet II, Src: Vmware_80:6c:cc (00:0c:29:80:6c:cc), Dst: IPvébmcast_01:00:02
(33:33:00:01:00:02)
Internet Protocol Version 6, Src: PC IPv6 link local (fe80::5850:6d61:1fb:ef3a), Dst: ££f02::1:2
(f£02::1:2)
User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547)
DHCPv6 Message type: Request (3)

Transaction ID: 0x328090

Elapsed time

Client Identifier

Server Identifier

Identity Association for Non-temporary Address

Fully Qualified Domain Name

Vendor Class

Option Request

Source Destination Protocol Length Info
Router IPv6 link localPC IPv6 link local DHCPvV6 180 Reply XID: 0x328090 CID:
000100011£f3e8772000c29806ccc IAA: 2001:abcd::70al:36a7:3e72:fa95

Frame 968: 180 bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface 0
Ethernet II, Src: ca:01:9:£0:00:08 (ca:01:09:£f0:00:08), Dst: Vmware_80:6c:cc
(00:0c:29:80:6c:cc)
Internet Protocol Version 6, Src: Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: PC IPv6
link local (fe80::5850:6d61l:1fb:ef3a)
User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Reply (7)

Transaction ID: 0x328090

Server Identifier

Client Identifier

Identity Association for Non-temporary Address

DNS recursive name server

Domain Search List

Cisco |0S L HIDHCPV6IRZ R SS RE Bl B /R I

MCisco 10S
R E RCisco IOSHDHCPV6 B RS RSBBMEE.,
TE1.E2BEEEN T1E1Tipve dhcp pool NAME#R T,

S 2. £ Faddress prefix. dns-serverfldoman-name ¥ &+ E B DHCPV6 A % B & i £ HLHY
S8,

S R3.F A an$ipv6 dhep server NAMER A E OB ERER T E MM,

S|4 EZEOEBRX TRMNEGSipvé nd managed-config-flag.



S|5 EEOEBEN THRMNGSipve nd prefix default 1800 1800 no-autoconfig , LAZEFHICMPV6
RA%#E 3 #Y Autonomous address-configuration(A)Fr .

I FHADHCPV6EIRASIRSEHERN , KRN AUNECEHER N TERIPV6HbE, 2
—1NEEICMPv6 RABEEHREZENER. E-NBIEEZEDHCPVeHEEZHHNEER. A
BRXFMIER , ICMPv6 RABIEETUZBANS , MERKLBENIEEELDIEIENERLE
RIPvetb L,

AR EEORBERT , £ASBSipv6 nd prefix default no-advertise B LLMICMPV6 RAZK
EERNAPHERITBER.

ipv6 unicast-routing

lipv6 dhcp pool LAN_POOL address prefix 2001:ABCD::/64 ! Includes the IPv6 prefix in the DHCPv6
packet exchange.

dns-server 2001:4860:4860::8888

domain-name lab-test.net

!

interface GigabitEthernet0/0/0

ipv6 address 2001:ABCD::/64 eui-64

ipvé nd prefix default 1800 1800 no-autoconfig ! Disables the Autonomous address-
configuration(A) flag in the ICMPv6 RA packet.

ipv6é nd managed-config-flag ! Sets the Managed address configuration flag in the ICMPv6 RA
packet.

ipv6 dhcp server LAN_POOL

end

ERiFCisco IOSLWEERBLER , BEAUNTHS :
SR 1. show ipv6 dhcp pool A TMHHIAELE * N A S E.

2. show ipv6 dhcp binding must information for the IPv6 addresses leased to end
hosts. ( show ipv6 dhcp binding %7 21045 44 im ENLAYIPve It E B. )

S PR3. show ipv6 dhcp interface 2471 & 7t 2 M A Bl AR i R g Ry £ 0,

Router#show ipvé dhcp pool

DHCPv6 pool: LAN_POOL
Address allocation prefix: 2001:ABCD::/64 valid 172800 preferred 86400 (1 in use, 0 conflicts)
DNS server: 2001:4860:4860::8888
Domain name: lab-test.net Active clients: 1 Router#

Router#show ipvé dhcp binding
Client: FE80::5850:6D61:1FB:EF3A
DUID: 000100011F3E8772000C29806CCC
Username : unassigned
IA NA: IA ID 0x0E000C29, T1 43200, T2 69120
Address: 2001:ABCD::3DD4:77BB:E035:9375
preferred lifetime 86400, valid lifetime 172800
expires at Dec 28 2016 10:44 PM (172488 seconds)
Router#

Router#show ipvé dhcp interface
FastEthernet0/0 is in server mode
Using pool: LAN_POOL



Preference value: 0

Hint from client: ignored

Rapid-Commit: disabled
Router#

i debug ipv6 dhcp 4/ & 7R B& B 88 544 0% =ML 2 B A9 H B33k

Router#debug ipv6é dhcp
IPv6 DHCP debugging is on
Router#IPv6 DHCP: Received SOLICIT from FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
IPv6 DHCP: Option UNKNOWN(39) is not processed
IPv6 DHCP: Option VENDOR-CLASS(16) is not processed
IPv6 DHCP: Using interface pool LAN_POOL
IPv6 DHCP: Creating binding for FE80::5850:6D61:1FB:EF3A in pool LAN_POOL
IPv6 DHCP: Binding for IA_NA 0E000C29 not found
IPv6 DHCP: Allocating IA_NA OE000C29 in binding for FE80::5850:6D61:1FB:EF3A
IPv6 DHCP: Looking up pool 2001:ABCD::/64 entry with username
"000100011F3E8772000C29806CCCOEN00C29"
IPv6 DHCP: Poolentry for user not found
IPv6 DHCP: Allocated new address 2001:ABCD::D9F7:61C:D803:DCF1
IPv6 DHCP: Allocating address 2001:ABCD::D9F7:61C:D803:DCF1 in binding for
FE80::5850:6D61:1FB:EF3A, IAID OE000C29
IPv6 DHCP: Updating binding address entry for address 2001:ABCD::D9F7:61C:D803:DCF1
IPv6 DHCP: Setting timer on 2001:ABCD::D9F7:61C:D803:DCF1 for 60 seconds
IPv6 DHCP: Source Address from SAS FE80::C801:BI9FF:FEF0:8
IPv6 DHCP: Sending ADVERTISE to FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
IPv6 DHCP: Received REQUEST from FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
IPv6 DHCP: Option UNKNOWN(39) is not processed
IPv6 DHCP: Option VENDOR-CLASS(16) is not processed
IPv6 DHCP: Using interface pool LAN_POOL
IPv6 DHCP: Looking up pool 2001:ABCD::/64 entry with username
"000100011F3E8772000C29806CCCOEN00C29"
IPv6 DHCP: Poolentry for user found
IPv6 DHCP: Found address 2001:ABCD::D9F7:61C:D803:DCF1 in binding for FE80::5850:6D61:1FB:EF3A,
IAID 0OE000C29
IPv6 DHCP: Updating binding address entry for address 2001:ABCD::D9F7:61C:D803:DCF1
IPv6 DHCP: Setting timer on 2001:ABCD::D9F7:61C:D803:DCF1 for 172800 seconds
IPv6 DHCP: Source Address from SAS FE80::C801:BI9FF:FEF0:8
IPv6 DHCP: Sending REPLY to FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
Router#

MMicrosoft Windows

1z {Tanwipconfig /all , #{RMicrosoft Windows B Yt E/IPv6itiit, ERIAMS<. DNSHRSERE EME
£

C:\Users\ >ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : MY-LAPTOP

Primary Dns Suffix

Node Type . . . . . . . . . . Hybrid

IP Routing Enabled. . . . . . . . : No WINS Proxy Enabled. . . . . . . . : No DNS Suffix
Search List. . . . . . : lab-test.net Ethernet adapter Local Area Connection: Connection-
specific DNS Suffix . : lab-test.net

Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Network Connection

Physical Address. . . . . . . . . : 00-0C-29-80-6C-CC

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . . . . . . . . : 2001l:abcd::3dd4:77bb:e035:9375 (Preferred)



Lease Obtained. . . . . . . . . . : Sunday, January 01, 2017 4:47:02 PM

Lease Expires . . . . . . . . : Tuesday, January 03, 2017 4:47:02 PM
Link-local IPv6 Address . . . . . : fe80::5850:6d61:1fb:ef3a%1l (Preferred)
Default Gateway . . . . . . . . . : feB80::c801:b9ff:fef0:8%11

DHCPv6 IAID . . . . . . . . . . . : 234884137

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-1F-3E-87-72-00-0C-29-80-6C-CC

DNS Servers . . . « « « « « « « o ¢ 2001:4860:4860::8888
NetBIOS over Tcpip. . . . . . . : Disabled
Connection-specific DNS Sufflx Search List :

lab-test.net

C:\Users\ >

EAWindowsBEHL & R EAID

ZRIANER T , Microsoft Windows& 8 B ELE R IPv6t it ( fEFASLAAC ) £RBEYVIEOID , mMA
—MHEHEUI-645 %,

C:\Users\ >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : IPv6 Address.
Coe . : 2001:abcd: :5850:6d61:1fb:ef3a ! Randomly generated interface ID.
Temporary IPv6 Address. . . . . . : 200l:abcd::8dl:8bbb:14e4:658e
Link-local IPv6 Address . . . . . : fe80::5850:6d61l:1fb:ef3a%11
Default Gateway . . fe80::c801:09ff:fef0:8%11

A LLERIITH ﬁWlndowsﬁFHEUI 643 T2,

netsh interface ipv6 set global randomizeidentifiers=disabled

AR UEREOIDRFEREUI-64HE LR

C:\Users\ >ipconfigWindows IP Configuration Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : IPv6 Address. . .
2001:abcd: :20c:29ff:fe80:6ccc ! Interface ID now generated by EUI-64 method.
Temporary IPv6 Address. . . . . . : 200l:abcd::9818:d729:fadb:8812
Link-local IPv6 Address . . . . . : fe80::20c:29ff:fe80:6ccc%1ll
Default Gateway . . . . . . . . . : fe80::c801:b9ff:fef0:8%11

BXEAMEYZEOIDHE , JEITUTHS :

netsh interface ipv6 set global randomizeidentifiers=enabled
A Windowslifi B IPv6 it 1i
HFZ£REEA , Windows A B 5 6 22 IPv6ith ik H-15F 5 A 45 i shiE i IR o

HMELRENEARLEIPvebit KIFEER ( MENBHRENLKEANE ) , XEEZR
ﬁkltb

IS B IPv6 it ik 2 B 3 WindowsSE 8 T REC 4941,


https://tools.ietf.org/html/rfc4941

C:\Users\ >ipconfig
Windows IP Configuration Ethernet adapter Local Area Connection: Connection-specific DNS Suffix

IPv6 Address. . . . . . : 2001:abcd::5850:6d61:1fb:ef3a Temporary IPv6 Address.
.. 2001:abcd: 8d1 8bbb l4e4:658e Link-local IPv6 Address ..
fe80::5850:6d61:1fb:ef3a%1l Default Gateway . . . . . . . . . : fe80::c801:b9ff:fef0:8%11

C:\Users\ >netsh interface ipv6 show privacy
Querying active state...

Temporary Address Parameters

Use Temporary Addresses : enabled
Duplicate Address Detection Attempts: 5
Maximum Valid Lifetime : 7d
Maximum Preferred Lifetime : 1d
Regenerate Time : 5s
Maximum Random Time : 10m
Random Time : Os

C:\Users\Gus>

EXHES IR IPveibit , #ETU TS

netsh interface ipvé6é set privacy state=disabled

MAwSE , HHER

C:\Users\ >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : IPv6 Address.
.. . 2001:abcd::5850:6d61:1fb:ef3a Link-local IPv6 Address Co.
fe80::5850:6d61:1fb:ef3a%1l Default Gateway . . . . . . . . . : feB0::c801:b9ff:fef0:8%11

C:\Users\ >netsh interface ipv6 show privacy
Querying active state...

Temporary Address Parameters

Use Temporary Addresses : disabled
Duplicate Address Detection Attempts: 5

Maximum Valid Lifetime : 74
Maximum Preferred Lifetime : 1d
Regenerate Time : 5s
Maximum Random Time : 10m
Random Time : Os

EHXERGRIPveittt | TLUSITHS

netsh interface ipv6 set privacy state=enable

EIPV4AHT | IPVeEI A 7 BLIR AR I LEDHCPE %, HMAEBFER E A AR YIS ERIZTRER
SEREEREH A, ECisco IOSHIMicrosoft Windows HZHtEATEGS |, ULE T HREN TR

o

HXRfER
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http://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/ipv6/command/ipv6-cr-book.html
https://technet.microsoft.com/en-us/library/bb726952.aspx
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