& Cisco 10S ##5 Windows 2000 , {# 8
Microsoft IAS 353 PPTP

A Microsoft IAS Fii& Windows 2000 Advanced Server
fiti& RADIUS B i

FLiE IAS FBAF

A PPTP Eii& Windows 2000 & Fin

BB
S B B

HIEBEBR T T

Split Tunneling

MRE I EEHITMERE

MR E iR A RS g HEEEEE
Xt PC # 1T & 52 A MS-CHAP
% RADIUS BR% 88 T EEE LAY

HXER

fifr

ECisco 7100172008 B A £, &x ABE(PPTP) X% ™ E Cisco 10S®%: kR A
12.0.5.XE5", Cisco IOSHEHRRA12.1.5. T8 M TN EZFEEM X,

BREM(RFC)2637HIRPPTP, #RIFIRFC , PPTPEAEF SR (PAC)RE K ( BIPCER I 5
) , MPPTPM &R 2 (PNS)RARS S ( B , SRS RHFEUMNRE ) -

KRR

B3R
ARG 2 £ AR thMicrosoft T 18 F & B R IEHI(MS-CHAP)V1 B KIE ( HEFEMS-



CHAP V1#IMicrosoft 34 S M B [MPPE] ) iR B 53 i BB MPPTPIERE | M BiXEEEEHEET,
MPPEMB X HEETE PRI AR RS (RADIUS), TACACSHER F S I , BREAT
MPPEZ4A.

{E FRY 4B #F
KRS BB T U TS MR

. 2 A Active Directory B Microsoft 2000 Advanced Server £ &% # Microsoft IAS TJiE4H 4.
. Cisco 3600 #H 5.
- BRHOSE MR Ac3640-i03556i-mz.121-5.T,

LB E F A R & FEWindows 20005 4 AR 5525 L BIMicrosoft IASEJIRADIUSBR S5 28

ANHEPWESHRETREXNREHEPIRZ RN, AP ERANABERERVNERAR
(A RE, MREREEXINE LRE  FRREEEAETAGSIHCELTHREBEL W,

A
BRXERAVBFHRESR , FSH Cisco BRARERAN,

ERER

I RN (B S R AR B PCLUEIE BB BT ( #23E910.200.20.2 ) |, ARG A EF M Microsofthy
Internet & 7 I UE AR S B3 (IAS) ( #b1E10.200.20.245 ) WA F &4 , BATFAF#ARE,
PPTPX #:& A FWindowsH) B &l L £ 17 Al #% # IR 5 88 (ACS)R4<2.5, =2 , B FCisco Bug ID
CSCds92266 , ERARE L E SR AR EFEH. MREFEHM ECisco Secure , BB W E M Cisco

Secure V2.6 EShA, Cisco Secure UNIXFXZIEFEMPPE, BAFENXFMPPERRADIUSRKI A =2
Microsoft RADIUSHFunk RADIUS,

ER

ANEB 7 R < WA ES B A AL PINAR Th RE RV AE BLo

AR EERAXRAXHPEANSTHEMES , FEAIOSHTERIER
AXHEER T BN MEIRE,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

PPTP Access Concentrator (PAC)

10.200.20.250 PPTP Network Server (PNS)
10.200.20.2 e e
Gateway Houter PPTP Router
PC with PPTP
10.200.20.245
Microsoft I1AS

REEFImIPH

- PIXEEEER © 192.168.1.2 ~ 192.168.1.254

- LNS:172.16.10.1 ~ 172.16.10.10
BREMREERARSEF RETRSERT ERMRSRHABE(SP)BREES , BETNEIEMN
BT ( IILAN ) ZE$HPCHIF % B% B 25

A Microsoft IAS i il Windows 2000 Advanced Server

Z 35 4B 204y Microsoft IASEL i Windows 20005 4 fR %585 :
1. R L% T Microsoft IAS., EZR%EMicrosoft IAS , FUEER FHEFK, EMERS T , BRE
ERFTAE S, & FInternet Authentication Server8i%iE , AFE FHOK,

2. £“Windows A4 @& "4 , BEHTF—FH. MRHIRR , iH¥EA Windows 2000 CD,
3. EHIFFEXMHE , BT EK , REXFAMABER. BTFFEEHE,

B RADIUS &%

AW EREERADIUSE Fin T IR

1. N\EB IR | T Internet B RRIIRSHBE A, AGRTFFIR

2. #£Friendly NamefE+ , & AP & A RSB (NAS)RY P4k

3. B fi“Use this IP(EFA BLIP) £ 1T,

4. EBPR — SR TRIRES , BRERET RADIUSHR LT,

5. B HEBRANWARERIAES , BABE , RELTHTR.

6. e & AP | A% T Internet Authentication Service(Internet S B RIERS)” , A58 &
“Start (718 ) o

7. }AEHEE,

Biilk IAS EHVAF




5Cisco Secure~[a , Windows 2000 RADIUSHA FEIEEESWindows AP BIBEEZHE, R
Windows 2000BR %585 & %% T Active Directory , i5MActive Directory A P Fit EH eI Z MRS H
. MRKRKEActive Directory , BEFEAERIRPHNAAFPMNANERTAS,

#Active Directory ¥ B i F F

%7 £ ‘RTEActive Directory P ELE APV L IR

1. 7£ Active Directory AP MlitHPRE &P , BRENE. GR2GAF. R UEEFTAF
o BIE—NER tac WFAF,

2. B AN BRI T EE PR A F,

3. B AFMBAET RBENERNEB ' FEHALT T —F

4. T APTACRM E, IREFZEAEMF. EZBHRANR (BARVPN) T, 2H“AHF
HE”, REREHEWAE

ERAREFEED B FHNERL TEREEAFP AT L RERREACtve Directory B BA PR -
1. Z“EETRSY , 8HUTENER ., RAITRIEERSE AT AufArN4a". £
@EH AP RIFLUERTAF, IB—1ER tac WFAF,
2. EBBRNAABE N EEPRARSE,
3. BBRAFP TRBRFZRMNAENERER  RAFEE TS
4. TTF B Rtac“ME"ENFAF . DREBAZRAF, EZBHRNE (BARKVPN) T

, B ATHER, REREAEE
T i KA AT Windows B P A7 R FHx 2 1 7 SR B2 A BlWindows i RV 3R

1. NEEBIEF , ITHInternetF 1310k BRS5E42 # & B iz 12 1 18] SR & o

2. R HisEECR NS4 LNFNEZE , ARRMRFERE, EFTHEXE NFramed , HFH
winE|Selected TypesFl&R. EHBE,

3. PR R KA EHNRMIRE , RBFMNM. EFTAXBppp , HFHEHFNBE
EBREIR, RBE.

4, BhEE R4 LRRMNRA , RBHRM“Windows 4~ , LUFRINAF FTK & Windows 4
o G FEBMBEERE"HIRWE,

5. #“Allow Access if Dial-in Permission is Enabled” B , #%#%&“Grant remote Access
permission”,

6. }HEFA,

A PPTP B & Windows 2000 & F° Uit JA T#B% £ = PPTPHE Windows 2000% = 5k 9 5 Bt

1. \FFigr R | B4l , REEE  SHERNMENRESERE , SAF %R Network
and Dial-up Connections(R 41k 5 #E)” , BHiki¥“Make New Connection ( FTEEE ) ",
A SIRERAPPTPHERE, HEREES Internet EFEBTAME, BEBREEEPPTPH
RS 2R (PNS)IPHb it = & #4.

2. MEEL RERIEFR THMENRSEEEOD, £kt , EHERARAEHEY. &
“WMEETET , ARBREEFUNBSEIXE"ZERBAPPTP, MR ITRIE 2 1th5th =Rz
AXHEBEHUDOHCP) ANFXBILEF iR Bz R EBk it , #iEZFTCP/IPTMYL , HAFRN
EPREEN BREUPHL, BETLLEZIXHDNSELR . FRHAdvancediZE AT LAE L B
ZAWindows Internetdp 4 BE S5 (WINS)RIDNSE 8. EidOptionsiZTF , ATLAX A IPSecs hiE
EoRETRNERE,

3. &ESecurityi M+ T , AINENAF SHGRIESH. Hlin , PAP, CHAPEMS-CHAPE;
WindowsiEi & &, HREREE , FTUNGTZERUNE RERRE , REHTERE,

BE#ERATHROERR , BMERADIUSESBRTA , A thakis 4/ A P &tacf ZBadminit



1THERE ( ZMicrosoft IASH KRB RN , XRTEEMN ) o AT RHIBEBIR T TIPSechIL2tpFT Y

DA
AP T o

REH

angel a#show running-config
Bui | di ng configuration..

Current configuration : 1606 bytes
!
version 12.1

no service single-slot-rel oad-enabl e
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!
host nane angel a
!
logging rate-limt console 10 except errors

!---Enable AAA services here aaa new nodel aaa

aut hentication |login default group radius |ocal aaa

aut hentication | ogin consol e none aaa authentication ppp
default group radius |ocal aaa authorization network
default group radius |ocal enable password ! usernane
tac password O admi n menory-size iomem 30 ip subnet-zero
!' 1 noip finger no ip donmain-lookup ip host rund
172.17.247.195 ! ip audit notify log ip audit po nax-
events 100 i p address-pool local !---Enable VPN/Virtual
Private Dialup Network (VPDN) services !---and define
groups and their respective parameters. vpdn enabl e no
vpdn logging ! ! vpdn-group PPTP_W N2KC i ent !---Default
PPTP VPDN group !---Allow the router to accept incoming
Reqguests accept-dialin protocol pptp virtual-tenplate 1
' 1 call rsvp-sync ! ' I I 1 I 1 controller E1 2/0 ! !
i nterface LoopbackO ip address 172.16.10. 100
255.255.255.0 ! interface Ethernet0/0 ip address

10. 200. 20. 2 255. 255.255.0 hal f-duplex ! interface
Virtual - Tenpl atel i p unnunbered LoopbackO peer default

i p address pool default !--- The following encryption
command is optional !--- and could be added later. ppp
encrypt nppe 40 ppp authentication nms-chap ! ip |oca
pool default 172.16.10.1 172.16.10.10 ip classless ip
route 0.0.0.0 0.0.0.0 10.200.20.1 ip route 192.168.1.0
255. 255. 255. 0 10. 200. 20. 250 no ip http server ! radi us-
server host 10.200. 20. 245 auth-port 1645 acct-port 1646
radi us-server retransnmt 3 radius-server key cisco

di al -peer cor custom! ! I 1 I |ine con O exec-tineout O
0 login authentication console transport input none |ine
33 50 mbdem InQut line aux O line vty O 4 exec-tineout O
0 password ! end angel a#show debug

General OS:

AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on

PPP

MPPE Events debugging is on

PPP protocol negotiation debugging is on

VPN

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debugging is on

Radi us protocol debugging is on

angel a#




*Mar 7 04:21:07.719:
0. 0. 0. 0: 2000

*Mar 7 04:21:07.991:
initiated

*Mar 7 04:21:08. 207:

state change wt-sccrq

*Mar 7 04:21:09. 267:
*Mar 7 04:21:09. 267:
created

*Mar 7 04:21:09. 267:
*Mar 7 04:21:09. 343:
*Mar 7 04:21:09. 343:

#state change wt -vacc
*Mar 7 04:21:09. 343:
direction=2

*Mar 7 04:21:09. 347:
Accessl, changed
state to up

*Mar 7 04:21:09. 347:
*Mar 7 04:21:09. 347:
callin

*Mar 7 04:21:09. 347:

Passive Open [0 sess,
*Mar 7 04:21:09. 347:
*Mar 7 04:21:10. 347:
on Interface

Vi rtual - Accessl,
*Mar 7 04:21:11. 347:
*Mar 7 04:21:11. 347:
succeeds trivially

*Mar 7 04:21:11. 347
len 15

*Mar 7 04:21:11. 347
(0x0305C22380)

*Mar 7 04:21:11. 347
(0x05063050EBLF)

*Mar 7 04:21:11.635
len 15

*Mar 7 04:21:11.635
(0x0305C22380)

*Mar 7 04:21:11.635
(0x05063050EBLF)

*Mar 7 04:21:13.327:
len 44

*Mar 7 04:21:13.327:
(0x050635BE1CBO)

*Mar 7 04:21:13.327:
*Mar 7 04:21:13.327:
*Mar 7 04:21:13.327:
*Mar 7 04:21:13.327:
*Mar 7 04:21:13.327:
*Mar 7 04:21:13.327:

L2X: TCP connect reqd from

Tnl 29 PPTP: Tunnel created; peer
Tnl 29 PPTP: SCCRQ ok ->

to estabd

VPDN: Session vaccess task running

Vil VPDN: Virtual interface

Vil VPDN: Clone fromVWtenplate 1
Tnl /O 29/29 PPTP: VAccess created
Vil Tnl/d 29/29 PPTP; vacc-ok ->
to estabd

Vil VPDN: Bind interface

%1 NK- 3- UPDOMN: I nterface Virtual -

Vil PPP:
Vil PPP:

Using set call direction
Treating connection as a

Vil PPP:
0 I oad]
Vil LCP: State is Listen

%.| NEPROTO- 5- UPDOMN:  Li ne protocol

Phase is ESTABLI SHI NG,

changed state to up

(0x1317016AC616B006CCA281A1CA941E39)

*Mar 7 04:21:13.331:
*Mar 7 04:21:13.331:
len 34

*Mar 7 04:21:13.331:
*Mar 7 04:21:13.331:
*Mar 7 04:21:13.331:
*Mar 7 04:21:13.331:

Vil LCP: TlIMeout: State Listen

Vil AAAN AUTHOR/ FSM (0): LCP

Vil LCP: O CONFREQ [Listen] id 7
Vil LCP: Aut hProt o Ms- CHAP

Vil LCP: Magi cNunber O0x3050EB1F
Vil LCP: | CONFACK [REQsent] id 7
Vil LCP: Aut hProt o Ms- CHAP

Vil LCP: Magi cNunber O0x3050EB1F
Vil LCP: | CONFREQ [ACKrcvd] id 1
Vil LCP: Magi cNunber O0x35BE1CBO
Vil LCP: PFC (0x0702)

Vil LCP: ACFC (0x0802)

Vil LCP: Cal | back 6 (0x0D0306)
Vil LCP: MRRU 1614 (0x1104064E)
Vil LCP: Endpoi nt Di sc 1 Local
Vil LCP:

Vil LCP: (0xB9182600000008)
Vil LCP: O CONFREJ [ACKrcvd] id 1
Vil LCP: Cal | back 6 (0x0D0306)
Vil LCP: MRRU 1614 (0x1104064E)
Vil LCP: Endpoi nt Di sc 1 Local
Vil LCP:

(0x1317016AC616B006CC4A281A1CA941E39)

*Mar 7 04:21:13.331:
*Mar 7 04:21:13. 347:
*Mar 7 04:21:13. 347:

Vil LCP: (0xB9182600000008)
Vil LCP: TI MEout: State ACKrcvd
Vil LCP: O CONFREQ [ACKrcvd] id 8




len 15

*Mar 7 04:21:13.347: Vil LCP: Aut hProt o Ms- CHAP
(0x0305C22380)

*Mar 7 04:21:13.347: Vil LCP: Magi cNunber O0x3050EB1F
(0x05063050EBL1F)

*Mar 7 04:21:13.647: Vil LCP: | CONFREQ [ REGsent] id 2
len 14

*Mar 7 04:21:13.651: Vil LCP: Magi cNunber O0x35BE1CBO
(0x050635BE1CBO)

*Mar 7 04:21:13.651: Vil LCP: PFC (0x0702)

*Mar 7 04:21:13.651: Vil LCP: ACFC (0x0802)

*Mar 7 04:21:13.651: Vil LCP: O CONFACK [RE@sent] id 2
len 14

*Mar 7 04:21:13.651: Vil LCP: Magi cNunber O0x35BE1CBO
(0x050635BE1CBO)

*Mar 7 04:21:13.651: Vil LCP: PFC (0x0702)

*Mar 7 04:21:13.651: Vil LCP: ACFC (0x0802)

*Mar 7 04:21:13.723: Vil LCP: | CONFACK [ACKsent] id 8
len 15

*Mar 7 04:21:13.723: Vil LCP: Aut hProt o Ms- CHAP
(0x0305C22380)

*Mar 7 04:21:13.723: Vil LCP: Magi cNunber O0x3050EB1F
(0x05063050EB1F)

*Mar 7 04:21:13.723: Vil LCP: State is Open

*Mar 7 04:21:13.723: Vil PPP: Phase i s AUTHENTI CATI NG
by this end [0 sess, 0 |oad]

*Mar 7 04:21:13.723: Vil M5-CHAP: O CHALLENGCE id 20 len
21 from"angela "

*Mar 7 04:21:14.035: Vil LCP: | IDENTIFY [Qpen] id 3
Il en 18 magic

0x35BE1CB0 MSRASV5. 00

*Mar 7 04:21:14.099: Vil LCP: | IDENTIFY [Qpen] id 4

l en 24 magic

0x35BE1CB0 MSRAS- 1- RSHANMUG

*Mar 7 04:21:14.223: Vil M5-CHAP: | RESPONSE id 20 len
57 from"tac"

*Mar 7 04:21:14.223: AAA: parse name=Virtual - Accessl
idb type=21 tty=-1

*Mar 7 04:21:14.223: AAA: nane=Virtual - Accessl
flags=0x11 type=5 shel f=0

sl ot =0 adapter=0 port=1 channel =0

*Mar 7 04:21:14.223: AAA/ MEMORY: create_user
(0x62740E7C) user='tac' ruser=""'

port="Virtual - Accessl' rem addr=""' authen_type=MSCHAP
servi ce=PPP priv=1

*Mar 7 04:21:14.223: AAA/ AUTHEN START (2474402925):
port="Virtual - Accessl'

list=""' action=LO3 N servi ce=PPP

*Mar 7 04:21:14.223: AAA/ AUTHEN START (2474402925):
using "default" |ist

*Mar 7 04:21:14.223: AAA/ AUTHEN START (2474402925):
Met hod=r adi us (radi us)

*Mar 7 04:21:14.223: RADIUS: ustruct sharecount=0
*Mar 7 04:21:14.223: RADIUS: Initial Transmit Virtual -
Accessl id 116

10. 200. 20. 245: 1645, Access-Request, len 129

*Mar 7 04:21:14.227: Attribute 4 6 0AC31402
*Mar 7 04:21:14. 227: Attribute 5 6 00000001
*Mar 7 04:21:14. 227: Attribute 61 6 00000005
*Mar 7 04:21:14.227: Attribute 1 5 7461631A
*Mar 7 04:21:14. 227: Attribute 26 16
000001370BOAFD11

*Mar 7 04:21:14.227: Attribute 26 58

0000013701341401




*Mar 7 04:21:14.227:
*Mar 7 04:21:14.227:
*Mar 7 04:21:14.2309:
10. 200. 20. 245: 1645,

Access- Accept, len 116

*Mar 7 04:21:14.239:
*Mar 7 04:21:14.239:
*Mar 7 04:21:14.239:
*Mar 7 04:21:14.239:
000001370C223440
*Mar 7 04:21:14.239:
000001370A06144E
*Mar 7 04:21:14.239:
PASS

*Mar 7 04:21:14.243:
*Mar 7 04:21:14.243:
Port="Virtual - Accessl
*Mar 7 04:21:14.243:
user="'tac'

*Mar 7 04:21:14.243:
send AV servi ce=ppp
*Mar 7 04:21:14.243:
send AV protocol =l cp
*Mar 7 04:21:14.243:
found list "default"
*Mar 7 04:21:14.243:
Met hod=r adi us

(radi us)

*Mar 7 04:21:14.243:
type 10

*Mar 7 04:21:14.243:
aut hori zati on

status = PASS_REPL
*Mar 7 04:21:14.243:
servi ce=ppp

*Mar 7 04:21:14.243:

Attribute 6 6 00000002
Attribute 7 6 00000001
RADI US: Received fromid 116

Attribute 7 6 00000001
Attribute 6 6 00000002
Attribute 25 32 64080750
Attribute 26 40
Attribute 26 12
AAA/ AUTHEN (2474402925): status =
Vil AAA/ AUTHOR/ LCP: Aut horize LCP
Vi 1 AAA/ AUTHOR/ LCP (2434357606) :
list="" service=NET
AAA/ AUTHOR/ LCP: Vi 1 (2434357606)
Vi 1 AAA/ AUTHOR/ LCP (2434357606) :
Vi 1 AAA/ AUTHOR/ LCP (2434357606) :
Vi 1 AAA/ AUTHOR/ LCP (2434357606) :

Vil AAA AUTHOR/ LCP (2434357606) :

RADI US: unrecogni zed M crosoft VSA

Vil AAA AUTHOR (2434357606): Post

Vi 1 AAA AUTHOR/ LCP: Processing AV

Vi 1 AAA AUTHOR/ LCP: Processing AV

mschap_nppe_keys*1p1T11=1v101~11alWt1151\ 1VIML#11Z1" 1k1}

111
*Mar 7 04:21:14.243:
*Mar 7 04:21:14.243:

| oad]
*Mar 7 04:21: 14. 247:.
start | PCP?

*Mar 7 04:21:14.247:
Port="Virtual - Accessl
*Mar 7 04:21:14.247:
user="'tac'

*Mar 7 04:21:14.247:
send AV servi ce=ppp
*Mar 7 04:21:14.247:
send AV protocol =ip
*Mar 7 04:21:14.247:
found list "default"
*Mar 7 04:21:14.247:
Met hod=r adi us

(radi us)

*Mar 7 04:21:14.247:
type 10

*Mar 7 04:21:14.247:
aut hori zati on

status = PASS_REPL
*Mar 7 04:21:14.247:
| PCP

*Mar 7 04:21:14.247:

Vil M5-CHAP: O SUCCESS id 20 len 4
Vil PPP: Phase is UP [0 sess, O

Vi 1 AAA/ AUTHOR/ FSM (0): Can we

Vi1 AAA AUTHOR/ FSM (1553311212):
list="" service=NET

AAA/ AUTHOR/ FSM Vi1 (1553311212)

Vi1 AAA AUTHOR/ FSM (1553311212):

Vi1 AAA AUTHOR/ FSM (1553311212):

Vil AAA AUTHOR/ FSM (1553311212):

Vil AAA AUTHOR/ FSM (1553311212):

RADI US: unrecogni zed M crosoft VSA

Vil AAAN AUTHOR (1553311212): Post

Vil AAA/ AUTHOR/ FSM W can start

Vil | PCP: O CONFREQ [ Not




negotiated] id 4 len 10

*Mar 7 04:21:14.247:
(0x0306AC100A64)

*Mar 7 04:21:14.247:
start CCP?

*Mar 7 04:21:14.247:
Port="Virtual - Accessl
*Mar 7 04:21:14.251
user='tac'

*Mar 7 04:21:14.251
send AV servi ce=ppp
*Mar 7 04:21:14.251
send AV protocol =ccp
*Mar 7 04:21:14.251
found list "default"
*Mar 7 04:21:14.251
Met hod=r adi us

(radi us)

*Mar 7 04:21:14.251
type 10

*Mar 7 04:21:14.251
aut hori zati on

status = PASS_REPL
*Mar 7 04:21:14.251
CcpP

*Mar 7 04:21:14.251
len 10

*Mar 7 04:21:14.251
0x01000020
(0x120601000020)

*Mar 7 04:21:14.523:
len 10

*Mar 7 04:21:14.523:
0x010000F1
(0x1206010000F1)

*Mar 7 04:21:14.523:
options, NAK

*Mar 7 04:21:14.523:

Vil | PCP: Address 172.16. 10. 100

Vi1 AAA/ AUTHOR/ FSM (0): Can we

Vi 1 AAA/ AUTHOR/ FSM (3663845178) :
list="" service=NET

AAA/ AUTHOR/ FSM Vi 1 (3663845178)

Vi 1 AAA/ AUTHOR/ FSM (3663845178) :

Vi 1 AAA/ AUTHOR/ FSM (3663845178) :

Vil AAA AUTHOR/ FSM (3663845178) :

Vil AAA AUTHOR/ FSM (3663845178) :

RADI US: unrecogni zed M crosoft VSA

Vil AAAN AUTHOR (3663845178): Post

Vil AAA/ AUTHOR/ FSM W can start
Vil CCP: O CONFREQ [Closed] id 3

Vil CCP: M5- PPC supported bits

Vil CCP: | CONFREQ [REGsent] id 5

Vil CCP: M5- PPC supported bits

Vil MPPE: don't understand all

Vi1 AAA AUTHOR/ FSM

Check for unauthorized mandatory AV's

*Mar 7 04:21:14.523:
servi ce=ppp
*Mar 7 04:21:14.523:

Vi1 AAAN AUTHOR/ FSM  Processi ng AV

Vi1 AAAN AUTHOR/ FSM  Processi ng AV

mschap_nppe_keys*1p1T11=1v101~11alWt1151\ 1VIML#11Z1" 1k1}

111

*Mar 7 04:21:14.523:
*Mar 7 04:21:14.523:
len 10

*Mar 7 04:21:14.523:
0x01000020
(0x120601000020)

*Mar 7 04:21:14.607:
len 34

*Mar 7 04:21:14.607:
(0x030600000000)

*Mar 7 04:21:14.607:
(0x810600000000)

*Mar 7 04:21:14.607:
(0x820600000000)

*Mar 7 04:21:14.607:
(0x830600000000)

*Mar 7 04:21:14.607:
(0x840600000000)

*Mar 7 04:21:14.607:

Vi 1 AAA/ AUTHOR/ FSM  Succeeded
Vil CCP: O CONFNAK [ REQsent] id 5

Vil CCP: M5- PPC supported bits

Vil IPCP: | CONFREQ [ REQsent] id 6

Vil |PCP: Address 0.0.0.0

Vil | PCP: PrimaryDNS 0.0.0.0
Vil | PCP: PrimaryWNS 0.0.0.0
Vil | PCP: SecondaryDNS 0.0.0.0
Vil | PCP: SecondaryWNS 0.0.0.0

Vil AAA/ AUTHOR/ | PCP: Start.

Her address 0.0.0.0, we want 0.0.0.0




*Mar
servi ce=ppp
*Mar

7 04:21:14.607: Vil AAA/ AUTHOR/ | PCP: Processing AV

7 04:21:14.607: Vil AAA/ AUTHOR/ | PCP: Processing AV

mschap_nppe_keys*1p1T11=1v101~11alWt1151\ 1VIML#11Z1" 1k1}

111
*Mar
succeeded
*Mar
Her address 0.0.0.0,
*Mar
172.16.10.1
*Mar

|l en 28
*NMar 7 04:21:14.
(0x810600000000)
*NMar 7 04:21:14.
(0x820600000000)
*NMar 7 04:21:14.
(0x830600000000)
*NMar 7 04:21:14.
(0x840600000000)
*NMar 7 04:21:14.
len 10

*NMar 7 04:21:14.
(0x0306AC100A64)
*NMar 7 04:21:14.
len 10

*NMar 7 04:21:14.
0x01000020
(0x120601000020)
*NMar 7 04:21:14.
len 10

*NMar 7 04:21:14.
0x01000020
(0x120601000020)
*Mar

7 04:21:14.607:

7 04:21:14.607:

7 04:21:14.607:

7 04:21:14.607:

607:

611:

611:

611:

675:

675:

731:

731:

939:

939:

Vil

Vil

AAA/ AUTHOR/ | PCP:  Aut hori zati on

AAA/ AUTHOR/ | PCP: Done.

we want 0.0.0.0

Vil

Vil

| PCP: Pool returned

| PCP: O CONFREJ [REGsent] id 6

| PCP: PrimaryDNS 0.0.0.0

| PCP: PrimaryWNS 0.0.0.0

| PCP: SecondaryDNS 0.0.0.0
| PCP: SecondaryWNS 0.0.0.0
| PCP: | CONFACK [REQsent] id 4
| PCP: Address 172.16.10. 100
CCP: | CONFACK [ REGsent] id 3
CCP: M5- PPC supported bits
CCP: | CONFREQ [ACKrcvd] id 7
CCP: M5- PPC supported bits

7 04:21:14.939: Vil AAA/ AUTHOR/ FSM

Check for unauthorized mandatory AV's

7 04:21:14.939: Vil AAA/ AUTHOR/ FSM Processing AV

7 04:21:14.939: Vil AAA/ AUTHOR/ FSM Processing AV

mschap_nppe_keys*1p1T11=1v101~11alWt1151\ 1VIML#11Z1" 1k1}

*Mar

servi ce=ppp

*Mar

111

*Mar 7 04:21:14.939:
*Mar 7 04:21:14.939:
len 10

*Mar 7 04:21:14.939:
0x01000020
(0x120601000020)

*Mar 7 04:21:14.943:
*Mar 7 04:21:14.943:
RADI US dat a

*Mar 7 04:21:14.943:
*Mar 7 04:21:14.943:
[ statel ess node]

*Mar 7 04:21:14.991
len 10

*Mar 7 04:21:14.991
(0x030600000000)

*Mar 7 04:21:14.991

Her address 0.0.0.0,
*Mar
servi ce=ppp
*Mar

7 04:21:14.991:

7 04:21:14.995:

Vil
Vil

Vil

Vil

Vil

Vil
Vil

Vil

Vil

Vil

we want

Vil

Vil

AAA/ AUTHOR/ FSM  Succeeded
CCP: O CONFACK [ACKrcvd] id 7

CCP: M5- PPC supported bits

CCP: State is Open
MPPE: Cenerate keys using

MPPE:
MPPE:

Initialize keys
[40 bit encryption]
| PCP: |

CONFREQ [ACKrcvd] id 8

| PCP: Address 0.0.0.0
AAA/ AUTHOR/ | PCP
172.16.10.1

AAA/ AUTHOR/ | PCP

Start.
Processing AV

AAA/ AUTHOR/ | PCP:  Processi ng AV

mschap_nppe_keys*1p1T11=1v101~11alWt1151\ 1VIML#11Z1" 1k1}




111

*Mar 7 04:21:14.995: Vil AAA/ AUTHOR/ | PCP: Aut hori zation
succeeded

*Mar 7 04:21:14.995: Vil AAA/ AUTHOR/ | PCP: Done.

Her address 0.0.0.0, we want 172.16.10.1

*Mar 7 04:21:14.995: Vil IPCP: O CONFNAK [ACKrcvd] id 8
len 10

*Mar 7 04:21:14.995: Vil | PCP: Address 172.16.10.1
(0x0306AC100A01)

*Mar 7 04:21:15.263: Vil IPCP. | CONFREQ [ACKrcvd] id 9
len 10

*Mar 7 04:21:15.263: Vil | PCP: Address 172.16.10.1
(0x0306AC100A01)

*Mar 7 04:21:15.263: Vil AAA/ AUTHOR/ | PCP: Start.

Her address 172.16.10.1, we want 172.16.10.1

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP (2052567766) :
Port="Virtual - Accessl' list="" service=NET

*Mar 7 04:21:15.267: AAA/ AUTHOR/ | PCP: Vi1l (2052567766)
user="'tac'

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP (2052567766) :
send AV service=ppp

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP (2052567766) :
send AV protocol =ip

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP (2052567766) :
send AV

addr*172.16. 10. 1

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP (2052567766) :
found Ii st

"defaul t"

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP (2052567766) :
Met hod=r adi us

(radi us)

*Mar 7 04:21:15.267: RADIUS: unrecognized M crosoft VSA
type 10

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR (2052567766): Post
aut hori zati on

status = PASS_REPL

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP: Rej ect
172.16.10.1, using

172.16.10.1

*Mar 7 04:21:15.267: Vil AAAN AUTHOR/ | PCP: Processing AV
servi ce=ppp

*Mar 7 04:21:15.267: Vil AAAN AUTHOR/ | PCP: Processing AV
nschap_nppe_keys*1pl1T11=1v101~11alWL 1151\ 1VIML#11Z1" 1k1}
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*Mar 7 04:21:15.267: Vil AAAN AUTHOR/ | PCP: Processing AV
addr*172.16. 10. 1

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP: Aut hori zation
succeeded

*Mar 7 04:21:15.267: Vil AAA/ AUTHOR/ | PCP: Done.

Her address 172.16.10.1, we want 172.16.10.1

*Mar 7 04:21:15.271: Vil IPCP: O CONFACK [ACKrcvd] id 9
len 10

*Mar 7 04:21:15.271: Vil | PCP: Address 172.16.10.1
(0x0306AC100A01)

*Mar 7 04:21:15.271: Vil IPCP. State is Open

*Mar 7 04:21:15.271: Vil IPCP: Install route to
172.16.10.1

*Mar 7 04:21:22.571: Vil LCP: | ECHOREP [Qpen] id 1 len
12 magic

0x35BE1CBO

*Mar 7 04:21:22.571: Vil LCP. Received id 1, sent id 1
line up

*Mar 7 04:21:30.387: Vil LCP: | ECHOREP [(Qpen] id 2 len




12 magic

0x35BE1CBO

*Mar 7 04:21:30.387: Vil LCP. Received id 2, sent id 2
line up

angel a#show vpdn

%No active L2TP tunnels

9%No active L2F tunnels

PPTP Tunnel and Session Information Total tunnels 1
sessions 1

Locl D Renpt e Nane State Renpot e Address Port

Sessi ons

29 est abd 192.168. 1. 47 2000 1
LocID Rem D TunlD Intf User nane State Last Chg
29 32768 29 Vil tac estabd 00:00: 31
%\No active PPPOE tunnels

angel a#

*Mar 7 04:21:40.471: Vil LCP: | ECHOREP [Open] id 3 len
12 magic

0x35BE1CBO

*Mar 7 04:21:40.471: Vil LCP. Received id 3, sent id 3
line up

*Mar 7 04:21:49.887: Vil LCP: | ECHOREP [Qpen] id 4 len
12 magic

0x35BE1CBO

*Mar 7 04:21:49.887: Vil LCP. Received id 4, sent id 4,
line up

angel a#ping 192.168.1.47

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.1.47, timeout
is 2 seconds:

Success rate is 100 percent (5/5), round-trip

m n/ avg/ max = 484/ 584/ 732 ns

*Mar 7 04:21:59.855: Vil LCP: | ECHOREP [Qpen] id 5 len
12 magic

0x35BE1CBO

*Mar 7 04:21:59.859: Vil LCP: Received id 5, sent id 5
line up

*Mar 7 04:22:06.323: Tnl 29 PPTP: tineout -> state
change estabd to estabd

*Mar 7 04:22:08.111: Tnl 29 PPTP: EchoRQ -> state
change estabd to estabd

*Mar 7 04:22:08.111: Tnl 29 PPTP: EchoRQ -> echo state
change Idle to Idle

*Mar 7 04:22:09.879: Vil LCP: | ECHOREP [Qpen] id 6 len
12 magic

0x35BE1CBO

*Mar 7 04:22:09.879: Vil LCP: Received id 6, sent id 6
line up

angel a#ping 172.16.10.1

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 172.16.10.1, tineout
is 2 seconds:

Success rate is 100 percent (5/5), round-trip

m n/ avg/ mex = 584/ 707/ 1084 ns

*Mar 7 04:22:39.863: Vil LCP: | ECHOREP [Qpen] id 7 len
12 magic




0x35BE1CBO
*Mar 7 04:22:39.863: Vil LCP:. Received id 7, sent id 7,
line up

angel a#clear vpdn tunnel pptp tac
Coul d not find specified tunne

angel a#show vpdn tunnel

%o active L2TP tunnels

%o active L2F tunnels

PPTP Tunnel Information Total tunnels 1 sessions 1

Locl D Renote Nane State Renot e Address Port
Sessi ons
29 est abd 192. 168. 1. 47 2000 1

%No active PPPoE tunnels

angel a#
*Mar 7 04:23:05.347: Tnl 29 PPTP: tineout -> state
change estabd to estabd

angel a#

*Mar 7 04:23:08.019: Tnl 29 PPTP. EchoRQ -> state
change estabd to estabd

*Mar 7 04:23:08.019: Tnl 29 PPTP: EchoRQ -> echo state
change Idle to Idle

angel a#

*Mar 7 04:23:09.887: Vil LCP: | ECHOREP [Open] id 10
I en 12 magi ¢ Ox35BE1CBO

*Mar 7 04:23:09.887: Vil LCP. Received id 10, sent id
10, line up

IDUF A4 AN ERTATRUALNEEREES T, RHBBETAXEEE show &
2 (RBRTEMAS ) , BT THUZEE show ©o%H HN 5.

- show vpdn — £ RAXVPDNHEZ) 2R X (L2F) DR EREBIRRARNER.

#6577 54 Fishow vpdn 72 2% = FVPDNMshows s, I PEBR s momatnEaT
AFNEE#TREER. AERTTAHBRES TESRRYE show &% ( RERFEBAF
) , BXECTLEE show BPRMHNSH. EXK : X HdebughH 28 , HSHEXDebugds
. debug aaa authentication — & RBEXAAATACACS+H B RIEHER.
. debug aaa authorization - R FAAATACACS+FIRWES..
- debug ppp negotiation - £ R PPP B3 &K PPP BIES , HIL Bz ARFHE PPP
by 28
. debug ppp authentication — & R ARUFHICEE. , BIER A& BRI CHAP)BIET3X
BRANEHBF BRI M(PAP) KR,
- debug radius — £ R5SRADIUSXKEAMiIFARIRFE. MREFGRIEEFEMN , EMPPEMERMA
B, #ERAL Tdebugii v Zz—,
- debug ppp mppe packet — & "B & AN % HHMPPER i .
- debug ppp mppe event — & RXEMPPEE#,
- debug ppp mppe detailed — & RiFAHMPPEE B
- debug vpdn I2x-packets — £ RAB XL2F SR L FARESHIE R
- debug vpdn events — E REXEXERER VR XATBRPHEFNER.
- debug vpdn errors — £ REIERVRENEZRSHE R BE<ANER.
- debug vpdn packets — E RN TNMPUBET. KEMATE2SHHAKXBRHFERHER
, Ak BERNEAFTENEFISFENRAYEPEA.
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Split TunnelingRig X< HERRISPIEHET. HPCLEAPPTPRRER , PPTPIRHNERIL 2
HRIMER , Bt RMNA&KEZInternetiEiE, EMRRULEE |, #5 K Microsoftis B A BRER 1A 3% i
HEFHFZERIABRB(XBEAEPPTPEFIRE 2 EMNIPHY ; N TFYHaIRA , XR172.16.10.1):

route delete 0.0.0.0
route add 0.0.0.0 mask 0.0.0.0 192.168.1.47 metric 1
route add 172.16.10.1 mask 255.255.255.0 192.168.1.47 metric 1

MREFEFImSER TN AR ERTFPPTPAENR B EEN Security £ T+ T , ATLLEXL A
SRRIESH., Hlm , XAELRPAP, CHAP., MS-CHAP=RWindowsisi & 5%, MREVPNIEREMN
Properties# %1% 7 No Encryption Allowed ( IR BFEREEMR , NS ER ) £ , UE
PR LA RES HIIPPTPERER :

Registering your computer on the network..

Error 734: The PPP link control protocol was terminated.

Debugs on the router:

*Mar 8 22:38:52.496: Vil AAA/AUTHOR/FSM: Check for unauthorized mandatory
AV's

*Mar 8 22:38:52.496: Vil AAA/AUTHOR/FSM: Processing AV service=ppp
*Mar 8 22:38:52.496: Vil AAA/AUTHOR/FSM: Processing AV protocol=ccp
*Mar 8 22:38:52.496: Vil AAA/AUTHOR/FSM: Succeeded

*Mar 8 22:38:52.500: Vil CCP: O CONFACK [ACKrcvd] id 7 len 10

*Mar 8 22:38:52.500: Vil CCP: MS-PPC supported bits 0x01000020
(0x120601000020)
*Mar 8 22:38:52.500: Vil CCP: State is Open

*Mar 8 22:38:52.500: Vil MPPE: RADIUS keying material missing
*Mar 8 22:38:52.500: Vil CCP: O TERMREQ [Open] id 5 len 4

*Mar 8 22:38:52.524: Vil IPCP: I CONFREQ [ACKrcvd] id 8 len 10
*Mar 8 22:38:52.524: Vil IPCP: Address 0.0.0.0 (0x030600000000)
*Mar 8 22:38:52.524: Vil AAA/AUTHOR/IPCP: Start.

Her address 0.0.0.0, we want 172.16.10.1

*Mar 8 22:38:52.524: Vil AAA/AUTHOR/IPCP: Processing AV service=ppp
*Mar 8 22:38:52.524: Vil AAA/AUTHOR/IPCP: Processing AV protocol=ip
*Mar 8 22:38:52.524: Vil AAA/AUTHOR/IPCP: Authorization succeeded
*Mar 8 22:38:52.524: Vil AAA/AUTHOR/IPCP: Done.

Her address 0.0.0.0, we want 172.16.10.1

*Mar 8 22:38:52.524: Vil IPCP: O CONFNAK [ACKrcvd] id 8 len 10

*Mar 8 22:38:52.524: Vil IPCP: Address 172.16.10.1 (0x0306AC100A01)
*Mar 8 22:38:52.640: Vil CCP: I TERMACK [TERMsent] id 5 len 4

*Mar 8 22:38:52.640: Vil CCP: State is Closed

*Mar 8 22:38:52.640: Vil MPPE: Required encryption not negotiated
*Mar 8 22:38:52.640: Vil IPCP: State is Closed

*Mar 8 22:38:52.640: Vil PPP: Phase is TERMINATING [0 sess, 0 load]
*Mar 8 22:38:52.640: Vil LCP: O TERMREQ [Open] id 13 len 4

*Mar 8 22:38:52.660: Vil IPCP: LCP not open, discarding packet

*Mar 8 22:38:52.776: Vil LCP: I TERMACK [TERMsent] id 13 len 4

*Mar 8 22:38:52.776: Vil AAA/AUTHOR/FSM: (0): LCP succeeds trivially
*Mar 8 22:38:52.780: Vil LCP: State is Closed

*Mar 8 22:38:52.780: Vil PPP: Phase is DOWN [0 sess, 0 loadl]

*Mar 8 22:38:52.780: Vil VPDN: Cleanup

*Mar 8 22:38:52.780: Vil VPDN: Reset

*Mar 8 22:38:52.780: Vil

Tnl/Cl 33/33 PPTP: close -> state change estabd to terminal

*Mar 8 22:38:52.780: Vil Tnl/Cl 33/33 PPTP:

Destroying session, trace follows:

*Mar 8 22:38:52.780: -Traceback= 60C4A150 60C4AE48 60C49F68 60CAB5AC
60C30450 60C18B10 60C19238 60602CC4 605FC380 605FB730 605FD614 605F72A8
6040DEOC 6040DDF8

*Mar 8 22:38:52.784: Vil Tnl/Cl 33/33 PPTP:

Releasing idb for tunnel 33 session 33

*Mar 8 22:38:52.784: Vil VPDN: Reset

*Mar 8 22:38:52.784: Tnl 33 PPTP:

no-sess -> state change estabd to wt-stprp

*Mar 8 22:38:52.784: Vil VPDN: Unbind interface

*Mar 8 22:38:52.784: Vil VPDN: Unbind interface



*Mar 8 22:38:52.784: Vil VPDN: Reset
*Mar 8 22:38:52.784: Vil VPDN: Unbind interface

NMREFEF,IHELS NBE R mEEHESH S ERNTUEPCLEINTNE

Registering your computer on the network..

Errror 742: The remote computer doesnot support the required data
encryption type.

On the Router:

*Mar 9 01:06:00.868: Vi2 CCP: I CONFREQ [Not negotiated] id 5 len 10
*Mar 9 01:06:00.868: Vi2 CCP: MS-PPC supported bits 0x010000B1
(0x1206010000B1)

*Mar 9 01:06:00.868: Vi2 LCP: O PROTREJ [Open] id 18 len 16 protocol CCP
(0x80FD0105000A1206010000B1)

*Mar 9 01:06:00.876: Vi2 IPCP: I CONFREQ [REQsent] id 6 len 34

*Mar 9 01:06:00.876: Vi2 IPCP: Address 0.0.0.0 (0x030600000000)

*Mar 9 01:06:00.876: Vi2 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Mar 9 01:06:00.876: Vi2 IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
*Mar 9 01:06:00.876: Vi2 IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
*Mar 9 01:06:00.876: Vi2 IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
*Mar 9 01:06:00.880: Vi2 AAA/AUTHOR/IPCP: Start.

Her address 0.0.0.0, we want 0.0.0.0

*Mar 9 01:06:00.880: Vi2 AAA/AUTHOR/IPCP: Processing AV service=ppp
*Mar 9 01:06:00.880: Vi2 AAA/AUTHOR/IPCP: Processing AV
mschap_mppe keys*1plTll=1v101l~1lalwlll51\1viMi#1

1z1%1k1})111

*Mar 9 01:06:00.880: Vi2 AAA/AUTHOR/IPCP: Authorization succeeded
*Mar 9 01:06:00.880: Vi2 AAA/AUTHOR/IPCP: Done.

Her address 0.0.0.0, we want 0.0.0.0

*Mar 9 01:06:00.880: Vi2 IPCP: Pool returned 172.16.10.1

*Mar 9 01:06:00.880: Vi2 IPCP: O CONFREJ [REQsent] id 6 len 28

*Mar 9 01:06:00.880: Vi2 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Mar 9 01:06:00.880: Vi2 IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
*Mar 9 01:06:00.880: Vi2 IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
*Mar 9 01:06:00.880: Vi2 IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
*Mar 9 01:06:00.884: Vi2 IPCP: I CONFACK [REQsent] id 8 len 10

*Mar 9 01:06:00.884: Vi2 IPCP: Address 172.16.10.100 (0x0306AC100A64)

*Mar 9 01:06:01.024: Vi2 LCP: I TERMREQ [Open] id 7 len 16
(0x79127FBE003CCD74000002E6)

*Mar 9 01:06:01.024: Vi2 LCP: O TERMACK [Open] id 7 len 4

*Mar 9 01:06:01.152: Vvi2 Tnl/Cl 38/38 PPTP: ClearReq -> state change
estabd to terminal

*Mar 9 01:06:01.152: Vvi2 Tnl/Cl 38/38 PPTP: Destroying session, trace
follows:

*Mar 9 01:06:01.152: -Traceback= 60C4A150 60C4AE4L8 60C49F68 60C4AB2CC
60C4B558 60C485E0 60C486E0 60C48AB8 6040DEOC 6040DDFS8

*Mar 9 01:06:01.156: Vi2 Tnl/Cl 38/38 PPTP: Releasing idb for tunnel 38
session 38

*Mar 9 01:06:01.156: Vi2 VPDN: Reset

*Mar 9 01:06:01.156: Tnl 38 PPTP: no-sess -> state change estabd to
wt-stprp

*Mar 9 01:06:01.160: %LINK-3-UPDOWN: Interface Virtual-Access2, changed
state to down

*Mar 9 01:06:01.160: Vi2 LCP: State is Closed

*Mar 9 01:06:01.160: Vi2 IPCP: State is Closed

*Mar 9 01:06:01.160: Vi2 PPP: Phase is DOWN [0 sess, 0 loadl]
*Mar 9 01:06:01.160: Vi2 VPDN: Cleanup

*Mar 9 01:06:01.160: Vi2 VPDN: Reset

*Mar 9 01:06:01.160: Vi2 VPDN: Unbind interface

*Mar 9 01:06:01.160: Vi2 VPDN: Unbind interface

*Mar 9 01:06:01.160: Vi2 VPDN: Reset

*Mar 9 01:06:01.160: Vi2 VPDN: Unbind interface

*Mar 9 01:06:01.160: AAA/MEMORY: free_ user (0x6273D528) user='tac' ruser='"'
port='Virtual-Access2' rem addr='' authen type=MSCHAP service=PPP priv=1l
*Mar 9 01:06:01.324: Tnl 38 PPTP: StopCCRQ -> state change wt-stprp to wt-stprp



*Mar 9 01:06:01.324: Tnl 38 PPTP: Destroy tunnel
*Mar 9 01:06:02.160: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Virtual-Access2, changed state to down

3 PC #{TNFBERREER MS-CHAPRTTLUEPCLEEILTHA

The current encryption selection requires EAP or some version of
MS-CHAP logon security methods.

NRAFEENAFEREBBVFER , RMNTURIATHE. EPCL :

Verifying Username and Password..
Error 691: Access was denied because the username and/or password
was invalid on the domain.

HEHMERL:

*Mar 9 01:13:43.192: RADIUS: Received from id 139 10.200.20.245:1645,
Access-Reject, len 42

*Mar 9 01:13:43.192: Attribute 26 22 0000013702101545

*Mar 9 01:13:43.192: AAA/AUTHEN (608505327): status = FAIL

*Mar 9 01:13:43.192: Vi2 CHAP: Unable to validate Response. Username tac:
Authentication failure

*Mar 9 01:13:43.192: Vi2 MS-CHAP: O FAILURE id 21 len 13 msg is "E=691 R=0"
*Mar 9 01:13:43.192: Vi2 PPP: Phase is TERMINATING [0 sess, 0 load]

*Mar 9 01:13:43.192: Vi2 LCP: O TERMREQ [Open] id 20 len 4

*Mar 9 01:13:43.196: AAA/MEMORY: free user (0x62740E7C) user='tac'
ruser='' port='Virtual-Access2' rem addr='' authen type=MSCHAP service=PPP
priv=1

24 RADIUS BRE R B RNAUERHE L BTN THE

*Mar 9 01:18:32.944: RADIUS: Retransmit id 141
*Mar 9 01:18:42.944: RADIUS: Tried all servers.
*Mar 9 01:18:42.944: RADIUS: No valid server found. Trying any viable server
*Mar 9 01:18:42.944: RADIUS: Tried all servers.
*Mar 9 01:18:42.944: RADIUS: No response for id 141
*Mar 9 01:18:42.944: Radius: No response from server
9 01:18:42.944: AAA/AUTHEN (374484072): status = ERROR

*E?EF 2

. #MPPEMPPTP

. PPTPEART

. 7#& VPDN

. T#RADIUS

. BB A FWindows & H 88 PPTP IAiERY CiscoSecure ACS
- BAREZ MY - Cisco Systems
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