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command @ client >1023 -2 server 21
data . client 1022 -=> server =1023

FZHX FTP

HED FTPRXT , FFmM—MREYLAYIEE IR A N (N>1023) E#EE FTP IRS /M BT iR O
(21), ARfE , BEFRFTIRMITER ON>1023 , FRFTP Hport N>1023 KX EIFTPARS 87, #ETK
, RES|MNERBIERD (w0 20 ) EEEFEFRNEERTERO,

B FTP

EHzh FTPERT , ERHERSHFRR ZRXFAMERE | XFHRMNRSESEEF M EHERO
fE NERHPRIELEENEE, THFTPEREN , EFRRAERMITHARMNEIIFSENRO, 5
—NmOBRRBRF|N®O 21, B2 , BERBARETportin S HATRSSHFEERAEKERO

, TR HPASVaI T, XEMNERERSSH[XITH - EVHNIEFR®O P (P>1023) , Hi¥
port P R K EEBEFiw. RE , B RARMNEON>10232 RS 850 O PAERZ A mEIE, m
REL218% L RBLE inspection i T , AEAFPRKENHIL FTP REEEz AN T, thol |, S0
AP REWIGR FTP RSN AW ERIFHIEL,

TFTP

M RFC 1350 HFMR , TFTP 2—#AT & TFTP RSSEE5ZEF R 2 BNEE A EE I, TFTP
/8 UDP #% 0 69,

BRI E
RN ALFZEFTPRN ?


https://www.ietf.org/rfc/rfc1350.txt?number=1350

RERNARFERMA Cisco R REBENARFREINREHITHISHLE, WENARFEEN IP %
WHEERAEAPHESY , REEIATENHDO LITFHBEE. NAKNIhEES M & ith it #
BINATEES R , BRI BRAREUEENNE,

BR T IRBIBMARFUE RN, RARNDEREEZESE , UBERBEENKAS, FSHLSIT
FrisBh TCP = UDP s O AR E M. ENMEARA LNHBSERTHEISTENKOS,

MARFREDRERXEXE, MABSKADE  ALTERESEFENRANET X ERA
BATRERMR, SHEENFTP NARFERTR TEMITH,

WREZLREBLRBEAFTPRE , MEEFKRER , A AFTPLEF 2L WEME RO K.

MREASALBRAFTPRE |, MASAKEZEFEEHZRIRITARIEEENER, FTP HICHE
REERKONTRAERFEERED , AERZLIRERERFEETREHIT TEFEROER

o

—BASARRZIFIER , e A EHRSENKERERENE—NJTH, BEXRHAEX
, FTP R EY s A iR RHEE, MRABRERRADE , ARATESBEFENRANESYHERA XKk
i,

ERINER T , ASAiEE global-inspection class-map® BFTPRE MK O21E R, 218 % TR
HEZ FTP 2iESHs) FTP 21EZ B ES,

MRFTPLEXFWIIFTPHIEE M , WASAETinspect fipm HiRBIKRBEAFANEERKOER |, #
T —MNARF10230FHEH O,

inspect fip@ RN EFTPLE HMITHEIES :
- ERFSHBIBIEERE
« BRER FTP 55 e L) =
« ERFITEER
o {EF NAT H#BRAR P H#bit

FTP NABFRE#EFHEIEENMIT FTP BIRE R, WAXH LR, XHTRHBFIIREH
NP EEE , BEAMTMENEXLEREE, AET PORT 5 PASV (227) s S EHm M.

A&
N B EASALERAFTPRIE | SHEFERSSE,

ZE 1 NEDIENEENFTPE F iR
SEFEBIASA R B R 45 B9 25 7 it 90 2B PR 4% oh i BR 55 22,
& B



192.168.1.15

520 o o o | 1
I Step1: Control
FTP Server in Outside I Connection
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Outside Network :
192.168.1.0/24
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Inside Network 172.16.1.5
....... 5 172.16.1.0/24 Mapped IP - 192.168.1.5
I 2 y
]
Step? : Data 1 N 2B .12 ﬁ |
Connection f =k T
1
---------------- =
FTP Client in Inside
Hetwork
Active Moide

N B WEREBERERNIPEL S EE Internet £ FEEA EB .

MABEMR , FANNEREEIPR172.16.1. 50NN EF EEFFIRINASA. REBMLTFIPH
192.168.1. 159 A\ IR K, B FIRENZBRERERETIP 192.168.1.5,

HTFTPRNLITF 2SR ABEE , it XH/EAFASED ENEMATRSIR.

BLE R

<{froot>

ASA Version 9.1(5)
|
hostname ASA
domain-name corp. com
enabTle password WwXYvtKrnjXqGbul encrypted
names
|
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
|
interface GigabitEthernet0/1
nameif Inside
security-level 50
ip address 172.16.1.12 255.255.255.0
|
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level



no ip address

|

interface Management0/0
management-only
shutdown

no nameif

no security-level

no ip address

I--- Qutput is suppressed.

I--- Object groups is created to define the host.

obj ect network obj-172.16.1.5
subnet 172.16.1.0 255.255.255.0

I--- Object NAT is created to map Inside Client to Outside subnet IP.

obj ect network obj-172.16.1.5
nat (Inside, Qutside) dynamc 192.168.1.5

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp



I--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.
service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

I ur

JEE

<ffroot>

Client in Inside Network running ACTI VE FTP:

Ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Qutside
192.168.1.15:20 inside 172.16.1.5:61855

, idle 0:00:00, bytes 145096704, flags UIB

<--- Dynam ¢ Connection Opened

TCP Qutside
192.168.1.15:21 inside 172.16.1.5:61854

, idle 0:00:00, bytes 434, flags UIO

XE | Inside WV E i /5 31 SRR 0618542 B #rim Q218 ERE. ARfF , BFFmAEHH6TAE

MPortin . RfE , RS RE 3 H B/ EIEER , RivOH20 , BirmANERIX

BRAEATITE,
BIRNEED , MEFR.

R RTINS



Na. Tirne Source Dastinstion Protocal Length [nfo

61854-21 [ACK] Seq=1052038302 Ack=1737976541 Win=131100 Len=0

FTP 96 Response: 220-File2illa Server version 0.9.33 beta

FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/Filezilla/
TCP 54 61854-21 [ACK] Seg=1052038302 Ack=1737976628 win=131012 Len=0
FTP 66 Reguest: USER cisco

FTP B7 Response: 331 Password reguired for cisco

FTP 569 Request: PASS ciscolld

FTP 69 Response: 230 Logged on

ETP 61 Request: Cwo /f

FTP 101 Response: 250 OwWD successful. /" is current directory.

TP 54 61854-21 [ACK] Seq=1052038336 Ack=17379767B4 Win=130B56 Len=0

172.16.1.5
1168.1.15

TYPE I
:ZOOWset to I
- e 7

Request:

FTP Resnse: 200 Port comnand successtu
FTP B4 Request: RETR n7000-52-dk9.6.2.12.bin

36 13. 768170 192.168.1.15 172.16.1.5 FTP Response: 150 Opening data channel il

transfer.
37 13.768551 192.168.1.15% 72160105 TP £4 20+61855 [ACK] Seq=2835235613 Ack=266238505 Win=131100 Len=0
38 13.769787 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
39 13.769802 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Frame 31: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)
@ Ethernet IT, Src: Vmware_ad:24:77 (00:50:56:ad:24:77), Dst: Cisco_c9:92:89 (00:19:08:c9:92:89)
@ Internet Protocol Versien 4, Src: 172.16.1.5 (172.16.1.5), Dst: 192.168.1.15 (192.168.1.15)
@ Transmission Control Protocal, Src Port: 61854 (81854), Dst Port: 21 (21), Seq: 1052038344, Ack: 1737976803, Len: 25
= File Transfer Protocel (FTP)
= PORT 172,16,1, 5,241,159 r\n

Bequest command: PORT

Reguest arg: 172,16,1,5,241,159

Active IP address: 172.16.1.5 (172.16.1.5)

Active port: 61655
0010 00 41 4F 22 40 00
0020 0L Of f1 9e 00 15
0030 7F c5 4e 16 OO0 0O
0040 36 2c 31 2c¢ 35 2¢

006 3c cB ac 10 01 05 <0 ad .AO"@... S
e bd 24 cB 67 97 &b 23 50 18 9.k
g‘;; 52 54 20 31 37 32 2c 31 ..N‘..FO RT 172 1

8
:
3 31 2c 31 35 39 0d 0a 6,1.5,24 1,159..

RS ED |, WEFTR.

Destimation

61854-21 [ACK] Seqs=lB50474368 Ack=213433642 Win=131100 Len=0
Response: 220-File2illa Server wversion 0.9.33 beta

FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
20 12.104273 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
21 12.104334 TCP 54 61854+21 [ACK] Seq=1859474368 =213433729 win=131012 Len=0
22 12.108591 FTP €6 Request: USER cisce
23 12,.109323 FTP 87 Response: 331 Password required for cisco
24 12.112604 FTP 69 Request: PASS ciscol2d
25 12.113489 FTP 69 Response: 230 Logged on
26 12.115518 FTP 61 Request: CWD /
FTP 101 Response: 250 <wD successful. "/ is current directory.

[ACI(] SeqelB59474402 Ack=213433885 Win=130856 Len=0

FTP 150 Opening data channel for File sfe
192.168.1.5 TP 54 [ACK] 5eq=1406112685 Ack=7FE5612050 Win=131100 Len=0
. 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
. FG9680 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Frame 31: B0 bytes on wire (840 bits), BO bytes captured (G40 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Vmware_ad:24:76 (00:50:56:ad:24:76)
@ Internet Protocol Version 4, Src: 182.168.1.5 (182.168.1.5), Dst: 1%2.168.1.15 (152.168.1.15)
@ Transmission Contrel Protocel, Src Port: 61854 (61854}, Ost Port: 21 (21), Seq: 1850474410, Ack: 213433904, Len: 26
= File Transfer Protocel (FTP)
2 PORT 192,168,1,5,241,15%\r\n
Request command: PORT
Request arg: 192,168,1,5,241,159
Active IP address: 192.168.1.5 (192.168.1.5)
Active port: 61E55

o010 Q0 42 4F 22 40 00 B0 06 28 2F c0 a8 01 05 cO aB (i R .
0020 Q1 Of fL 9e 00 15 6¢ d3 53 ea Oc bB be 30 501 ...... n, 5....0P,
0030 7f c5 a7 7d 00 00 SO 4f 52 54 20 31 39 32 2c ...}..PO RT 192,1
0040 36 38 2c 3L Zc 33 2c 32 34 31 2¢ 31 35 39 0d I:la 68,1,5,2 41,159..

wmAOEEAKRERNELETITE (XA ) . MTH4NTARIPHI 2N TARKA. WMEFT
IP#41k 9 192.168.1.581241*256 + 159 = 61855,

BIREL TR , BRAFTPRAN , WOGTHESLER. Inside Interface Capture & /RIPHISEFRE , T
Clienty R 88 KX O A BIFEEEERIZ PR , Outside Interface Capture & /RBR &} bt

ZE 2 BENRIESXHFTPEF IR
ASAPEB R 45 5 (9 2 2 sk F /A 5B 48 R 9 BR S5 28 6
) 4% B
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I Step1: Control
FTP Server in Outside I Connection

Network 1

]

Outside Hetwork |

192.168.1.0/24 5 ) e 6 A
Inside Network 172.16.1.5
172.16.1.0/24 Mapped IP - 192.168.1.5
b e B et O ~
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Step2: Data ' WD 12 q
Connection I T
I
1
FTP Client in Inside
Network
Passive Mode
HE
<#root>

Client in Inside Network running Passive Mde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Outside
192
.168. 1. 15: 60142 inside 172.16.1.5:61839

, idle 0:00:00, bytes 184844288, flags UI

<--- Dynam ¢ Connection Opened.

TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61838

, idle 0:00:00, bytes 451, flags UIO

XE | AEEFimAESREOM61838M R D21 EE. HTEREIFTP , BEFHAERME
B, Qiit, EFEFRAEPASVERTE , RSF2OEHTAE , HARFhaEEIZEEFN
HATHIEEE,

BIRNEED , MEFR.



He. Time Source Destination Protocal Length Info

£1838-21 [ACK] 5eq=1456310601 Ack=700898683 Win=131100 Len=0

35.657717

51 35.659701 Response: 220-File2illa Server version 0.9.33 beta

52 35.659852 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

53 35.660036 5183821 [ACK] Seqeld456310601 Ack=70085E770 Win=131012 Lena(
54 35.660677 Response: 220 Please visit http://sourceforge.net/projects/Filezilla/
55 35.661837 Request: USER cisco

56 35. 664904 Response: 331 Password required for cisco

57 35.665621 Request: PASS ciscol23

58 35.666521 Response: 230 Logged on

59 35.568825 Request: Cwh [/

B0 35. 669496 Response: 250 CwD successful. "/" iz current directory.

61 35.670351 Request: PwD

62 35.871022 Response: 257 '"/" is current directory.

63 35.873908 £1838-21 [ACK] Seq=1455310640 Ack=7O0BIBI57 Win=130824 Len=0
B4 37,549675 Request: TYPE I

65 37.550789 Response: 200 Type set to I

S5139% RegUesT: PASV

71 37.559791 172.16.1.5 192.168.1.15  TCP 54 61839-60142 [ACK] Seq=597547300 Ack=2027855231 Win=262140 Len=0

72 37.560524 192.168.1.15% 172.16.1. 5 FTP 79 Response: 150 Connection accepted
73 37.578223 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
74 37.578238 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bvites

@ Internet Protoco] Versien 4, Srec: 192.168.1.15 (192 168.1.15), Dst: 172.16.1.5 (172.16.1.5)
@ Transmission Control Protocu-'l Src Port: 21 (21), Dst Port: 61838 (51838), Seq: 70089B976E, Ack: 1456310654, Len: 50
= File Transfer Protogel (FTP)
= 227 Entering Passive Mode (192,168,1,15,234,238)\r\n
Besponse code: Entering Passiwve Mode (2270
Response arg: Entering Passiwve Mode (192,168,1,15,234,238)
Passive I address: 192.168.1.15 (192.166.1.15)
Passive port: 60142
0030 01 ff d0 fb 00 00 32 32 37 20 45 6e ?4 65 7 69 ...... 2 7 Enten
0040 Ge 67 20 50 61 73 73 69 76 65 20 4d 65 20 E% Passi we Made

0050 28 31 39 32 2¢ 31 36 38 2¢ 31 2c 3 35 2: 32 13 92 168 ,1,15,23
0060 34 2c 32 33 38 29 0d Da

IR EDO |, MEFTR.

o Time Seurce Destiration Prototal  Lerg

Infa

15 TCP 54

50 35.657580 192.168.1. £1838+21 [ACK] Seq=2543103556 Ack=599740451 Win=131100 Len=0

nk . 1
51 35.659533 192.166.1.15 192.168.1.5 FTP 96 Response: 220-Filezilla Server wersion 0.9.33 beta
52 35.659686 192.168.1.15 192.168.1.5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@ome.del)
53 35.6598B4 192.168.1.5 192.168.1.15 TCP 54 61838421 [ACK] Seq=2543303556 Ack=599740533 Win=131012 Len=0
54 35.660510 192.168.1.15 192.168.1.5 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
55 35. 661700 192.168.1.5 192.168.1.15 FTP 66 Request: USER cisco
56 35. 664736 192.166.1.15 192.168.1.5 FTP 87 Response: 331 Password required for cisco
57 35.665484 192.168.1.5 192.168.1.15 FTP 69 Request: PASS ciscolld
58 35.666389 192.168.1.15 192.168.1.5 FTP 69 Response: 230 Logged on
59 35.668673 192.168.1.5 192.168.1.15 FTP 6l Request: CwD [
60 35.669344 192.168.1.15 192.168.1.5 FTP 101 Response: 250 WD successful. /" iz current directory.
61 35.670199 192.168.1.5 192.168.1.15 FTP 59 Request: PWD
62 35. 670870 192.166.1.15 192.168.1.5 FTP 85 Response: 257 "/" is current directory.
63 35.873786 192.168.1.5 192.168.1.15 TCP 54 B1838+21 [ACK] S5eq=2543303595 Ack=593740725 Win=130824 Len=0
64 37. 549569 192.168.1.5 192.168.1.15 FTP 62 PRequest: TYPE I
65 37.550622 192.168.1.15 192.168.1.5 FTP 73 Response: 200 Type set to I
155 192.168.1.15 TP 60 Request: PASY

37.551262 152.168.1.
¥,

&l
=

S15 KP 6183960142 [ACK] Seq=737544149 nckZSlSDT:IOS Win=262140 Len=0

71 37.559654 192.168.

T 192.168.1.1!
72 37.560356 192.168.1.15 192.168.1.5 79 Response: 150 Connection accepted
73 37.578071 192.168.1.15 192.168.1.5 FTP DATA 1434 FTP Data: 13850 bytes
74 37.573086 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

& Internet Protocol Version 4, Src: 192.168.1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
@ Transmission Control Protoco] Src Port: 21 (21), Dst Port: 61838 (61638), Seq: 599740744, Ack: 254330360%, Len: 50
= File Transfer Protocel (FTP)
= 227 Entering Passive Mode (192,168,1,15,234,238)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Mode (192,168,1,15,234,238)
Passive IP address: 192.168.1.1% (192.168.1.15)
Passive port: 60142

0030 01 ff dc bd Q0 00 32 32 37 20 45 6e 74 65 72 60  ...... 27 Enter‘:
0040 Ge 67 20 50 61 73 73 69 76 65 20 4d 6f 64 65 20 % Fassi we

0050 28 31 39 32 2c 31 36 38 2c 31 2¢ 31 35 2c 32 13 ( 9 168 1 15 23
Q050 34 2¢ 32 33 38 29 Od Oa

im0 I E T ZREFETE,

meirmd , RBATFTPERN , WASAREE#RARIPE, I , EXSANBREETFISIE
A&,

LTREZFMEEE , MR FTPRINCEZH

E

<tfroot>

ciscoasa(config)# sh conn
2 1in use, 3 most used



TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61878

, idle 0:00:09, bytes 433, flags UIO
TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61875

, idle 0:00:29, bytes 259, flags UIO

MEZKBFTPRN , ERERA XX —RKiEportin® , BRZENE , RAABERHPORTTH
Etﬁ\lpﬁﬁ;ﬁ%NAT_/'\o $§{%¢MEJ'L7J'_\T|E|$¥E"J1§E\O

EHRELAWERT , AIEMAno fixup protocol ftp 21T B EAFTPRE,

MEZRBFTPRN , HEF KM Finsidedrt , ABEPASVaSEER , BA&Bportin Bk E
Inside , EEMAZGT , FERMNEZEZMMInside KEH o

&3 AEMEAERENFTPES ik
ASAS\ BB £ F Y & P i A DMZ M) 45 7 B9 BR 55 25
) 45 [
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1 Step1: Control
[l , Connection
il : 1
R e e Outside Network i
Active Mode 192.168.1.0/24 VP g P PR ) O Y >
DM?Z Hetwork 172.16.1.5
172.16.1.0024 Mapped IP - 192.168.1.5
e = — - ——— - -
1
Step2 : Data ' gD 12 q
Connection 1 ]
i
I =
___________________ FTP Server in ppzZ
Hetwork
(iR
<#root>

ASA(config)#



show runni ng-config

ASA Version 9.1(5)
1
hostname ASA
domain-name corp .com
enabTle password WwXYvtKrnjXqGbul encrypted
names
1
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
|
interface GigabitEthernet0/1
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
|
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface Management0/0
management-only
shutdown
no nameif
no security-level
no ip address

I--- Qutput is suppressed.

l--- Permit inbound FTP control traffic.

access-1ist 100 extended pernit tcp any host 192.168.1.5 eq ftp

I-—-- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

I-—- Object NAT is created to map FTP server with IP of Outside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5



access-group 100 in interface outside

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqlnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
|

I--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.

service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

I ur

HEE:

<ffroot>

Client in Qutside Network running in Active Mdde FTP:



ciscoasa(config)# sh conn
3 in use, 3 most used

TCP outside 192.168.1.15:55836 DWZ 172.16.1.5: 21,

idle 0:00:00, bytes 470, flags UIOB

TCP outside 192.168.1.15:55837 DWW 172.16.1.5: 20,
idle 0:00:00, bytes 225595694, flags UI

<--- Dynanic Port channel

FIRDMZ#ED ( WEAR ) -

e Time Tource Destinetion Frotocol Length Infa

$5836-21 [ACK] Seq=1317358683 Ack=3073360303 Win=131100 Len=0

037214

18 12.038257 172.16.1.5 FTE 96 Response: 220-FileZilla Server version 0.9.33 beta
19 12.038434 172.16.1.5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
2012.038511 172.16.1.5 FTP 115 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
21 12.038770 192.168.1.15 TCP 54 55836-21 [ACK] Seqmiil7358683 Ack=3073360390 winsl13101Z Lens0
22 12.039228 192.168.1.15 ETP 66 Requect: USER cisco
23 12.040677 172.16.1.5 FTP 87 Response: 331 Password required for cisco
24 12.044767 192.168.1.15 FTP 69 Request: PASS cizcol2l
25 12. 045575 172.16.1.5 FTP E% Response: 230 Logged on
26 12.049313 192.168.1.15 FTP Bl Request: CwWD /
27 12,049939 172.16.1.5 FTe 101 Respense: 250 WD successful, "/" is current directory.
28 12.053036 192.168.1.15 FTP 59 Request: PwD
29 12.053677 172.16.1.5 FTP 85 Respense: 257 "/ is current directo
30 12. 274888 192.168.1.15 TCP 54 55836+21 [ACK] Seq=3317358722 MkaBOﬂBGOS?? win=130824 Len=0
31 13.799702 192.168.1.15 FTP 62 Request: TYPE I
.BO0526 FTP Respmse

ZOOW 5€t to I
F R,1.15

']
Response 200 Port command success

802540

i I FTP
35 13.803959 192.168.1.15 172.16.1.5 FTP -7 P.eqpest S'FDR n?OlJD-sz-:I(Q B.2.12. bin
? T 54 ?.. 5 5 FTP 99 Respanse 150 opening data channe1For f'i'letransﬂer
39 13.806049 172.16.1.5 192.168.1.15  TCP 54 20455827 [ACK] Seq-1812810162 Ack-177574186 Win=131100 Lan=0
40 13.820321 192.168.1.15  172.16.1.5 FTP-DATA1434 FTP Data: 1380 bytss
41 13.820321 192.168.1.15  172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Srci 192.168.1.15 (192.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
@ Transmission Control Protocol, Src Port: 55836 (55836), Dst Port: 21 (21), Seq: 3317358730, Ack: 3073360596, Len: 26
= File Transfer Protocol (FTP)
= PORT 192,168,1,15,21B,29\r\n
Request command: PORT
Peguest arg: 192,168,1,15,21B,29
Active IP address: 192.168.1.15 (192.168.1.1%)
Active port: 55837
0010 00 42 7a 10 40 00 80 06 11 d% c0 a8 01 Df ac 10 BZ s s
0020 01 05 da lc 00 15 c5 ba Ba b7 2F €2 d4 SO 1B ...iveesien fo.R
0030 7 bd 31 Od 00 00 50 4f 52 54 200 31 39 32 2c ]1 ..1...PO RT 182,1
0040 36 38 2c 31 2c 31 35 2c 32 31 38 Zc 32 39 0d Oa  6E,1,15%, 216,29..

RS ED |, WEFTR.



L (49803 2 s 55836-21 [ACK] Seq=24660%6899 Ack=y26281312 Win=131100 Len=0
24 12.050316 o o Bl FTP 96 Response: 220-FileZilla Server wersion 0.9,33 beta
25 12, 051054 ik L 1S FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
26 12.051115 SR i o B FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
27 12.051359 5 b Fr TCP 54 55836+21 [AcK] Seq=2466096899 Ack=726281399 win=131012 Len=0
28 12. 051817 Zio o bt FTP 66 Request: USER cisco
29 12.053281 L SLLS: FTP 87 Response: 331 Password required for cisco
30 12, 057355 iy 1.5 FTP 69 Request: PASS ciscol2d
31 12.05819%4 EIE =TS1S. FTP 69 Response: 230 Logged on
32 12.061902 3% i Eot ETP 61 Request: CwD /
33 12. 062558 Sl SL=1S FTP 101 Response: 250 WD successful. "/" is current directory.
34 12. 065640 2T o FTP 59 Request: PWD
35 12. 066281 o I 5 i FTP 35 Response: 257 /" is current directory.
36 12. 287476 s 5 e TCP 54 55836-21 [ACK] Seq=24660%5938 Ack=726281586 Win=130824 Len=0
37 13.812275 1 e LS FTR 62 PRequest: TYPE I

‘813145 i 1 Resnonse 200 Type set to I

3.8 1. 15 RT 192,168,1,15,218,2

.B15159 T3 el Response: 200 Port command s u
41 13, 816548 s lhS FTP 84 Request: STOR n7000-52-dk9.6.2.12.bin

43 13818058 192.168.1.5 92.168.1.15 93 Response: 150 Opening data channel for file transfer.

45 13.618653 192.168.1.5 192.168.1.15 TP 54 20455837 [ACK] Seq=3719615816 Ack=2377334291 Win=131100 Len=0
46 13832910 192.168.1.15  192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

47 13.B32925 192.168.1.15 192.168.1.5 FTP=DAT# 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Src: 152.168.1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
@ Transmission Control Protocol, Src Port: 55836 (5SE36), Dst Port: 21 (21), Seq: 2466096346, Ack: 726281605, Len: 26
= File Transfer Protoce]l (FTP)
= PORT 192,168,1,15,218,2%\r\n
Request command: PORT
Request arg: 192,163,1,15,218,29
Active IP address: 192.168.1.15 (192.168.1.1%)
Active port: $5837
0010 00 42 Fa 10 40 00 B0 06 fd 40 c0 ag

01 o ak Bzoadao, @l
01 05 da 1c 00 15 92 fd a7 32 2b 4a %gg
23

=]
5808 i L, 241-.P.
22c 3 ... PO RT 192,1
90

0020
0030 7f bd a? bf 00 00 SO 4f 52 54 20 31 c il
d Oa 68.1,15, 218,29..

0040 36 38 2c 3L 2c 31 35 2o 32 31 38 2c

LA, BABETESERE S %192.168.1.15 , HEHO21 L 4R EIDMZP RS SEHERE., RE
, BRI ERSE A Eportdd (WA AN |nﬂﬁ)u$§ﬂﬁﬁmmx“u RS, REEEF
TR O 2009 B E 12,

78 ABTHIERNNFTPEF iR

ASASNEE R 45 R ) 2 P i FIDMZ M 48 R (9 BR 528

) 4%

192.168.1.15 ] e ] I R
1
/ 1
A i Step1: Control
: Connection
L i 1 ]
FTP Client in Outside Outside Network %
S 102.168.1.0/24
Passive Mode i i L Ui i
DMZ Network 172.16.1.5
e i e L o o 172.16.1.0:24 Mapped IP - 192.168.1.5
1
1 2
! 12
|
Step? : Data I
Connection ;
. FTP Server in DMZ

- P

Hetwork

T

<#root>

Client in Qutside Network running in Passive Mde FTP:



ciscoasa(config)# sh conn
3 in use, 3 most used

TCP
Cut si de 192.168.1.15:60071 DWZ 172.16.1.5:61781
, idle 0:00:00, bytes 184718032, flags UOB

Open

<--- Dynami c channe

TCP

CQut si de 192.168.1.15: 60070 DVZ 172.16.1.5:21

, idle 0:00:00, bytes 413,
flags UIOB

BHRDMZEED ( MEFTR )

Ho. Source Destination

. 517527 192.168.1.15 54 6007021

172.16.1.
1B 23.521479 172.16.1.5 192.168.1.15 FTP 95 Response:
1% 23, 521708 172.16.1.5 192.168.1.15 FTP 99 Response:
20 23.521967 172.16.1.5 1972.168.1.15 FTP 115 Response:
21 23.522196 192.168.1.15 172.16.1.5 TCP 54 60070+21
22 23.523737 192.168.1.15 172.16.1.5 FTP 65 Request:
23.23.5245486 172.16.1.5 192.168.1.15 FTe B7 Response:
24 23.526468 192.168.1.15 172.16.1.5 FTP B9 Request:
25 23.528284 172.16.1.5 192.168.1.15 FTe 69 Response:
26 23.531885 192.168.1.15 172.16.1.5 FTP 61 Request:
27 23.532602 172.16.1. 192.168.1.15 FTP 101 Response:
28 23.536661 192.166.1.15 172.16.1. FTP 62 Request:
29 23.537378 172.16.1 192.168.1.15 FTP 73 Response:
- 53B842 1592.16B8.1.15 172.16.1.5 FTP Reques

35 23. .16.1.5

6007161781 [ACK] 521?41881932 M:It:ttlSdeSl? wWin

[ACK] Seqe3728695689 Ack=397133844 win=131100 Len=(]

220-Filezilla Server version 0.9.33 beta

220-written by Tim Kosse (Tim.Kosse@gme.de)

220 Please visit http://sourceforge.net/projects/filezillas
[AcK] Seq=3728695689 Ack=397133931 win=131012 Len=0

USER cisco

331 Password required for cisce

PASS ciscol?3

230 Logged on
WD/

250 owD successful.
TYPENT

200 Type set to I
PASY

"/" is current directory.

=262140 Len=0

544518 192.188.1.15 172 TCR
36 23. 546029 172.16.1.5 192.168.1.15 FTP 79 Response: 150 Connection accepted
37 23.549172 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
38 23. 549187 172.16.1.5 192.168.1.1% FTP-DATA 1434 FTP Data: 1380 bytes
39 23.549569 192.168.1.15 172.16.1.5 TCP 54 6S0071+51781 [ACK] Seq=4174881932 Ack=4136547577 Win=262140 Len=0
40 23.549813 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
41 23.549828 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

% Internet Protocol Version 4, Src: 172.16.1.5 (172.
@ Transmission Control Protocol, Src Port: 21 (21),
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode (172,16,1,5,241,85)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Wede (172,16,1,5,241,85)
Passiwve IP address: 172.16.1.5 (172.16.1.5)
Passive port: 61781

Q030 OL FF di 3F 00 00 32 32 37 20 45 6e 74 65 72 69 ...7.. 22 7 Enteri
0040 fe 67 20 50 61 73 73 89 ?6 65 20 4d 6F 64 65 20 ng Passi wve Mode
0050 2% 31 37 32 2c 31 36 2c 7,16, 1,5,241,

31 2c 35 2¢ 32 34 31 2¢ é7
0060 3§ 35 29 Od Oa 5)

e

IR ED |, WER.

16.1.5), Dst: 192.168.1.15 (192.168.1.15)
Dst Port: 60070 (60070), Seq: 397134106, Ack:

3728695737, Len: 47



Destanation Protocol

48

T P 070+21 [ACK] Seq=2627142458 Ac

L 5 FTP 96 Response: 220-FileZilla Server wversion 0.9.33 beta

b 5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

Sl 5 FTP 115 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
.1.15 TCP 54 007021 [ACK] SeqeZ627142456 Ack=14936461895 win=131012 Len=(
b FTP 66 Request: USER cisco

1. FTP 87 Response: 331 Password regquired for cisco

Sl FTP B9 Request: PASS ciscol23

Sk FTP £9 Response: 230 Logged on

e FTP 61 Request: CWD /

2Bk FTP 101 Response: 250 CwD successful. "/" is current directory.

el FTP 62 Request: TYPE I

ks FTP ¢ 200 Type set to I

1. FTP

0105 FTP

s FTP

6007161781 [ACK] Seqe3735016103 Ack=10473I60619 Win=262140 Len=0

. 556740 1.1 2 4
50 23.558281 192.168.1.5 192.168.1.15 FTP 79 Response: 150 Connection accepted
51 23,561409 192.168.1.5 192.168.1.15 FTF-DATA 1434 FTP Data: 1380 bytes
52 23.561424 152.168.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
53 23. 561806 192.168.1.15% 192.168.1.5 TCP 54 BOOT1+61781 [ACK] Seq=3795016103 Ack=1047363379 Win=262140 Len=0
54 23,562065 192.168.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
55 23.562081 152.188.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

% Frame 45: 102 bytes on wire (816 bits), 102 bytes captured (616 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Ost: vmware_ad:24:76 (00:50:56:ad:24:76)
& Internet Protocol version 4, Src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.15 (192.168.1.1%)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 60070 (60070}, Seq: 1495462070, Ack: 2627142506, Len: 48
= File Transfer Protocol (FTR)
5 227 Entering Passive Mode (192,168,1,5,241,85M\r\n
Response code: Entering Passiwve Mode (227)
Response arg: Entering Passive Mode (192,168,1,5,241,8%5)
0030 01 fF 2 £5 00 0D 32 32 37 20 45 6e 74 65 72 69  ...... 22 7 Enterd
0040 €e 67 20 50 B1 73 73 69 76 65 20 4d 5F B4 65 20 ng Passi wve Mode
0050 28 31 39 32 2c 31 36 38 2c 31 2¢ 35 2c 312 4 31 (gQE.lSB \1,5,241
0060 2¢ 38 3% 29 Od Oa 85)..

BEELAN FTP NARFRE

MANBERT , BEPEE-—IMSHAENMANARFRERELEBNAEED LN RENRARE
RURES (2 RRE ) . MANARFRERESEISMIUAIRINR AW RE,

RENA—ITE2RXRE. Bt , MRBIXLF/RE (0, XNEERERONARE , ENINR
IWBERTARBANKRE ) , WFERERIAKE , REZARAREH AN RE, BXMAR
NROMFIR | FSRRAE R,

—

12 {Tpolicy-map global_policy# o

<#root>
ASA(config)#

policy-map gl obal _policy

2. ia{Tclass inspection_defaultdi v o
<#root>

ASA(config-pmap)#

cl ass inspection_default

3. iz {Tinspect FTP&# %,


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

<#root>
ASA(config-pmap-c)#

i nspect FTP

4. AT BLER A inspect FTP strict i 6. tban @I PELE Web FI B8R FTP R K EH;A
AT, BEETZRPFAENZ MK,

FEEOLBA strict &WUE , FTP REThEEFBHHITUTITN ¢
- BAMEHEINFTPH T , T2 RETEATEATDS
c RERBLEFREBRAXBTHIERE

- RE227THMPORTH TUHAREN AL HAEHERFHEHR

A 25 FERSCBEM TSR AES HAFTP RFCHFTPE S i Il S, 38
strict IETMMIFME R , FSFEEH strict £,

FEIEAFHE TCP B0 LEWE FTP X E

R LMERXLER BT , NFIRAE TCP ImAEE FTP UK E (FRHRASEHR XXXX )

<{froot>

access-1list ftp-list extended permit tcp any any eq XXXX
!
class-map ftp-class

match access-Tlist ftp-Tist
|

policy-map global_policy
class ftp-class

i nspect ftp

ATl

EWR[REE S RIIMIT , iH21Tshow service-policy® w5, tbFh , BidiZTshow service-policy
inspect ftpan HfF 5 H R B AFTPRE,

<#root>

ASA#


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html

show service-policy inspect ftp
Global PoTlicy:
Service-policy: global_policy
Class-map: inspection_default

Inspect: ftp, packet 0, drop 0, reste-drop O
ASA#

TFTP

BINMERT TFTP REYREEE Ao

ZERERE TFTP REH DA BEZNER (WRFE ) | LEAFE TFTP BEFRFHERS
B EERX M, BEAME , RESIZESRE TFTP 3 %?Gmm EiER (WRQ) F4EiRE X0
(ERROR),

ERBIEHH RRQ % WRQ Re7 BaISHEBEEN PAT R (WRFE ), ME , TFTP £H
L BYE B 1T X s AR IR B A

HETFTP REEF @I HBEELARRE , HE TFTP BEF KERESB/2EHEZ REFE—D
Tx%%ﬁ%hﬁoW%%k&%?&ﬁﬂé%%ﬁ%%ﬁo

R Afstatic PATEEGTFTPHRE , MAHAEATFTPRE,

EEXHN TFTP NARFRE

MANBERT  BBEPEE - IEMENRMANAEREFRERETCE BNMEZEO LN RENARE
HURES (£ RXREE ) . MANARFRERESEISMIUAIRMINRE A RE,

RENA—/IN2REXE, At , UREXTLHERE (S, MERERONARE , REPMER
INBERTARBANKE ) , IEERERIAKE , IEZARIARBHNAROERE., BXFER
AR ARSI %%@ﬁwﬁﬁiﬁ

1. & {Tpolicy-map global_policy# -

<#root>
ASA(config)#

policy-map gl obal _policy

2. ia{Tclass inspection_defaultip %o

<#root>

ASA(config-pmap)#


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

cl ass inspection_default

3. i&1Tinspect TFTPH 5

<#root>
ASA(config-pmap-c)#

i nspect TFTP

P 4%
192.168.1.15
M, = - \
1
: TFTP Connection
Client in Qutside Outside Network 1
Metwork 192.168.1.0024 1
1
1 DMZ Hetwork 172.16.1.5
1 172.16.1.0024 Mapped IP - 192.168.1.5
____________ = ;

TFTP Server in DMZ
Hetwork

et RENLMEHEBNE S ik, TFTPARSS SR TDMZMEH, ARSS2RRGT B v TS &0+ R
MIIP 192.168.1.5,

i & R~ -

<#root>
ASA(config)#

show runni ng-config

ASA Version 9.1(5)

!

hostname ASA

domain-name corp. com

enable password WwXYvtKrnjXqGbul encrypted



names

|

interface GigabitEthernet0/0
nameif Outside

security-level 0

ip address 192.168.1.2 255.255.255.0
|

interface GigabitEthernet0/1
nameif DMZ

security-level 50

ip address 172.16.1.12 255.255.255.0
|

interface GigabitEthernet0/2
shutdown

no nameif

security-level 100

ip address 10.1.1.1 255.255.255.0
|
interface GigabitEthernet0/3
shutdown

no nameif

no security-Tlevel

no ip address

|
interface Management0/0
management-only

shutdown

no nameif

no security-Tlevel

no ip address

I--- Qutput is suppressed.

l-—— Permit inbound TFTP traffic.

access-list 100 extended pernit udp any host 192.168.1.5 eq tftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

!--- Object NAT to map TFTP server to IP in QOutside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside

class-map inspection_default

match default-inspection-traffic



!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global_policy
class 1inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip
inspect xdmcp
!

l--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.

service-policy global_policy global

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

I E

ERREESRIINIT , Hi21Tshow service-policyin . Ltk , BT = TTshow service-policy
inspect titpas S5 H R FH N TFTPR &,

<#root>
ASA#
show service-policy inspect tftp

Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: tftp, packet 0, drop 0, reste-drop O
ASA#

HUEHEER



RO RE T THTHEERITHEHRROER.

packet tracer

PRIER P £% FR Y 25 7 Ui

<#froot>

FTP client Inside - Packet Tracer for Control Connection : Sane Flow for Active and Passive

# packet-tracer input inside tcp 172.16.1.5 12345 192.168.1.15 21 det

Phase: 5
Type: INSPECT

Subt ype: inspect-ftp

Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect ftp
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x76d9a120, priority=70, domain=inspect-ftp, deny=false
hits=2, user_data=0x76d99a30, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 6
Type: NAT
Subtype:
Result: ALLOW
Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
translate 172.16.1.5/21 to 192.168.1.5/21



Phase: 7
Type: NAT

Subt ype: rpf-check

Resul t:

ALLOW

Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:
Forward Flow based Tookup yields rule:

out 1d=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=15, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0

dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0

input_ifc=inside, output_ifc=outside
----Omitted----

Result:
input-interface:

i nsi de
input-status: up

input-line-status: up
output-interface:

Qut si de

output-status: up
output-Tine-status: up
Action: allow

SAEBRY 45 R Y B P U

<tfroot>

FTP client Qutside - Packet Tracer for Contro

Connection :

Sane Flow for Active and Passive



# packet-tracer input outside tcp 192.168.1.15 12345 192.168.1.5 21 det

Phase: 1

Type: UN-NAT
Subtype: static
Result: ALLOW

Confi g:

obj ect network obj-172.16.1.5

nat (DMZ, outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
Untranslate 192.168.1.5/21 to 172.16.1.5/21

Phase: 4
Type: INSPECT
Subtype:

i nspect-ftp

Result: ALLOW

Config:

class-map inspection_default

match default-inspection-traffic

policy-map global_policy
class inspection_default
inspect ftp

service-policy global_policy global

Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x76d84700, priority=70, domain=inspect-ftp, deny=false
hits=17, user_data=0x76d84550, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 5
Type: NAT

Subt ype: rpf-check

Result: ALLOW

Confi g:

obj ect network obj-172.16.1.5



nat (DMZ, outside) static 192.168.1.5

Additional Information:
Forward Flow based lookup yields rule:
out id=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=17, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0
input_ifc=outside, output_ifc=DMZ

----Omitted-----

Result:
input-interface:

Qut si de

input-status: up
input-Tine-status: up
output-interface:

DvZ

output-status: up
output-Tine-status: up
Action: allow

WHEFESRERF|/PAAN , REFXEEBHNATIEEGNFTPR KR, EMNELBETHAENED

o

EWERERREE , Sl BRASAAOMNEOED , AEEASARARIPHHEERER TELE
EOHREREAFEASALFERAAKO.



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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