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Introduction

Este documento descreve as diretrizes de configuragao e implantagado, bem como dicas de
solugao de problemas para aqueles que adicionam o HA (Mobility Services Engine) e executam o
Aware Context Services e/ou o AwWIPS (Adaptive Wireless Intrusion Prevention System) a uma
WLAN (WLAN) sem fio unificada da Cisco. O objetivo deste documento € explicar as diretrizes
para o MSE HA e fornecer cenarios de implantacao de HA para o MSE.

Note: Este documento nao fornece detalhes de configuragao para o MSE e componentes

associados que nao pertencem ao MSE HA. Essas informagdes sao fornecidas em outros
documentos e sao fornecidas referéncias. A configuragao wiPS adaptavel também néo é

abordada neste documento.

Informacgdes de Apoio

O MSE ¢ uma plataforma capaz de executar varios servicos relacionados. Esses servigos
fornecem funcionalidade de servigo de alto nivel. Portanto, considerar o HA é essencial para
manter a maior confianga no servigo.

Com o HA habilitado, é feito o backup de cada MSE ativo por outra instancia inativa. O MSE HA



apresenta o monitor de integridade no qual ele configura, gerencia e monitora a configuragéo de
alta disponibilidade. Um heartbeat € mantido entre o MSE principal e o MSE secundario. O
monitor de integridade € responsavel por configurar o banco de dados, a replicagao de arquivos e
o monitoramento do aplicativo. Quando o MSE principal falha e o secundario assume, o endereco
virtual do MSE principal € comutado de forma transparente.

Essa configuracao (consulte a Figura 1.) demonstra uma implantagao tipica de WLAN da Cisco
que inclui o Cisco MSE habilitado para HA.

O suporte HA esta disponivel no MSE-3310, MSE-3350/3355, 3365 e Virtual Appliance no ESXi.

Figura 1. Implantagcdo de MSE em HA
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Diretrizes e limitagbes

As informacgdes aqui sdo sobre a arquitetura do MSE HA:

- O MSE Virtual Appliance oferece suporte somente a HA 1:1
- Um MSE secundario pode suportar até dois MSEs principais. Veja a matriz de
emparelhamento HA (figuras 2 e 3)



- HA suporta conexao de rede e conexao direta

- Somente a redundancia de Camada 2 do MSE é suportada. O IP do monitor de integridade e
o IP virtual devem estar na mesma sub-rede e acessiveis a partir da redundancia da camada
3 do Network Control System (NCS) ndo sao suportados

- O IP do monitor de integridade e o IP virtual devem ser diferentes

- Vocé pode usar failover manual ou automatico
- Vocé pode usar failback manual ou automatico
- O MSE primario e secundario devem estar na mesma versao de software
. Cada MSE principal ativo € copiado para backup por outra instancia inativa. O MSE
secundario torna-se ativo somente depois que o procedimento de failover € iniciado.
- O procedimento de failover pode ser manual ou automatico
- Ha uma instancia de software e banco de dados para cada MSE principal registrado.
Figura 2. Matriz de pares de suporte de HA MSE

Secondary Server Type
Primary Server Typa 3310 3350 3355 VA-Low [WA-Standard] VA-High

5310 ¥ Y Y M N N

3350 N Y Y N N N

3355 N Y Y N N N

Va-Low N N N Y Y Y
WVA-Standard N N N N Y ¥
VA-High N N N N N Y

A linha de base dessa matriz é que a instancia secundaria deve sempre ter especificacdes iguais
ou altas que a primaria, sejam eles dispositivos ou maquinas virtuais.

O MSE-3365 so pode ser emparelhado com outro MSE-3365. Nenhuma outra combinacao &

testada/suportada.

Figura 3. Matriz de emparelhamento MSE HA N:1

Secondary Server

Primary Server

3310 N:1 not supported

3350 Two 3310 servers are supported

3335 Two 3310 servers are supported

3355 Two 3350 servers are supported

3355 One 3310 and one 3350 are supported



Cenario de configuracao de HA para MSE Virtual Appliance
(conexao de rede)

Este exemplo mostra a configuragdo de HA para o MSE Virtual Appliance (VA) (consulte a figura
4). Para esse cenario, essas configuragdes sdo definidas:

- VA MSE principal:

Virtual IP - [10.10.10.11]

Health Monitor interface (Eth0) - [10.10.10.12]

- VA MSE secundaria:

Virtual IP - [Nonel
Health Monitor interface (Eth0) - [10.10.10.13]

Note: Uma licenga de ativagao (L-MSE-7.0-K9) é necessaria para cada VA. Isso é
necessario para a configuragéo de HA do VA.

Figura 4. MSE Virtual Appliance em HA
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Consulte a documentacéo da Cisco sobre o MSE Virtual Appliance para obter mais informagdes.

Aqui estao as etapas gerais:


http://www.cisco.com/c/pt_br/support/docs/wireless/mobility-services-engine/113462-mse-ha-config-dg-00.html#g4
http://www.cisco.com/c/pt_br/support/docs/wireless/mobility-services-engine/113462-mse-ha-config-dg-00.html#g4
http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_virtual_appliance.html#wp1050177

1. Conclua a instalacéo do VA para MSE e verifique se todas as configuragoes de rede séo
atendidas como mostrado na
imagem.

File ‘Wiew ‘Wi

N S B G R o

to complete.
reparing to install
» ng the JRE from the installer archive...
the JRE
g the nstallatiaon resources lrom the installer archive...
iguring the installer for this sys tem' = environment . . .

aunching installer...

reparing SILENT Mode Installatiom...

:izco Mobility Services Engine (created with InstallAnywhere by Macrovision)

ommand .runl): process completed before monitors could start.

2. Parametros de configuracao através do Assistente para configuragao no primeiro login,
como mostrado na
imagem.

se login: root
assword:
ast login: Mon Feb 13 17:31:37 on ttyl

nter whether you wounld like to set up the 1nitial

arameters manually or via the setup wizard.

et Jarameters via setu Wizard (ues- no) lyesl.:

3. Insira as entradas necessarias (nome do host, dominio etc.). Digite SIM na etapa para
configurar a alta
disponibilidade.



Ent s LNadmE=1msE
onf igure hostname? (Yless(S)kips(lU)se default [Yes]:

host name should be a unigue name that can identify
device on the network. The hostname should start with
letter, end with a letter or number, and contain only
etters, numbers, and dashes.

nter a host name [msel: msel

urrent domain=[L)]
onf igure domain name? (Yless/(S)kiprsilU)se default [Yesl: s

urrent role=[Frimary]l
4. Insira essas informacgdes e conforme mostrado nas imagens.Selecione Fungéo - [1 para
Principal].Interface do monitor de integridade - [ethO]**Configuragc")es de rede mapeadas
para o adaptador de rede
1
() MSE' - Virtual Machine Properties

)| Hardware | Options | Resources |
Dewvice Status

r
¥

| Show All Devices Add. .. Remove g |
Hardware Summary v Connect at power on
Bl Memory (edited) 8192 MB ad
@ crus 5 apter Type
[!‘_ ndes card ideo card Current adapter: E1000
&= WMCI device Restrictad
© 5CS!controller 0 51 LogicParallel il
C3 Hard disk 1 Virtual Disk {00:50:56:69:01:d9
£ CD/OVD Drive 1 CO/OVD Drive 1 (v Austomatic  Manual
B8 Network adapter 1 (edite.. vian 10
Bl Network adapter 2 (edite... wvlan 10 Network Connection
Metvaork label:
vian 10
(WM Network
{vian 104
|wlan 2
{vian 20
[vian 12
[vlan 11
(DMzZ




Enter a host name [msel: msel

arrent domain=L1
Conf igure domain nameT (Yies-(SlkipsilUlze default [Yes]:

arrent role=lPrimaryl
sonf igure High Availability? (Yiess(Slkipsillse defawlt [Yesl:

ligh availability role for thiszs HSE (Primary<Secondary)
e lect role [1 for Primary, £ for Secondaryl [11:

lealth monitor interface holds physical 1P address of this MSE server.
This IF address is wsed by Secondary, Primary MSE servers and WCS to communicate
among themse lwes

w2 lect Health Monitor Interface lethHsethl]l Llethd )

5. Selecione interface de conexéo direta [none] como mostrado na

imagem.

lealth monitor interface holds physical [IF address of this HSE server.

hiz IF address iz used by Secondary., Primary MSE servers and WCS to communicate
among themze lwves

select Health Momitor Interface [ethBsethl] [ethB]1:

Direct connect configuration facilitates wuse of a direct cable conwnection betwee
1 the primary and secondary Mok servers.

hiz can help reduce latencies in heartbeat response times, data replication awnd
failure detection times.

I'lease choose a network interface that yon wish to wse for direct conmect. You s
howld appropriately conf igure the respective interfaces.

"nones” implies yon do not wish to use direct conmect configuration

e lect direct connect interface [ethBsethlsnonel] [noneld:

. Insira estas informacgdes e conforme mostrado na imagem:Endereco IP virtual -
[10.10.10.11]Mascara de rede - [255.255.255.0]Iniciar MSE no modo de recuperacao -
[Nao]

we lect direct connect interface [ethdHsethl-wonel [hwonel:

Enter a Virtnal 1P address for First thiz primary MasE server
[Enter Uirtual IP addres=s [1.1.1.11: 1A.18.18.11

nter the network mask for [P address 1H.1IH.1H.11.

Enter network mask [1.1.1.11: 255.255.255.8

Jdwose to start the server In recovery mode .

ou zhould choose yes only if this primary was paired earlier and you have now |
15t the configuration from thizs box.

md, now you want to restore the configuration from Secondary wia HUS

o you wish to start this H3E in HA recovery mode 7@ (yessnol: no

. Insira estas informacgdes e conforme mostrado na imagem:Configurar EthO - [Yes]Insira o

endereco IP Eth0- [10.10.10.12]Mascara de rede - [255.255.255.0]Gateway padrao -
[10.10.10.1]




Current IP address=[1.1.1.181]

airrent ethd netmask=[255.255.255.8]

Aarrent gateway address=01.1.1.11

Conf igure ethB interface parameters? (Yless(S)kips(U)se default [Yesld

Enter an IP address for first ethernet interface of this machine,
enter ethd [P address [1.1.1.1H]1: 1H.1H.1H.1Z

enter the network mask for IP address 1H.1H.1H.12

Enter network mask [255.255.255.8]:

snter an default gateway address for this machine,

ote that the default gateway must be reachable from
first ethernet interface.

enter defanlt gateway address [1.1.1. r 1H.1H. 18 .1

8. A segunda interface Ethernet (Eth1) ndo € usada.Configure eth1 interface - [skip] conforme
mostrado na
imagem.

he zecond ethernet interface iz currently dizsabled for this machine.
conf igure ethl interface parameters? (Yles/s(S)kips(l)se default [Yesl:

9. Continue pelo Assistente para configuracdo, conforme mostrado nas imagens.Ecritico
habilitar o servidor NTP para sincronizar o relégio.O fuso horario preferencial &
UTC.

Jomalin Mame service (DR3) Setup

NE iz currently enabled.

o DNS servers currently def ined

Conf igure DNS related parameters? (Yless(S)kips(Ulse default [Yesl: s

arrent timezone=lAmericas-New _Yorkl
onf igqure timezone? (Yless(Slkips(Ulze defaunlt [Yes]:

Enter the current date and time.

*lease identify a location so that time zone rules can be set correctly.
IFlease select a continent or ocean.

Atfrica

Americas

Antarctica

Arctic Ocean

Asia

Atlantic Ocean

Australia

Europe

Indian Ucean

Pacific Ocean

Uty Il want to wuse Coordinated Universal Time.

Return to previowus setup step ("),

11




etwork Time FProtocol (NHTFPF) Setup.

If you choose to enable WIF, the system time will be
conf igured from NTP servers that you select. 0Otherwise,
you will be prompted to enter the current date and time.

TP is currently disabled.

Conf igure NTP related parameters? (Yles/(S)kips(U)se default [Yes]:

Enter whether or not you would like to set up the
etwork Time (HTF) for this machine.

If you choose to enable MTP, the system time will be
conf igured from NTP servers that you select. Otherwise,
you Wwill be prompted to enter the current date and time.

Enable NTF (yes-/no) [nol: yes
iIEnter NTP server name or address: ntp.network.local

Isso resume a configuragao principal do MSE VA:

Role=1, Health Monitor Interface=eth0, Direct connect interface=none
Virtual IP Address=10.10.10.11, Virtual IP Netmask=255.255.255.0
EthO IP address=10.10.10.12, EthO network mask=255.0.0.0

Default Gateway=10.10.10.1

10. Digite yes para confirmar se todas as informagdes de configuragéo estao corretas, como
mostrado na
imagem.

Please verify the following setup information.
BEGIN

Host name=msel
Hole=1, Health Monitor Interface=ethd, Direct conmnect in ‘face=none
Jirtual IF Address=18.18.18.11, Uirtual IF ; 4

Eth# IF address=18.168.18.12. Eth8 network mask=255.

Default gateway=18.18.18.1

Time zone=UTC

Enable HTP=yes, HTF serverz=18.18.1H.18

fou may enter "yes" to proceed with configuration, "no™ to make

nore EHHHUEH. or "t go back to the previous step.

Conf iguration Changed
Iz the abowve information correct (yes, no, oF

11. Uma reinicializagao € recomendada apos a configuragao, como mostrado na

(rootPFmsel " I#f reboot

topping MSE Platform

imagem.
12. ApGs uma reinicializagao, inicie os servicos MSE com os comandos /etc/init.d/msed start ou

service msed start, como mostrado na
imagem.



[rootPmzel " I8 getserverinfo

egalth Monitor i L running
[root@msel ~ 18 -~ simit.dsmsed start
starting MSE Platform

ip_tahles: (C) Z888-2886 Hetfilter Core Team

fetfilter m Es HETLINKE w8 .38.

1p_conntrac r .4 1819 buckets, bH65536 max) 84 bytes
starting Health Monitor, Waiting to check the tus .

per conmtrack

starting Health Monitor, Waiti n check the status,
lealth Monitor su

starting Admin pr

started Admin proce

starting database

Database starte It . 3tarting framework and services
Framework and services successfully started

|| ||f“ = -

13. Depois que todos os servigos tiverem iniciado, confirme se os servicos MSE estao

funcionando corretamente com o comando getserverinfo.O status da operagéo deve ser
Ativo conforme mostrado na

Llients: &
itsiWireless Clients, Rogue APs, Rogue Clients, Interferers,
Limit: 188
:: H
s Hot Tracked due to the limiting: ©
Mot Tra =dd due to the limiting: B
: fifs Mot Tracked due to the limiting: B8
fogue Clients Mot Tracked due to the limiting: 8
nterferers Not Tracked due to the limiting: H
ired Client 1 ed due to the limiting: H
lotal Element ire g Clients, Rogue APs, Rogue Clients, Interferers, Wired

Wired C

ients) Hot Tracked due to the limiting: B8

;ontext Aware Sub Service:

iubservice Hame: Aeros . Tag Engine
idmin status: Disabled
IJperation Status: Down

ubservice NHame: Cisco Tag Engine
idmin status: Enabled

Jperation status: Up

rootBmsel 18

Configurando o MSE secundario
Estas etapas fazem parte da configuragao do MSE VA secundario:

1. ApGs a nova instalagao, o login inicial inicia o Assistente para configuragao. Insira estas
informacgdes conforme mostrado na imagem:Configurar alta disponibilidade - [Sim]Selecione

a funcéo - [2] que indica Secundariolnterface do Monitor de Estado de Funcionamento -
[ethQ] igual ao

Principal



urrent hostname=[msel
Lonf igure hostname’y (Yiess(5lkipsll)se default [Yesl: yes

e host name showld be a unigue name that cam identify
he device on the network. The hostname zhould start with
y letter, end with a letter or number, and contain only
etters, numbers, and dashes.

nter a host name Imsel! mses

urrent domain=[1
aonf igure domain name? (YlesA(SlkipsllUlse defanlt [Yes):

Arrent role=[FPrimaryl
onf igure High Availability? (Yiess(Slkips(Ulse default [Yes]:

ligh availability role for thizs HSE (Frimary-s3econdary)
[1 For Primary,., &£ for Secondaryl [1):
lealth monitor interface holds physical IP address of this MSE server.

‘hizs IF address is used by Secondary, Primary MSE servers and WCS to communicate
among themselves

2. Insira as informagdes conforme mostrado na imagem:Conexao direta - [Nenhum]Endereco
IP ethO - [10.10.10.13]Mascara de rede - [255.255.255.0]Gateway padrao -
[10.10.10.1]

Select direct connect interface [ethBrsethlsnonel [nonel:
urrent IP address=[1.1.1.141]
urrent ethd netmazsk=[0255.25%.25% .81
Current gateway address=[1.1.1.11]
.omf igure ethd interface parameters? (Yess(3)kips(U)se default [Yes):
an IP address for first ethernet interface of this machine.
ethd IP address [1.1.1.181: 18.18.18.13
the network mask for IP address 1H.1H.1H.13.
network mask L£50.£00.£00.81):

an default gateway address for this machine

ote that the defanlt gateway must be reachahle from
the first ethernet interface.

Enter default gateway address [1.1.1.

3. Configure eth1 interface - [Skip] como mostrado na
imagem.




Conf igure ethl interface parameters?Y (Yles (Slkipsillse default [Yes]:

Enter an IF address for first ethernet interface of this machine.
Enter ethd 1P address [(1.1.1.181: 18.168.18.13

r the network mask for IF addres=s 18.18.18.13.

:r network mask [255.255.255.81:

r an default gateway address for this machine

that the default gateway must be reachable from
first ethernet interface.

'r deflault gateway address [1.1.1.1)1: 18.18.18.1

The second ethernet interface is c ently disabled for this machine.

Conf igure ethl interface parameters? (Y)les, (ipsilUlse defaunlt [Yesl:

4. Defina o fuso horario - [UTC] como mostrado na
imagem.
rrent timezone=[Amer icasNHew Yorkl
Aant 1gqure 1 imezoneT (YiesAs(5)ki pslllse default Lyesl:

nter the current date and time.

identify a location so that » zone rules can be set correctly.
e select a continent or ocean.
Africa
Americas
Antarctica
Arctic Ocean
Asia
Atlantic Ocean
Austral ia

Europe

Indian Ocean

Facific Ocean

UTC |l want to wuse Coordinated Universal Time.

Return to previous setup step (7).

11

5. Ative o servidor NTP como mostrado na
imagem.



etwork Time FProtocol (NTFPF) Setup.

If you choose to enable MTF, the system time will be
onf igured from HTPF servers that you select. Otherwise,
you will be prompted to enter the current date and time.

TP is currently disabled.
onf igure NTP related parameters? (Yless(S)kips(U)se default [Yes]:

Enter whether or not you would like to set up the
etwork Time Protocol C(HTFPF) for this machine.

If you choose to emnable WTF, the system time will be
onf igured from NTF servers that you select. Otherwise,
jou will be prompted to enter the current date and time.

Enable NTF (yessmno) [nol: yes
lIEnter HTP server name or address: ntp.network. local
6. Conclua as etapas restantes do Assistente para configuragao e confirme as informagdes de
configuragao para salvar a configuragdo como mostrado na
imagem.
Flease verify the following setup information.

BEGIHN

Hozt name=msed
Hole=£, Health Monmitor Interface=sethd, Direct conmect interface=none

Eth8 1P address=18.18.18.13, EthB network mask=255.255.255.08
Default gateway=18.18.18 .1
Time zone=UTC

Enable NTP=yez, NTP zervers=18.18.18.18

ou may enter "yes" to proceed with configuration, "no" to make
ore changes, or """ to go back to the previous step.

;onf iguration Changed
Is the above information correct (yes, no, or ' Yyes_

7. Reinicie e inicie os servicos da mesma forma que as etapas anteriores para o MSE principal,
como mostrado na
imagem.

[rootPmses " 18 setcrsinit.d-msed start
itarting MSE Platform

ip_tables: (C) ZBBE-ZBB6 Hetfilter Core Team
etfilter messages via HETLINE wB.38.
ip_conntrack version 2.4 (8192 buckets, 65536 max) if4 bytes per conntrack
starting Health Monitor, Waiting to check the status.
starting Health Monitor; Waiting to check the status
lealth Mowitor successfully started
itarting Admin process. ..
btarted Admin process.
starting databaze ......
atabase started successfully. Starting framework and services
‘ramework and services successfully started

[rootPmsesd ™ 18




Gerencia-los a partir do Cisco Prime NCS (ou Prime Infrastructure)

As préximas etapas mostram como adicionar o MSE VA primario e secundario ao NCS. Execute o
processo normal de adicionar um MSE ao NCS. Consulte o guia de configuragao para obter
ajuda.

1. No NCS, navegue para Systems > Mobility Services e escolha Mobility Services Engines
como mostrado na

imagem.
stjrstfss  Cisco Prime
Ci1sco Network Control System Virtual Do

Administrat

f Home Monitor v Configue v [ESSS w-t

Reports w

@ Mobility Services

Maobility Services En _q:_r;n_% '
Synchronize Services

Synchronization History
High Availability

Context Aware Notifications g
MSAP

B Identity Services

2. No menu suspenso, escolha Add Mobility Services Engine. Em seguida, clique em Ir como
mostrado na
imagem.

ROOT-DOMAIN  rootvy Logout | R £

A ¢ - ©

-- Select a cormmand -- | Go

-- Select a command --
Add Location Server
Add Mobility Services Engine

Delete Service(s)

Synchronize Services L
Synchronization History
Edit Configuration

3. Siga o assistente de configuracdo do NCS para MSE. No cenario deste documento, os



valores sdo:Insira o nome do dispositivo - por exemplo [MSE1]Endereco IP -
[10.10.10.12]Nome de usuario e senha (por configuracao inicial)Clique em Avangar

conforme mostrado na

imagem.

||I||l|l| Cisco Prime
cisco Network Control System

Add MSE Configuration
Licensing

Select Service

Tracking

Assign Maps

Add Mobility Services Engine

Devica Mame | mse1 |
IP Address | 10.10.10.12 |
Contact Name ; |
s E |
Password ¥ | sasee |
HTTP® I Enable

Dedete synchronized service assgrments B (Metwork designs, controllers, wired swibche

B szlecting Delete synchronized service assignments permanently removes all service &
Existing location history dats is retained, howsever wou must use manusl servics sssionments o

4. Adicione todas as licengas disponiveis e cligue em Avangar conforme mostrado na

imagem.

sijisilis  Cisco Pime
cisco  Network Control System

Edit MSE Configuration
Licensing

Select Service
Tracking

Assign Maps

MSE License Summary

) Permanent lcernses mclude installed icense counts and indbult icense counts.

MSE Name (LUDI) Service Platform Limit  Type Installed Limit
msel Activated [ AIR-MSE-WA-K9VD1msel_d5972642-5696-11e1-bo
CAS 2000 _AS Elements 100

wIPS Monitor Mode

wIPS Local Mode APs

Carvire Arivertiesment

MSAP 2000 =i 1000

Add Licerse _ Remove License

5. Selecione MSE services (Servigcos MSE) e clique em Next (Avangar) conforme mostrado na

imagem.



stlist]ss  Cisco Prime
ci1sco Network Control System

Select Mobility Service

Eclit MSE Configuration
Licensing _
I~ Context Aware Service
Select Service
Tracking * (Cisco Context-Aware Engine for Chents and Tags
Assign Maps " Partner Tag Engne W

i Wiraless Intrusion Protection Service
i MSAP Service

6. Ative os parametros de rastreamento e clique em Avangar conforme mostrado na
imagem.

stjistfss  Cisco Pime
ci1sco Network Control System

Select Tracking & History Parameters.

Edit MSE Configuration
Licensing Tracking
Select Service M wired Gients
Tracking M wreless Chents
Assign Maps I Rogue AccessPoints
I Exdude Adhoc Rogue APs
™ Rogue Cients
™ Interferers

W Active RFID Tags

7. Eopcional atribuir mapas e sincronizar servicos MSE. Clique em Conclufdo para concluir a
adicdo do MSE ao NCS e conforme mostrado nas
imagens.



stfrarfss  Cisco Prime
c1sco Network Control System

Edit MSE Configuration

Licensing

Select Service L | Name
Tracking

Assign Maps

The page at https://10.10.10.20 says:

A

Your MSE Settings have been saved,

o |

Adicionando o MSE secundario ao Cisco Prime NCS

A préxima captura de tela mostra que o MSE VA primario foi adicionado. Agora, conclua estes
passos para adicionar o MSE VA secundario:

1. Localize a coluna Servidor secundario e clique no link para configurar conforme mostrado na
imagem.
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2. Adicione o MSE VA secundario com a configuragao neste cenario:Nome do dispositivo
secundario - [mse2]Endereco IP secundario - [10.10.10.13]Senha secundaria* - [padrao ou



do script de configuragao]Tipo de failover* - [Automatico ou Manual]Tipo de retorno*Longa
espera de failover*Click Save.*Clique no icone de informacdes ou consulte a documentacao
do MSE, se

necessario.

HA Configuration : msel

Serwices = Mobility Services Engines = Systern = Services High Availsbility = Configure High Availability Paramelers

Primary Health Monitor 1P 10.10.10.12

Secondary Device Name mee2

Secondary IP Address 10.10.10.13

Secondary Password ‘P

Fallover Type ‘¥ Automatic -

Falback Type ® Marual |

Long Fallover Wait @ ].El—| seconds
Save

3. Clique em OK quando o NCS solicitar o emparelhamento dos dois MSEs como mostrado na
imagem.

The page at https://10.10.10.20 says:

0 Are you sure you want to pair up these two servers?

O NCS leva alguns segundos para criar a configuragdo como mostrado na
imagem.

O NCS avisa se o MSE VA secundario exige uma licenga de ativagdo (L-MSE-7.0-K9), como
mostrado na
imagem.



The page at https://10.10.10.20 says: EI

f rl Secondary MSE neads to be activated with a Virtual Appliance license. Add a license and save the

4. Cliqgue em OK e localize o arquivo de licenga para ativar o Secundario, como mostrado na
imagem.

HA Configuration : msel
Services = Mability Services Engines » Systenn = Services High Availabiity = Configure High Availability Paranmeters

Primary Health Monitor IP 10.10.10.12
Secondary Device Name mse2
Secondary [P Address 10.10.10.13

Secondary Password P

Secondary Platform UDI AIR-MSE-VA-K9:V01:mse2_666f2046-5699-11e1-b101-005056¢
Secondary Activation Status Mot Activated

Activate Secondary with License || Brovise

Fallover Type P Automatic -

Failback Type @ Marwal -

Long Fallover Wait ¥ 10 seconds

| save || Delete |

5. Depois que o VVA MSE secundario tiver sido ativado, clique em Salvar para concluir a
configuragdo como mostrado na
imagem.



HA Configuration : msel
Serwices = Mobdity Services Engines = Syslem = Services High Awadsbity = Configure High Availability Paramelers

B ..-. ._‘- -.

Primary Haalth Monitor 1P 10.10.10.12

Secondary Device Name mse2

Secondary IP Address 10.10.10.13

Secondary Password ® cesne

Secondary Platform UDI AIR-MSE-VA-K9:VO1:mse2_666f2046-5699-11e1-b1b1-00%
Secondary Activation Status Activated

Delete Secondary Activation icerse® [

Fadover Type ‘@ Automatic

Falback Type ® Manual -rl

Long Falover Wait W 10 seconcs

Save | Delete | Switchover

6. Navegue até NCS > Servigos de mobilidade > Mobility Services Engine.O NCS exibe essa
tela onde o MSE secundario aparece na coluna para o servidor
secundario:
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7. Para visualizar o status do HA, navegue para NCS > Servigos > Alta disponibilidade como
mostrado na
imagem.
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No status do HA, vocé pode ver o status e os eventos atuais pelo par MSE e como mostrado
na
imagem.
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Pode levar alguns minutos para que a sincronizagao inicial e a replicagéo de dados sejam
configuradas. O NCS fornece a indicagao % de progresso até que o par HA esteja
totalmente ativo como visto anteriormente e como mostrado na

imagem.
Current High Availability Status
Status Primary and secaondary server synchronization in progress  (68% complete)
Heartheats Up
Data Replication Setting up

Mean Heartbeat Response Time 1028 millisec

Um novo comando introduzido com o software MSE versao 7.2 que se relaciona ao HA é
gethainfo. Esta saida mostra o Primario e o Secundario:



[root@msel ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.10.10.12
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V01l:msel

Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.10.10.13
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V0l:mse2_666£f2046-5699-11el-b1bl-0050568901d9
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: PRIMARY_ACTIVE

[root@mse2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.13

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V01l:mse2

Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.10.10.12

Virtual IP Address: 10.10.10.11

Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V0l:msel _d5972642-5696-11el-bd0c-0050568901d6
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10

Instance database name: mseos3



Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Configuragao de HA com conexao direta

O MSE HA conectado a rede usa a rede, enquanto a configuragao do Direct Connect facilita o uso
de uma conexao de cabo direta entre os servidores MSE primario e secundario. Isso pode ajudar
a reduzir as laténcias nos tempos de resposta de pulsacao, replicacao de dados e tempo de
detecgao de falhas. Para esse cenario, um MSE fisico primario se conecta a um MSE secundario
na interface eth1, como visto na figura 5. Observe que Eth1 é usado para a conexo direta. E
necessario um endereco IP para cada interface.

Figura 5: MSE HA com conexao direta

Primary
Ethl: 1.1.1.1
Primary MSE Secondary MSE
Virtual IP: 10.10.10.14 @ EthO: 10.10.10.16

Eth0: 10.10.10.15

Ethl:1.1.1.2

_ Wireless LAN
Cisco Prime - - Controller
Network Control
System (NCS)

1. Configure o MSE principal.Resumo da configuragao do script de configuragéo:

Host name=mse3355-1

Role=1 [Primary]

Health Monitor Interface=eth0
Direct connect interface=ethl
Virtual IP Address=10.10.10.14
Virtual IP Netmask=255.255.255.0
Ethl IP address=1.1.1.1

Ethl network mask=255.0.0.0
Default Gateway =10.10.10.1

2. Configure o MSE secundario.Resumo da configuragao do script de configuragao:



Host name=mse3355-2

Role=2 [Secondary]

Health Monitor Interface=ethO
Direct connect interface=ethl
EthO IP Address 10.10.10.16
EthO network mask=255.255.255.0
Default Gateway=10.10.10.1

Ethl IP address=1.1.1.2,

Ethl network mask=255.0.0.0

3. Adicione o MSE primario ao NCS conforme mostrado na imagem. (consulte exemplos
anteriores ou consulte o guia de
configuragao).

sifustfis  CiScO Prime
cisco  MNetwork Control System Virtusl Domain: ROOT-DOMAIN ~ roctw  LogOut |

£ Home  Monitce v Configure v Reporks w Administration -

nMobility Services Engines

Services = Maobility Services Enganes |_'
[T Device Name Device Type 1P Address Version Reachability Status | Secondary Server

— Clsoo 3355 Mobilty Services . ’ R " ) MfA (Clck bere ko
M ree3lss-1 Enging 10.10.10.14 7.2,103.0 Reachaoke corfioura)

4. Para configurar o MSE secundario, navegue até NCS > configure Secondary Server (NCS >
configurar servidor secundario).Insira o nome do dispositivo secundario - [mse3355-
2]Endereco IP secundario - [10.10.10.16]Preencha os parametros restantes e clique em
Salvar como mostrado na
imagem.



stfiatfss  Cisco Prime
cisco Network Control System Virtual Domain: ROOT-

& Home Monitor w Configure w Services L Administration v

System B HA Configuration : mse3355-1
Services > Mobility Services Engines = System > Services High Availabili

i'_ General Properties
gy Active Sessions

¥ Y3l W F 3r 3ImeTerc

§. Trap Destinations Primary Health Monitor [P 10.10.10.15
& Advanced Parameters Secondary Device Name mse3355-2
& Logs
Secondary IP Address

¥ Services High Availability LEREING

ds HA Configuration Secondary Password © onne

ds HA Status

4 '-\.E.: =

v Accounts Fallover Type Marual

i Users Failback Type ¥ Manual  «

i Groups
v  Status Long Failover Wait ¥ 10 saconds

8 Server Events

d Audit Logs

5. Clique em OK para confirmar o par dos dois MSEs, como mostrado na
imagem.

| iSavel |

The page at https://10.10.10.20 says:

O NCS leva um tempo para adicionar a configuragao do servidor secundario como mostrado
na
imagem.

6. Quando concluido, faca as alteragdes nos parametros HA. Clique em Salvar como mostrado
na
imagem.



HA Configuration : mse3355-1
Services = Mobility Services Engines = Systern = Services High Awailability = Configure High Availability Parameters

Configuration

Primary Health Monitor [P 10.10.10.15
Secondary Device Name — mse3355-2

Secondary IP Address 10.10.10.16
Secondary Password &

Secondary Platform UDI AIR-MSE-3355-K9:V0O1:KQ

Failover Type @ Marwal =
Faiback Type @ Maral  «
Long Failover Wait @ 10 —

| Save || Delete || Switchover

7. Veja o status HA para o progresso em tempo real do novo par HA MSE como mostrado na

imagem.
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8. Navegue até NCS > Services > Mobility Services > Mobility Services Engines, confirme se o
HA do MSE (direct connect) foi adicionado ao NCS como mostrado na
imagem.
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9. No console, a confirmagado também pode ser vista com o comando gethainfo.Aqui estdo a

saida primaria e secundaria:
[root@mse3355-1 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.10.10.15
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ37xx

Number of paired peers: 1

Health Monitor IP Address 10.10.10.16
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx
Failover type: Automatic

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: Yes

Heartbeat status: Up

Current state: PRIMARY_ACTIVE

[root@mse3355-2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary




Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 1

Health Monitor IP Address 10.10.10.15
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ37xx
Failover type: Automatic

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: Yes

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Cenario de configuragcao de HA para MSE Physical Appliance

Com base na matriz de emparelhamento, o maximo na configuragdo de HA & 2:1. Isso é
reservado para o MSE-3355, que no modo secundario pode suportar um MSE-3310 e MSE-3350.

A conexao direta nao é aplicavel neste cenario.

Primaryl MSE (3310)
Virtual IP: 10.10.10.17 Jﬁ?
Eth0: 10.10.10.18

Primary2 MSE (3350) .
Virtual IP: 10.10.10.21 @i
Eth0: 10.10.10.22

o

o B

Cisco Prime ——
Network Control
System (NCS)

P2
— ‘ _
N

Secondary MSE (3355)
EthO: 10.10.10.16

4

/ Wireless LAN
Controller



1. Configure cada um desses MSEs para demonstrar o cenario HA 2:1:
MSE-3310 (Primaryl)
Server role: Primary
Health Monitor IP Address (EthO): 10.10.10.17
Virtual IP Address: 10.10.10.18
Ethl - Not Applicable

MSE-3350 (Primary2)

Server role: Primary

Health Monitor IP Address: 10.10.10.22
Virtual IP Address: 10.10.10.21

Ethl - Not Applicable

MSE-3355 (Secondary)

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary

2. Depois que todos os MSEs estiverem configurados, adicione Primary1 e Primary2 ao NCS
como mostrado na
imagem.
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3. Clique para configurar o servidor secundario (como mostrado nos exemplos anteriores).
Comece com um dos MSEs primarios conforme mostrado na
imagem.



Reachability Status Secondary Server

N/& (Click here to

Reachable configure)

N/& (Click here to

Reachable configure)

4. Insira os parametros para o MSE secundario:Nome do dispositivo secundario: por exemplo,
[mse-3355-2]Endereco IP secundario - [10.10.10.16]Preencha os parametros
restantes.Cligue em Salvar como mostrado na
imagem.

HA Configuration : mse3350
Servicez » Mobdity Services Engines » System » Services High Avalsbiity » Configure High Availability Parameters

Primary Health Moritor [P 10.10.10.22

Secondary Device Name mse3355-2

Secondary [P Address 10.10.10.16

Secondary Password ‘¥ csses

Secondary Platform LDI AIR-MSE-F355-K9:VO1 K4
Falover Type ‘¥ Marwal -

Faiback Type ¥ Manual =

Long Fallover Wait ‘¥ 10 seconds

| Save || Delete || Switchover |

5. Aguarde um breve momento para que a primeira entrada secundaria seja configurada como
mostrado na



imagem.

6. Confirme se o Servidor Secundario foi adicionado para o primeiro MSE Primario conforme
mostrado na
imagem.
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7. Repita as etapas 3 a 6 para o segundo MSE primario conforme mostrado na

Imagem.
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8. Finalize com parametros HA para o segundo MSE primario como mostrado na
imagem.



HA Configuration : mse3310
Services » Mobility Services Engiris » Systern » Services High Avalsbility » Configure High Availability Parameters

:.:-r'ur':gn_xr'e High Availability Parameters

Primary Health Monitor IP 10.10.10.17
Secondary Device Name mse3355-2
Secondary IP Address 10.10.10.16
Secondary Password @ cenee

Failover Type @ Manual -
Faiback Type @ Marwa -
Long Falover Wait @ 10 saconds

9. Salve as configuragbes como mostrado na
imagem.

HA Configuration : mse3310
Services » Mobility Services Engines » System » Services High Avallability » Configure High Availability Paramelers

Configuration

Primary Health Monitor [P 10.10.10.17

Secondary Device Name mse3355-2

Sacondary IP Address 10.10.10.16

Secondary Password ‘¥ eense

Secondary Platform UDI AIR-MSE-3355-K9:VO1:KQ-
Fallover Type ‘¥ Marual -

Failback Type ‘¥ Marnual -

Long Fallover Wait ‘¥ 10 saconds

| save || Delete || Switchover

10. Verifique o status de progresso de cada um dos MSEs primarios conforme mostrado na
imagem.
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11. Confirme se os MSEs Primario1 e Primario2 estdo configurados com um MSE Secundario
conforme mostrado na
imagem.
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12. Navegue para NCS > Servigos > Servigos de mobilidade, escolha Alta disponibilidade
como mostrado na
imagem.
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Observe que 2:1 é confirmado para MSE-3355 como secundario para MSE-3310 e MSE-
3350 como mostrado na
imagem.
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Semnces Engine
Aqui esta um exemplo de saida da configuragdo de HA do console de todos os trés MSEs

quando o comando gethainfo é usado:
[root@mse3355-2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 2



Health Monitor IP Address 10.10.10.22
Virtual IP Address: 10.10.10.21
Version: 7.2.103.0

UDI: AIR-MSE-3350-K9:V01:MXQ839xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Peer configuration#: 2

Health Monitor IP Address 10.10.10.17
Virtual IP Address: 10.10.10.18
Version: 7.2.103.0

UDI: AIR-MSE-3310-K9:V01l:FTX140xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos4
Instance database port: 1525
Dataguard configuration name: dg_msed
Primary database alias: mseopis
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

A validacao final para HA no NCS mostra o status como totalmente Ativo para MSE-3310 e

MSE-3350 como mostrado nas
imagens.
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No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshooting Basico de MSE HA

Esta sec¢éao disponibiliza informagdes para a solugao de problemas de configuragéo.

Ao adicionar o MSE secundario, vocé pode ver um prompt como mostrado na imagem.

Cannot use high availability. Health
monitor IP address has not yet been
configured for this server. Configure

one and try again.

Epossivel, houve um problema durante o script de configuracao.

- Execute o comando getserverinfo para verificar as configuragdes de rede adequadas.
. Também é possivel que os servigos ndo tenham comecgado. Execute o comando /init.d/msed

start.




- Execute o script de configuragdo novamente, se necessario (/mse/setup/setup.sh) e salve no
final.

O VA para MSE também exige uma licenca de ativacao (L-MSE-7.0-K9). Caso contrario, o NCS é
avisado quando vocé adiciona o MSE VA secundario. Obtenha e adicione a licenga de ativacao
para o MSE VA conforme mostrado na imagem.

The page at https://10.10.10.20 says: ﬂ

Secondary MSE needs to be activated with a Yirtual Apphance license, Add a license and save the

. config,

Se estiver alternando a fungao de HA no MSE, certifique-se de que os servigos estejam
totalmente parados. Portanto, pare os servigos com o comando /init.d/msed stop e execute o
script de configuragdo novamente (/mse/setup/setup.sh) como mostrado na imagem.

Applying High Availability conf iguration
User has switched roles for this MGE. HSE must be stopped before switching o

stop Mok and thenw re-ran Setup.sh

ne or more of the requested confligurations was not applied

Health Monittor Intéecface=g#thd, Direct connect intert ace=noni

Execute o comando gethainfo para obter informagées de HA no MSE. Isso fornece informagdes
uteis na solucao de problemas ou no monitoramento do status e das alteragées do HA.

[root@mse3355-2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 2

Health Monitor IP Address 10.10.10.22
Virtual IP Address: 10.10.10.21
Version: 7.2.103.0

UDI: AIR-MSE-3350-K9:V01:MXQ839xx
Failover type: Manual

Failback type: Manual



Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Peer configuration#: 2

Health Monitor IP Address 10.10.10.17
Virtual IP Address: 10.10.10.18
Version: 7.2.103.0

UDI: AIR-MSE-3310-K9:V01l:FTX140xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos4
Instance database port: 1525
Dataguard configuration name: dg_msed
Primary database alias: mseopis
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Além disso, o NCS HA View é uma excelente ferramenta de gerenciamento para obter visibilidade
da configuragdo de HA para MSE como mostrado na imagem.
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Cenario de failover/failback
A situacéo no caso de failover/failback manual apenas, para melhor controle.

Primario ativo, Secundario pronto para assumir

Quando o HA do MSE estiver configurado e em execugao, o estado no Prime como mostrado nas
imagens:



Current High Availability Status

Status Active

Heartbeats Up

Data Replication Up

Mean Heartbeat Response Time 12 millisec
Events Log

Event Description Generated By

Active Primary

Heartbeats have been setup successfully Primary

Primary and secondary server synchronization in Primary

progress

Configuration successfully created Primary

Aqui estao o getserverinfo e o gethainfo do MSE principal:

[root@NicoMSE ~]# getserverinfo

Health Monito

r is running

Retrieving MSE Services status.

MSE services

Product name:
Version: 8.0.
Health Monito
High Availabi
Hw Version: V
Hw Product Id

Hw Serial Number:

HTTPS: null
Legacy Port:
Log Modules:

are up, getting the status

Cisco Mobility Service Engine

110.0

r Ip Address:
lity Role: 1
01

10.48.39.238

entifier: AIR-MSE-VA-K9

8001
-1

Log Level: INFO
Days to keep events: 2

Session timeout in mins: 30

DB backup in days: 2

Service Name:

Context Aware

Service Version: 8.0.1.79

Admin Status:
Operation Sta

Service Name:

Disabled
tus: Down

WIPS

Service Version: 3.0.8155.0

Admin Status:

Enabled

NicoMSE_b950a7¢c0-b68c-11e4-99d9-005056993b63

Service

Timestamp
2015-Mar-08, 12:50:17 CET
2015-Mar-08, 12:39:17 CET

2015-Mar-08, 12:39:13 CET

2015-Mar-08, 12:39:11 CET



Operation Status: Up

Service Name: Mobile Concierge Service
Service Version: 5.0.1.23

Admin Status: Disabled

Operation Status: Down

Service Name: CMX Analytics
Service Version: 3.0.1.68
Admin Status: Disabled
Operation Status: Down

Service Name: CMX Connect & Engage
Service Version: 1.0.0.29

Admin Status: Disabled

Operation Status: Down

Service Name: HTTP Proxy Service
Service Version: 1.0.0.1

Admin Status: Disabled
Operation Status: Down

Server start time: Sun Mar 08 12:40:32 CET 2015
Server current time: Sun Mar 08 14:04:30 CET 2015
Server timezone: Europe/Brussels

Server timezone offset (mins): 60

Restarts: 1

Used Memory (MB): 197

Allocated Memory (MB): 989

Max Memory (MB): 989

DB disk size (MB): 17191

Session ID: 5672

Session User ID: 1

Session IP Address: 10.48.39.238

Session start time: Sun Mar 08 12:44:54 CET 2015
Session last access time: Sun Mar 08 14:03:46 CET 2015

IP Address: 10.48.39.225

Last Updated: Sun Mar 08 12:34:12 CET 2015

[root@NicoMSE ~]1# gethainfo

Health Monitor is running. Retrieving HA related information



Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Up

Current state: PRIMARY_ACTIVE

E aqui estdo os mesmos para o MSE secundario:

[root@NicoMSE2 ~]# getserverinfo

Health Monitor is running

Retrieving MSE Services status.

MSE services are up and in DORMANT mode, getting the status

Product name: Cisco Mobility Service Engine
Version: 8.0.110.0

Health Monitor Ip Address: 10.48.39.240
High Availability Role: 2

Hw Version: V01

Hw Product Identifier: AIR-MSE-VA-K9

Hw Serial Number: NicoMSE2_ 1c6bl1940-b6a5-11e4-b017-005056993b66
HTTPS: null

Legacy Port: 8001

Log Modules: -1

Log Level: INFO

Days to keep events: 2

Session timeout in mins: 30

DB backup in days: 2

Service Name: Context Aware Service
Service Version: 8.0.1.79

Admin Status: Disabled

Operation Status: Down



Service Name: WIPS

Service Version: 3.0.8155.0
Admin Status: Enabled
Operation Status: Up

Service Name: Mobile Concierge Service
Service Version: 5.0.1.23

Admin Status: Disabled

Operation Status: Down

Service Name: CMX Analytics
Service Version: 3.0.1.68
Admin Status: Disabled
Operation Status: Down

Service Name: CMX Connect & Engage
Service Version: 1.0.0.29

Admin Status: Disabled

Operation Status: Down

Service Name: HTTP Proxy Service
Service Version: 1.0.0.1

Admin Status: Disabled
Operation Status: Down

Server start time: Sun Mar 08 12:50:04 CET 2015
Server current time: Sun Mar 08 14:04:32 CET 2015
Server timezone: Europe/Brussels

Server timezone offset (mins): 60

Restarts: null

Used Memory (MB): 188

Allocated Memory (MB): 989

Max Memory (MB): 989

DB disk size (MB): 17191

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl1940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual



Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Falha no secundario

Para disparar manualmente, vocé entra na configuragdo do MSE HA no Prime Infrastructure e
clica em Switchover.

Muito rapidamente, o gethainfo em ambos os servidores ira virar FAILOVER_INVOKED

gethainfo principal:

[root@NicoMSE ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wailit time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILOVER_INVOKED

Gethainfo secundario:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information



Base high availability configuration for this server

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6bl1940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:VO01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILOVER_INVOKED

Quando o failover estiver concluido, vocé vera esta imagem no Prime:

Status Instance is in failover active state
Events Log

Event Description (Generated By

Instance is in failover active state Secondary

Failover invoked; starting application instance Secondary

Failover has been invoked. Reconfiguring instance database Secondary

Failover invoked; shutting down primary instance Secondary

O gethainfo principal:

[root@NicoMSE ~]# gethainfo

Health Monitor is not running. Following information is from the last saved configuration



Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:VO01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Last shutdown state: FAILOVER_ACTIVE

Secundario:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILOVER_ACTIVE

Neste estagio, o failover é concluido e o MSE secundario é totalmente responsavel.



Observe que os servigos no MSE principal param quando vocé faz um switchover manual (para
simular um evento real de desativagdo do MSE primario)

Se voce ativar o backup principal, seu estado sera "TERMINADO". E normal e secundario ainda é
o responsavel e mostra "FAILOVER_ATIVE"

Falha ao voltar ao principal

Antes de retornar, vocé deve retornar o primario.

Seu estado é entao "TERMINADO":

[root@NicoMSE ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wailit time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: TERMINATED

Quando vocé chama o Failback do Prime, ambos os nés entram em "FAILBACK ATIVE", que nao
€ o estado final (ao contrario de "failover ative").

gethainfo principal:

[root@NicoMSE ~]# gethainfo

Health Monitor is running. Retrieving HA related information



Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILBACK_ACTIVE

gethainfo secundario:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILBACK_ACTIVE

O Prime mostra esta imagem:



Event Description Generated By

Failback in progress; starting primary database instance Secondary

Quando o failback é feito, mas o secundario ainda esta ocupado transferindo dados de volta para
o principal, o principal mostra:

gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:VO01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Up

Current state: FAILBACK_COMPLETE

show secundario:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6bl940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1



Peer configuration#: 1

Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ALONE

Prime neste estagio € como mostrado na imagem:

Current High Availability Status

Status Primary instance is not synchronized with the secondary server. In progress.
Heartbeats Up
Data Replication Up
Mean Heartbeat Response Time 13 millisec
Events Log
Event Description Generated By
Heartbeats have been setup successiully Primary

Quando isso é concluido, todos os status retornam ao estado original: O status PRIMARY_ATIVE,
SECONDARY_ATIVE e Prime HA é mostrado como uma nova implantagdo novamente.

Matriz de estado HA

PRIMARY_ATIVE Estado do MSE principal quando é primario, no comando e tudo esta bem
SECUNDARIO_ATIVE Es.ta<'jo' do MSE secundario q'uando ele estiverla'tivo, mas ndo no comando (a
primario), pronto para assumir quando necessario
Mostrado em ambos os nés quando ocorre o failover, ou seja, o MSE secund

inicia seus servicos carregando o banco de dados do MSE principal
FAILOVER_ATIVE Estadofin':’:ll de um failcl)ve’r._ O MSE sepundério € considerado "ativo e em
execucao" e o MSE primario esta inativo
Estado de um n6 MSE que retorna com os servigos ativos depois de estar ing
quando nao é o no responsavel (portanto, pode ser o estado principal quandc
TERMINATED servicos sdo reiniciados e o Pl ainda da controle sobre o MSE secundario). Is
também significa que o link HA pode n&o estar ativo (se um MSE estiver senc
reinicializado, por exemplo, ou simplesmente ndo puder executar ping)
Ao contrario do failover, esse nao € o estagio final do failback. Isso significa q
failback foi chamado e esta ocorrendo no momento. O banco de dados esta s

FAILOVER_INVOKED

FAILBACK_ATIVE



copiado do secundario para o principal

FAILBACK_COMPLETE ocupado carregando o banco de dados do MSE secundario

SECONDARY_ALONE :
mas ainda carregando dados

Status do n6 primario quando ele estda novamente no comando, mas ainda es

Status do MSE secundario quando o failback é feito e o principal esta no com

Estado acionado se vocé reinicializar ou interromper manualmente os servico
GRACEFUL_SHUTDOWN outro MSE em caso de failover/failback automatico. Isso significa que ele nao

assumira, pois o tempo de inatividade foi provocado manualmente

Observacgoes e fatos importantes sobre HA

. Emuito importante ndo disparar um failback imediatamente apds um failover ter sido feito e
vice-versa. Os bancos de dados precisam de bons 30 minutos para se estabilizarem

- Os arquivos de configuragao de HA sao base-ha-config.properties em /opt/mse/health-
monitor/resources/config/, no entanto, ndo devem ser editados manualmente (use setup.sh
em vez disso). No entanto, vocé pode visualizar em caso de duvida

- HA nao deve ser quebrado manualmente. A unica maneira limpa de fazer € excluir o MSE
secundario do Prime Infra. Qualquer outro método (executar setup.sh no secundario para

torna-lo primario, desinstalar, alterar ip ...) quebrara o banco de dados e a maquina de estado

e vocé provavelmente tera que reinstalar ambos os MSEs

Solucionar problemas de HA

Os registros relacionados ao HA sao salvos no diretério/opt/mse/logs/hm com health-monitor*.log

sendo o arquivo de log principal.

Problema: O Primario e o Secundario estéo ativos (doenga de cérebro dividido)

1. Desligue a interface IP virtual (VIP) no secundario. Seria eth0:1 ifconfig eth0:1 para baixo
2. Reinicie os servigos no MSE secundario

service msed stop
service msed start

3. Verifique se o secundario voltou a sincronizar com o primario da Prime Infrastructure.
Problema: A sincronizagao do secundario com o principal para HA esta presa em X% por um
longo tempo

1. Parar o servigo no secundario

service msed stop

2. Remova o /opt/mse/health-monitor/resources/config/advance-config-<IP-address-of-
Primary>.properties no Secundario.

3. Se ainda houver problemas na criagao de HA, ela pode ter entrado em um estado inconsistente

onde temos que remover tudo sob o diretério 'data’ no secundario usando rm -rf /opt/data/*



4. Reinicie o secundario. Adicione-o do Prime Infrastructure ao Primary para iniciar o HA
novamente.

Problema: Nao é possivel excluir o servidor secundario do Pl depois que ele ndo pode ser
alcangado

1. Pare o servigo no Primario.

2. Remova o /opt/mse/health-monitor/resources/config/advance-config-<IP-address-of-
Primary>.properties no Primario.

3. Reinicie o servigo no Primario.

4. Exclua o MSE primario do PI e adicione-o novamente.
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