Configurar e solucionar problemas de espacgos
do DNA e do Mobility Express Direct Connect
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Introduction

Este documento descreve

Informacgdes de Apoio

Como um controlador de LAN sem fio baseado em AireOS, o Cisco Mobility Express (ME) em
execugao nos access points 802.11ac Wave 2 (2800, 3800, 4800, 1542, 1562, 1850, 1815) pode
ser conectado a Sites do DNA nuvem de trés maneiras:

- Conexao direta
- Através do conector do DNA Spaces
- Por meio do dispositivo no local ou VM Cisco CMX

A integracdo com o DNA Spaces € suportada a partir da versao 8.3 do Mobility Express. Este
artigo cobrira somente a configuracao e a solugao de problemas do Direct Connect.

Importante: A conexao direta é recomendada somente para implantagées de até 50 clientes.
Para os maiores, use o conector do DNA Spaces.

Requirements

Prerequisites



Componentes Utilizados

- Imagem do Mobility Express 8.10.
- AP 1542
- Nuvem do DNA Spaces

As etapas descritas neste artigo assumem que o ME ja foi implantado e tem uma interface da
Web e um SSH em funcionamento.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Configurar

Mobility Express

Os no6s de nuvem do DNA Spaces e ME estao se comunicando pelo protocolo HTTPS (porta
443). Nesta configuracao de teste, o ME em execugdo no 1542 AP foi colocado atras de um NAT
com acesso total a Internet.

Configuragao via interface da Web

Antes que o controlador do Mobility Express possa ser conectado ao DNA Spaces, € necessario
configurar um servidor NTP e DNS e ter pelo menos um AP associado. Ao contrario de outras
controladoras baseadas no AireOS, o Mobility Express n&o exige a instalagdo de um certificado
raiz DigiSign (no momento da elaboracao deste artigo).

Acesse a interface da Web do Mobility Express e, no canto superior direito, clique em 2 setas
verdes para ativar o modo Expert. O modo de especialista desbloqueara algumas das op¢des
ocultas:
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Navegue até Advanced > Controller Tools > Troubleshooting Tools e verifique se o servidor DNS
foi adicionado. Por padrao, o ME é pré-configurado para usar servidores DNS abertos. O
endereco proxy HTTP e a porta podem ser inseridos na mesma pagina:
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Em Wireless Settings > Access Points, verifique se pelo menos um AP foi associado. Esse AP
pode ser o mesmo no qual o ME esta executando:
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Na nuvem do DNA Spaces, faga login e navegue até Setup > Wireless Networks > Connect
WLC/Catalyst 9800 Diretamente e clique em View Token:
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Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 9800 Directly is an easy way to get your wireless network connected to Cisco DNA Spaces. No need to upgrade
Wireless LAN Controllers or recenfigure your wireless network.

(1 Install Root Certificate Need Help?
‘You can install the certificate from WLC CLI Access the below links 1o view
Wiew root cenificate & -
detailed help.
(2) Configure Token in WLC View Configuration Steps

Caonfigure the token in WLC to establish the connection.

Systemn Requirements

]4 Total controller(s) Frequently Asked

Questions

(3 Import Controllers into Location Hierarchy

Once the controllers are connected, you can impaort them into kecation hierarchy

controller(s)
imported to location Import Controllers
hierarchy

Copie o token e a URL:
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Follow the steps below to configure token in WLG CLI

1 Execute the following steps in the WLC CLI mode

d.config network dns serverip [drs_server_ip)
econfg cloud-services omx analie

2 = Check the summary using the following command:
a.show S chiiod - Sofvices Summany
Ther rosult should bo as falkows;
Setver hrps:/ fasjEporovic. dnaspaces ou
P hddress B1AZNZTA80
Cornoctivity harps: UP
Sondco Status Hetivo
Lzt Roquest Stans HTTR/1.1 200 0K

Hoartboat Status 0K

Na interface da Web do ME, em Advanced > CMX, cole URL e Authentication Token:
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Para verificar se a conexao foi estabelecida, clique no botdo Test Link. Se a conexao tiver sido
estabelecida, o botdo mudara para Link Up:

? Test Link




Ignore o proximo capitulo e va para "Importar controladores para a hierarquia de local".
Configuragao via CLI

Verifique se o NTP esta configurado e sincronizado:

(ME) >show time

T B, Mon Feb 24 23:38:13 2020
Timezone delta........ ... ... i, 0:0
Timezone location............ ... ... (GMI +1: 00) Ansterdam Berlin, Ronme, Vienna
NTP Servers
NTP Version. ...... ..., 3
NTP Polling Interval......................... 86400
I ndex NTP Key | ndex NTP Server St at us NTP Msg Auth Status
10 0. ci scone. pool . ntp.org In Sync AUTH DI SABLED
20 1. ci scone. pool .ntp.org Not Tried AUTH DI SABLED
30 2.ciscone. pool .ntp.org Not Tried AUTH DI SABLED

Novos servidores NTP podem ser adicionados usando o comando config time ntp server <index>
<ip_address>.

Verifique se os servidores DNS foram configurados:

(ME) >show network summary

RF-Network Name............. ... i, VE

DNS Server IP1l.......... ... . .. . ... 192.168.1.1
DNS Server IP2.. ... .. ... . .. . i 208. 67. 222. 222
DNS Server IP3. ... ... ... . . . . 208. 67. 220. 220

Novos servidores DNS podem ser adicionados usando o comando config network dns serverip
<ip_addr>.

Para confirmar que o AP foi associado:

(ME) >show ap summary

Number of APS. . ... ... . . . . e 1

A obal AP User Name............. .. adm n

G obal AP Dotlx User Name........................ Not Confi gured
d obal AP Dot1x EAP Method....................... EAP- FAST

* prefix indicates G sco Internal AP

AP Name Slots AP Model Et hernet MAC Location Country
| P Addr ess Clients DSE Location
*APD478. 9BF8. 7070 2 Al R- AP1542| - E-K9  d4:78:9b:f8:70: 70 default location BE

192.168. 1. 185 0 [0,0,0]



Como mencionado anteriormente, acesse a nuvem do DNA Spaces, navegue para Setup >
Wireless Networks > Connect WLC/Catalyst 9800 Diretamente e clique em View Token:
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Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 9800 Directly is an easy way 1o get your wireless network connected 1o Cisco DNA Spaces. No need 1o upgrade
Wireless LAN Controllers or reconfigure your wireless netwaork.

1 Install Root Certificate Need Help?

You can install the cerificate from WLC CLI
View root cenificate &

Access the below links 1o view

detailed help.

2 Configure Token in WLC View Configuration Steps

Caonfigure the token in WLC to establish the connection.

System Requirements

View Toke
1 4 Total controller(s) Frequently Asked

Questions

3| Import Controllers into Location Hierarchy

Once the controlkers are connected, you can import them into lecation hierarchy

controdlern(s)
imported to location Import Controllers
hierarchy

Copie o token e a URL:
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Token for WLC to connect to DNA Spaces
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Follow the steps below to configure token in WLG CLI

1 Execute the following steps in the WLC CLI mode

d.config network dns serverip [drs_server_ip)
econfg cloud-services omx analie

2 Check the summary using the following command:
a.show S chiiod - Sofvices Summany

Ther rsult should be as fallows:

S hps: fivasilijepad ovic. dnaspaces . ou
1P Addross 63.32.127.190

Cornoctivity harps: UP

Sendce Status Actva

et Roquast Stans HITPM .1 200 0K
Hoartboat Status 0K

Execute os seguintes comandos:

(ME) >config cloud-services cmx disable

(ME) >config cloud-services server url [URL]

(ME) >config cloud-services server id-token [TOKEN]
(ME) >config cloud-services cmx enable

Para verificar se a conexao com a nuvem do DNA Spaces foi estabelecida com éxito, execute:

CMX Service
5= Y https://vasilijeperovic. dnaspaces. eu
[P AdAr eSS, .. 63.33.127. 190
Connectivity. ... https: UP
Service Status ............ i Active
Last Request Status........................... HTTP/ 1.1 200 K
Heartbeat Status ............................. oK
Payl oad Conpression type ..................... gzip

Importar controladores para a hierarquia de local

O resto da configuracao sera feito em DNA Spaces. Em Setup > Wireless Networks > Connect
WLC/Catalyst 9800 Directly, clique em Import Controllers.

|&
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Connect WLC/Catalyst 9800 Directly

Connect WLC /Catalyst 9800 Directly is an easy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure
your wiraboss netwark,

1 Install Root Certificate Meed Help?

Wisia can instnll the cermsicate from WLG CLI

Argess the below Hnks 1o view detsded
Wiew root certibcats

help.

2 Configure Token in WLC View Configuration Steps
Conhgune the wien in WLE 10 emablish the connection.

System Requiremaents

WView Toke:
'] 4 Total controfer(s) W Tomn Frequently Asked Questions

3 Import Controllers into Location Hierarchy

Once the controliers are connected, you Gan Empon them into location hiesarchy

o

Marque o botéo de opgao ao lado do nome da sua conta e clique em Avangar. Se voceé ja tiver
alguns locais adicionados, eles aparecerao na lista abaixo:

&« = & o U & nhitpsy/dnaspaces.e/setupwirelessnetwork e 2 1o

Import Controllers

Where do you want to import this Controller
Choose a location that you wani to import this controller.

=2, Search Locations ’x

TestLocation ®




Localize o endereco IP do controlador, marque a caixa ao lado dele e pressione Avancar:

Como nenhum outro local foi adicionado, clique em Concluir:

O prompt informando que ME foi importado com éxito para a Hierarquia de local aparecera:



Controller successfully
imported to location
hierarchy!

Total controllers added : 1
Total number of APs : 1
Total number of Locations : 0

Would you like to organize your location
hierarchy

Yes, take me to location hierarchy

| No, Continue with Setup |

Agora que o CBI foi conectado com éxito a nuvem, vocé pode comecar a usar todos os outros
recursos do DNA Spaces.

Verificar

No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshoot

Esta secéao fornece as informagdes que vocé pode usar para solucionar problemas de sua
configuracao.

A depuragao no Mobility Express € muito limitada e, no momento da elaboragao deste artigo, ndo
fornece muita compreensao sobre o motivo da falha na conexao com a nuvem. Servidor NTP
ausente, o DNS que néo resolve 0 nome de dominio do Spaces do DNA e o firewall que blogueia




o trafego HTTPS resultardo com as mesmas saidas de debug e show:

(ME) >show cloud-services cmx summary

CMX Servi ce
1T = https://vasilijeperovic. dnaspaces. eu
I[P Address. ... 0.0.0.0
Service Status .......... . Down
Connectivity. ... ..o https: Failed to establish connection
Time remaining for next Retry................. 5 Seconds

Se a conexao com a nuvem falhar, o Mobility Express tentara estabelecer novamente a cada 30
segundos. Para ativar depuragdes, basta executar:

(ME) >debug nmsp all enable

*emAéb: Jul 01 00:20:52.836: Started http trace logging to file /var/| og/debug/w c-debug-
captures. txt

As saidas de depuracao serdo novamente idénticas para o servidor NTP ausente, o DNS ndo
resolvera o nome de dominio do Spaces do DNA e o firewall bloqueando o trafeqgo HTTPS.
Devido a isso, € sempre recomendavel executar capturas de pacotes na porta do switch AP.

Exemplo de uma conexao com falha devido ao NTP nao configurado pode ser visto abaixo:

(ME) >debug nmsp all enable

Debuggi ng session started on Jul 01 00:20:52.839 for W.C Al R-AP1542] - E- K9 Version :8.10.112.0
SN : FGL2324B02P Host name Me

*nnepTxServer Task: Jul 01 00: 21: 05.408: Received Message LOCP_HTTPS_SERVI CE_UPDATE
*nnepTxServer Task: Jul 01 00: 21: 05.408: Received CMX service conmand CMX_SERVI CE_LI NK_CHECK,

Buf fer Length 1292

*nnepTxServer Task: Jul 01 00: 21: 05. 408: connection failed. Attempt 1

*nnepTxServer Task: Jul 01 00: 21: 05.409: configured Domain: vasilijeperovic. dnaspaces. eu
*nnepTxServer Task: Jul 01 00: 21: 05.409: Connect to data.dnaspaces. eu/ networkdata, Tenent |d
vasilijeperovic

*nnepTxServer Task: Jul 01 00: 21: 05.409: Keep Alive

Url: https://data. dnaspaces. eu/ api/confi g/ vl/ nmspconfi g/ 192. 168. 1. 13

*nnepTxServer Task: Jul 01 00: 21: 05.409: Initating cmx-cloud connetion. port 443, token
eyJ0eXAi O JKV1Q i nformation-onitted] !l 8krcrpnmRqOg

*nnepTxServer Task: Jul 01 00:21:05.409: [CTX:0] Tx handles in use 0, free 1

*nnepTxServer Task: Jul 01 00:21:05.411: [CTX: 1] Tx handles in use 0, free 32

*nnepTxServer Task: Jul 01 00: 21:05.411: Http connection URL

htt ps://dat a. dnaspaces. eu/ net wor kdat a?j wt t oken=eyJ0eXAi O JKV1{ i nfornati on-om tted] | 8krcrpnRqOg
*nnepTxServer Task: Jul 01 00: 21:05.411: Sending Echo Req in start. Refresh Handl e =Yes
*nnepTxServer Task: Jul 01 00:21:05.411: Https Control path handl e nay be refreshed.
*nnspMkServer Task: Jul 01 00: 21: 05.413: Async Perform done on 1 nessages

Exemplo de conex&do bem-sucedida:

(ME) >debug nmsp all enable
Debuggi ng session started on Feb 25 01:13: 04.913 for W.C Al R- AP1542] - E- K9 Version :8.10.112.0
SN : FGL2324B02P Host name ME

*em\eb: Feb 25 01:13:10.138: Init cmx-cloud config: Already initialized
*em\eb: Feb 25 01:13:10.138: starting connection retry timer
*emAMeb: Feb 25 01:13:10.138: Posting Service Request 50 to Tx service



*nmepTxSer ver Task:
*nmepTxSer ver Task:
Lengt h 1292

*nmepTxSer ver Task:
*nmepTxSer ver Task:
vasilijeperovic

*nmepTxSer ver Task:

Feb 25 01:13:10.212:
Feb 25 01:13:10.213:

Feb 25 01:13:10.213:
Feb 25 01:13:10.213:

Feb 25 01:13:10.213:

Recei ved Message LOCP_HTTPS_SERVI CE_UPDATE
Recei ved CMX servi ce command CMX_SERVI CE_START, Buffer

Configured Domain: vasilijeperovic. dnaspaces. eu

Connect to data. dnaspaces. eu/ networkdata, Tenent Id

Keep Alive

Url:https://data. dnaspaces. eu/ api/ confi g/ vl/ nmspconfi g/ 192. 168. 1. 13

*nmepTxSer ver Task:

Feb 25 01:13:10.213:

Initating cmx-cloud connetion. port 443, token

eyJ0eXAi O JKV1Q i nformati on-omnitted] | 8krcrpnmRqOg

*nmepTxSer ver Task:
*nmepTxSer ver Task:

https://data. dnaspaces.

*nmepTxSer ver Task:
*nmspMkSer ver Task:
*nmspMkSer ver Task:

*nmspMkSer ver Task:

*nmspMkSer ver Task:

Feb
Feb

Feb
Feb
Feb

Feb

Feb

0d HTTP/1.1.200. &K

*nmspMkSer ver Task:
*nmspMkSer ver Task:

*nmspMkSer ver Task:
*nmspMkSer ver Task:

Feb

Feb

Feb
Feb

25 01:13:10. 216:

[CTX:1] Tx handles in use 0, free 32

25 01:13:10.216: Http connection URL
eu/ net wor kdat a?j wt t oken=eeyJ0eXAi O JKV1{ i nf or mati on-omni tted] | 8krcr pnmRq0g

25 01:13:10. 216:
25 01:13:10. 217:
446:

25

25

25

25

25

25
25

01:

01:

01:

01:

01:

01:
01:

13:

13:

13:

13:

13:

13:
13:

10.

10.

10.

10.

10.

10.
10.

446:

446:

446:

446:

446:
446:

Sending Echo Req in start. Refresh Handl e =No
Async Perform done on 1 nessages
Recei ved: 17 bytes header

Rx Header HTTP/1.1 200 OK

00000000: 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
00000010: Oa
Received Heartbeat response on connection [ 0]

Stopping connection retry timer
connection succeeded. server IP 63.33.127.190



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



