Etapas para configurar o Cisco Aironet 1142 e
registrar o telefone Wi-Fi 7925 com o CUCM
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Introduction

Este documento descreve como registrar um telefone Cisco Wireless em um servidor Cisco
Unified Communication Manager (CUCM). Este documento tem uma configuragao detalhada de
CUCM, Ponto de acesso e Telefone sem fio.

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento do CUCM e dos Pontos de acesso da Cisco.

Componentes Utilizados
As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

- CUCM Verséao 9.1.2.15126-1.
- Access Point Cisco Aironet 1140 Series, versao 15.3(3)JBB2



- Telefone Cisco 7925, versao 1.4(7)

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. All of the devices used in this document started with a cleared (default)
configuration. If your network is live, make sure that you understand the potential impact of any
command.

Configurar

Use as informagdes descritas nesta se¢ao para registrar telefones sem fio da Cisco no servidor
CUCM.

Acesso Configuragao de ponto
Como acessar o ponto de acesso (AP)

Configure o DHCP no Switch L3 ou certifique-se de que o switch ao qual o Aironet sera conectado
tenha acesso ao servidor DHCP.

A0%7

Depois de conectar o Aironet a porta do switch de um switch Cisco, vocé pode encontrar os
detalhes do Aironet usando o comando show cdp neighbors no switch.

IP
IP
IF
IE &
IP

b b e b e e

RIR-AP114 Gig 0

W5-C3750E Gig 2



Para descobrir o endereco IP do Aironet (que teria tomado via DHCP), use o comando show cdp
neighbors fa 0/6 detail no switch.

SOFTWARE (fcl)

O nome de usuario e as senhas padréo do Aironet serdo Cisco e Cisco.

Vocé pode usar o acesso da Interface Grafica do Usuario (GUI - Graphical User Interface) do
Aironet ou o0 acesso da Interface de Linha de Comando (CLI - Command Line Interface) do
Aironet para executar as altera¢des de configuragao. Neste documento, foi feito o uso do acesso
GUI do Aironet.

HOME NETWORK ASSOCIATION WIRELESS  SECURITY  SERVICES MANAGEMENT  SOFTWARE — EVENT LOG

cisco =

Summary Cisco Aironet 1140 Series Access Point

Easy Setup

- Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP1142-1 uptime is 11 hours, 58 minutes
Network Assistant

Association
Clients: 0 Infrastructure clients: 0

Network Identity

m

IP Address 10.106.122.152
IPvG Address FEB0::CEEF:48FF .FEFA:4426
MAC Address ccef 48fa 4426

Network Interfaces

Interface MAC Address Transmission Rate
1} GigabitEthernet ccef 48fa.4426 100Mbps

¥ Radio0.802 11N2-46Hz 2¢3f.387£.4810 Mes Index 15
uRad\m-EGZ 11NBGHz 2¢31.3871.9c00 Mcs Index 15

Ativar interfaces de radio

Navegue até o menu REDE e clique em cada interface de radio e selecione o botao de opgao
Habilitar em Ativar radio da CONFIGURACAO, como mostrado nesta imagem. Ative todas as
interfaces de radio.



CIsSCO HOME NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOC

NETWORK & RADIOO-802.11NZ45HZ STATUS |z DETAILED STATUS ): SETTINGS

Hostname BGL14.M.18-LAP1142-1
¥ NETWORK MAP

summary

AGIHERL Nedc Network Interfaces: Radio0-802.11N24GH7 Settings

¥ NETWORK INTERFACE

Summary .
Operating Mode: Mixed
IP Address
e @ &
GigabitEtherneto Enabie Rado: © Enable O Disable
Radio0-802.11N 2.4GHz Current Status (Software/Hardware): Disabled 4 Down ¥

Pl ] SRR Role in Radio Network:

@ Access Point
ccess Point (Fallback to Radio Shutdown)
ccess Point (Fallback to Repeater)

) Repeater

©) Root Bridae
Adicionar nova VLAN

Navegue até o menu SECURITY e escolha SSID Manager depois de clicar em DefineVLANS,
vocé terd uma opcado ADD VLANS, depois de concluir, clique no botao APPLY.

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT  SOFTWARE  EVENT LOG
Security

Hostname ap

Admin Access

T R e Security: Global $SID Manager

SSID Manager SSID Properties

Dotl1lu Manager Current §SID List

Server Manager I 5sID:

AP Authentication P
VLAN: < NONE > ~  Define VLANS

Intrusion Detection Backup1:

Local RADIUS Server Backup 2:

Advance Security i Backup 3: i
Band-Select: [ Band Select
Universal Admin Mode: "] Universal Admin Mode
Interface: [ RadioD-802 11N24CHz

[/ Radio1-802 11N3GHz
Network ID: . (0-4096)
MNalaa

Como mostrado na imagem, a VLAN 487 ¢ adicionada e verificada para ambos os radios.

Se essa VLAN for Nativa, vocé podera marcar a caixa VLAN Nativa.



nosiname DOULIT4.VL10-LAFTI&L-1

Services: VLAN

DULIT4.NLT0-LAF 1144~ UPLIME IS 14 NOUrs,

Global VLAN Properties

Current Native VLAN:  None

Assigned VLANs

Current VLAN List Create VLAN

-

VLAN ID: 487

Define SSIDs

(1-4094)

VLAN Name (optional):

] Native VLAN

= || Delete

] Enable Public Secure Packet Forwarding
¥| Radio0-802.11N24GHz
Radio1-802.11N3GHz

0 Management VLAN (If non-native)

Criagéo de novo SSID e associagdo da VLAN

Navegue até o menu SECURITY e selecione SSID Manager.
Selecione <NEW> em Current SSID List e fornega o valor SSID.

Marque a caixa para ambas as interfaces de radio.

_only [

CISco HOME NETWORK ASSOCI SERVICES ~MANAGEMENT SOFTWARE  EVENT LOG

Security
Hostname BGL14.M.18-LAP1142-1

Admin Access
Encryption Manager

SSID Manager §SID Properties

BGL14.M.18-LAP*

Security: Global SSID Manager

Dot11u Manager Current $SID List

Server Manager

o SSID:
AP Authentication VLAN:
Intrusion Detection
Local RADIUS Server
Advance Security =
Band-Select:

Interface:

Network ID: (0-40985)

Clique no botao Aplicar.

Universal Admin Mode:

voicelab

< NONE > =  Define VLANs
Backup 1:
Backup 2:
Backup 3:

[C] Band Select
[C] universal Admin Mode

[¥] Radio0-802.11N2 4GHz
[¥| Radio1-802.11N3GHz



Multiple BSSID Beacon Settings

Multiple BSSID Beacon
[[] Set SSID as Guest Mode

[|set DataBeacon Rate (DTIM): DISABLED (1-100)

Cance

Guest Mode/Infrastructure SSID Settings

Radio0-802.11N2-4GHz;

Set Beacon Mode: @ Single BSSID Set Single Guest Mode SSID: < NONE > ~
© Multiple BSSID
Set Infrastructure SSID: < NONE > ~ [] Force Infrastructure Devices to associate only to this SSID

Radio1-802.11N5GHz;

Set Beacon Mode: @ Single BSSID Set Single Guest Mode SSID: < NONE > ~
© Multiple BSSID
Set Infrastructure SSID: < NONE > ~ [ Force Infrastructure Devices to associate only to this SSID

G

Nota: Se a interface de radio ndo aparecer depois que as interfaces de radio da GUI
estiverem ativadas, faga login na CLI e execute o comando no shutdown em interfaces de
radio (Dot11Radio).

Como tornar o SSID visivel para os clientes

Para ver o SSID nos clientes, vocé deve escolher os SSIDs em Set Single Guest Mode SSID para
todos os radios como mostrado nesta imagem.

Save Configuration  Ping

CIsSCO HOME NETWORK ASSOCIATION WIRELESS SECURITY  SERVICES MANAGEMENT SOFTWARE EVENT LOG
|| Set DataBeacon Rate (DTIM) DISABLED (1-100)

Security

Admin Access

Encryption Manager Guest Mode/Infrastructure SSID Settings

SSID Manager

Dotllu Manager Radio0-802.11N2-4GHz.
i B s
| S LA Set Beacon Mode: @ Single BSSID  Set Single Guest Mode SSID: voicelab  +

AP Authentication s

' Multiple BSSID
Intrusion Detection
Set Infrastructure SSID: < NONE > ~ [ Force Infrastructure Devices to associate only to this SSID

Local RADIUS Server

Y Adwvance Security
Radio1-802.11N3GHZ:

Set Beacon Mode: @ Single BSSID Set Single Guest Mode SSID: voicelab  ~
) Multiple BSSID
Set Infrastructure SSID: < NONE > ~ [ Force Infrastructure Devices to associate only to this SSID




Como verificar os clientes conectados

Depois que o cliente se conectar ao ponto de acesso, vocé vera os detalhes do cliente no menu
HOME.

Save Configuration  Ping  Logout Refresh

HOME  NETWORK  ASSOCIATION  WIRELESS  SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Home Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP1142-1 uptime is 14 hours, 39 minutes
Summary
EREa=viseiun Association
DG R Clients: 2 Infrastructure clients: 0
View: [Z] Client [/] Infrastructure client
Radio0-802.11N2-46Hz
S5ID voicelab :
Device Type Name IPv4 Address IPvE Address MAC Address State Parent VLAN
il cex-client NONE 10.106.122 153 = 8438 3801 45be Associated self 487
unknown NONE 10106122 154 2 cOee fb53 eb46 Associated self 487
Radio1-802.11N56Hz
! | | | | |
Refresh

Opcional - Como definir a senha para SSID
Navegue até a guia SECURITY e escolha Encryption Manager.
Nos Modos de Criptografia, escolha Cifra e selecione AES CCMP.

Depois disso, clique em APPLY.

CISCO HOME NETWORK  ASSOCIATION  WIRELESS  SECURITY SERVICES  MANA

Security
Hostname BGL14.M.18-LAP1142-1

Security: Encryption Manager

SSID Manager Set Encryption Mode and Keys for VLAN:
Dotl1u Manager

Admin Access

Encryption Manager

Server Manager Encryption Modes

AP Authentication =

) None
Intrusion Detection
Local RADIUS Server P T
) WEP Encryption Optional ~ ~
Advance Security ] .
Cisco Compliant TKIP Features: [| En:
] En:
@ cipher AES CCMP -

Em seguida, selecione o SSID Manager no menu SEGURANCA



Defina o Gerenciamento de chaves como obrigatério e marque a caixa Habilitar WPA e escolha
WPAV2.

Fornega a senha do SSID em Chave pré-compartilhada WPA.

Depois disso, clique no botado APPLY.

Save Configuration

alialn

CiIsco HOME NETWORK  ASSOCIATION WIRELESS  SECURITY  SERVICES MANAGEMENT SOFTWARE  EVENT LOG
Security Priority 2. < NONE > ~ Priority 2: < NONE > ~
Priority 3: < NONE > ~ Priority 3: < NONE > ~

Admin Access

Encryption Manager

SSID M
EIEGE Client Authenticated Key Management

Dotllu Manager
Server Manager Key Management: Mandatory ~ [ cckm ¥| Enable WPA  WPAV2 -

AP Authentication

Intrusion Detection

WPA Pre-shared Key: ssscsssssse @ Ascll © Hexadecimal
Local RADIUS Server
Advance Security 11w Configuration: Disable ~
i 11w Association-comeback: 1000 (1000-20000)
11w Saquery-retry: 100 (100-500)

Configuragéao do CUCM
Como adicionar o telefone 7925 ao servidor CUCM

Faca login na GUI de administragdo do CUCM e navegue para Device > Phone

alinli  Cisco Unified CM Administration [EVEetee] cisco Unified Cv Administration i Go
CISCO  ror Cisco Unified Communications Solutions admin Search Documentation About Logou
System ¥ Call Routing ¥ Media Resources ¥  Advanced Features ‘ Device ~ ‘ Application ¥  User b ~  Bulk Administration ¥ Help +
Gatekeeper
.: The system is operating on demo licenses Gateway )Add this system to a Cisco Prime License Manager and install sufficient
licenses to cover its usage before expiratic - 1e ability to provision users and devices.
',5 WARNING: No backup device is configure Trunk I your system in case of failure.

L.B Smart Call Home is not configured. To con Remote Destination lisable the reminder, please go to Cisco Unified Serviceability > Call
Home or click here. Device Settings »

Cisco Unified CM Administration

System version: 10.5.2.13037-1

Clique no botao Adicionar novo.



alinhi.  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System * Call Routing =+ Media Resources *  Advanced Features * Device *  Application *  User Manag

Find and List Phones
:‘l-.'a Add New

Phone

Find Phone where Device Name * begins with -

-Select item or enter search t.ext -

No active query. Please enter your s

Escolha Cisco 7925 em Phone Type e clique no botao Next (Avangar) (vocé pode escolher o tipo
de telefone de acordo com os telefones sem fio que possui).

alilin Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System v Call Routing * Media Resources *  Advanced Features ¥ Device v Application

’Ne}d

— Status

@ Status: Ready

~ Select the type of phone you would like to create

Phone Type* cisco 7925 -

Na pagina Phone Configuration, adicione o enderego MAC do telefone e atribua valores
apropriados a segdes especificas, como mostrado na imagem, e clique no botdo Save.



almin  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System v Call Routing ¥ Media Resources ¥ Advanced Features ¥ Device ¥  Application ¥  User Management ~  Bulk Administration

Phone Configuration
i ==
Status

@ Status: Ready

rPhone Type

Product Type: Cisco 7925
Device Protocol: SCCP

r Device Information

Device is trusted

MAC Address* 00233341E192

Description SEPO0233341E192

Device Pool* Default ¥ View Details
Common Device Configuration < None > ¥ View Details
Phone Button Template* Standard 7925 SCCP -

Softkey Template < None > x

Common Phone Profile*® Standard Common Phone Profile ¥ View Details

r Protocol Specific Information
Packet Capture Mode* None -
Packet Capture Duration 0
BLF Presence Group*® Standard Presence group hd
Device Security Profile® Cisco 7925 - Standard SCCP Non-Secure Profile -
SUBSCRIBE Calling Search Space < None > v
N ittt s

Clique em Adicionar uma nova linha e fornega um numero de diretério para este telefone.



albialn  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System * CallRouting ¥ Media Resources * Advanced Features * Device ¥ Application ¥ User Management ¥ Bl

Phone Configuration

B save x Delete Copy %l Reset # Apply Config q]: Add New
Status

@ Status: Ready

—Association r Phone Type

[ Modify Button Items ] Product Type: Cisco 7925
Device Protocol: SCCP

1 wrm Line [1] - Add a new DN

2wz line [2] - Add a new DN  Real-time Device Status
e
Registration: Unregistered
3 U= Add a new SD L <
IPv4 Address: 10.106.122.155
4 L}@ Add a new SD Active Load ID: None

Download Status: None

5 L@ Add a new SD

[ % Add a new SD Device Information

—a

Fornega qualquer niumero de diretério e clique no botdo SALVAR. Depois disso, clique nos botbes
Apply Config e Reset.

aliiln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System v Call Routing ¥ Media Resources ¥ Advanced Features v Device v  Application v  User Management v  Bulk Administration «

Directory Number Configuration
o =

r Status

@ Directory Number Configuration has refreshed due to a directory number change. Please click Save button to save the configuration.

r Directory Number Information

Directory Number* 7999 8 Urgent Priority
Route Partition < None > M

|| Description '
Alerting Name

ASCII Alerting Name

External Call Control Profile < MNone > b

Active

 Directory Number Settings

Configuracgao fisica do telefone 7925

Nome do perfil



Navegue até Configuragdes > Perfis de rede

- Entre em qualquer perfil
- Digite **# para desbloquear as configuracdes do telefone
- Fornecer qualquer nome de perfil

e e —

I

S -
=

2 Network Profiles

L7 weice

1 Frofila Name

2 Network Corfiguration
3 WLAN Cenfiguration

MNew Profile Name:

\T-‘IEEI

Configuragao de rede

Navegue até Configuragdes > Perfil de rede > Configuragéo de rede
Defina o valor DHCP ativado como SIM

Se o IP TFTP nao for extraido do servidor DHCP, adicione o endereco IP TFTP manualmente
aqui.



10.106.122.182
MAC Addiess
£0223341E192
Host Name

10 DNS Server 2
11 ARernate TFTP

SEPD0233341E192
10.106.122.180

13 TFTP Server 2

Configuragao da WLAN

Navegue até Settings > Network Profile > WLAN Config

- Fornega o nome SSID (configurado no ponto de acesso) e pressione Opgéo e selecione

SALVAR
- Defina o modo de seguranga como Auto (AKM)
- Na segao Pre-shared Key, digite a senha do SSID (em nosso laboratorio, definimos isso

como voicelab123)



Securty Mode
Auto (AKM) 802.11 Mode

UserName Auto-a
Password Call Power Save Mode
Hey Style . U-APsDP5-Pol

Verificar

Quando o telefone estiver registrado no CUCM, o telefone sem fio exibira o Numero de diretorio
configurado na tela. Na pagina Configuragao do telefone da GUI de administracdo do CUCM,
vocé vé que o telefone esta no estado registrado, como mostrado na imagem.

ahali,  Cisco Unified CM Administration
cisco

WEWGELGLE Cisco Unified CM Administration ¥

For Cisco Unified Communications Solutions admin Search Documentation About Logout

System v Call Routing v Media Resources v Advanced Features v Device v  Applicaton v  User Management v  Bulk Administration v Help «

— Related tinks: ST ] KN
lg save x Delete Copy %I Reset g Apply Config ED= Add New

r Association Information r Phone Type

Device Protocol: SCCP

’ Modify Button Items ] Product Type:  Cisco 7925 ‘E ‘

1 e Line [1] - 4002 (no partition)

2 wmsline [2] - 4004 (no partition) r Device Information
5 Registration Registered with Cisco Unified Communications Manager cucm192
3 U5 Add a new SD
i IP Address 10.106.122.161
: 4 u@ Add a new SD Active Load ID Unknown

Download Status  Unknown

Device is Active
6 U= Add a new SD E Device is

5 U= Add a new SD




Troubleshoot

Atualmente, nao existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuragao.
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