ASA Remote Access VPN com verificagcao
OCSP no Microsoft Windows 2012 e OpenSSL
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Introduction

Este documento descreve como usar a validagao do Protocolo de Status de Certificados Online
(OCSP - Online Certificate Status Protocol) em um Cisco Adaptive Security Appliance (ASA) para
certificados apresentados por usuarios VPN. Sao apresentadas configuragdes de exemplo para
dois servidores OCSP (Microsoft Windows Certificate Authority [CA] e OpenSSL). A secao



Verificar descreve os fluxos detalhados no nivel do pacote, e a se¢cao Solucido de problemas
concentra-se em erros e problemas tipicos.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Configuracao da interface de linha de comando (CLI) do Cisco Adaptive Security Appliance e
configuracéo da VPN Secure Socket Layer (SSL)

- Certificados X.509

- Servidor Microsoft Windows

- Linux/OpenSSL

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Software Cisco Adaptive Security Appliance versao 8.4 e posterior
- Microsoft Windows 7 com Cisco AnyConnect Secure Mobility Client, versao 3.1
- Microsoft Server 2012 R2
- Linux com OpenSSL 1.0.0j ou posterior
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Nota:Use a Command Lookup Tool (somente clientes registrados) para obter mais
informagdes sobre os comandos usados nesta segéao.

Diagrama de Rede

O cliente usa VPN de acesso remoto. Esse acesso pode ser o Cisco VPN Client (IPSec), o Cisco
AnyConnect Secure Mobility (SSL/Internet Key Exchange versao 2 [IKEv2]) ou WebVPN (portal).
Para fazer login, o cliente fornece o certificado correto, bem como o nome de usuario/senha que
foram configurados localmente no ASA. O certificado do cliente € validado através do servidor
OCSP.
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Acesso remoto ASA com OCSP

O ASA esta configurado para acesso SSL. O cliente esta usando o AnyConnect para fazer login.
O ASA usa o Protocolo de Registro de Certificado Simples (SCEP) para solicitar o certificado:

crypto ca trustpoint WN2012
revocation-check ocsp
enrol I ment url http://10.147.25.80:80/certsrv/nscep/ nscep. dl

crypto ca certificate map MAP 10

subj ect - nanme co admi ni strator
Um mapa de certificado é criado para identificar todos os usuarios cujo nome da entidade
contenha a palavra administrador (ndo diferencia maiusculas de minusculas). Esses usuarios
estdo vinculados a um grupo de tuneis chamado RA:

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-3. 1. 02040-k9. pkg 1

anyconnect enabl e

tunnel - group-1ist enable

certificate-group-map MAP 10 RA
A configuragao da VPN requer autorizagdo bem-sucedida (isto €, um certificado validado).
Também requer as credenciais corretas para o nome de usuario definido localmente
(autenticagao aaa):

usernane ci sco password XXXXXXX
ip local pool POOL 192.168.11.100-192.168.11.105 nmask 255.255.255.0

aaa aut hentication LOCAL



aaa aut horization LOCAL

group-policy M internal
group-policy MY attributes
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access

tunnel -group RA general -attributes
addr ess- pool POCL
defaul t - group-policy My
authorization-required

tunnel - group RA webvpn-attri butes
authentication aaa certificate
group-alias RA enable

CA do Microsoft Windows 2012

Observagao: consulte o Guia de Configuracdo do Cisco ASA 5500 Series usando a CLI, 8.4
e 8.6: Configuracdo de um Servidor Externo para Autorizacdo do Usuario do Security
Appliance para obter detalhes sobre a configuragao do ASA através da CLI.

Instalagdo de servigos

Este procedimento descreve como configurar servigos de fung¢ao para o servidor Microsoft:

1. Navegue até Gerenciador de servidores > Gerenciar > Adicionar fungdes e recursos. O
servidor Microsoft precisa destes servigos de fungao:

Autoridade de certificacdolnscricao na Web de Autoridade de Certificacao, usada pelo
clienteOnline Responder, necessario para OCSPNetwork Device Enroliment Service, que
contém o aplicativo SCEP usado pelo ASA O servico da Web com politicas pode ser
adicionado, se necessario.


//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
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Role Services

Credentials
[ Fole servces ____|

Setup Type
CA Type
Private Key

Cryptography

CA Name

validity Period
Certificate Database
Aythentication Type for C...
Ceonfirmation

2.
3.

DESTINATION SERVER
WIN-35QVHO3PQE3 lab.com

Select Role Services to configure

Centification Authority

[ Certification Autharity Web Enrollment
[v] Online Responder

[[] Metwork Device Enrcliment Service

[[] Certificate Enrollment Web Service

[ Certificate Enesllment Palicy Web Service

Maore about AD CS Server Roles

-!.le::” Mext = I l&nﬁgure. Cancel |

4. Ao adicionar recursos, certifique-se de incluir as Ferramentas de Respondente Online,
pois elas incluem um snap-in OCSP que sera usado posteriormente:



= Add Roles and Features Wizard |=|e[x]

Fm = irae DESTINATION SERVER
ediures WIN-350VHII PO Ik com

Aafmre Yo Bamin Select one or more features to install on the selected senver.

nstallation Type Features Description

arye — . A Online Responder Tools includes the
- 4 |m| Role Administration Tools (12 of 28 installed) Online Responder Management

: [m] AD DS and AD LOS Tools (4 of 5 installed) snap-in.
Features k .

. [] Hyper-V Management Tools
nE s [m] Remote Desktop Services Tools (1 of 3 insts
S LrVICes B[] Windews Server Update Services Tools

Confinmation 4 [w] Active Directory Certificate Services Tools
[ Certification Autharity Management Tox

F7]Online Responder Tools

ot Y

[[] Fax Server Tools
[] File Services Tools

W

< Previous Mext = t Cancel

Configuragdo de CA para Modelo OCSP

O servigo OCSP usa um certificado para assinar a resposta OCSP. Um certificado especial no
servidor Microsoft deve ser gerado e deve incluir:

. Uso estendido de chave = assinatura OCSP
- OCSP sem verificagao de revogacgao

Este certificado é necessario para evitar loops de validagao OCSP. O ASA nao usa o0 servico
OCSP para tentar verificar o certificado apresentado pelo servico OCSP.

1. Adicione um modelo para o certificado na autoridade de certificagdo. Navegue para CA >
Modelo de certificado > Gerenciar, selecione Assinatura de resposta OCSP e duplique o
modelo. Exiba as propriedades do modelo recém-criado e clique na guia Seguranga. As
permissdes descrevem qual entidade tem permissao para solicitar um certificado que use
esse modelo, portanto, sdo necessarias permissoes corretas. Neste exemplo, a entidade é o
servico OCSP que esta sendo executado no mesmo host (TEST-CISCO\DC) e o servigo
OCSP precisa de privilégios de Inscricdo Automatica:



= Certificate Templates Consale — | =] e
File Acion Veew Help

T NEEEER G

& Cestificate Templates (DC test-c|| Template Display Marfie

5 administrator

3 Authenticatad Session

3 Biasie EFS

3 CA Bxchange

= CEP Encrypion

Z Code Signing

H cornputer

e | Capy of OCSP Response Signing
& Cross Certification Autharity

m Directory Email Replication

m Darmain Condroller

3 Darnain Contreller Authentication
3 EFS Recovery Agant

3 Envoliment Agent

2 Enraliment Agent (Cormputer)
= Exchange Enrollment Agent (O
Z Exchange Signature Only

= Exchamge Uiser

HIPsec

Z IPSec (Offline request)

5 Kerberos Authertication

2 Key Recovery Agent

3 OC3P Response Sgning

3 Ras and 15 Server

3 Reot Cestification Authority

Z Foutar (Offline reguest)

Z Senateard Logon

1 Srnatcard User

& subardinate Certification Autharity
& Trust List Signing

< m | » a " | >

B Domain Adming (TEST-CISCONDomain Admins)
82, Evverprise Admine (TEST-CIS00NEnbarprss Admins)

Todas as outras configuragdes do modelo podem ser definidas como padrao.

2. Ative o modelo. Navegue até CA > Modelo de certificado > Novo > Modelo de certificado a
ser emitido e selecione o modelo duplicado:



i certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Certificate Templates] [ = |2 X |
File Action View Help

® =% 2| Q3

i) Certification Authority (L nable Certificate Templates

.‘d test-cisco-DC-CA

1 Revoked Centifical]  Select one Certficate Template to enable on this Certiication Authorty.

7 lssued Certificated|  Note: ¥ a cestfficate template that was recently created does not appear on this list, you may need to wad unti
Pend: |l information about this template has been replicated to all domain controllers.

._:l ending Request Al of the cedificate templates in the organization may nol be avaiable to your CA.

i

| Failed Requests For more information, see Cerificate Template Congepts.
| Certificate Temp

Hame intended Purpose
B Authenticated Session Chert Authentication
T CA Exchange Private Key Archival
5] Code Signing Cade Signing

B Copy 2 of OCSP Response Signing OCSP Signing

5 Copy of OCSP Response Signing  OCSP Sigring

B Cross Catfication Authorty <Al

5 Ervoliment Agent Certficate Request Agent
5 Envoliment Agent (Computer) Certficate Request Agent
5 Exchange Signature Oy Secure Emai

B Exchange User Secure Emal

Tl IPSar IP s ity [KF intmrmadisie

Certificado de servico OCSP

Este procedimento descreve como usar o Gerenciamento de Configuragao On-line para
configurar o OCSP:

1. Navegue até Server Manager > Tools.

2. Navegue para Revocation Configuration > Add Revocation Configuration para adicionar uma
nova configuragao:



s

File

Action View Help

e 23

ocsp - [Online Responder: DC.test-cisco.com\Revocation Configuration]

'Ei'] Online Responder: DC test-cisco.co
i Revocation Configuration
F @ Array Configuration

7 DCtest-cisco.com

Mame Signing Certificate Selec...  Enrollment Ten

There are no items to show in this view.

Getting started with addi...
MName the Revocation Co...

Select CA Centificate Loca...

Choose CA Certificate
Select Signing Certificate

Revocation Provider

Choose CA Certificate

Add Revocation Configuration L2l x |

In order to check the status of a certificate, 2 revocation cenfiguration for the Online
Responder must identify the CA that issued the certificate.

You can identify this CA by selecting a CA certificate published in Active Directory or
by locating a CA computer.

®) Browse CA certificates published in Active Directory

Select a certification authority (CA) you want to use.

CA Computer
P test-gisco-DC-CA DC. test-cison. com

O OCSP pode usar a mesma CA Corporativa. O certificado para o servico OCSP ¢é gerado.

3. Use a Autoridade de Certificagao Corporativa selecionada e escolha o modelo criado
anteriormente. O certificado é registrado automaticamente:



€ ocsp - [Online Responder. DC test-cisco.com]
File Action Wiew Help

= =
€29 Online Responder: DC test-cisco.ce ) . .
47 Revocation Configuration = Online RESPDI‘IdEI’ EDI’IﬁgUI’EtIDI‘I
E -? Array Configuration . B Use this smap-in to configure and manage one or more certificate revocation responders.

Add Revocation Configuration |L-

>

~#  Select Signing Certificate

Getting started with addi... Revocation information is signed before it is sent to a client. The Cnline Responder can

MName the Revocation Co select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder,

® Automatically select a signing certificate
[ Auto-Enrcll for an OCSP signing certificate

Select CA Certificate Loca...

Choose CA Certificate

Select Signing Certificate

Certification awthority: |DC.DEI-ciscn.cnm‘-.,tst-ciscu-[:'[-fﬂ

Certificate Template: | Copy 2 of OCSP Response Signing v

Revocation Prowvider

() Manually select a signing certificate

Mote: You will need to specify a signing certificate for each member in the
Online Responder Array.

() Use the CA certificate for the revocation configuration

[:E < Previous | | [ Finish Cancel

4. Confirme se o certificado esta inscrito e se seu status é Processando/OK:

Revocation Configuration Status “

The 5Status pane identifies Online Respender configurations that are working properly or that may
need administrator attention. To get more information, select the Array members,

Mote: You may need to click Refresh if recent configuration changes or other administrative actions
are not represented here,

For mare information, see Verifying that a revocation configuration is functioning properly,

@ RevocationConfiguration Working




Wiew Signing Cerificate

Revocation Configuration Status

& Signing Cerfficate: Ok

Revocation Provider Status:

Type: Microsoft CRL-based revocation status provider
The revocation provider is successfully using the cument configuration

5. Navegue para CA > Certificados emitidos para verificar os detalhes do certificado:

A
File Action View Help

e #H 6= H

;__'ﬁ] Certfication .ﬂuulhqn‘r}- {Lecal)
4 g best-cisco-DC-CA
| Revoked Certificates
" Issued Certificates
Pending Requests
| Failed Requests
Certificate Templates

certsrv - [Certification Authority (Local\test-cisco-DC-Callssued Certificates)

B Certificate

[General | Detais | Cerification Path |

Value o
Thirsday, October 24, 2013 6...

Show: | <Al vl
[ vl v
[ subject 0, test-cson.com
[ Pubbc key RSA {2043 Bits)

fi | Certificate Template Inform,..

15| 0CsP Mo Revacaton Chedking
[ ] Bustharity Mey Identifier

Template=1.3.6,1.4.1, 311, 21...
0CS Signing (1.3.6, 1.5.5, 7.3
[L]Application Certificate Polic...

0500

KeylD=9f 00 b2 361900, v

0CSP Sgring (1.3.6.1.5.5.7.3.9)

late
e (..
riafil...
CEP...
fues,..
fues...
ues...
fues...

hues...

B.16..

Serial Mumber

240000000206
2400000003485,
2400000004571....
240000000573, ..
240000000535,
240000000708k,
2400000008242,
240000000984,

2400000002951,
2400000000048, ..
240000000cblc...
240000000d2Fe...
240000000804,
240000001 221¢...

Certificate Effective Daty
10/ 102013 T:25 AM
10/10/2013 T:33 &AM
10/10/2013 T:33 AM
10102013 11:34 AM
1071072013 11:47 PM
10/11/2013 12:05 AM
101172012 1212 AM
105100003 .27 PR
101072013 1:27 P
1011072013 1:28 PM
1010/2073 1:30 P
101072013 1:31 P
101072013 2:06 P
10/10,/2013 6:51 PM

Datas de Servico OCSP

A implementacdo do OCSP pela Microsoft esta em conformidade com o RFC 5019 The
Lightweight Online Certificate Status Protocol (OCSP) Profile for High-Volume Environments , que

€ uma versao simplificada do RFC 2560 X.509 Internet Public Key Infrastructure Online Certificate

Status Protocol - OCSP .

O ASA usa RFC 2560 para OCSP. Uma das diferencgas nos dois RFCs é que o RFC 5019 nao
aceita solicitagdes assinadas enviadas pelo ASA.

Epossivel forcar o servico OCSP da Microsoft a aceitar essas solicitacdes assinadas e responder


http://www.rfc-editor.org/rfc/rfc5019.txt
http://www.rfc-editor.org/rfc/rfc5019.txt
http://www.rfc-editor.org/rfc/rfc2560.txt
http://www.rfc-editor.org/rfc/rfc2560.txt

com a resposta assinada correta. Navegue até Revocation Configuration >
RevocationConfiguration1 > Edit Properties e selecione a opgao para Enable NONCE extension

support.

File Action View Help
a7 = B

iy Revocation Configuration

2 BP Array Configuration
& DC rest-cisco.com

' €4 Online Responder: DC test-cisco.ce|| Name Signing Certificate Selec...

&5+ RevocationConfiguration Automatically enrolled

Properties for Revocation Configuration: Revocaﬁunﬂ-.-

Local CRL | Revocation Provider | Signing

The salacted hash algothm (2 uzad by tha Online Raapondans o sign
responses sanl lo cients

Haszi algonthm [SH.-U |

[+ D not peoenpd for credentials for cryplographic operations
[v] Enable NONCE exf ansion support
] Use arry vakd OCSP signing cadificate

Orline Responder idertifiers
All rasponzes will include the followang Online Responder idertfier

(#) Key hash of the signing certficate
() Subgsct of tha signing cartficals

OK || Cancel Help

Enrollment Template
Copy 2 of OCSP Response 5

O servico OCSP agora esta pronto para uso.

Embora a Cisco ndo recomende isso, as ocorréncias podem ser desabilitadas no ASA:

BSNS- ASA5510- 3(confi g-ca-trust point)# ocsp disable-nonce

Configuragao de CA para extensdes OCSP

Agora vocé deve reconfigurar a CA para incluir a extensao do servidor OCSP em todos os
certificados emitidos. A URL dessa extenséo é usada pelo ASA para se conectar ao servidor
OCSP quando um certificado € validado.

1. Abra a caixa de dialogo Propriedades do servidor na autoridade de certificagao.

2. Clique na guia Extensions. E necessario o ramal AIA (Authority Information Access) que
aponta para o servico OCSP; neste exemplo, € http://10.61.208.243/ocsp. Habilite ambas as
opcoes para a extensao AlA:

Incluir na extensao AlA de certificados emitidosIncluir na extensao do protocolo de status de
certificados online (OCSP)



A C test-cisco-DC-CA Properties _

File  Acti Vi Hel

e on i b Enrolment Agents I Auditing I Recovery Agents I Security
s A E 4= Genesl | PolicyModue | Exit Module
L Certification Authority (Local) =nsiens | ST I i T -

4 g test-cisco-DC-CA Select estension:

- Revoked Certificates |;'-‘«.|_rth|:||'i’r:.r Information Access (ALA) (¥
| Issued Certificates

| Pending Requests Specify locations fram which users can obtain the cedificate for this CA.

" Failed Requests

. Certificate Templates C:Windows system 32 Cert Sne\Cert Ennollh < ServerDNSMName=_<CaMName
|dap ./ CN==CATruncated Mame= CH=AlA.CN=Public Key Services,CN=5
http://<ServerDMNSMName/Cert Enroll/<ServerDMSMName:_<CaMame»<Ce
file://<ServerDN SName =/Cert Enroll / <ServerDNSMame> <CaMame»<Ced

Hp /10,61 208 243/0csp

% < ]

¥

| Add.. || Remove |

Include in the AlA extension of issued cerfficates
Include in the online cefficate status protocol (OCSP) extension

Isso garante que todos os certificados emitidos tenham um ramal correto que aponte para o
servico OCSP.

OpenSSL

Observagao: consulte o Guia de Configuracdo do Cisco ASA 5500 Series usando a CLI, 8.4
e 8.6: Configuracdo de um Servidor Externo para Autorizacdo do Usuario do Security
Appliance para obter detalhes sobre a configuragao do ASA através da CLI.

Este exemplo pressupde que o servidor OpenSSL ja esteja configurado. Esta se¢cdo descreve
apenas a configuracao e as alteragdes OCSP necessarias para a configuragdo da CA.

Este procedimento descreve como gerar o certificado OCSP:

1. Estes parametros sdo necessarios para o respondente OCSP:

[ OCSPresponder ]

basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ation, digital Signature, keyEnci phernent
ext endedKeyUsage = OCSPSi gni ng

2. Estes parametros sdo necessarios para certificados de usuario:

[ UserCerts ]


//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html

aut horityl nf oAccess = OCSP; URl : http://10. 61. 208. 243
3. Os certificados precisam ser gerados e assinados pela autoridade de certificagao.

4. Inicie o servidor OCSP:

openssl ocsp -index our CAnebPage/i ndex.txt -port 80 -rsigner
ocspresponder.crt -rkey ocspresponder. key -CA cacert.crt -text -out
| 0g. t xt

5. Teste o exemplo de certificado:

openssl ocsp -CAfile cacert.crt -issuer cacert.crt -cert exanple-cert.crt
-url http://10.61.208.243 -resp_text

Mais exemplos estao disponiveis no site do OpenSSL .

O OpenSSL, como o ASA, suporta momentos OCSP; os momentos podem ser controlados com o
uso dos switches -nonce e -no_nonce.

ASA com varias origens OCSP

O ASA pode substituir o URL do OCSP. Mesmo que o certificado do cliente contenha um URL
OCSP, ele sera substituido pela configuracdo no ASA:

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nscep/ nscep. dl

ocsp url http://10.10.10.10/ocsp
O endereco do servidor OCSP pode ser definido explicitamente. Este exemplo de comando
corresponde a todos os certificados com o administrador no nome da entidade, usa um ponto de
confiangca OPENSSL para validar a assinatura OCSP e usa a URL http://11.11.11.11/ocsp para
enviar a solicitagao:

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subj ect - nane co admi ni strator

A ordem usada para localizar o URL do OCSP é:

1. Um servidor OCSP que vocé define com o comando match certificate
2. Um servidor OCSP definido com o comando ocsp url
3. O servidor OCSP no campo AlA do certificado do cliente

ASA com OCSP Assinado por Outra CA

Uma resposta OCSP pode ser assinada por uma CA diferente. Nesse caso, é necessario usar o
comando match certificate para usar um ponto de confianca diferente no ASA para validagao do


http://www.openssl.org/docs/apps/ocsp.html

certificado OCSP.

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subj ect - nanme co admi ni strator

crypto ca trustpoint OPENSSL
enrol | nent term nal
revocati on-check none

Neste exemplo, 0 ASA usa a regravagédo da URL do OCSP para todos os certificados com um
nome de entidade que contenha administrator. O ASA é forcado a validar o certificado do
respondente OCSP em relagao a outro ponto confiavel, o OPENSSL. Os certificados do usuario
ainda séao validados no ponto de confianga do WIN2012.

Como o certificado do respondente OCSP tem a extensao 'OCSP no revocation checks', o
certificado nao é verificado, mesmo quando o OCSP é for¢cado a validar com base no ponto de
confianga OPENSSL.

Por padrao, todos os pontos confiaveis sao pesquisados quando o ASA esta tentando verificar o
certificado do usuario. A validagao do certificado do respondente OCSP é diferente. O ASA
pesquisa apenas o ponto confidvel que ja foi encontrado para o certificado do usuario (WIN2012
neste exemplo).

Assim, é necessario usar o comando match certificate para forgcar o ASA a usar um ponto de
confianca diferente para a validagao do certificado OCSP (OPENSSL neste exemplo).

Os certificados do usuario sao validados em relagcédo ao primeiro ponto confiavel correspondente
(WIN2012 neste exemplo), que determina o ponto confidvel padrao para validagéo do
respondente OCSP.

Se nenhum ponto de confianga especifico for fornecido no comando match certificate, o
certificado OCSP sera validado em relacdo ao mesmo ponto de confianca que os certificados do
usuario (WIN2012 neste exemplo).:

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol l ment url http://10.61.209.83:80/certsrv/nscep/ nscep. dl

match certificate MAP override ocsp 10 url http://11.11.11.11/ocsp

Verificar

Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

Observagio: a Output Interpreter Tool (somente clientes registrados) suporta determinados
comandos show. Use a ferramenta Output Interpreter para visualizar uma analise do
resultado gerado pelo comando show..



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

ASA - Obter Certificado via SCEP

Este procedimento descreve como obter o certificado através do SCEP:

1. Este € o processo de autenticacdo de ponto confiavel para obter o certificado CA:

debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

BSNS- ASA5510- 3(config-ca-crl)# crypto ca authenticate WN2012
Crypto CA thread wakes up!

CRYPTO _PKl: Sending CA Certificate Request:

GET /certsrv/ nscep/ nscep. dl |/ pkiclient.exe?operati on=CGet CACert &ressage=
W N2012 HTTP/ 1.0

Host: 10.61.209. 83

CRYPTO _PKI: http connection opened

INFO Certificate has the following attributes:
Fi ngerprint: 27ddale5 eled3f4c e3a2c3da 6d1689c2
Do you accept this certificate? [yes/no]:

% Pl ease answer 'yes' or 'no'.
Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.
2. Para solicitar o certificado, o ASA precisa ter uma senha SCEP unica que pode ser obtida no
console do administrador em http://IP/certsrv/mscep_admin:

= X 152 168.10.100

Meswark Davica Enmllmant Samcs

heemwork Device Enrgliment Senace allows you to obtain cerificates for routers or ather network devices using the Simple Certificate Errclmen: Protocol (SCER)
To complate carificats anralimeant Tor your netwoerdo devdca you will negd the follewang informabion

The thumoprint (hash valug) for the CA cerdificats is: 2TDDAQJES E1ED3FAC E3AZCIDA GD16B9C2

The snrollment chalengs paseword is

This password can be uwsed only once and will expire wethin 80 mirules.

Each enrallmant requires & new challznge password, You can refresh this web page to obtain 8 new challenge password

For more infarmation see Lsing Metwork Device Enroliment Sendce

3. Use essa senha para solicitar o certificado no ASA:

BSNS- ASA5510- 3(confi g)# crypto ca enroll WIN2012

%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the

configuration.
Pl ease nake a note of it.

PaSSV\DI’d khkkhkhkhkkkkhkhkhkkkkkkk



Re_enter passmrd kkkkkhkkhkkhkkkhkkkhkk*k

% The fully-qualified domain name in the certificate will be:

BSNS- ASA5510- 3. t est - ci sco. com

% I ncl ude the device serial nunber in the subject nanme? [yes/no]: yes
% The serial nunmber in the certificate will be: JMX1014K16Y

Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority
BSNS- ASA5510- 3(confi g) #

CRYPTO_PKI : Sending CA Certificate Request:

GET /certsrv/ nscep/ mscep. dl |/ pkiclient.exe?operati on=CGet CACert &ressage=
W N2012 HTTP/ 1.0

Host: 10.61.209. 83

CRYPTO PKI: http connection opened

CRYPTO_PKI: Found a subject match - inserting the followi ng cert record
into certlList

Algumas saidas foram omitidas por questdes de clareza.

. Verifique os certificados CA e ASA:

BSNS- ASA5510- 3(confi g) # show crypto ca certificates
Certificate
Status: Available
Certificate Serial Nunber: 240000001cbf 2f c89f 44f e819700000000001c
Certificate Usage: Ceneral Purpose
Public Key Type: RSA (1024 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
ch=t est - ci sco- DC- CA
dc=test-cisco
dc=com
Subj ect Nane:
hostname=BSNS-ASA5510-3.test-cisco.com
seri al Nunber =JMX1014K16Y
CRL Distribution Points:
[1] I dap:///CN=test-cisco-DC CA CN=DC, CN=CDP,
CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Confi gurati on,
DC=t est - ci sco, DC=conf’certi fi cat eRevocati onLi st ?base?obj ect Cl ass=
cRLDi stri buti onPoi nt
Validity Date:
start date: 11:02:36 CEST Cct 13 2013
end date: 11:02:36 CEST Cct 13 2015
Associ ated Trustpoints: WN2012

CA Certificate
Status: Available
Certificate Serial Nunmber: 3d4c0881b04c799f 483f 4bbe91dc98ae
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
cn=test-cisco-DC-CA

dc=test-cisco

dc=com
Subj ect Nane:

ch=t est - ci sco- DC- CA



dc=test-cisco
dc=com
Validity Date:
start date: 07:23:03 CEST Cct 10 2013
end date: 07:33:03 CEST Cct 10 2018
Associ ated Trustpoints: WN2012

O ASA néo exibe a maioria das extensodes de certificado. Mesmo que o certificado ASA
contenha a extens&o 'URL OCSP no AlA', a CLI do ASA nao a apresenta. O bug da Cisco ID
CSCui44335, "ASA ENH Certificate x509 extensions displayed" (Extensdes x509 do
certificado ASA ENH exibidas) solicita essa melhoria.

AnyConnect - Obter certificado através da pagina da Web

Este procedimento descreve como obter o certificado através do uso do navegador da Web no
cliente:

1. Um certificado de usuario do AnyConnect pode ser solicitado por meio da pagina da Web.
No PC cliente, use um navegador da Web para acessar a CA em http://IP/certsrv:

€« C' [ 192.168.10.100/certsry,

Microsoft Actrve Directory Certificate Serices — test-cisco-DC-CA

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a certificate, you ca
depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation i

For more information about Active Directory Cerificate Senices, see Aclive Directory Cerificate Senices Documentation.

Select a task:
Request a cedificate
View the status of a pending cerificate request
Tl ifi | hain, or

2. O certificado do usuario pode ser salvo no armazenamento do navegador da Web e, em
seguida, exportado para o armazenamento da Microsoft, que € pesquisado pelo
AnyConnect. Use certmgr.msc para verificar o certificado recebido:


https://tools.cisco.com/bugsearch/bug/CSCui44335

@ certmgr - [Certificates - Current User\Personal\ Certificates]

-

File Action View Help

oo 20 §GIXE = em

Certificate ||

| General | Detais | Certification Path |

_ﬂﬁ Cenrtificates - Current User Issued To
Tt P:rs::na-.l : ¥ Administrater Show: | <All> il
| Certificates

-cisco-DC-CA
| Trusted Root Certification Au et choo-bE

| Enterprise Trust

| Intermediate Certification Au
| Active Directory User Object
| Trusted Publishers

Field Value -
iy | cRL Distribution Points [1]CRL Distribution Peint: Distr...

{1 Authority Information Access  [1)Authority Info Access: Act...

(] Certificate Template Name Liser

- ti1 |Enhanced Key Usage Encrypting File System (1.3.6....
| Untrusted Certificates (5| Subject Alternative Name Other Name:Princpal Name=4,.. |E
1 Third-Party Root Certificatior byl sMiME Capabiities [1]15MIME Capablity: Object L.
| Trusted People 5. |mey usage Digital Signature, Key Encipher. ..
| Other People (17 T st leveritens ot B
| Certificate Enroliment Reque:
URL =idan: [/ fON=test-geco-DC-CA, CN=ALA CN=Pubbc 3 -

Smart Card Trusted Roots 20Key e 205ervices, ClmServices, ON wConfiguration, DC mtest

dsco, DC =com*cACer tificate *base YobjectClass =certificationAuthority
[2) Authority Info Access

Access Method=0n4ne Certificate Status Protocol
{1.3.6.1.5.5.7.48.1)

Alternative Name:

URL =http: //10.6 1. 208. 243/ocsp

(L]}

O AnyConnect também pode solicitar o certificado desde que haja um perfil do AnyConnect
correto.

Acesso remoto ASA VPN com validagdo OCSP

Este procedimento descreve como verificar a validagcdo OCSP:

1. Enquanto tenta se conectar, o ASA relata que o certificado esta sendo verificado para
OCSP. Aqui, o certificado de autenticacdo OCSP tem uma extensao sem verificagao e nao
foi verificado via OCSP:

debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

YASA- 6- 725001: Starting SSL handshake with client outside:

10. 61. 209. 83/ 51262 for TLSvl session.

YASA- 7- 717025: Validating certificate chain containing 1 certificate(s).
YASA- 7- 717029: Identified client certificate within certificate chain.
serial nunber: 240000001B2AD208B12811687400000000001B, subject nane:
cn=Adm ni strator, cn=Users, dc=t est-ci sco, dc=com

Found a suitable trustpoint WIN201l2 to validate certificate.

YASA- 7- 717035: oCSP status is being checked for certificate. seri al
nunber: 240000001B2AD208B12811687400000000001B, subj ect nane:

cn=Adm ni strator, cn=Users, dc=t est-ci sco, dc=com

Y%ASA- 6- 302013: Built outbound TCP connection 1283 for outside:
10.61.209.83/80 (10.61.209.83/80) to identity: 10.48.67.229/35751

(10. 48. 67. 229/ 35751)

Y%ASA- 6- 717033: CSP response received.

%ASA- 7- 717034: No-check extension found in certificate. OCSP check
bypassed.

Y%ASA- 6- 717028: Certificate chain was successfully validated with
revocation status check.



Algumas saidas foram omitidas por questdes de clareza.

2. O usuario final fornece as credenciais do usuario:

,@ Cisco AnyConnect | 10.48.67.229
Username: Cisco
Password:
[ Ok, ] | Cancel |

@ Cisco AnyConnect Secure Mobility Client

Contacting 10.43.67.229,
10.498.67.229 Connect

3. A sessao VPN foi concluida corretamente:

YASA- 7- 717036: Looking for a tunnel group match based on certificate naps
for peer certificate with serial nunber:
240000001B2AD208B12811687400000000001B, subject name: cn=Admi ni strator,
cn=Users, dc=t est-ci sco,dc=com issuer_nane: cn=test-ci sco-DC- CA,

dc=t est - ci sco, dc=com

YASA- 7- 717038: Tunnel group match found. Tunnel Group: RA, Peer
certificate: serial nunber: 240000001B2AD208B12811687400000000001B,

subj ect nanme: cn=Adm ni strator, cn=Users, dc=test-ci sco, dc=com

i ssuer _nane: cn=test-ci sco-DC- CA, dc=t est-ci sco, dc=com

YASA- 6- 113012: AAA user authentication Successful : local database :

user = cisco

YASA- 6- 113009: AAA retrieved default group policy (MY) for user = cisco
YASA- 6- 113039: G oup <MY> User <cisco> | P <10.61. 209. 83> AnyConnect parent
session started.

4. A sessao é criada:

BSNS- ASA5510- 3(confi g)# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed



Username : cisco I ndex 4
Assigned IP 192.168. 11. 100 Public IP 10. 61. 209. 83
Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense AnyConnect Premi um
Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4
DTLS- Tunnel : (1) AES128
Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1
DTLS- Tunnel : (1) SHA1
Bytes Tx : 10540 Byt es Rx 32236
Pkts Tx : 8 Pkts Rx © 209
Pkts Tx Drop : O Pkts Rx Drop : O
Goup Policy : MY Tunnel Goup : RA
Login Tinme 11:30: 31 CEST Sun Cct 13 2013
Dur ati on Oh: 01m 05s
Inactivity Oh: 00m 00s
NAC Resul t : Unknown
VLAN Mapping : NA VLAN none
AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1
AnyConnect - Par ent :
Tunnel D 4.1
Public IP 10. 61. 209. 83
Encryption none Hashi ng none
TCP Src Port 51401 TCP Dst Port 443
Aut h Mode Certificate and userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type AnyConnect
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 5270 Bytes Rx 788
Pkts Tx 4 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :
Tunnel D 4.2
Assigned IP 192.168. 11. 100 Public IP 10. 61. 209. 83
Encryption RC4 Hashi ng SHA1
Encapsul ation: TLSv1.0 TCP Src Port 51406
TCP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type SSL VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 5270 Bytes Rx 1995
Pkts Tx 4 Pkts Rx ;10
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :
Tunnel D 4.3
Assigned IP 192.168. 11. 100 Public IP 10. 61. 209. 83
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 58053
UDP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type DTLS VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 0 Bytes Rx 29664
Pkts Tx 0 Pkts Rx 201



Pkts Tx Drop : O Pkts Rx Drop : O
5. Vocé pode usar depuracdes detalhadas para validagdao OCSP:

CRYPTO_PKl : starting OCSP revocation

CRYPTO PKI: Attenpting to find OCSP override for peer cert: serial nunber:
2400000019F341BA75BD25E91A000000000019, subj ect name: cn=Admi ni strator,
cn=Users, dc=t est - ci sco, dc=com i ssuer_nanme: cn=test-cisco-DC CA,

dc=t est - ci sco, dc=com

CRYPTO_PKl: No OCSP overrides found. <-- no OCSP url in the ASA config

CRYPTO PKI: http connection opened

CRYPTO_PKl : oOCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-ci sco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO_PKI : OCSP responder| D byKeyHash

CRYPTO_PKI: OCSP response contains 1 cert singleResponses responseData
sequence.

Found response for request certificatel!

CRYPTO_PKl: Verifying OCSP response with 1 certs in the responder chain
CRYPTO PKI: Validating OCSP response using trusted CA cert: serial nunber:
3D4C0881B04C799F483F4BBE91DCO8AE, subj ect nanme: cn=test-ci sco- DC CA,

dc=t est - ci sco,dc=com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CERT-C. Wocsputil.c(538) : Error #708h
CERT-C. Wocsputil.c(538) : Error #708h

CRYPTO PKI: Validating OCSP responder certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-ci sco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com signature alg: SHAl/ RSA

CRYPTO _PKI : verifyResponseSi g: 3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKl : Responder cert status is not revoked <-- do not verify
responder cert

CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed
CRYPTO PKI: Process next cert, wvalid cert. <-- client certificate
validated correctly

6. No nivel de captura de pacotes, essa € a solicitagcdo OCSP e a resposta OCSP correta.
resposta inclui a assinatura correta - extensdo nonce habilitada no Microsoft OCSP:



No. | Source | Destination | F'rntncull Length | Info

24 10.48.67.229 10.61.208.243 0CSP 545 Request
31 10.61.208.243 10.48.67.229 0CSP 700 Response

d|

> Hypertext Transfer Protocol
v Online Certificate Status Protocol
< responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
~ BasicOCSPResponse
= tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-12 14:48:27 (UTC)
b responses: 1 item
= responseExtensions: 1 item
v Extension
Id: 1.3.6.1.5.5.7.48.1.2 (id-pkix.48.1.2)
» BER: Dissector for 0ID:1.3.6.1.5.5.7.48.1.2 not implemented.
b signatureAlgorithm (shaWithRSAEncryption)
Padding: ©
signature: 353fc461732dc47bld167ebace677a087765b48edb3b284c. . .
P certs: 1 item

Acesso remoto ASA VPN com varias fontes OCSP

Se um certificado de correspondéncia for configurado conforme explicado no ASA com Varias
Origens OCSP, ele tera precedéncia:

CRYPTO_PKI: Processing map MAP sequence 10...
CRYPTO PKI: Match of subject-nane field to map PASSED. Peer cert field: =
cn=Admi ni strator, cn=Users, dc=test-ci sco,dc=com nap rul e: subject-nane

co administrator.
CRYPTO_PKI: Peer cert has been authorized by map: MAP sequence: 10.
CRYPTO PKl: Found OCSP override match. Override URL: http://11.11.11.11/ocsp,
Override trustpoint: OPENSSL

Quando uma substituicdo de URL OCSP ¢é usada, as depuragdes sao:

CRYPTO PKI: No OCSP override via cert maps found. Override was found in
trustpoint: WN2012, URL found: http://10.10.10.10/ocsp.

Acesso remoto ASA VPN com OCSP e certificado revogado
Este procedimento descreve como revogar o certificado e confirmar o status revogado:

1. Revogar o certificado do cliente:



File Action View Help
e 7 d= H
L5 Certification Authority (Local) RequestID  Requester Mame  Binary Certificate  Certif
4 g test-cisco-DC-CA 6 TEST-CISCO\Ad...  ----- BEGIN CERTl... IPSeq
| Revoked Certificates &7 TEST-CISCOMVAd...  ----- BEGIN CERTI... IPSeq
| lssued Certificates EA TEST-CISCO\A...  ----- BEGIN CERTI... IPSed
| Pending Requests 59 TEST-CISCONA..,  ----- BEGIN CERTI... User
"1 Failed Requests =110 TEST-CISCO\Ad...  ----- BEGIN CERTI.. User
" Certificate Templates || =), TEST-CISCOVAd... - BEGIN CERTI... User
12 TEST-CISCOMAd...  ----- BEGIN CERTI... User
13 TEST-CISCOMAd...  ----- BEGIN CERTL... User
14 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
18 TEST-CISCONDCS  —---- BEGIN CERTL... Copy
119 TEST-CISCOMAd...  ----- BEGIN CERTL... IPSeq
520 TEST-CISCOMAd..,  ----- BEGIN CERTl... IPSeq
21 TEST-CISCOMAd...  ----- BEGIN CERTL... User
5 Ad... - BEGIN CERTL... User
= Open T REGIN CERTL...  Llser
&l All Tasks 2 View Attributes/Extensions...
% ] Refresh Export Binary Data...
?‘ Help Revoke Certificate
28 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
< m
Contains actions that can be performed on the item.

2. Publique os resultados:

File Action View Help

e 2 Dc=z H

i Certification Authority (Local) RequestID  Revocation Date  Effective Revocation Date  Revocation Reason  Regquester
4 g test-cisco-DC-CA Bal27 10/13/2013 1221...  10/13/2013 12:21 PM Unspecified TEST-CISC]
|| Revoked Cerificates.
] lssued Cer||  All Tasks Publish
= Pc_ndlng R View
[] Failed Req
[ Centificate Refresh
Export List...
Properties
Help

3. [Opcional] As etapas 1 e 2 também podem ser executadas com o utilitario certutil CLI no

Power Shell:



c:\certutil -crl
CertUtil: -CRL command conpl eted succesfully.

4. Quando o cliente tenta se conectar, ha um erro de validacao de certificado:

Cisco AnyConnect

r h Certificate Validation Failure

OK

@' Cisco AnyConnect Secure Mobility Client

Mo valid certificates available for authentication.

10.48.67. 229 Connect

5. Os registros do AnyConnect também indicam o erro de validagao do certificado:

[ 2013-10-13 12:49:53] Contacting 10.48.67. 229.
[2013-10-13 12:49:54] No valid certificates available for authentication.
[2013-10-13 12:49:55] Certificate Validation Failure

6. O ASA relata que o status do certificado foi revogado:

CRYPTO_PKI: Starting OCSP revocation

CRYPTO_PKI: OCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-cisco.com issuer_nanme: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO _PKI : OCSP responder | D byKeyHash

CRYPTO PKI: OCSP response contains 1 cert singleResponses responseData
sequence.

Found response for request certificate!

CRYPTO PKI: Verifying OCSP response with 1 certs in the responder chain
CRYPTO PKI: Validating OCSP response using trusted CA cert: serial nunber:
3D4C0881B04C799F483F4BBE91DCI8AE, subj ect nane: cn=test-ci sco- DC- CA,
dc=test-cisco, dc=com issuer_nanme: cn=test-cisco-DC CA dc=test-cisco,



dc=com

CRYPTO_PKI : verifyResponseSi g: 3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKI : Responder cert status is not revoked
CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed

CRYPTO_PKI: Recei ved OCSP response: Cct 13 2013 12:48: 03: %ASA- 3-717027:
Certificate chain failed validation. Generic error occurred, serial
nunber: 240000001B2AD208B12811687400000000001B, subject nane:

cn=Adm ni strator, cn=Users, dc=t est - ci sco, dc=com

CRYPTO_PKI : Bl ocki ng chain call back called for OCSP response (trustpoint:
W N2012, status: 1)

CRYPTO_PKI : Destroyi ng OCSP data handl e Oxae255ac0

CRYPTO_PKI: OCSP polling for trustpoint WN2012 succeeded. cCertificate
status is REVOKED.

CRYPTO_PKI : Process next cert in chain entered with status: 13.
CRYPTO_PKI : Process next cert, Cert revoked: 13

7. As capturas de pacote mostram uma resposta OCSP bem-sucedida com o status de
certificado revogado:

No. |Source Destination Protocol| Length| Info
24 10.48.67.229 10.61.209.83 0CSP 544 Request

31 10.61.209.83 10.48.67.229 0CSP 721 Response
<
» Hypertext Transfer Protocol
<= Online Certificate Status Protocol
responseStatus: successful (0)
= responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
v BasicOCSPResponse
~ tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-13 10:47:02 (UTC)
= responses: 1 item
< SingleResponse
b certlID
thisUpdate: 2013-10-13 10:17:51 (UTC)
nextUpdate: 2013-10-14 22:37:51 (UTC)
b singleExtensions: 1 item
P responseExtensions: 1 item
b signatureAlgorithm (shaWithRSAEncryption)

Troubleshoot

Esta secao fornece informagdes que podem ser usadas para o troubleshooting da sua



configuragao.

Servidor OCSP inoperante

O ASA relata quando o servidor OCSP esta inoperante:

CRYPTO_PKl : unable to find a valid OCSP server.
CRYPTO PKl: OCSP revocation check has failed. status: 1800.

As capturas de pacotes também podem ajudar na solugao de problemas.

Hora Nao Sincronizada

Se a hora atual no servidor OCSP for mais antiga que no ASA (pequenas diferengas sao
aceitaveis), o servidor OCSP enviara uma resposta ndo autorizada e o ASA a relatara:

CRYPTO_PKI: OCSP response status - unauthorized
Quando o ASA recebe uma resposta OCSP de tempos futuros, ele também falha.

Nao Ha Suporte Para Datas Assinadas

Se nao houver suporte para momentos no servidor (que € o padrao no Microsoft Windows 2012
R2), uma resposta nao autorizada sera retornada:

No. |Source Destination Protocol | Length| Info

56 10.48.67.229 10.61.208.243 0CsP 545 Request

59 10.61,208,243 10.48.67.229 0Csp 337 Response
1]
* Frame 59: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
v Ethernet II, Src: Cisco 2a:c4:a3 (00:06:f6:2a:c4:a3), Dst: Cisco_b8:6b:25 (00:17:5
b Internet Protocol Yersion 4, Src: 10.61.208.243 (10.61.208.243), Dst: 10.48.67.229
¢ Transmission Control Protocol, Src Port: http (88), Dst Port: 14489 (14489), Seq:
» Hypertext Transfer Protocol

aaaaaaa

- Online Certificate Status Protocol
responseStatus: unauthorized (6)

Autenticagdo do Servidor 1IS7

Os problemas com uma solicitagdo SCEP/OCSP geralmente sdo o resultado de autenticagéao
incorreta no Internet Information Services 7 (11S7). Verifique se o acesso andénimo esta
configurado:



@ |3 » 0C » Sites » DefaultWebSite » ocsp »

File View Help

‘i Authentication

§j Start Page

G = No Groupi =
4.83 DC (TEST-CISCO\Administrat | P 0% No Grouping

-.E Application Pools Mame = Status Response Type
4 ) Sites Anonymous Authentication Enabled

P % Default Web Site ASP.MET Impersonation Disabled
b ¥ ADPolicyProvider_ Basic Authentication Disabled HTTP 401 Challenge
B | aspnet_client Digest Authentication Disabled HTTP 401 Challenge
b . CertEnroll Forms Authentication Dizabled HTTP 302 Login/Redirect
b P CertSrv Windows Authentication Disabled HTTP 401 Challenge
[ f? DomainHRA
b P HCAP
b ¥ NonDomainHRA

‘¥ ocsp

Informacgdes Relacionadas

- Microsoft TechNet: Guia de instalagédo, configuragdo e solu¢do de problemas do respondente
online

- Microsoft TechNet: Configurar uma CA para oferecer suporte a respondentes OCSP

- Referéncia de comandos do Cisco ASA Series

- Suporte Técnico e Documentagao - Cisco Systems



http://technet.microsoft.com/en-us/library/cc732526.aspx
//www.cisco.com/en/US/docs/security/asa/command-reference/cmdref.html
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



