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WLC Aruba CPPM
10.85.54.99 10.85.54.98

| WIN16
AD/DHCP/CA/DNS/NTP
10.0.10.4

-
E— - =3 _

10.0.10.x |

OOB 10.173.125.x/24

Vlan2: 10.93.136.52/28
Vlan21: 10.93.136.65/28

Win10 Client
10.173.125.1

AP1:9130 AP2:9130 AP3:4800  AP4: 4800

Catalyst 9800 Wireless Controller 7+

O] ZAm|azfo|M odlol MHE C98008] MEZR Au|agolMd 2HE &850 QE{= EPOIZ g x|of
dot1x Corporate Access 7|s2 AM3st= Ol 2edt T2 2 U EfOE H-eLct 2 Ax|ay|
0|Mo| Ctolo{1 ol L ofx|of /U&LICt.

A WLAN Profile: WP_Corp I Policy Profile: PP_Corp i

S5ID: Corp Central Switching: Disabled

Policy Tag: PT_Branch | Layer 2: wra+wpA2 Central Auth: Enabled
WPA: AES, 802.1x Central DHCP: Disabled
AAA: DotlX_Authentication Vlan: data (2)

AP Join Profile: APJP_Branch
NTP Server: 10.0.10.4

Site Tag: ST_Branch_01
Enable Local Site: Off (to enable FlexConnect)

Flex Profile: FP_Branch
Native Vlan 2
VLAN: 2 (Corp)

5GHz Band RF: Typical_Client_Density_rf_Sgh
RF Tag: RFT_Branch

2GHz Band RF: Typical_client_Density_rf_2gh

C9800 - dot1x0d| CHEF AAA OH7HH= T4

1EtA|. 9800 WLC Z41|22|0|AM0i| Aruba ClearPass Policy Manager 'Corp' MHHE F7}&FLICH
Configuration(T-4d) > Security(*22}) > AAA > Servers/Groups(A{tH/1&) > RADIUS > Servers(A{
H)E O|S & LICh+Add(F7HE 22!t 1 RADIUS MH HEE I=48tLIct o] o|O|x|of E A|E! CH
2 Apply to Device(C|H0|A0]| 28) HHES S2/&fLICt



Create AAA Radius Server H

Name* CPPM_Corp

Server Address* 10.85.54.97

PAC Key

Key Type Clear Text =
Key* @

Confirm Key*

Auth Port ) 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA ENABLED .|
[ O Cancel ‘ .| Apply to Device

2CHA|. AL AL XHE I3 AAA ME{ O &2 HolgfLICt. Configuration > Security > AAA >
Servers/Groups > RADIUS > GroupsE 0|& 31 +AddE 22!5t 1 RADIUS Mt 11§ OI§2 &
235t RADIUS A HEE & LICt O o|O|X|of ZA|E! CHZ Apply to Device(C|Ht O A 04 &
8) HES 2ot




Create AAA Radius Server Group %

Name* “ AAA_Group_Corp | ‘
Group Type .. RADIUS
MAC-Delimiter " none v
MAC-Filtering '_ none .
Dead-Time (mins) s
Source Interface VLAN ID | none —v
Available Servers _ Assigned Servers
' CPPM_Guest CPPM_Corp ’>
)
5 oo |

3CHAL 7|4 AHEXHE 218t dot1x ©1F Wi | F2 ™olgFL|Ct. Configuration(Z1I|12{|0M) >
Security(®2 2 > AAA > AAA Method List(AAA &' 55) > Authentication(2/&)22 0|§ 351
+Add(F7HE Z=2IgLIct EECH2 HF0 A Type dot1xE MEHEFLICE Of O|O|X|oi EA|EI CHE
[Hxlo] M) EHFE FELICH



Quick Setup: AAA Authentication %

Method List Name* Dot1X_Authentication

Type* ( dot1x -

Group Type group v| @

Fallback to local

Available Server Groups Assigned Server Groups

. radius [ . AAA_Group_Corp ‘>
Idap
tacacs+

WLC_Tacacs_Servers
AAA_Group_Guest

ololela
alolole

| pp——

=| Apply to Device ‘

C9800 - 'Corp' WLAN 21} Q] 74

1EHA. Configuration(Z1I|221|0|A) > Tags & Profiles(Ei1 %! X 2 &) > Wireless(FM)2 0|55t
T +Add(%7h2 22/t Z 21 0]&, SSID 'Corp' X OFE! AHE Z0| of! WLAN IDE 212
grLct.

Add WLAN e
General Security Advanced

Profile Name* WP_Corp Radio Policy | All ¥
SSID* Corp Broadcast SSID
WLAN ID* 3

Status ENABLED .

= Apply to Device

2CHA|. H ot B0t Layer2 5H2| IS 2 O|SELICH O] ZAZ[Z 2ol odlef 7|2 oi7fH~E HEE
L7t gigLct.



Add WLAN '

General Security Advanced

Layer2 Layer3 ABA

Layer 2 Security Mode il Lobby Admin Access
MAC Filtering Fast Transition Adaptive Enab... »
Protected Management Frame Over the DS
Reassociation Timeout 20
PME Disabled v
MPSK Configuration
WPA Parameters
MPSK

WPA Policy
WPA2 Policy =
GTK Randomize
QSEN Policy
WPAZ Encryption « | AES(CCMP128)

CCMP256

GCMP128

GCMP256
Auth Key Mgmt < | 802.1%

PSK

CCKM

FT + BO2.1x

FT + PSK

802.1x-SHA256

PSK-SHA256

3T AAA 52| RIS 2 0|S3t0{ o|Tol| 71 dEt o188 W =55 MEiFLICE. o] o|O|X|o E A
= CHE Apply to Device(C|HIO|A 01| &) HES S 2IFLICH.



Add WLAN x

General Security Advanced

Layer2 Layer3 || AAA ||

1
L4 4

Authentication List Dot1X_Authenticatiol » | (i)

Local EAP Authentication

C9800 - H& = & F14

1E7|. Configuration(Z4I| 124 0|A) > Tags & Profiles(Ef1 3! 2 T) > Policy(H&)E 0|S 5t
+Add(F7HE 22iet = HM =2 L 0|F L dHES U=FLICH T2 2ol 7| AHS R ESfE
O| APOIM 2HE AR|T |22 HHME Y35t n 5 22|E, DHCP X A H|E HstetLCt



Add Policy Profile ®

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mability Advanced

Name*

Description

Status

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

2EH7. Access Policies(Y M| A HH2) Bio 2 0[S
VLANS| IDE =82 2 AErL|C} O] VLANS C9800 AHA|0A A9t &
Jaifof ELICt EECH2 S50{A{ VLAN O|§2
F2stAlAl2. o] o|O|x|off EA|E CHE Apply to

LH2 2 Flex Profile0| A F+4
748234 2(E) &
Device(C|HO|A 0] &) HHES SEIFLICY.

(Cisco H{Z1 ID CSCvn

‘ PP_Corp
‘ Policy Profile for Corp

enagteo [

B oisaeLen

. DISABLED

N III

2-65519

St X|ALOIAM Z[AF AHE

WLAN Switching Policy

Central Switching - DISABLED

ENABLED .

. DISABLED

Central Authentication

lII

Central DHCP

Central Association

Flex NAT/PAT

| Apply to Device
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https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General ' Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O
Sl IPv4 ACL | v
DHCP TLV Caching 8]
IPv6 ACL -
WLAN Local Profiling
URL Filters
Global State of Device ®
Classification Pre Auth .
Local Subscriber Policy Name v
Post Auth v
VLAN
YLAN/VLAN Group 2 v
Multicast VLAN Enter Multicast VLAN

C9800 - ¥X Eff1 7

o

WLAN Z2Z(WP_Corp) X &= Z 2 Z(PP_Corp)0| MAIE|H 0|23t WLAN X MM =2 Zlg
A BreIglet] oiet 5l 08 Madsiof U Ol WA e ok~ Zolso] MBI 0
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1Et7. Configuration(71I| 2121[0|4) > Tags & Profiles(Ei1 X Z2 &) > Tags(E|2)2 0|§3t2
Policy(83) B2 MEiSt £ +Add(F7HE S=[EfLICH A EfT 0|F & HP2 =eLct
WLAN-POLICY Maps(WLAN-Z2l 2 of2Hof A +Add(¥7P)§ Z=ghLct. OIEOH M A48 WLAN
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Add Policy Tag X
‘ PT_Branch |
‘ Policy Tag for Branches |

Name*
Description
v  WLAN-POLICY Maps: 0
Add
WLAN Profile v Policy Profile
l 10 ‘ items per page No items to display
Policy Profile* “ PP_Corp v

0

Map WLAN and Policy
“ WP_Corp v ‘
] -

WLAN Profile*
= Apply to Device

RLAN-POLICY Maps: 0

2CHA|. o] o|O|x|ofl A& CHZ Apply to Device(C|HFO|A 0] M) H




Add Policy Tag x

Name* PT_Branch

Description Policy Tag for Branches

Vv WLAN-POLICY Maps: 1

WLAN Profile ~  Palicy Profile
0O WP_Corp PP_Corp

1 10 ¢ |items per page

RLAN-POLICY Maps: 0

= Apply to Device

C9800-AP 7}8] =2 L

AP ZQI Z20Y U Flex ZR2IUS FAI5HT MOIE EI7} e AMA ZQIEof EE 5ok &
LICh H2HX] Lol A 802.11r HHE TEH(FT)S X[2I5HE| s E21X|2| AP AtofofMEt E2t0[HE
PMKO| Hi= & A[Etsti™ 2t S x|of CHaH CHE AtO|E EfO& ArSatiof gLCt o] E2Hx]of
M SLE AO|E E{O 8 CHA| AL85HX| pi= 0| SLYLICH AP 7t T2 ES TG Lt 22
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1E+7|. Configuration(Z1IZ| 124 0[A) > Tags & Profiles(Ef1 %! 2 &) > AP Join(AP Z2)e £ 0|
S350 +Add(F7HE 2=/8fLIct AP Join ZZE 0| 2 MHE2 2/=248fL|ct. o] o|O|X|ofl EAIE
CHZ Apply to Device(C|HO|A 0| 24 8) HHES SEIgLCH



Add AP Join Profile x

General ‘ Client CAPWAP AP Management Security ICap QoS

Name* | APJP_Branch OfficeExtend AP Configuration
Description | Profiles for branches Local Access (%]

LED State Link Encryption %)

LAG Mode 0 Rogue Detection u]

NTP Server 0.0.0.0

GAS AP Rate Limit 0

Apphost 0

C9800 - Flex Z2 4

O|X| Flex T2 T R MstL|C} £t R E H L AStT S8 VLAN/SSID OHEE #= 4
? DE HAX|O| CHall Y Z 20 U2 A8 &= JU&LICH EE=, VLAN 21 ZHo| - dE o7l
He 5 UL CHE Z2 o Z 208 MMe £~ Q&L

T

1EH7|. Configuration(4d) > Tags & Profiles(El1 2! 21} 2l) > FlexE 0|55t +Add(F7HE
Z2|8tLICt Flex Profile O|& 1t AHS l=2ghL|ct

Add Flex Profile x

General || Local Authentication Policy ACL VLAN Umbrella

r

Name* FP_Branch Fallback Radio Shut o
Description Flex Profile for branches Flex Resilient o

ARP Caching 2
Native VLAN 1D 1

Efficient Image Upgrade 2
HTTP Proxy Port 0

OfficeExtend AP 0
HTTP-Proxy IP Address 0.0.0.0

Join Minimum Latency o
CTS Policy

IP Qverlap o
Inline Tagging o

mDNS Flex Profile v
SGACL Enforcement (a]
CTS Profile Name default-sxp-profilex

D Cancel | Apply to Device

2EHA. VLAN RIS 2 0|S 35t +AddE 2E2IELICH APTL 7|H AFS AL EBfEE 24 ZE MEtst e
of| A2 5HoF a}f g 7‘<I o 24 VLANS| VLAN O|E1} IDE I=igfLIC}. o] o|O|X|of| EA|E CHE
Save(M%E) HES =& LIt



Add Flex Profile x

General Local Authentication Policy ACL '\."LAN Umbrella
-+ Add |
VLAN Name v ID ~ ACL Name e ‘ .
0 10 « - VLAN Name* CorpData
VLAN Id* 2
ACL Name v

=
_—

3Ct7A. of o|O|X|ofl EA|E! CHZ Apply to Device(C|HHO|A 0] 28) HES =fQlstn Z2IFLICt

Add Flex Profile b

General Local Authentication Palicy ACL VLAN Umbrella
VLAN Name ~ ID ~ ACL Name
O CorpData 2

1 10 »

! Apply to Device

C9800 - AtO|E Eff1

AO|E Efj7= HMA ZQIEN =0l 2 u}n 718 T2 0l XM= o AFREIL|CH 2Hof M
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MEE W™ E3R| LHol A 802.11r tHHE HEHFT)E2 XISHHMT s 22U X[2| AP ALO|04| A
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1EtA|. Configuration(Z41| 221/ 0| M) > Tags & Profiles(El1 %! 2 &) > Tags(El1)Z 0|5 5104
Site(AO|E) B2 ME45t 1 +Add(F7HE =& LICH Site Tag(AIO|E EfT) 0|18 & MHS =
5t 4El AP Join Profile(AP ZQ! T 21t )g ME4SH CHZ Enable Local Site(2Z AHO|E &4
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Add Site Tag x

Name* ST_Branch_01

Description Site Tag for Branch 01
AP Jain Profile APJP_Branch v
Flex Profile FP_Branch L
Fabric Control Plane Name v
Enable Local Site rD

] Apply to Device

C9800 - RF E1

1Et7|. Configuration(74d) > Tags & Profiles(Ef 1 %! X 21} Ql) > Tags(E1)E 0|S35t01 RF &2
MEHE D +Add(F7HE ERIELICE RFEfT9| 0|80 MY UadgfL|ct EECIR IHITr01|k| AI
AH XO| RF x2S MEIELICH. o o|O|X[ofl EA|E! CHE Apply to Device(C|HHO[A 0] &)

Add RF Tag x

r .

Name* RFT_Branch
Description | RF in Typical Branch

5 GHz Band RF Profile Typical_Client_Densi v
2.4 GHz Band RF Profile Typical_Client_Densi w |

=| Apply to Device

C9800 - APO Ei1 &S

O|M HMA ZRIEE FMH5t= O 2t ChYst HM U T2 2SS Z&5t= Ela7F e
2 0|2 HMA ZQIE &EaloF &tL|C}. 0] Ml/gow'— Ol MAC FAE 7[|HICE AHMA =
ClEO| 8522 &EEl nHE O E +Hsle WHE EOFLIEP NE ’é,& %ﬁmlﬁ“ Cisco
DNA Center AP PNP WorkflowS AF&3t74{LIF 980001 M AIE 7t58F HA CHZF CSV YR E #HHHS
AM835tE A0l E&LICH

1EtA|. Configure(T4) > Tags & Profiles(Efl1 & Z2E) > Tags(EHIl)E O|S3tI AP H2 4 '5—'1

2t Ct2 Static(H™) & MEELICH +F7tE5 22511 AP MAC FAE =8OS 0|7<+0| 19
8 X4 Bl 7, ALO|E Eff1 2! RF Ef2E MEASLICE O] o|O|X|of EAIE CHE [Ex|of ] EHF
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Associate Tags to AP x

AP MAC Address™ 380e.4dbf.58%9a

Policy Tag Name PT_Branch -
Site Tag Name ST_Branch_01 v
RF Tag Name RFT_Branch v

= [ oy 0 evice

Aruba CPPM T4

Aruba ClearPass Policy Manager At =7| Zdx|22 0|
Aruba clearpass= ESXi AHOIM OVF ®IZ22 &3l CtS 2laAet #H #+5E L Ct

. 0f k=l 714 CPU 274

- 6GB RAM
. 80GB C|AZ(A|AHE MHEZ 77| ™ol 7| VM 75 T =522 FI}56H ok &)
aloldA X
CI22 Sall Z23E oA E MEELC #El> M #2lAF > Blo|MA, A S REE F

:
7t
C9800 &M HEEXHE HESR/3 ClHlo|AR FI1EHUCH

O| olO|x|ofl ZA|E! CHE Configuration(Z1X| 12| 0|4d) > Network(HIE 2{3) > Devices(C|HI0|£) >
Add(Z7HZ o|= & Lict.



Edit Device Details 9

_m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: SWLC-10.85.54.99 |
IP or Subnet Address: [10.85.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: ' LAB WLC 9800

RADIUS Shared Secret: . | Verify [
TACACS+ Shared Secret: [serssssennasses | Verify: |
Vendor Name: [Cisco ]

Enable RADIUS Dynamic Authorization: Ed Port:

Enable RadSec: O

Windows ADE QI& AAZ AIRSIT 2 CPPM 74

Configuration(Z1Z|212{|0|) > Authentication(2!&) > Sources(£4) > Add(F7H £ O|S&rLict.
28 ME: o] o|O|X|oi| EAIEl Wx{H EECHR M2l Active Directory &I LIC}.

aruvba ClearPass Policy Manager
b Dashboard [1] Configuration » Authentication » Sources » Add
[EZ) Monitoring o Authentication Sources

)
(o] Eonflaumtion < m Primary Attributes Summary
Lx Service Templates & Wizards

£ Sarvicas Name: |LAB_AD |
=1 B Authentication Description:
1 Methods P
P Sources — — |
1 Q Identity ype: [ Active Directory v|
£} Single Sign-On (S50) Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
{2 Local Users Authorization Sources:
L) Endpoints
£ Static Host Lists
£} Roles [ Select ~ v|
1 Role Mappings
P Posture Server Timeout: |_‘IO | seconds
- § Enforcement | cache Timeout: 36000 | seconds
1% Policies Backup Servers Priority:
1 Profiles
Network
* 12 Devices i

14x Device Groups
1.4 Proxy Targets

CPPM 7 Dot1X 21& AMH|A
1E+AH. 0{24 RADIUS S80I YxIstE 'MHIA'E M-dFLICEH
. HFZIETF | OI&:NASIP &4 | L2 | <IP FTA>

. HHZZETF | O18: MHIA R | Z£3211,2,8
2EHA. ZRHMO| A2 OHE WLC TE0A siLto| RHO 2 S5 E = 'NAS-IP-Address’ CHA!



SSID 0| € & QlstE 20| E&LICH Radius:Cisco:Cisco-AVPair | cisco-wlan-ssid | Dot1XSSID

aruba ClearPass Policy Manager M
Dashboard L] Configuration » Services » Edit - G _DOT1X
i S M Services - DOT1X
HipScofigustion = summary Authentication  Roles  Enforcement
£ Service Templates & Wizards
a Mame; DOTIX
& Authentication Description: 802.1X Wireless Access Service
£ Methods
L3 Sources =
Q Identity Type: 802.1X Wireless

£} Single Sign-0n (S50) Status: Enabled
£ Local Users Monitor Mode: ) Enable to monitor network access without enforcement
13 Endpoints More Options: ) Authorization ] Posture Compliance [ Audit End-hosts [ Profile Endpoints [ Accounting Proxy
£} Static Host Lists Sarvica Rule
& :“:‘:SM . Matches () ANY or ® ALL of the following eanditions:
14 Role Mappings Type Name Operator Value

i1 1 Pasture

$ Enforcement e el
- Login-User (1), Framed-User (2),
& :ﬂll::l"% 2. | Jradius:1ETF Service-Type BELONGS_TO Authenticate-Orly (8)
£ Profiles 5. | .
~d. Netwark

aruvba ClearPass Policy Manager
Configuration » Services » Edit - G _DOT1X

2] Monitoring i Services - DOT1X

%Cnnﬁguratlon - Summary Service Roles Enforcement

1 Service Templates & Wizards

- Authentication Methods:
- & Authentication

1} Methods

£ Sources
7 Q Identity

£3 Single Sign-On (550)

42 Local Users

{1 Endpoints | -Select to Add—- v|
{1 Static Host Lists Authentication Sources: § | [AB ADTActive Directory] |
£ Roles
11 Role Mappings
i Posture

7§ Enforcement
12 Policies
£} Profiles

2 +4« Network |—Select to Add— v
“ EEV!CESG Strip Username Rules: [J Enable to specify a comma-separated list of rules to strip username prefix
£} Device Groups —————— P N

4 Proxy Targets

43 Event Sources

Ct&2 &elghuCh

34Xl o] ™ol AHE 7HsE &l MR= Q&L
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T':X'“ 3H7é

34X o] MHo| AFRE £~ U= EY 22X 2 HEI} &Lt
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/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
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https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
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