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Client AP G600 WLC DHCP Server DNS Server 158

- 1 ) This URL for connectivity
EDTivE. APDLE . com |
check wvaries depending on
17.285.55.207 | the client OS

WLC Intercepts
TCP connection
and redirects
elient If the Redirect
URL contains
ISE hostname,

the client must
resolve it via
DNS
» |4 Here a TLS/SSL session if
established between the
client and ISE. Client must
) trust ISE certificate,
otherwise you will get
)‘ Certificate warning.
>
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_ Conﬁguration' > Security' > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

RADIUS
Servers Server Groups
TACACS+
Name Y Address
LDAP
0 10 v : ags

RE St= ZE FF EohHE ME3tE{E T2 CoA X|H0| Y30 U=X| ZHRISHAAI2.

Create AAA Radius Server X

Name* ISE-server Support for CoA (1) enastee [

Server Address* CoA Server Key Type Clear Text -
PAC Key 0O CoA Server Key (@)

Key Type Clear Text v Confirm CoA Server Key

Key* ® Automate Tester O

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count 0-100
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Authentication Authorization and Accounting

+ AAA Wizard
Dashboard
S AAA Method List Servers / Groups AAA Advanced
Monitoring
Configuration Glenael
Authentication + Add
Administration
: Mame ~ Type + Group Type v Groug
: Troubleshootlng
3 default network local NIA
Accounting
1 10 + |items per page

Quick Setup: AAA Authorization

Method List Name* CWAauthz
Type* network v
Group Type group v

Fallback to local

Authenticated
Available Server Groups Assigned Server Groups
ldap R radius -
tacacs+
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= Dashboard

AAA Method List Servers [/ Groups

© Monitoring

2\, Configuration General
Authentication wLE
Administration
: Authorization Name
Troubleshooting
Accounting
Q

Quick Setup: AAA Accounting x

Method List Name* CWAacct

Type* identity -

Available Server Groups Assigned Server Groups
Idap , | radius =
tacacs+
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= Apply to Device
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https://tools.cisco.com/bugsearch/bug/CSCvh03827

_ Configuration~ > Security ~ > Wireless AAA Policy

Policy Name
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default-aaa-policy
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Edit Wireless AAA Policy

Policy Name™ default-aaa-policy
Option 1 sSsID ¥
Uption 2 Mot Configured v

Option 3 Mot Configured =

WLAN 74
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_ Configuration~ > Tags & Profiles~ > WLANs

[ ]

! Dashboard
2EHAH| WLAN et HEE l=dgtLct.

Add WLAN x

General Security Advanced
Profile Name* ‘ cwa-ssid Radio Policy (@)
ssip* ‘ cwa-ssid Show slot configuration
WLAN ID* ‘ 4

i 802.11b/
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Add WLAN x

General Security Advanced
Layer2 Layer3 AAA
- - Lobby Admin Access (]
Layer 2 Security Mode None v
Fast Transition Disabled
MAC Filtering
Over the DS O
OWE Transition Mode O
Reassociation Timeout 20
Authorization List* CWhAauthz vy | ®
CLI:
#eonfig t

(config)#wlan cwarssid 4 cwa-ssid
(config-wlan)#mac-filtering CWAauthz
(config-wlan)#no security ft adaptive
(config-wlan)#no security wpa
(config-wlan)#no security wpa wpa2



(config-wlan)#no security wpawpa2 ciphers aes
(config-wlan)#no security wpa akm dot1x
(config-wlan)#no shutdown
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2 Configuration > Tags & Profiles> Policy 0|&3t0{ & F445t7{Lt M default-policy-profile & BH&LICH.

rch Menu ltems Policy Profile
+ Add
= Dashboard -
AL Policy Profile Name ~  Description
) Monitoring
voice
Configuration I default-policy-profile I default policy profile
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Administration
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Edit Policy Profile a?

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* l default-policy-profile ‘ WLAN Switching Policy

Description [ defauilt policy profile \ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Flex NAT/PAT
CTS Policy

Inline Tagging (@)

SGACL Enforcement O

Default SGT 2-65519
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Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mobility
RADIUS Profiling )
HTTP TLV Caching O
DHCP TLV Caching ()
WLAN Local Profiling
Global State of Device Disabled (&)
Classification
Local Subscriber Policy Name | v
VLAN
VLAN/VLAN Group | vLAN1416 v |

Multicast VLAN

[ Enter Multicast VLAN ‘

WLAN ACL
PvaACL | Se elect v |
Pv6ACL | Se: elect v |
URL Filters
PreAuth | Se: fect v |
Post Auth | ° Lo
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Edit Policy Profile

A\ Disabling a Palicy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Pelicy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile (O

Session Timeout (sec) | 1800 Iélrriﬁ;i_r?; Al O

Idle Timeout (sec) 300 mDNS Service | default-mdns-ser... _
' ) Policy Clear

ldle Threshold (bytes) 0 |

Hotspot Server

Client Exclusion Timeout (sec) &0 .
User Defined (Private) Network

Guest LAN Session Timeout O

Status O
P

Lz Drop Unicast D

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address .
DNS Layer | Mot Configured v
Security Clear

Show more >>> Parameter Map

Flex DHCP Option
AAA Policy ferRhs
Allow AAA Override o Redirect

NAC State WLAN Flex Policy
NAC Type | RADIUS .
- * VLAN Central Switching (J

Palicy Mame | default-aaa-policy % v | .

Split MAC ACL T -
Accounting List | CWhAacct v|@x

" Air Time Fairness Policies

WGE Parameters

2.4 GHz Policy r -
Broadcast Taggin O

g 5 GHz Paolicy f -

WGB VLAN (]

EoGRE Tunnel Profiles
Paolicy Proxy Settings

oo

IPV6 Proxy | None v

Tunnel Profile r v

CLI:



# config # wireless profile policy <policy-profile-name> # aaa-override
#nac

#vlan <vlan-id_or_vlan-name>

# accounting-list <acct-list>

# no shutdown
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GUI:

T80l EAIE CHZ ZE Q8 732 Configuration > Tags & Profiles> Tags> Policy A CIEIEZ|Z 0|5 3504 F7}&LCH.

Configuration~ > Tags & Profiles~ > Tags

Policy Site RF AP

-+ Add
Policy Tag Name Y Description
() default-policy-tag default policy-tag

(O local-site-policy-tag
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Add Policy Tag x

Name* ‘ cwa-policy-tag ‘

Description ‘ Enter Description ‘

Vv WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile Y
D cwa-ssid default-policy-profile
1 ' 10 « |items per page 1-10f1items

RLAN-POLICY Maps: 0

=| Apply to Device

CLI:

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>
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GUI:

StLbo| APOY| Ef2E &E5lEd™ 2 0|5 5409 Configuration > Wireless > Access Points > AP Name > General Tags 2 8H &H&2 48t
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Edit AP

General

General

AP Name*

Location*

Base Radio MAC

Ethernet MAC

Admin Status

AP Mode

QOperation Status

Interfaces

High Availability Inventory ICap Advanced Support Bundle

Tags

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is
‘ not allowed while changing Tags.

‘ default location

| n

Policy | cwa-policy-tag v 1
Site | default-site-tag v .

J

, \ RF | default-rf-tag v |

I Local v | ' :
Write Tag Config to AP O @

Reaistered
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U3t B Ej1Z ofe{ APOY

&t 6ted™ 2 Configuration > Wireless > Wireless Setup > Advanced > Start Now 0| S gFL|C}



STAMT NOW el
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Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs




|Conﬁgurati0n' » Wireless Setup~ » Aduan(:edl Show Me How o

® Tag APs
| Start |

—/ Number of APg: 2
Selected Mumber of APs: 2

~——— Tags & Profiles
AP Y AP T

(i) I WLAN Profile = Name Model AP MAC

AlR-
[ ] | Policy Profile = AP1B1SI-  wm =-m

E-K9

. — AlR-

| S | FocyTha _ @ || AP1RISI-  pwe———

E-K9

1 10 » |items per page

(i ] | AP Join Profile =

20 Zho| ElMo| e & MENS T E2IELICtSave & Apply to Device.

Serial
Y Number

Policy cwa-policy-tag v
Site v
RF v

connected client(s)

[ 'O Cancel ]

AP
Mode

Flex

Local

Status

Disabled

Enabled

Status

Registered

Registered

Y Admin Y Operaton ¥ Policy Y Site T RF

Tag Tag Tag
Iocal-

; flex- defa
St site-tag  ri-ta
policy-tag 2g
default- default-  defa
policy=tag  site-tag rf-ta

o

Changing AP Tag(s) will cause associated AP(s) to rejoin and disrupt

%\ Apply to Device

CLI:

# config t # ap <ethernet-mac-addr> # policy-tag <policy-tag-name> # end
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1EHAl. A ACL Configuration > Security > ACL > + Add 2 M4d5t24H 2 o|S8hLC.

o|O|x|ofl ZAIE CHZ ACLS| OIS 2 MEHSIT IPv4 Extended 2E 722

Add ACL Setup b

ACL Name* REDIRECT ACL Type IPvd Extended v

Rules

Sequence* 1 Action deny v

Source Type any v

Destination Type Host v Host Name* <ISE-ip>| (D This field is mandatory

Protocol ip v

Log DSCP Nane v

Sequence - Source + Source ~ Destination + Destination v Source - Destination -«
& Action ~ (15 Wildcard P Wildcard Protocol ~  Port Port DSCP ~ Log ~
0 10

9 Cancel |=] Apply to Device

ISE PSN ‘- E0f CHEt EEHE 3 DNSE HESHD LHHX|= 25 §{&8Hof & Lict. o] 2lC|EMd ACL2 E2F ACLO] otL|2t 7} X2l
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ACLE Ct23 Ztotok gfLICHO| ofloflMHE 10.48.39.282 ISE IP FAE CHA).
Sequence ~ Source +~ Source -~ Destination ~ Destination -~ Source ~ Destination -
o Action ~ P Wildcard P Wildcard Protocol -~ Port Port DSCP ~ Log ~
10 deny any 10.48.39.28 ip None Disabled
20 deny 10.48.39.28 any ip MNone Disabled
30 deny any any udp eq domain None Disabled
40 deny any any udp eq domain None Disabled
50 permit any any tcp aq WWww None Disabled
1 10 v [ems per page
N 3 aicis acLol 79 S12iE dey TH¥ BICIHE(ERITIE FHRGHR| S8)2E 71T SIS permit 518 BICI
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CLI:



ip access-list extended REDIRECT
deny ip any host <ISE-1P>

deny ip host<ISE-IP> any

deny udp any any eq domain

deny udp any eq domain any
permit tcp any any eq 80
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<#froot>

parameter-map type webauth global
type webauth



i ntercept-https-enable

trustpoint xxxxx

SEEF Of7H B B (Configuration > Security > Web Auth)0l| A MESH 'l Q1B JI 27| HTTPS SMS ALE5t0 GUIE Sall =&

Configuration~ » Security~ > Web Auth Edit Web Auth Parameter

Maximum HTTP connactions 100
Init-State Timeout(secs) 120
Parameter Map Name
D global < Type webauth v

1 10 ¥ Virtual IPv4 Address

Trustpoint -== Select === =

Virtual IPv6 Address MMM

Web Auth intercept HTTPs ]

Captive Bypass Portal O
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= Cisco ISE Administration - Metwork Resources B Q @ @ @

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers More

I HNetwork Devices .
Default Device Network Devices

Davice Security Sattings R

Al 57

Ly Import Ty Export i Delete

Name L IP/Mask Profile Name Location Type

Description

a HEO0-WLE 10.48.38.86/. &% Cisco (1) All Lecations All Davice Types
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0|8, 2ZEH o] HE U HHO| B 4 S ClutolA K3, 2% £ WLCH Tt HIESD ClbtolA

Moz X|YE ZH : L
58 €9Y = &Lt

47| IPFAE 21E 2HE ™Est=

olAgduct
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Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers More

I Network Devices Notwork v t 2 nschyns-WLG

Default Device Nstwork DGViCGS

Davice Securlty Settings.

* Name S
WLC

Dascription

| 1P Address YR ' a2 e

* Devied Piofile
2k Cisco v @

Modal Madmi

w
Software Version
e
* Matwark Davice Group
Loeation [
All Locations w Set To Default
IPSEC [ 1
No o Set To Default
L4 Davice T y
ce Type -
All Device Types Set To Default

~  RADIUS Authentication Settings

prowcel  RADIUS

| * Shared Secret l Show
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Cisco ISE

Identities Groups

Latest Manual Network Scan Res...

Administration - ldentity Management |

External Identity Sources Identity Source Sequences Settings

Network Access Users

Status

Name ~  Description First Mame Last Name Emall Address

20HA| HEE U=FLICH
Ol ofloilM of AF&RtE BhE 2 &0 £5FXIZFALL_ACCOUNTS O|O|X|of| EAIE CHE Eeoi met &
= Cisco ISt | Administration - ldentity Management
Identities Groups External Identity Sources ldentity Source Sequences Setings
| # Mew Network Access User
Latest Manual Netweork Scan Res..
~ Metwork Access User
Enabled
~ Passwords
nternal Users ~
"""" . Generate Passw

User Information
Account Options

Account Disable Policy

~ User Groups

A

L_ACCOUNTS [default)
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1EHA|. 2 Policy > Policy Elements > Results > Authorization > Authorization Profiles 0|5
E5t24m 226t & A|2Cisco_Webauith.

= Cisco ISE

Dictionaries

Authentication

Authorization e

I Authorization Profiles

Downloadable ACLs

Profiling
Posture

Cllant Provisioning

2B, ElCiziM HE S

= Cisco ISE

Dictionaries Conditions

Authentication
Authorization
I Authorization Profiles
Downloadable ACLs
Profiling
Posture

Client Provisioning ®

ol
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A 7y

17 ZH Zlgf2 25

M HA ME Q| 7|012 Insert new ro

gl

=

Conditions Results
——

Policy - Policy Elements

Standard Authorization Profiles

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

(] Name

Results

Authorization Profile

Blackhole_Wireless_Access

Cisco_Tomporal_Onbonrd

O Cisen_WebAuth

Profile

& Cisce (D)

Cisco_IP_Phanes i Cista (T

as Cisce (D)

&k Cisce (D)

2={EfLICH ACL 0|50] 9800 WLCO T &l OIS SUEX|

Policy - Policy Elements

» Cisco_WebAuth

Webduth

* Access Type

Matwark Device Prolile

Service Template
Track Movement

Agentiess Posture

Default Profile used to redinect users to the OWA portal,

Passive identity Tracking [ ()

v Common Tasks

BLICH add AASALE BHEZAHLE 7|2 EARE H
Q @ 8 @
Selcted 0 Towl 11 L3 I

#  Description
Default profde used o blacklist wireless devices. Ensure that you config
Default profde used for Cisca Phanes
Onboard the device with Cisco temporal agent

Default Profile used to redirect users to the CWA portal

EfQlghLct.

ACL REDIRECT W

value Self-Registered Guest Portal (¢~

! Static IP/Host name/FODN

o
I
i+l
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Cisco ISE

Policy Sets

Policy Set Name Description Conditions

Status

Dafault policy sat

Palicy - Policy Sets

Reset Policyset Hitcounts

Allowed Protocols / Server Sequence Hits  Actions  View

o N

Default Network Access

2EHA|. M2 Authentication EEILICH F2IMAB Options(f41 EEE M MABOIM X))ol AL E &5t T 'AFS XFE CONTINUE
22 4 ols B2 SM8 MYE U
~ Authentication Palicy (3)
Status  Rule Name Conditions Use Hits  Actions
nternal Endpoints
* Options
Wired _MAB REJECT
OR a
e Wiraless_MAB {O}
COMNTINUE
DROP
3. ¥HE MEsave 2 MEStE{H & F=IFLICH
et Rof 73 7Y
e 20 =2 20| Eo0] ofiH HEH(HE Fo{ TR ANE MEEX| A5t Qg S FLC
1EHH|. S Ust M2 M% HOo|X|ol A £ Authentication Policy B 11 00| X|Authorziation Policy Ol EA|E! CHZ & &gFL|C}
Reset Policyset Hitcounts

Policy Set Name Description Conditions

Status

Default Dafault palicy se1

2]

Authentication Palicy {3)

™

Authorization Policy - Local Exceptions

\

Autharization Policy - Global Exceptions

Autharization Policy (13) |

&

27 2| M ISE HE2 CHE 2 <22

3| M IS enable S84

279 Ux|sH=Wifi_Redirect_to_Guest_Login O|2| MAE F2lollM A=

Allowed Protocols | Server Sequence  Hits
Default Network Access 70
ghuich 21%o



wi- i
© Fi_Redirect_to_Guast_Login ) Vreless.MAB Cisco_WebAuth Select from list 0 {(_‘l}

3EtA O] THEI2 Wireless MABOIIEH 2 X|5tH CWA EIC|2M §4g HraterLict olx| MEiXMo 2 of7ko| HIEVIE FIIstL &7
SSIDOi|Bt UR|GHES & 4= QU&LICH Conditions Studio(Z7d ARLC|Q)E EAlStEH _7.‘_.;'(.%_4 i Wirdless MAB)2 MEHEILICH QB
Zo| 272 F7t6t E440| Y ERadius AFHE Called-Station-ID AME4EFL|CH SSID 01§ 1 LR[S S &hL|ch 221 ZHo|use &HH
StEto| & AL 3stod =l ct

Conditions Studio

Library Editor
®
] Wireless_MAB
EIEIN G EEIEE b
. e — Radius-Called-Station-I1D
BYOD_is_Registered 0 .
Contains ~  cwa-ssid i
AND

Catalyst_Switch_Local_Web_Aut _
hentication

NEW AND OR
Compliance_Unknown_Devices

L

Set to 'Is not Duplicate m

Compliant_Devices

MAC_in_SAN

CIOSC‘

4THA|. OAM| AL A7 ZEHOM QB E|H LHEXT HMA MEAZS PHetst7| fIa 2740 0H 25 =Guest Flow H =2 M =2
2 Mo|E £ Hm| F&lo| ZeerL|ch %2 ISEWifi Guest Access A E 7|2Xo 2 O|2| MMHE 1&g A2 £ laLct 1O

Hos %'5—5|0ﬂ =AM A7 Qe AL 4SSOk FLICE. 7[E PermitAccessE BHEMSH7{LE O Y& T HM|A S5 AMEte 74

Guest_Flow
‘ (-] Wi-Fi_Guest_Access AND Guests =) o @
Wirgless_MAB
Wireless_MAB
(-] il AND Cisco_WebAuth Select fram list ] {@},—
Fi_Redirect_to_Guest_Login =] Radius-Called -Station-1D

CONTAINS cwa-ssid



FlexConnect 27 AQ|% HMA ZQIE L WLANO| U= B oA sHok g LI7? 0| MM o3| R &Lt ag{Lt 2lc|=
M ACLZ APO|| O|2| FAI5t2d™H F7t BAH7F 2ot

Flex Z2Z2 Configuration > Tags & Profiles> Flex O|& 304 MEAFIL|Ct I3 CHS B S 2 Policy ACL O|S & LICH

OlO|X|Add off ZAIE CHZ Z={FLct.

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
ACL Name Y Central Web Auth Y URL Filter i
0 ‘ﬁ‘ items per page No items to display

2IC|EM ACL O|§ 2 MEHStT Centra & QIS MstetLct o] Eolgte AP RH&|Q| ACLE RFS 2 2 HFMAIZILICH. Cisco 10S
XES| WLCOI A 'deny' 22 '0| IPE EIC|2{M5t x| ot2'g o|0|at7| 2 LIt 2Lt APOIA 'deny' 252 1 BHCHE o|O|&h L}
(kA of &QlEk2 Apof CHEt FAIE 8 E M ZE 5{7IE& AS2E A5tD HEFLICH APCLIOIM Olshow ip accesslistE &

Qg == A&Lch

S HI: Flexconnect 22 A91E ALIE|20]M ACL2 B BHEEE FAMZ AZ 6ok FLICHEZ ZE0M BIEA EHe
gt 2 obEl). MetM ZE ACL 72{0]| (MIE S0{ISEZ E0{21 Li7He) ESiEQ| F 7HX| $HE 2 F CHR =5 dfof &
Lich

MEl= WASave U X| 2 T Update and apply to the deviceSt A 2.

Edit Flex Profile

General Local Authentication Policy ACL WLAN DNS Layer Security
ACL Name Y CentralWeb Auth ¥ URL Filter 4 4
* REDIRECT
4] 10 « |items per page Mo iterns to display BELIName T
| Central Web Auth |
URL Filter v

mju
o]
o
e
[m
N
e
ro
ol
o
ol
x
i
>
')
[o]]]

tE S 5t2{™ ISE QIS AM(ZEH0IAETL dlZlsHoF BB MBS =22 wLco IBME AR



<#root>

# show run wlan # show run aaa # show aaa servers # show ap config genera # show ap name <ap-name> config general
# show ap tag summary

# show ap hame <AP-name> tag detail

# show wlan { summary |id | nme| all }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

CHE2 of oflof afEstE wLC Zdm|aefof4o| ghed fElL|ct

<{froot>

aaa new-mode !
aaa authorization network CWAauthz group radius aaa accounting identity CWAacct start-stop group radius ! aaa server radius dynamic-author client <ISE
mac-filtering CWAauthz

no security ft adaptive

no security wpa

no security wpawpa2

no security wpawpa2 ciphers aes

no security wpa akm dot1x

no shutdown

ip http server (or "webauth-http-enable" under the parameter map)
ip http secure-server

MIAZIAE

« Z2o|UETI AR U1 FEFHIPFAE THxetoF FLICH

- CIC|EMO0| XtSO| otLH HEIRHE d1 Aolo IPFAE AZELICE of: 10.0.0.1. 2IC|AMO0| 2 S5t= B DNS
2l ZXM7E g = U&LICH DHCPE S8l M3 E R& 8 DNS MHIE UM ZAE O|§S &QE £ J=x| =Hlgfuct



«  HTTPOIlA 2|C|24440]ip http server 2 St F BHE T LM =X HULCH & 22| 22 Hu|agoj/d2 H s =
& Ao aoo|Mat AdZAE|o] lend ZIC|2MEE{H ZE 8001 Lt E|o{ok & LICH T Aip http serverS £ EA3totE 5 B4
SHHLHEZEE ALE5t0d) Bl 915 ZEOB HTTPE & H3H e = UELICHON7HH 2 of2hel HHE S A& 5todwebauth-http-

enable).
e HTTPSURLO] A|AStE{T & f 2|C[AME|X| o2 ZA<2 oi7H #H Yol oFS E-intercept-https-enableO| U =X| &2l
ghct.

<#root>

parameter-map type webauth global
type webauth

intercept-https-enable

trust poi nt XXxxx

5t GUIE S5l Of7HE#H S Bl M 'Web Auth intercept HTTPS SM 2 MEHE = QI&LICEH

Configuration= > Security~ > Web Auth Edit Web Auth Parameter

Maximum HTTP connections 100
Init-State Timeout(secs) 120
Parameter Map Name
0 global < Type webauth v

1 10 » Virtual IPv4 Address

Trustpoint --- Select --- -

Virtual IPv6 Address

Web Auth intercept HTTPs D

Captive Bypass Portal O

RADIUSO| CHEH MH|A ZE K|

Cisco Catalyst 9800 Series Wireless Controller0il = ZE2t 1 6t= AH|A E E 7} GigabitEthernet 04 & LICH 7 17.6.15E
RADIUS(CoA X&) Ol ZEE S5l X|ELICH

RADIUSE MH[A ZEE ALE5t2{H CHS Zm|ag|olMo] 2 FLCh

<tfroot>

aaa server radius dynamic-author



client 10.48.39.28
vrf Mnt-intf

server-key ciscol23

interface G gabitEthernetO

vrf forwarding Mgm -intf

i p address Xx.X.X.X X.X.X.X

'if using aaa group server:
aaa group server radius group-name
server nane nicol SE

ip vrf forwarding Mgnmt-intf

i p radius source-interface G gabitEthernetO

td @7, 310 A Y2 +F HAIXE XISz 2

=

r

WLC 98002 Al £ 7|52 MSELICH O A 5t ZE ZLt0|HE AZ

ZEH AL EE Zofl 2 & HEoil Oigt 238 £ & U&LCH

% H: 2O0iM B Az HER SotZ 4= UXIE HEE 239 of 2t cHE L
71222 9800 WLCTH =& &t £XE Ee4H ssH/AA S Solf 9800 WLCOH| A5t OHS HAHE ™Y & J&aLICh(MdE =

AE THUol| 2Z5Ho} B,

1EHA wLCe| #Al A|ZtE & olstod EA|7F e Mst AZHkX|el 2RO 8 FME £+ U&LICH

<ttroot>

# show clock

2EHH|. Al2" AT e ol Mof et WLC I 2= QF syslogt A sydogE = IR LICH Ol H| ot AIARO| S4B 2 F It Q=

8¢ OlE r=H #elg + A&Lch

<ffroot>



# show logging

3EHA. ClHa =740|

<#root>
# show debugging Cisco 10S XE Conditional Debug Configs: Conditional Debug Global State: Stop Cisco 10S XE Packet Tracing Configs: Packet Infra

xjo| 22Eg o

d

Z2MAQ| ClH o] F

g Mz 2= ZHe x4

IHZSHR| &2

% EF.T'_Z _75_?;'% L—l’ = s
algfLict. ol stH 210 50| F7HEL
Ct
™M mac FA0 CHEH dways-on L& BiIE FXE 5

mac FATt 3EAS] ZHC 2 LIAE|X| g tChE Tt &Y

4EHH. EHIAE F¢

gtk
<#root>
# show logging profile wirelessfilter { mac |ip} { <aaaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>

g+ AELCh

Alst7HLE Tt UE 9F TFTP MEHol S A

[
1]
FH

Mol ZE

<#root>
# more bootflash:always-on-<FILENAME.txt>

or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

ZHR CHY L B 2 £
Alwayson =X Salf ZA B2 EMS| EBHE & + e SES YEI MSEX g 89, =U
RA(Radio Active) =g M + &LICH J2HH XIHE =H(0| B2 22I0|HE mac FL)I &5 3t ZE ZZ M0
CHal I Bl 52 MBELICH 2242 ClHZg g48tstaied kg Bl s Dgsn
205t |C}



<ffroot>

# clear platform condition all

6EtH. ZLIE{RIE FM Z2t0|ME mac FAO| CHE CIHI 2HS 435 ELIcH

E2 302(1,800%) 52 MIE MACFAE ZLIERSHY| AFELICH MEixOo 2 0] A|ZhE Z|CH 2,085,978,494 %7 x| =&

1=}
0%

o
==

ch.

1
30

<tfroot>

# debug wireless mac <aaaa.bbbb.ccce> { monitor-time <seconds>}

fo| 22l0|HEE 2 LIE{RI524H mac FA Y debug wireless mac <aasa.bbbb.ccce> B g A

S

m*
Kl
rot
rt
d
mn
o
0>

% Hu:zE Zoluso & = JESE WEMNo R HHZZIZZ E{0)'d MMM 22to|E #8529 £20| EA|IZIX| &L

7EAH BUERE EML SES ML

8EHAl. 7|12 & FHE ZLIE AlZhol ZU7| Mol EX7F AEEE 9 CIHIE SXIFLICH

<tfroot>

# no debug wireless mac <aaaa.bbbb.cccc>

ZLIE AlZto| Bxtst L I F440] SXIZ[TH 9800 WLCE CHSt 42 O|§2| 24 mtels Hdgrich

ra_trace MAC_aaaabbbbccce HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

of £2ig Al EAIY % el

rl:l

ICt. & Q|F AMu{ol SALst7HLtratrace log 8



<ffroot>

# dir bootflash: | inc ra_trace

ol g 2IF Mol SAL

<#root>
# copy bootflash: ra_trace MAC_aaaabbbbccce HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log tftp://a.b.c.d/raFILENAME.txt

T
rm
[4
FH
>

<#root>
# more bootflash: ra_trace MAC_aaaabbbbcccc HHMM SS. XXX _timezone_DayWeek_Month_Day_year.log

10EH|, 2 $4910| o x| Wetatx| oS B CIHT BlY 218 o AMS| HoiFE e 238 278
Ci REAIS| AT 20|22 BatolE 8 CHAl ClHZE Bek glaud

Moz MEECIHO 2O

<#root>
# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-file ra-internal-<FILENAME>.txt

N w1 ol mz sue oE zoMAc Cift BE 21 80| AxS HEshn
£ Cisco TACS} &3
24e &Y EAE & 9

E 9|8 Mu{oll S AFSHHLtrainternal-FILENAME.txt &HHoi| &

ol g 2|F Mol At

<#root>
# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME> txt

Lct olof =& xlof LiF



M
o
[
FH
Rl

<ffroot>

# more bootflash:ra-internal-<FILENAME>.txt

1EHA. CIHT =HES AMAHEHLCE

<tfroot>

# clear platform condition all

% Hn: EERE MM & Y CltHT =S x7HsHof FLict.

Q15 ZAn 7t of &1} CH=1 |SE Operations > Livelogs HO|X| 2 0|5 35l0{ 915 Aol MR MEE JIx{eE Zdo| 528LIch
AMuljof CHt O|R(AITHIt Qe BR) L ISEUA £AI5tE 2 E Radius S40| EAIELICH

CHE oAl M= LRlstE HEt 04 #E0] 22 ISEVt 2158 HRER&LICH Ol HEF F0{7t sSID O|& 1 HE 5| YRlets
HHEH AP mac F40{ F7HE SSID O|§ 22 S E|= Caled-station-1D §40] EA|E|Z| HE ULICH SHE T#%E!0] 'equal’ CHA!

‘contains 2 HFE|HAM +=HELICH

15048 Cuenad FIF - Kadius.NAS-Fort-1ype
15048 CQueried PIP - Network Access.UseriName

Event 5400 Authentication failed

Fallure Reason 15038 Rejected per authorization profile 15048 Queried PIF - IdentityGroup.Mame (2 times)

1 ueried PIP - EndPoints.L IProfi
Authorization Profile with ACCESS_REJECT attribute was selected as a result of RGeS =ndPoints LagicalProfie

Resolution the matching authorization rule. Check the appropriate Authorization paolicy rule- 15048 Queried PIP - Radius B a e nls]
results.
15048 Queried PIP - Network Access AuthenticationStatus
Root cause Selected Authorization Profile contains ACCESS_REJECT atiribute 15016 Selected Authorization Profile - DenyAccess
15038 Rejected per authorization profile
Username EB:36:1T:1F:A1:62 = 1 P P

11003 Returned RADIUS Access-Reject



Other Attributes

ConfigVersionld

Device Port

DestinationPort

OriginalUserNamea
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
AcsSessionlD

UsaCase
SelectedAuthenticationldentityStores
IdentityPollcyMatchedRule
AuthorizationPolicyMatchedRule
EndPointMAC Address
ISEPolicySetName
IdentitySelectionMatchedRule
DTLSSupport

Network Device Profile

Location

Device Type

IPSEC

RADIUS Username
MAS-Idantifler

Device IP Address
CPMSessionlD

ClscoAVPair

140

58209

1812

AccessRequest

Radius

mn

1485

ed36171la162
bD62E505-3150-4215-aB0e-6753045bi56¢
false

nicolse26/356 9632611

Host Lookup

Internal Endpoints

MAB

Datault

EB-36-17-1F-A1-62

Default

MAB

Unkmown

Cisco

LocationdAll Locations

Device Typa#All Device Types
IPSEC#is IPSEC Device#MNo
EB:36:17:1F:A1:62

cwa-ssid

10.48.71.120
TB4T7300A000001 2DFC22TEF
00-27-e3-8{-33-al:cwa-ssid

service-type=Call Check,
audit-session-id=T84T300A0000012DFC22TEBF1,
method=makb,

client-lif-id=3003124185,

vian-id=1468,

Mersoinnoreid=rurn-eehd




Troubleshooting - *  Radiocactive Trace

Conditional Debug Global State: Stopped

B 4 B3

MAC/IP Address Trace file
836.1711.a162 debugTrace_e836.171a162.0¢ & ==
1 10 ¥

0| 42 EXME ACL O|E2 MME I} QEIE DHEQU D ISEOIAM BHEHSH ACL O|E T L %|SHK] 5 7HLF WLCOH|M ISEIM &t

ACLI} Z2 ACLO| giCtT 2W5t= o U/&LICh.

<#froot>
2019/09/04 12:00:06.507 {wncd_x_RO-0}{ 1} : [client-auth] [24264]: (ERR): MAC: e836.171f.a162 client authz result: FAILURE 2019/09/04 12:00:06.51
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