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EeH=E HxE S ASH7| Toil "no debug traffic wired ip capture(CIHH1 EZiZ M IP X R3)"
EE= EHe5] "undebug all(ZS CIHIT BXI)'S AFR5H01 E 24T 45|18 Sx|sok BLICH T2X|

fo™ IiZI0| A& 7|BEIEE SAF ZLHX| & LICEH

1EHAl. pcapE AlEFSHD "debug traffic wired ip capture"Z ECHE 8 MEIELICEH

<tfroot>



AP70DB.98E1.3DEC#debug traffic wired ip capture
% Writing packets to "/tmp/pcap/

AP70DB. 98E1. 3DEC capt ur e. pcap0"

AP70DB.98E1l.3DEC#reading from file /dev/click_wired_Tog, Tink-type EN1OMB (Ethernet)

2EHA|. Eei=Zlo] o|sE w7k X| 7|CHEl CHS "no debug traffic wired ip capture" = "undebug all"
HHE AHE5tod X E SXIFLICH

AP70DB.98E1.3DEC#no debug traffic wired ip capture

3EHA|. mUE tftp/scp AEHO| S ALEFLICH

<#root>
AP70DB.98E1.3DEC#copy pcap
AP70DB. 98E1. 3DEC_capt ur e. pcap0

tftp 192.168.1.100
B B B B A B B A B A B B A A A A B B A B B B B B A B A
AP70DB.98E1. 3DEC#

ATHA|. O|X| wiresharkO| M TS A = U&LICH T2 pcap0RILICt. AHS 2 E wireshark2t ¢4
AT E pcapR WA ELICE.

HHE M
debug traffic wired BHoll= £ ECfEHE X st= ol 20| &l E 7tX| SM0| /U&LCt

APC4F7.D54C.E77C#debug traffic wired
<0-3> wired debug interface number
filter filter packets with tcpdump filter string

ip EnabTle wired ip traffic dump
tcp Enable wired tcp traffic dump
udp Enable wired udp traffic dum
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debug BHEO| 201 "verbose"& F7t5t04 WZlol 16T+ HEE
5| &X| fo™ CLI M|440| i< w2 A OtH[E = A &LCt.



ZE of MY
Ol | 5t & Zx{7} HEZE|0] ZAE
"SAE 192.168.2.5" 192.168.2.52 0|56l 7L} ZAE 192.168.2.50{M @&
i ZIet =& g ct.
sAE | ) Ol Al stmd mHZ! ZHx{7} EE{2IE|0] 192.168.2.50{H 2
src host 192.168.2.5 = myZlor A %=L}
" . Ol A st m{Z! Zx{7} EE{2IZ|0] 192.168.2.52 0|5
dst host 192.168.2.5 SH mZiar & XEL |
"o = Agan Ol &4 & CHY 0| ZE 44301 mhZlot +ES TS i
= a4 7! 24x|8 LelggLic
L E
== vsre port 1055" Ol= X E 10550 M A&t = EciElE AT LICt
"dst port 443" Ol= L E 44302 &s5t= ERfEE % gt
CI22 220l &230| EAIZIX|2H CAPWAP H|0|E{ TfZI B H 24 ZIE{ 218t of &JLCt.

APC4F7.D54C.E77C#debug traffic wired filter "port 5246"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, Tink-type EN10MB (Ethernet)
12:20:50.483125 IP APC4F7-D54C-E77C.Tan.5264 > 192.168.1.15.5246: UDP, length 81
12:20:50.484361 IP 192.168.1.15.5246 > APC4F7-D54C-E77C.1an.5264: UDP, length 97

APC4F7.D54C.E77C#no debug traffic wired filter "port 5246"
APC4F7.D54C.E77C#KiT1ed
APC4F7.D54C.E77C#

APC4F7.D54C.E77C#debug traffic wired filter "port 5246" capture

% Writing packets to "/tmp/pcap/APC4F7.D54C.E77C_capture.pcap0”

APC4F7.D54C.E77C#reading from file /dev/click_wired_Tog, Tink-type EN1OMB (Ethernet)
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246" capture

APC4F7.D54C.E77C#copy pcap APC4F7.D54C.E77C_capture.pcap0 tftp 192.168.1.100
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APC4F7.D54C.E77C#

wiresharkO| A ZHXE L™

| Ml APC4F7.DS4CETTC capture peapd

| File Edit View Go Capture Analyze Statistics Telephony Wareless Took Help

|4 W 5@ BB resEZF LT Eaqgan

JIL] f t 3 -] Epresson..  +

Mo, Delta Somace Destnaton Lengl Irifp Paylosd Type  Differey
1 9.000000 192.158.1.82 192.168.1.15 €51 Application Data Clas
I 9.001525 192.168.1.15 192,168.1.82 123 Applicaticn Data Clasy
3 9.601152 192.168.1.4 255.255.155.255 395 CAPWAP-Control - Primary Discovery Reguest[Malformed Packet) Clas:
4 9.638243 192.168.1.82 192.168.1.15 987 Application Data Clnsy
& 9.801627 192.168.1.1% 152.168.1.82 123 Application Data Clos:
6 @.819493 192.168.1.82 192,168.1.15 171 Application Data Clas
7 0.001007 192.168.1.1% 192.168.1.82 123 Applicaticn Data Clasy
8 9.909787 192.168.1.82 192.168.1.15 187 Applicaticn Data Clas
5 9.000810 192.168.1.1% 182, 1 125 Applicstion Data Clasy
18 28.344341 192.168.1.82 192 .18 123 Application Duta Clos:
11 9.001214 192.168.1.15 152.168.1.82 133 Application Data Clasy
12 21.965522 192.168.1.82 152,168.1.15 651 Application Data Clos:
13 9.001215 192.168.1.15 192.168.1.82 123 Application Data Clazy

Frame 1: 651 bytes on wire (5208 bits), 651 bytes captursd (5208 bits)

Ethernet 1T, Src: Clsco_dc:e?:7c (cd:#7:05:4c:07:7¢), Dst: Cisco_le:al:#f (09:le:ba:lc:ol:FF)
Internet Protocol Wersion 4, Src: 192.168.1.82, Dst: 192.166.1.15

User Datagram Protocol, Src Port: 5264, Dst Fort: 5246

Control And Provisioning of Wireless Access Points - Control

Datagram Transport Layer Security
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config ap client-trace address add < client-mac> --- Per client debugging. Allows multiple macs.
config ap client-trace all-clients <enable | disable> -- Al1l clients debugging. Not recommended.

I=5 HEE dEELh

K
[o][]
fIE

A EE ZREEZE L= XK BEE ZEEZE JIK

config ap client-trace filter <all|arp|assoc|auth|dhcp|eap|icmp|ipv6|ndp|probe> <enable|disable>

3T 2&0l EE EAGE S ME(HISTIHR):



configure ap client-trace output console-Tog enable

ATHA|. FXE AIRFELICH

config ap client-trace start

of:

<tfroot>

APOCDO.F894.46E4#show dotll clients

Total dotll clients: 1
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB

A8: DB: 03: 08: 4C: 4A

0 1 1 testewlcwlan -41 MCS92SS No

APOCDO0.F894.46E4#config ap client-trace address add

A8: DB: 03: 08: 4C: 4A

APOCDO0.F894.46E4#config ap client-trace filter

all Trace ALL filters

arp Trace arp Packets

assoc Trace assoc Packets

auth  Trace auth Packets

dhcp  Trace dhcp Packets

eap Trace eap Packets

icmp  Trace icmp Packets

ipv6e  Trace IPv6 Packets

ndp Trace ndp Packets

probe Trace probe Packets
APOCDO0.F894.46E4#config ap client-trace filter all enable
APOCDO.F894.46E4#configure ap client-trace output console-log enable
APOCDO.F894.46E4#configure ap client-trace start
APOCDO.F894.46E4#term mon

H*E SKlsotc{H

configure ap client-trace stop
configure ap client-trace clear
configure ap client-trace address clear
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<{froot>
AP70DB.98E1.3DEC#

show ap client-trace status

Client Trace Status : Started

Client Trace ALL Clients : disable

Client Trace Address : a8:db:03:08:4c:4a
Remote/Dump Client Trace Address : a8:db:03:08:4c:4a
Client Trace Filter : probe

Client Trace Filter : auth

Client Trace Filter 1 assoc

Client Trace Filter : eap

Client Trace Filter : dhcp

Client Trace Filter : dhcpv6

Client Trace Filter : dicmp

Client Trace Filter : icmpv6b

Client Trace Filter : ndp

Client Trace Filter :arp

Client Trace Output : eventbuf

Client Trace Output : console-Tog
Client Trace Output : dump

Client Trace Output : remote

Remote trace IP : 192.168.1.100
Remote trace dest port : 5688

NOTE - Only VIP packets are seen on remote if VIP is enabled

Dump packet length : 10
Client Trace Inline Monitor : disable
Client Trace Inline Monitor pkt-attach : disable



Apr 6 10:45:21 kernel: [*04/06/2020 10:45:21.5351] [15B6169921:535000] [AROCDO.PR04.45L4)
Apr 6 10:45:21 kernel: [*04/06/2020 10:45:21.5352] [15B6169921:535224] [APOCDO.FP894.46E4]
Apr 6 10:45:21 kecnel: [*04/06/2020 10:45:21.5361] [1566169921:536156] [APOCDO.FO94.46EB4]
£ 6 10:4%:21 kernel: [404/08/2020 10:45:21,5416] [1566169521:541558) [APOCDO. P854, 46E4]
£ € 10:45: ! “04/06/2020 10:45:21.5441] [1586165921:544114) [APOCDO.TO04 . 4£E4]
e 6 04/06/2020 10: 5501] [1586168521:550152) [APOCDO.FES4.4684)
£ 6 “04/06/ 2020 [1566165921:577836] [APOCDO.F894.46E4]
r ¢ “04/06/2020 [1586168821:57847€] [APOCD).FEod.4624)
: € “04,/06/2020 [1566162221:595552) [AROCDO.FOB4 . 4624])
apr 6 04/06/2020 115861699211 600341] [ABOCDD. FAG4 . 46E4]
Apr 6 [*04/06/2020 :21.6028] [1586169921:602817] [APOCDO.PA%4 . 4684)
Apr 6 *04/06/2020 :21,6475] [1566169921:647518] [APOCDO.Fi%4.4684)
Apr 6 10:45:21 kernel: [+04/06/2020 10:45:21.6475] [1566165921:647504] [APOCDO.F854.46E4]
Apr & 10:45:21 kernel: [404/06/2020 B636] [1586169921: } [APOCDO.

kernel:
kezael:

10:45:21
JELT

Apr 10:45:21 kernel:
Apr 10:45:21 kernel:
Aps 10:45:21 kernel:
ApE 10:45:21 kesnel:
¥ 10:45:28 kernel: [
r 10:45:21 kernel:
apr 10:45:21 kernel:

iZl kernel:
kernel;

"
B i

apr kecnel:
x 10:45:22 kernel:

Apr 3

Apr

Apr

Apr

CHE = Atole| EXtE

APQ| LIS o

[*04/06/2020

[*04/06/ 2020

[*04/0€/2020

“D4/06/2020 BE3E]
B€37]
8637]
86371
86371
EETE]
5678]
8577}
B&77]
B684]
86851

*04,/06/2020

“04/06/2020
“04/06/2020 1
“4/06/2020
“04/06/2020
“04/06/2020
“04/06/2020

“04/06/2020 10:
“04/08/2020

“04/06/2020

04/ 06/ 2020
“04/06/2020 10:

U= B2 Click Z=2

1586162321 :
[1566163321;
[1586160921:
[1566169921:
11566169921:
[1386169921:
[1586165521:
[1586168821:
[1586160921:
[156861629921:
[156616392 1

(1866165922
[1566168522:
[1586169922:
156616992211

[1586165522;

[APOCDO .
[AROCTD .
[AROCDD .

Fa94.4684])
FE54.4EE4)
FEG4.46E4)
FEB4 . 46E4)
ra5: Ed]
FO54.4684)

162177]
151213)

[APOCDE .
[APOCDO .
[APOCDO .
I [aPdcDO.
[ABOCDD.
[ABOEDO .

1164722]
164751]

X|& olsfst= ol =&o0| ELuCt.

07| o] 2Xt=2| 2|0l EoiF &=

(o)

-CH233a

22 2l3t0d)

-DE FMEZIOIH

HS7|Mez2 21 27|

37 CHS "show ap client-trace events mac xx:xx:xx:xx:xx:xx" H& S

- 933 WZ(2EH0IAE 0 A)

UELICHE = mac "all"2 CHA).

<#froot>

APOCDO.F894.4

show ap client-trace events nmac a8: db: 03:08: 4c: 4a

[*04/06/2020
[*04/06/2020
[*04/06/2020
[*04/06/2020
[*04/06/2020
[*04/06/2020

6E4#

10:11:54.287675]
10:11:54.288144]
10:11:54.289870]
10:11:54.317341]
10:11:54.341370]
10:11:54.374500]

[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]

2 BIF U

£aprivs
<aprivl>
<aprivi>
<apelvix>
capedvls
capelvis
capelvis
capedvls
caprlvls

DoTll

capedvis
<aprivis
<apriviz
<apelels

[U=%]
[U=c]
[U:c]
[0:e]

<nascapwapl> [U:E] DHCP_|
<naacepwapl> [D:E] DHCF

<apelvl> [D:W] DHCP_ACK

<na

<aprlvl> [DoK]
<aprivi> [UiW]
1 <apelelz [W:C]

<aprlvl> [U:C] ARP_QUERY

S ZH 0| ofC|ol M EAIE[R=K](OIH A 2
Z2 C) U o= &gk (Upload &

[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]

DOT11_AUTHENTICATION :
DOT1L_AUTHENTICATION :
DOT11_AUTHENTICATION i (.
DOT11_AS50C_REQUEST : (.
ASS0C_RESPONSE 1
EAFOL_KEY M1

DOT11_ACTION :

DHCP_DISCOVER @
DHCF_DISCOVER :
DHCP_DISCOVER @
DHCP_DlS{'Q'—'IR H
<nascapwap0> [U:E] DHCE_DISCOVER :

<nascapwapll> [D:C] DECP OFFER :
<nascapwapl> [D:C] DHCF_OFFER =
<apriv0> [D:W] DHCP_OFFER
<nsscapwapl> [D:E] DHCF_OFFER :
<nsscapwapl> [D:C] DHCE_OFFER =
<nsscapwapl> [D:C] DHCE OFFER =
<aprfvls> [D:W] DHCP_OFFER
cape(vl> [U:W] DHCP_REQUEST :
caprlv0> [U:C] DHCP_REQUEST :
<aprivi> [UzC] DHCP REQUEST 1
capedvis (U:C] DHCP_REQUEST :
cnascapwapl> [U:E] DHCP_REQUEST !
<nascapwaply [UrE] DHCF_REQUEST
<nagcapwapl> [D:E] DHCP_ACK
<nascapwapls [D:C] DHCE ACE
<asscapwapl> [D:C] DHCP_ACK

cnascapwapl> [D:E] DHCP_ACK :
pwapl> [D:C] DHECP_ACK :
<nsscapwapl> [D:C] DHCP_ACK :
DHCP_ACK :
ARF_QUERY :
ARE_QUERY :

<nascapwapl> [U:E] ARP QUERY :
cnascapwapl> [D:E] ARF_REPLY :
<nsscapwapl> [DrC] ARF_REPLY
<nascapwapl> [D:iC] ARP_REPLY 1
<apelvl> [B:W] ARP REPLY :

=
=

! DescType
+ DeacType

SCOVER :
FER =

EeyInfe Ox008h
FayInfc Ox0l0L
EeyInfo Oxlich
ReyInfo Ox010h

Oxa3Bedlds
OxadBedlds
OxalBcdldé
Oxa3Bclldé
Tran=ld OxaldBc0ldE
Transld OxadBcllde
Teanald OxeiScildé
Tranald dxalfchidé
Tranald Oxa38chlidé

1 TransId Oxalddc0ldé

Transld Oxa38clldé
Transld Oxa3dclldé
Teanald Oxadfclldé

: Tranald Oxa3feDidé

Teanald Oxa3fellds
TransId OxaldBcdlds
TransId OxalBclldé
TransId Oxsdfecllde
Transld Oxa3BoOlde
1 Transid OxadBcOlde
ansId DMxadBcllde
ansld DxadBcdlde
Transld DxaldBellds
amald Oxaifedlds
Tronsld Oxa3dfcllde
TransId Oxalfcdldé
TransId OxalBclldE

TransIid OxalBcllde

Sender 192.168
Sendex 132,

: Sender 192,168

Sender 192

Zender 192,168

74

<aprlvl>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>

~101.

-168.1
.lem.l
.168.
o168,

o =
o T E,'T‘

[U:W]
[D:w]
[U:W]
[D:w]
[D:w]
[U:W]

13 Targlp 192.168.101.1
.101.13 TargIp 192.168.101.1
.101.13 Targip 192.
01.13 Targlp
01.1 Bunddr 54
101.1 Huaddr 54
101.1 #waddr 54
.101.1 Huhddr 54:7c:69:

Mol F2 w,
Download)2 2 FE A| £

rr

DOT11_AUTHENTICATIO
DOT11_AUTHENTICATIO
DOT11_ASSOC_REQUEST
DOT11_ASSOC_RESPONS
EAPOL_KEY.M1 : Desc
EAPOL_KEY.M2 : Desc



*04/06/2020
*04/06/2020
*04/06/2020
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*04/06/2020
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15:
15:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
19:
19:
:19:

54.
54.
54.
54.
:54.
54.
57.
157
36.
36.
.128751]
24.
24.
.133026]
24.
24.

24

24

24

24

24
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A =

sdAlo
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377237]
390255]
396855]
416650]
469089]
469157]
921877]

.921942]

123119]
127731]

128870]
129303]

136095]
138732]

.257295]
24,
24,

258105]
278937]

.287459]
24,
24,

301344]
327482]

.327517]
24,
24,
08.
08.
.075437]

430136]
430202]
075326]
075392]

(]

of mi%!

fjo

[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.

configure ap client-trace output dump
configure ap client-trace output dump

F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894

46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
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2 9.980238 192.168.1.15 192.168.1.18@ 76 Acknowledgement[Malformed Packet] 18e
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Teg: Supported Rates 6(B), 9, 12(8), 18, 24(B), 36, 48, 58, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc.: Alronet Unknown (44)
Tag: HT Capabilities (882.11n D1.198)
Tag: HT Information (802.11n D1.18)
Tag: Exténded Capabilities (8 octets)
Tag: VHT Capabilities
» Tag: VHT Operation
Tag: Mobility Domain
Tag: Fast BSS Transition
Tag: RM Enabled Copsbilities (5 octets)
Tag: BSS Max Idie Period
v Ext Tag: HE Capabilities (IEEE Std 882.11ax/D3.8)
Tag HWumber: Element ID Extension (255)
Ext Tag length: 45
Ext Tag NMumber: HE Capabilities (IEEE 5td 882.11ax/D3.8) (35)
HE MAC Capabilities Information: BxE@Pe9210e8e9
HE Phy Capabilities Information
* Supported HE-MCS and NS5 Set
~ Rx and Tx MCS Maps <= BE@ MH:
v Rx HEX-MCS Map <= 8@ MHz: ©xaaaa
Hax HE-MCS for
Hax HE-MCS for
Hax HE-HC5 for
Hax HE-MCS for
Hax HE-MCS for
Max HE-HCS for
Max HE-MCS for
Hax HE-HC5 for
Tx HEX-MCS luv &= 80 HHz: Gnasas
PPE Thresholds
~ Ext Tag: HE Operation (IEEE Std 802.11ax/D3.@)
Tag Number: Element ID Extension (255)
Ext Tag langth: 9
Ext Tag Mumber: HE Operation (IEEE 5td 862.11ax/03.8) (36)
HE Operation Parameters: @x@83ffd
BSS Color Information: @x@1
Basic HE-MCS and MSS Set: @xfffc

S5: Suppert fer HE-MCS @-11 (ex2)
55: Support for HE-MCS @-11 (@x2)
55: Support for HE-MCS @-11 (@x2)
$5: Support for HE-MCS B-11 (@x2)
1 Support for HE-MCS 8-11 (@x2)
55: Support for HE-MCS @-11 (Bx2)
55: Support for HE-MCS ©-11 (@x2)
S5: Support for HE-MCS @-11 (@x2)

R
]

N 21 WiFI 6 CIolE 4 £2 M E olole] TS XIS Wiresharkoll A
peekremote7} X4l AEHT} ofL|2 2 $4XY 802.11ax phy RE 2 EAIEILICE O] &= AHE
2 Wireshark 3.2.40{ A Wireshark7} &8t wifi6 phy £ & ZE AIFFLICH.

) £ 1 Cisco AP= 34AH MU-OFDMA Z 3| &lg A E £ QIX|BF MU-OFDMA €= E 22|
= EgIH 2| EI Ol £ 2 ME)2 HRE 94& L|C}. MU-OFDMA7Z} ot 22}
O|EN| Y MStEX|(Ee 25X t=X]) OI2| FEE = U&LIC

2Ad sid 5=
ZZ MTU

B2 MTU AM2 APOf CHEF /XM MTUE X2 0| HHE =822 MY + A&LICH

AireOS 8.10.130 WLCO{ M 2 config ap pmtu disable <ap/all>2 S%] Z4A HFL|& 0l 2|E K|
ofn Lt £ 2E AP CHE ™ MTUSE M- ghLct

SR AICIHOE &d&tsted™



config boot debug capwap= &&sto{ CtE £& Al OS7t REE|0{ ZEZET EAIE|7| TOl2}
T capwap,DTLS 2! DHCP C|HI & #d35te &= JU&LICt

et ofq M2 2l £l 20dl CHEH "config boot debug memory xxxx"7F Q4 & LICt.
CtZ ZHEE Al "show boot"E A& 3sto{ RE C|HIO7I -3t E|U=X] &Eeld = &L

£ 0 disable 7|4 =7} F7+=|™ "config boot debug capwap disable"Z} Z 0| H|E MHste = Q&L
Ct.

HY HALIE

S

m
jy

CHO|IE O] M™ 7|
C|ltH1 220 E FX <mac address>
2 20|2E QoS

QoS Ei17} ME&|=X| & QI524™ "debug capwap client qos"E AlgHE &~ Ql&LICH

FM Zeto|MEof ChEF WZ!o| UP 2L S EAIELICH

8.8(70 23 Cisco B IDCSCvm08899
).

TabAP#debug capwap client qgos

[*08/20/2018 09:43:36.3171] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8

[*08/20/2018 09:43:45.0051] chatter: set_qgos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8

[*08/20/2018 09:43:45.5463] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8


https://tools.cisco.com/bugsearch/bug/CSCvm08899

[*08/20/2018 09:43:46.5687] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:3
[*08/20/2018 09:43:47.0982] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:3

2F
o L

2 AP2| Qos UP TO DSCP E{|0|= & OfL|2t Qosoll 2|alf EA|, MO|E & AFA|E miZ! o

Qg = A&LCH

Of

1

LabAP#show dotll qos
Qos Policy Maps (UPSTREAM)

no policymap
Qos Stats (UPSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

O OO O OO

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Qos Policy Maps (DOWNSTREAM)

no policymap
Qos Stats (DOWNSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

O OO O OO

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1



[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
LabAP#

Qos HA0| WLCOH| & o|z|o{ /T Flexconnect APO| CIREZEL|0] Q= BAR OIS &= A5
04 Eolg &= Ql&L|Ct.

AP780C-F085-49E6#show policy-map
2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAAClients_AVC_UI_CLASS
drop

Class BWLimitAAAClients_ADV_UI_CLASS
set dscp af41l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af41l (34)

Class cm-dscp-set2-for-up-4
set dscp af41l (34)

Class cm-dscp-for-up-5
set dscp af41l (34)

Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

Qos £ ANEHe| B2

AP780C-F085-49E6#show rate-1imit client
Config:

mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0



Statistics:

name up down

Unshaped 0 0

Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621
9 54922 0

Off-Channel A ZH

APS| @ Z Rl AZHE CIHZSHE 22 HIQITH EXIAPTH S S S5 ATEISX| oo}
AHE B HE67| QI E EHEATY I R8Y 4 UXIZ, "SI A AT K|t 7150] A
SE/X| 92 HS BILE AAZ AERO| KISHOR FHEIE HIC|2 EREATUUME 8%

= A&LICH

debug rrm off-channel defer

debug rrm off-chanel dbg (starting 17.8.1)

debug rrm off-channel schedule

debug rrm off-channel voice (starting 17.8.1)

debug rrm schedule (starting 17.8.1, debug NDP packet tx)
show trace dot_11 channel enable

[*06/11/2020 09:45:38.9530] wcp/rrm_userspace_0/rrm_schedule :: RRMSchedule process_int_duration_timer_

[*06/11/2020 09:45:39.0550] noise measurement channel 5 noise 89

[*06/11/2020 09:45:43.5490] wcp/rrm_userspace_l/rrm_schedule :: RRMSchedule process_int_duration_timer_

[*06/11/2020 09:45:43.6570] noise measurement channel 140 noise 97

e o1

My
u
o

o

AMA ZRIEO] olah %|E O|HE EtUAR T = QIBE|X| o2 Z2t0|UEE LIEE & &L

LabAP#show dotll clients deauth

timestamp mac vap reason_code
Mon Aug 20 09:50:59 2018 AC:BC:32:A4:2C:D3 9 4
Mon Aug 20 09:52:14 2018 00:AE:FA:78:36:89 9 4
Mon Aug 20 10:31:54 2018 00:AE:FA:78:36:89 9 4
Ol £20iM 0|f ZE= o 3o AtMls| dHE 215 F 4 0|f T ELICH

https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-
802-11-deauth-reason-codes/ta-p/3148055
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https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

"show controllers Dot11Radio 0/1 wlan"@ 2 VAP ID 28 £ £ Ql&LC}.

Zet0|HUETL Hl& HAZAE|0] = E? TS AERete| AZ0 CiEr MF

Ct.

LabAP#show dotll clients
Total dotll clients: 1

Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB
00:AE:FA:78:36:89 1 10 1 TestSSID -25 MCS82SS No

LabAP#show client summ

Radio Driver client Summary:

wifio0

[*08/20/2018 11:54:59.5340]

[*08/20/2018 11:54:59.5340] Total STA List Count O
[*08/20/2018 11:54:59.5340] | NOJ MAC | STATE|
[*08/20/2018 11:54:59.5340] ---—-—-—-——————————— -
wifil

[*08/20/2018 11:54:59.5357]

[*08/20/2018 11:54:59.5357] Total STA List Count 1
[*08/20/2018 11:54:59.5357] | NOJ MAC | STATE|
[*08/20/2018 11:54:59.5357] —-—-—-—-————————— -
[*08/20/2018 11:54:59.5357] | 1| O:ffffffae:fffffffa:78:36:ffffff89]|

Radio Driver Client AID List:

wifi0

[*08/20/2018 11:54:59.5415]

[*08/20/2018 11:54:59.5415] Total STA-ID List Count O
[*08/20/2018 11:54:59.5415] | NO| MAC|STA-ID|
[*08/20/2018 11:54:59.5415] ----------—-m—mmmmm e
wifil

[*08/20/2018 11:54:59.5431]

[*08/20/2018 11:54:59.5431] Total STA-ID List Count 1
[*08/20/2018 11:54:59.5431] | NO| MAC|STA-ID|
[*08/20/2018 11:54:59.5432] ----------—mmmmmmmm e
[*08/20/2018 11:54:59.5432] | 1| O:ffffffae:fffffffa:78:36:ffffff89]|

WCP cTient Summary:

mac radio vap aid state
00:AE:FA:78:36:89 1 9 1

encr Maxrate is_wgb_wired
FWD AES_CCM128 MCS82SS

NSS client Summary:

Current Count: 3

| MAC | OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID|MYMAC|

8]

6l

wgb_mac_addr

false 00:00:00:00:00:00



|F8:0B:CB:E4:7F:41|00000000 | 3] 0] 1] 11 o] 2] 3] 1]
|F8:0B:CB:E4:7F:40]|00000000 | 3] ol 1|1 1] o 2| 3] 1|
|00:AE:FA:78:36:89]|00000003 | 1| 0] 1] 11 0] 9] 1| 0]

Datapath IPv4 client Summary:

id vap  port node tunnel mac seen_ip hashed_ip sniff_a
00:AE:FA:78:36:89 9 aprlv9 192.0.2.13 - 00:AE:FA:78:36:89 192.168.68.209 10.228.153.45 5.990000

Datapath IPv6 client Summary:

client mac seen_ip6 age scope port
1 00:AE:FA:78:36:89 fe80::2ae:faff:fe78:3689 61 Tink-Tocal aprilv9

Wired client Summary:

mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes

tod

Am

Y 2eto|dES| HdE FHZ siiME + U&LICH

ol

CHS

fjo

A&

test dotll client deauthenticate

LabAP#show cTlient statistics wireless 00:AE:FA:78:36:89
Client MAC address: 00:AE:FA:78:36:89

Tx Packets ;621
Tx Management Packets 1 6
Tx Control Packets : 153
Tx Data Packets 1 462
Tx Data Bytes : 145899
Tx Unicast Data Packets : 600
Rx Packets 1 2910
Rx Management Packets ;13
Rx Control Packets 1 943
Rx Data Packets : 1954
Rx Data Bytes : 145699
LabAP#
M S lleof cigt REMIEH LHE 2 "show controllers"0l M &¥& £ &LICH Z2H0|1E mac F
A8 FtotH X|Hkl= lo|E S &, AN CIO|E &£, PHY 7|5, MA|E = & txfailO| ZAIE
L|CF.
<#root>
LabAP#show controllers dotllRadio O client 00:AE:FA:78:36:89
mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
00:AE:FA:78:36:89 0 9 1 FwD AES_CCM128 M15 false 00:00:00:00:00:00

Configured rates for client 00:AE:FA:78:36:89



Legacy Rates(Mbps): 11
HT Rates(MCS):M0 M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M1l M12 M13 M14 M15
VHT Rates: 1SS:M0-7 2SS:MO-7

HT:yes VHT:yes HE:no 40MHz:no 80MHz:no 80+80MHz:no 160MHz:no
1llw:no MFP:no 11lh:no encrypt_polocy: 4

_wmm_enabled:yes gos_capable:yes WME(11le):no WMM_MIXED_MODE: no
short_preamble:yes short_slot_time:no short_hdr:yes SM_dyn:yes
short_GI_20M:yes short_GI_40M:no short_GI_80M:yes LDPC:yes AMSDU:yes
su_mimo_capable:yes mu_mimo_capable:no is_wgb_wired:no is_wgb:no

Additional info for client 00:AE:FA:78:36:89
RSSI: -90

PS : Legacy (Sleeping)

Tx Rate: 0 Kbps

Rx Rate: 117000 Kbps

VHT_TXMAP: 0O

CCX Ver: 4

Statistics for client 00:AE:FA:78:36:89
mac intf TxData TxMgmt TxUC TxBytes

TxFai |

AMSDU_Tong:no

TxDcrd TxCumRetries RxData RxMgmt RxBytes RxErr TxRt RxRt idle_counter stats_ago expiration

00:AE:FA:78:36:89 aprOv9 8 1 6 1038 1 0 0 31

Per TID packet statistics for client 00:AE:FA:78:36:89
Priority Rx Pkts Tx Pkts Rx(last 5 s) Tx (last 5 s) QID Tx Drops Tx Cur Qlimit

0 899 460 1 1 144 0 0 1024
1 0 0 0 0 145 0 0 1024
2 0 0 0 0 146 0 0 1024
3 59 0 0 0 147 0 0 1024
4 0 0 0 0 148 0 0 1024
5 0 0 0 0 149 0 0 1024
6 0 0 0 0 150 0 0 1024
7 0 0 0 0 151 0 0 1024

Legacy Rate Statistics:

(Mbps : Rx, Tx, Tx-Retries)

11 Mbps : 2, 0, 0

6 Mbps : 0, 9, 0

HT/VHT Rate Statistics:

(Rate/SS/Width : Rx, Rx-Ampdu, Tx, Tx-Ampdu, Tx-Retries)
0/1/20 : 4, 4, 0, 0, 0
6/2/20 : 4, 4, 0, 0, 0
7/2/20 : 5, 5, 0, 0, 0

webauth done:
false

1 1599

X&HMo 2 EC0|ME IO £ L/EE RSSI 2 FM357] 2181 "debug dot11 client rate
| % ot

address <mac>"& A&E +~ Qo 0 Ct Z|§ & Ct

LabAP#debug dotll client rate address 00:AE:FA:78:36:89

[*08/20/2018 14:17:28.0928] MAC Tx-Pkts Rx-Pkts Tx-Rate Rx-Rate

[*08/20/2018 14:17:28.0928] 00:AE:FA:78:36:89 0 0 12 a8.2-2s

RSST
-45 53

SNR Tx-R



*08/20/2018 14:17:29.0931] 00:AE:FA:78:36:89
*08/20/2018 14:17:30.0934] 00:AE:FA:78:36:89
*08/20/2018 14:17:31.0937] 00:AE:FA:78:36:89
*08/20/2018 14:17:32.0939] 00:AE:FA:78:36:89
*08/20/2018 14:17:33.0942] 00:AE:FA:78:36:89
*08/20/2018 14:17:34.0988] 00:AE:FA:78:36:89
*08/20/2018 14:17:35.0990] 00:AE:FA:78:36:89
*08/20/2018 14:17:36.0993] 00:AE:FA:78:36:89
*08/20/2018 14:17:37.0996] 00:AE:FA:78:36:89
*08/20/2018 14:17:38.0999] 00:AE:FA:78:36:89
*08/20/2018 14:17:39.1002] 00:AE:FA:78:36:89
*08/20/2018 14:17:40.1004] 00:AE:FA:78:36:89
*08/20/2018 14:17:41.1007] 00:AE:FA:78:36:89
*08/20/2018 14:17:42.1010] 00:AE:FA:78:36:89
*08/20/2018 14:17:43.1013] 00:AE:FA:78:36:89
*08/20/2018 14:17:44.1015] 00:AE:FA:78:36:89
*08/20/2018 14:17:45.1018] 00:AE:FA:78:36:89
*08/20/2018 14:17:46.1021] 00:AE:FA:78:36:89
*08/20/2018 14:17:47.1024] 00:AE:FA:78:36:89
*08/20/2018 14:17:48.1026] 00:AE:FA:78:36:89
*08/20/2018 14:17:49.1029] 00:AE:FA:78:36:89
*08/20/2018 14:17:50.1032] 00:AE:FA:78:36:89
*08/20/2018 14:17:51.1035] 00:AE:FA:78:36:89
*08/20/2018 14:17:52.1037] 00:AE:FA:78:36:89
*08/20/2018 14:17:53.1040] 00:AE:FA:78:36:89
*08/20/2018 14:17:54.1043] 00:AE:FA:78:36:89
*08/20/2018 14:17:55.1046] 00:AE:FA:78:36:89
*08/20/2018 14:17:56.1048] 00:AE:FA:78:36:89
*08/20/2018 14:17:57.1053] 00:AE:FA:78:36:89
*08/20/2018 14:17:58.1055] 00:AE:FA:78:36:89 1

el el sl e lan el el el s e e e e e e e s e
N NVNEFE NNREFORFRFOONOOOONOORENMNDIDNDNWORENDNDIDNDDND WN

0l 210 Tx X Rx THZ! 7HREIE OIX|Z 22 QIME 0|F =

Tx AMAIZ0l CHSHME S st 22{Lt RSSI, SNR 2! H|0|E| £ E = 5i

o| Zfo|H sl 7t e| 2 & mHZlof CHEt W&ol oF'=lLC}.
Flexconnect AL} 2|2

At Q1B (0d: CWA) EE= ALE Q15 A|LtE|204 M 2201 E0]
(@)

AP#show client access-1ists pre-auth all f48c.507a.b9ad
Pre-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

REDIRECT

rule 0: allow true and 1ip proto 17 and src port 53

rule 1: allow true and 1ip proto 17 and dst port 53

rule 2: allow true and src 10.48.39.161mask 255.255.255.255
rule 3: allow true and dst 10.48.39.161mask 255.255.255.255
rule 4: deny true

No IPv6 ACL found

=

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

a8.2-2s -45
a8.2-2s -45
a8.2-2s -45
a8.2-2s -45
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -46
a8.2-2s -45
a8.2-2s -45
a8.2-2s -45
a8.2-2s -45
MSE mZlolo
tz4o| o x[2} 1

247l o ACLO| M E[UR=XK]

53
53
53
53
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
53
53
53
53

L



AP#show client access-1lists post-auth all f48c.507a.b9%ad
Post-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

post-auth

rule 0: deny true and dst 192.0.0.0mask 255.0.0.0
rule 1: deny true and src 192.0.0.0mask 255.0.0.0
rule 2: allow true

No IPv6 ACL found

AP I} A|AH

COS AP I AARIO| B E LIEE unix ESHEAMHME LHPste WE SE5HX| ef&LICH
"show filesystems" B2 24 TE[MO| Szt ALSE X HiZ O CHEH MIF HEE NS ELich
2802#show filesystems

FiTesystem Size Used Available Use% Mounted on
/dev/ubivol/storage 57.5M 364.0K 54.1M 1% /storage

2802#

"show flash" B2 AP B2l 7| TYUS LIdstLIch 58 BHE LYst24H syslog i
core 7|HEE FIHE =& J&LCt.

ap_2802#show flash

Directory of /storage/

total 84

-rw-r--r-- 1 root root 0 May 21 2018 1111

-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT

-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT.reserve
-rw-r--r-- 1 root root 29 Apr 15 11:09 RELOADED_AT_UTC
drwxr-xr-x 2 root root 160 Mar 27 13:53 ap-images

drwxr-xr-x 45 root 2016 Apr 15 11:10 application

-rw-r--r-- 1 root root 6383 Apr 26 09:32 base_capwap_cfg_info
-rw-r--r-- 1 root root 20 Apr 26 10:31 bigacl

-rw-r--r-- 1 root root 1230 Mar 27 13:53 bootloader.log
-rw-r--r-- 1 root root 5 Apr 26 09:29 bootloader_verify.shadow
-rw-r--r-- 1 root root 18 Jun 30 2017 config

-rw-r--r-- 1 root root 8116 Apr 26 09:32 config.flex

-rw-r--r-- 1 root root 21 Apr 26 09:32 config.flex.mgroup
-rw-r--r-- 1 root root 0 Apr 15 11:09 config.Tocal

-rw-r--r-- 1 root root 0 Jul 26 2018 config.mesh.dhcp
-rw-r--r-- 1 root root 180 Apr 15 11:10 config.mobexp

-rw-r--r-- 1 root root 0 Jun 5 2018 config.oeap

-rw-r--r-- 1 root root 2253 Apr 26 09:43 config.wireless
drwxr-xr-x 2 root root 160 Jun 30 2017 cores

drwxr-xr-x 2 root root 320 Jun 30 2017 dropbear



drwxr-xr-x 2 root root 160 Jun 30 2017 dimages
-rw-r--r-- 1 root root 222 Jan 2 2000 last_good_uplink_config
drwxr-xr-x 2 root root 160 Jun 30 2017 1ists
-rw-r--r-- 1 root root 215 Apr 16 11:01 partl_info.ver
-rw-r--r-- 1 root root 215 Apr 26 09:29 part2_info.ver
-rw-r--r-- 1 root root 4096 Apr 26 09:36 random_seed
-rw-r--r-- 1 root root 3 Jun 30 2017 rxtx_mode
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNGO
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG1
drwxr-xr-x 3 support root 224 Jun 30 2017 support
drwxr-xr-x 2 root root 2176 Apr 15 11:10 syslogs
Filesystem Size Used Available Use% Mounted on

flash 57.5M 372.0K 54.1M 1% /storage

syslog M& L ™ME

syslog Z2C= 0|7 MEE! A syslog &2 K& & LICH "show log" B2 Ot x|ot RS E! 0|F 9]
syslogBt F A& LICt.

Zt TR . F7(0l M sysloge &£ mtol 7|5 EL|Ch.

artaki# show flash syslogs

Directory of /storage/syslogs/

total 128

-rw-r--r-- 1 root root 11963 Jul 6 15:23 1

-rw-r--r-- 1 root root 20406 Jan 1 2000 1.0

-rw-r--r-- 1 root root 313 Jul 6 15:23 1.last_write
-rw-r--r-- 1 root root 20364 Jan 1 2000 1.start
-rw-r--r-- 1 root root 33 Jul 6 15:23 l.watchdog_status
-rw-r--r-- 1 root root 19788 Jul 6 16:46 2

-rw-r--r-- 1 root root 20481 Jul 6 15:23 2.0

-rw-r--r-- 1 root root 313 Jul 6 16:46 2.last_write
-rw-r--r-- 1 root root 20422 Jul 6 15:23 2.start
FiTesystem Size Used Available Use% Mounted on

flash 57.6M 88.0K 54.5M 0% /storage

artaki# show flash cores

Directory of /storage/cores/

total O

FiTesystem Size Used Available Use% Mounted on

flash 57.6M 88.0K 54.5M 0% /storage

Z7| 28 £ 3 ¢l 2242 1 1,000 1.00] L{F Zoix|® Tl 1.10] MAHELICH RRE £
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1 MO RLIFHAE R syslog HIAIX|& &S 5HE{™ WLCOA Syslog CH& S T
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7|BMo 2 APE syslogE HEZEINAE FAZ MSE
S £ syslog MHE T4d5HoF & LICt.

APE 7|2HMo 2 2& £30] QML= 2E N2 syslogE Safl &S ELICH

9800 Z1E E2{2] Management(& 2l) ot2Hoi| 4= Configuration(Z1Z|12i0|4d) -> AP Join
profile(AP = Q! T 2 1}t 2)of|A{ 0|24t o7+~ AT = UsLICH

Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Device User Credentials CDP Interface
TFTP Downgrade Telnet/SSH Configuration
IPv4/IPv6 Address 0.0.0.0 Telnet
Image File Name Enter File Name SSH v
System Log AP Core Dump
Facility Value KERN - Enable Core Dump
Host IPv4/IPv6 Address 192.168.1.12
Log Trap Value Information v
Secured (i)

2 ZhE 4735104 syslogE Salf C|

Log Trap Value(Z1 E 3 443 H e = U&LCt.
J8 g8ste = U2 0| C|H 2| £332 syslog HAIX|E Sal +MHE HHE

AP CLIOIM E|H
M&EuUL

Cisco {1 ID CSCvu& Q135l75017


https://tools.cisco.com/bugsearch/bug/CSCvu75017

£ syslog 7|52 KERN(Z|&24%
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HE ZTEE + U= TH HEE oS0 £ &L

AP 4 HIZ

» AP syslogs

AP Capwapd E8ICI 21
AP AlZf L HIAIR| 2O
AP Fo{EH=

o

AP K| HEE 71X 22{™ AP CLIZ 0|&35}04 "copy support-bundle tftp: x.x.x.x" BHES =g L]

APCAF7.D54C.E77C8copy support-bundle tftp: 192.168.1.186
£Cry
APCAF7.D54C.E77C#copy support-bundle tftp: 192.168.1.109
Creating support bundle, please wait...ifconfig: wiredl: error fetching interface information: Device not found
Unit systemd-journald.socket could net be found.
tar: ./*.tgz: No such file or directory
tar: error exit delayed from previous errors
tar: *.tgz: No such file or directory
tar: error exit delayed from previous errors
+=== Support file APCAF7.D54C.E77C_support.17.2.1.11.28280408.145526.tgz created ===+
ERSREIRSRSasESS FERSEERaIass
Successful file transfer:
APCAFT7.D548C. E77C_support.17.2.1.11. 28208403 .145526.1g2
APCAF7.D54C.E77CH])

SEdssanasy SFEBER ISR NN RARNIRNREREARSR SRR a S sRaaass 100 0%

ItUE "untare M +EElE YR TS = = USLICH

r-images » APCEFTDMCETIC supportd T L1 130000408. 145526

[] Harew [had

[ ] APCAFT.D5C.ETTC_support. 17.2.1.11.20200808. 145526, brain.error Jog.ge {78/ 2020 4:55 P 3E File A
APCAFTDALC ETTC suppon. 1720, 11.20200208. 145526 brain.log.ge A5 2020 4155 Fid i File

APCAFTIDALCETTC quppont, 1T.0.0.11.20000208. 145526.inda 4082020 4:55 P MFO Fila
APCEFTIDELC ETTC _juppon. 170 11120000208, 145526, mettagerge 40802020 2:55 P ik File

APCAFTIDALC ETTC suppon. 1.1, V120000208, 145526 starthag g2 4082020 4:55 P il Fila 5B

APCAFTDEC EVTC _support, TTLL 1 VL20200:808. 14552 6.9yslogige 4 30255 P i File ]

APCAFTALC ETTC _suppar. TT.L LTI 20200808, 145526 tech_suppodtge 408 2020 4:55 P i Fil HEB

| P TR BTG Suppor, 12 LT 2000808, 145332 howea_inf o ptonuge Fil : i

| APCEF TSR BT _support 1T 11120200808, 145520.wsa_status pon.ge a8 2020 4:55 P aL Fil
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HZHACZ AP F0o{ It =&

AP T0{ IS MACE £ ESe{H Fo{ YT} K| HEO XIS -8 CHS APOM |
HHES URESHHL tip MHE EY MESIMAIR. 5 oflof M= titp A 192.168.1.1002

AireOS CLI



(c3504-91) »config ap core-dump esnable 192.168.1.199 aplores uncompress @
<Cisco AP» Enter the name of the Cisco AP.

all Appliez the configuration to all connected APs.

AireOS GUI

MONITOR ~ WLANs CONTROULER WIRELESS SECURITY MANAGEMENT  COMMANDS

HELP

FEEDBACK

Saye Configuration  Bing  Logowd  Befresh

User:adenin{Readwrite) M Home

All APs > Details for APTODB.98E1.JDEC

| General | B | High Avaisability | L
Reguiatory Domaing S0Z.1thgnE  BOZ.1ard Fower Over Uthernet Settings
Eantry Cade 1L (terael) . PO Statue Full P
i -
Cisee Dacoveny Pratocn! Pre-standard 802.3af switches
A e delmin-groey T Powes Inpector State
Ftataticy Timer e AP Core Dusmp
Data Encryption &
AP Cont Dump Enatied
Regue Detectan
b AP Group NTP TFTP Servar 1P 192.168.1.100
E 2 Telnat Glatal Confip ¥
» : File Name splones
. o]
RF Profiles s5n Glakial Corify File Compression 1 Enable

FlaxConnact Groups
FlexConnect ACLS

W1 Ports State
TCP Adjust M55 [IPvd: 5356 = 1363, IPv62 1220+ 1331)

Gisbal Config ¥ | ¥

o 3230

TCP M55 i Globally Enabled 4P Retramsmit Count ]
:L’n“"g‘l’:l::“ VIAN LED State Erabie ¥ 4P Retrasgenit Intencsl 3
d g WLAN Tagging
Hetwork Lists bl i o __jtao
¥ B02.11a/n/ac/ax LED Plas FEats @ (1-3600)secends VLAN Tagging Erabled
b 802.11bfg n/ax Indefinte NP Server Status
b Media Stream rat] Status  Dissbled
USH Hadule 1D VLB Madule
5 Application visibibty % miHis Configuration
And Control Oueride e = s
1 .
Lync Server LUSB Madule Status i
Country USB Madule Operatioeal State Yok Detected
Trustsoc
Timers Hypertacation Corfiguration
scec Config
s M T 3 Bratle Hyperiosation Glzbal Confip ¥
MY Sarvices
» Procent 0

L Hyperiocation BLE Module

Cisco I0S® CLI

<tfroot>
eWLC-9800-01(

config

D#ap profile TiagoOffice

eWLC-9800-01(
confi g-
ap

-profile

Services Sub-Services OMX Server Ip

d#core-dump tftp-server 192.168.1.100 file apCores uncompress

Cisco |IOS® GUI

JRE T T



sl Cisco Calalyst 9800-CL Wireless Conlraller 4 TE ST a &

& A J‘,jin l Edit AP Join Profile x
A A Management '
e — =)

TisgeOhcis TFTP Downgrade Telnet/SSH Configuration

0.0.00

AP Core Dun
System Log e,

1921681100
55.755.755.155

default

Cisco 10S® XE 17.3.104 A2} OF2H7}K| 2 Support Bundle(X |8 H1E) 10| Q2 WLC GUI0 A
AP SBE CIRE2CEE £ A&LICH

WLC7} SCP M7t & £ Qe 22 APOIM "copy support-bundle" & Al&l5to{ SCPE S35l
.I

WLCOH| M&sHs Zdo| HE L II:L

O OhE HElR MM O22EE & A&LICH

e
7800~ AR- et eSS
‘0B5-49E6  APZBO2I- 2 {] B81.244.9.50 502{.a83¢
di A-KD General Interfaces High Availability Inventory ICap Advanced Support Bundle
1 0 - : =
Destination © This Device Last Export Status
External Server
i State
5 GHz Radios A ’ EETaET
Server IP e Transfer Mode
2.4 GHz Radios Destination File Path* @ ! Server IP
File Path
Usarname™
Dual-Band Radios Time.of Export
Password*

LSC Provision

%£,17.3.1 0|2l eWLC EEIAMAM SLUT EEIS 5202 +&E = U&LICH

APO| AZE = Q= TFTP A7} glE B SCPE S5l APOIAM eWLC IPZ X3 HES SALE

eWLCE X O Z APOA SSHE Sl ¢14e = 22 17.3 0|™e| AR E2 W lL|C}.

1CH7A|. 9800 v17.2.104 A SSH & AI51

2CHH|. Cisco I0S® XE v17.2.10{lA SCP & 445}

O| oloil M= SCPe| HHE 7|5E F8sts EHE E0iELICt Ol tolME ZH= HolE A8
Xt ol Y HIHHZE AFSELICEH


/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html

P Asn puthentication and suthorizetion sust be configured propecly in order for SCP to work.
Device: anable

Devices configure terminal

Device{config)s aaa new-model

Device(config)s aaa authentication login default local

Device(config)s aaa authorization exec default local

Device(config)s username userl privilege 15 password € lab
| s5H must be ::inr-:.EIJ'I':l and Furie l.“’.-:'-i.r.s progerly .
Device(config)s ip scp server enable

Device(config)s end

3EHAL. "copy support-bundle"” BEZE AM& 35t SCP M| e nted 0|2 xI-gsHoF & Lct

Bl BPS & H d™stod o0 Qe e 0|&E 7HM2 CFE sliE It 0|2 B0l SAl/E0
LS & olA| |0}
S=2 T AAH .

AP7@DB.98EL.3DEC#copy support-bundle scp: admingl92.168.1.15:/

Creating support bundle, please wait...!tar: ./*.tgz: No such file or directory

tar: error exit delayed from previous errors

tar: *.tgz: Mo such file or directory

tar: error exit delaxed foomocevious sccacs

+=== Support fil RP?BQB.9351.3DEC_EUFDOPt.]7.Z.1.11.29233535.llﬁﬁﬂﬁ.tg:}jfated ===+

Warning: Permanently adoed '192.108.1.13" (EEA} to the 1ist of known hostSe

Password:

Connection closed by 192.168.1.15 port 22

lost connection

AP78DB.98E1.3DEC#copy support-bundle scp: admin@192.168.1.15:/AP7008.98E1.3DEC_support.17.2.1.11,28200506.110006.tg2
Creating support bundle, please wait...!tar: ./*.tgz: No such Fiie or directory

tar: eérror exit delayed from previous érrors

tar: *.tgz: No such file or directory

tar: error exit delayed from previous errors

+=== Support file AP7@DB.98E1.3DEC_support.17.2.1.11.20200506.1108400.tg2 created ===+

Password:

AP7@DB.98E1.3DEC_support.17.2.1.11.20280586.110400.tgz lgex SeKB 3.3MB/s ©0:00
Connection to 192.168.1.15 closed by remote host.

AP7@D8.98€1 . 30EC2]

4THAH|. 3 S eWLC GUIZ 053104 of2he| U2 7HX{E 4 U&LICt Administration >
Management > File Manager:




[« LTI Cisco Catalyst 9800-CL Wireless Controller
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B J. Cisco Catalyst 9800-CL Wireless Controller
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gRPC MH 2= APO|AM CIS 2 ALE36to{ EQlg = JU&Lct

AP# show grpc server log

time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
37:
37:
37:
37:

527"
527"
527"
527"
527"
527"
527"
527"
527"
527"
02z"
02z"
02z"
02z"

DNA Spaces 7{=IE{0]| CHEt

level=info msg="[DNAS] spaces conn url 10.22.243.33:8000"

level=info msg="[DNAS] entering stopDNAspacesTmpTokenRoutine"

Tevel=info msg="[DNAS] exiting stopDNAspacesTmpTokenRoutine"

Tevel=info msg="[DNAS] entering startDNAspacesTmpTokenRoutine"

level=info msg="[DNAS] launching token request cycle"

level=info msg="[DNAS] exiting startDNAspacesTmpTokenRoutine"

Tevel=info msg="[DNAS] spaces token expiration time 2020-04-02 01:36:52 +00
level=info msg=" Calling startDNASpacesConn routine "

level=info msg="[DNAS] Receive Success status"

Tevel=info msg="[DNAS] Connection not in ready state sleeping for 10 second
level=info msg="[DNAS] Setup Stream for the gRPC connection”

level=info msg="[DNAS] Connect RPC Succeeded."

level=info msg="[DNAS] RX routine got enabled "

level=info msg="[DNAS] TX routine got enabled "

o474

RE2 Loz oy & Q&L

ro

AP# show cloud connector key access

Token Valid : Yes
Token Stats :

Number of Attempts
Number of Failures

Last Failure on

Last Failure reason

Last Success on
Expiration time

1 44

1 27

: 2020-03-28 02:02:15.649556818 +0000 UTC m=+5753.097022576

: curl: SSL connect error

: 2020-04-01 00:48:37.313511596 +0000 UTC m=+346934.760976625
: 2020-04-02 00:48:37 +0000 UTC



Connection Retry Interval : 30

AP# show cloud connector connection detail

Connection State : READY

Connection Url : 10.22.243.33:8000
Certificate Available :  true

Controller Ip 0 10.22.243.31
Stream Setup Interval : 30

Keepalive Interval : 30

Last Keepalive Rcvd On : 2020-04-01 00:32:47.891433113 +0000 UTC m=+345985.338898246
Number of Dials 2

Number of Tx Pkts ;2788175

Number of Rx Pkts ¢ 11341

Number of Dropped Pkts : 0

Number of Rx Keepalive ¢ 11341

Number of Tx Keepalive ¢ 11341

Number of Rx Cfg Request : 0

Number of Tx AP Cfg Resp : 0

Number of Tx APP Cfg Resp : 0

Number of Tx APP state pkts i 5

Number of Tx APP data pkts 1 2776829

APO| 34Xl BLE EEEIHAE ZHIu|ado|MHMe EedH

AP# show controllers ioTRadio ble 0 broadcast

BLE Profile Config

Active profile : v-iBeacon

Profile 0 (iBeacon)

uuib : 00001000000000000000000000000000
Interval (ms) : 100

Power (dBm) =21

Advertised Power (dBm) : -65

Minor : 0

Major : 0

TxPower byte : bfbfbfbfbfbfbfbfbfbfbfbfbf
Profile 1 (Eddystone UID)

Namespace (hex) : 0000000000005446089c
Instance-ID (hex) : 7f0000001f00

Profile 2 (Eddystone URL)
URL : http://www.

AP# show controllers jioTRadio ble 0 scan brief
Profile MAC RSSI(-dBm) RSSI@lmeter(-dBm) Last-heard



Unknown 3C:1D:AF:62:EC:EC 88 0 0000D:00H:00M:01S

iBeacon 18:04:ED:04:1C:5F 86 65 0000D:00H:00M:01S
Unknown 18:04:ED:04:1C:5F 78 65 0000D:00H:00M:01S
Unknown 04:45:E5:28:8E:E7 85 65 0000D:00H:00M:01S
Unknown 2D:97:FA:0F:92:9A 91 65 0000D:00H:00M:01S
iBeacon EQ:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EO:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S

Unknown 04:EE:03:53:6A:3A 72 65 0000D:00H:00M:01S
iBeacon EQ:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EO:7D:EA:16:35:35 67 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Eddystone URL 04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S

40| & El Advanced BLE H|O|EQIO| REO|M AP} B S5l= AR, CISE AF25104 IoX O =
2|F|o|Mo| MHEHE EQIE &= U&LICH

AP#show iox applications
Total Number of Apps : 1

App Name : cisco_dnas_ble_iox_app
App Ip : 192.168.11.2
App State : RUNNING
App Token : 02fb3e98-ac02-4356-95ba-c43e8al1f4217
App Protocol : ble
App Grpc Connection : Up
Rx Pkts From App : 3878345
Tx Pkts To App : 6460
Tx Pkts To Wlc : 0

Tx Data Pkts To DNASpaces : 3866864

Tx Cfg Resp To DNASpaces : 1

Rx KeepAlive from App : 11480

Dropped Pkts : 0

App keepAlive Received On : Mar 24 05:56:49

= TP E ALEsto I0X o Z 2|7 o]0l AZSF CHF 39 HIH ZI|Tefold S0 22 & =L
FA O

AP#connect iox application

/ #

/# tail -F /tmp/dnas_ble.Tlog

Tue Mar 24 06:55:21 2020 [INFO]: Starting DNA Spaces BLE IOx Application

Tue Mar 24 06:55:21 2020 [INFO]: Auth token file contents: db26a8ab-e800-4fe9-al128-80683eal7bl?2
Tue Mar 24 06:55:21 2020 [INFO]: Setting gRPC endpoint to: 1.1.7.101:57777

Tue Mar 24 06:55:21 2020 [INFO]: Auth with token: db26a8ab-e800-4fe9-al28-80683eal7bl?2

Tue Mar 24 06:55:21 2020 [INFO]: Attempt to connect to DNAS Channel

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run metrics

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run Channel Keepalive

Tue Mar 24 06:55:21 2020 [INFO]: Initialize DNAS Reader Channel



Tue Mar 24 06:55:21 2020 [INFO]: Start listener for messages
Tue Mar 24 06:55:21 2020 [INFO]: Running BLE scan thread

Zd=
= -



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



