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Simple Indicator Complex indicator, two operators

Observable A Observable A Observable B Observable C
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Cyber Threat

Intelligence indicators

Detect and alert to
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Overview Analysis Policies Devices Objects

Sources

Q

4 Name

guest.Abuse_ch
guest.CyberCrime_Tracker
user_AlienVault

test_flat_file

Incidents Sources Elements

Settings

+ Type

STIX

STIX

STIX

1Pv4 Flat Flle

Gl Intelligence

4 Delivery  Action
TAXIL
TAXII

TAXID

Upload &3 Block -

Deploy  ,f, System Help v mzadlo v

' 4 sources +
Publish ¥ Last Updated Status
a 3 hours ago | Pause Updates Completed with Errors '
& 3 hours ago | Pause Updates @& Completed 0
- 4 hours ago | Pause Updates Completed with Errors 0
3 days ago @ Completed s 0

Fo.meo XX oie 2E 30| £&Eo U= B 'Completed with Errors' 2E{7}
o
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Add Source @ X

DELIVERY [EEF-V{il URL Upload

URL* | http://hailataxii.com:80/taxii-discovery-service

SSL Settings v

USERNAME | guest

PASSWORD essess

A\ Credentials will be sent using an unsecured HTTP connection
FEEDS” *x  guest.CyberCrime_Tracker W

Note: A separate source will be added for each feed selected. The
name will default to the name of the feed and can be edited later.

ACTION Monitor
UPDATE EVERY (MINUTES) 1440 |:| Never Update
ITL (DAYS) 90

puBLIsH @)

HIANE 758 U 22 TLIE{QYLICHSTIX &Alo] 2{&of CHt RIEH 2fie A48
£ oiaLct.
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Add Source @ X

DELIVERY @ TAXII URL Upload

TYPE STIX =

URL*

NAME™

DESCRIPTION

ACTION Monitor
UPDATE EVERY (MINUTES) | 1440 [ Never Update
TTL (DAYS) 90

PUBLISH (

Save Cancel
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Add Source @ X
DELIVERY | TAXII | URL
TYPE Flat File v CONTENT | SHA-256 -
R SHA-256 )
FILE* | |
|l Domain :
I i roj |
I URL I
I |
: IPv4 '
h -------------------- V 1
IPv6
NAME*
Email To
DESCRIPTION Email From v
ACTION €3 Block -
ITL (DAYS) 90
puBLISH @)
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Overview Analysis Policies Devices Objects

System Help v admin v

Intelligence

Incidents Sources Elements Settings
Indicators
* Lost Updated 1 week - Q
Type % Name
Pva Feodo Tracker: | This IP address has been identified as malicio
1PV Feodo Tracker: | This 1P a.ddrsss has been identified as malicio...
ke FEL.I.‘: Tracker {online]| aile.as'ra_{yawu'.li.!(idplnp}fi.]ef.php .()nl =
Complex Zeus .i r.dtkl.‘l' (offline) | Iju.vp.ma’g.ilohmh:unﬁg.iu (2017-08-..
Cosfpiait ZeuS Tracker (offline) | masoic.com.ng/images/bro/config.ip..
B Feodo Tracker: | This TP address has been identificd as malicio...
. Feodo Tracker: | This IP address has henrl identified as ||.mI|rIa )
e Zeus Tracker {offline) | Iisuvlnf(om.-ﬂ 18.com l-ru.f.clctk,.ffillph
IPva Feodo Tracker: | This 'll'. .?ﬂdress has been id.enl\ﬂed as maliclo...
T Feodo Tracker: | This IP address has In-_q-ri identified as malicio...
1Pva Feodo Tracker: | This 1P address has been identified as malicio
1Pve Feodo Tracker: | This IP address has bt:‘:!: identified .fs malicia...

% Source.

guest.Abuse_ch
guest.Abuse_ch
guest.Abuse_ch
guest.Abuse_ch
guest.Abuse_ch
guest. Abuse_ch
guest.Abuse_ch

guest.Abuse_ch

gues

guest.Abuse_ch

guest.Abuse_ch

guest.Abuse_ch

© Monitor «

© Moritor -

© Honitor -

€ Monitor -

© Monitor -
© Monitar -
© mornitor

© Monitor -

i

c
¥ Last Updated

Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13. 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13, 3017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

111 Indicators
@& completed
@ Completed
£h Completed with Errors
@ completed
A\ Completed with Errors
@ completed
& Completed
A Completed with Errors
& completed
@ completed
@ completed

@ Completad

Indicator Details
NAME
by zeustracker.abuse.ch

DESCRIPTION
his domain 13d.pp.ru has been identi

SOURCE

guest.Abuse_ch

EXPIRES Nowv 27, 2017 7:16 PM CET

AcTion | @ Monitor

pubLisH @)
iH.IJI'[.."\.]E?.'-l PATTERN
DOMAIN
13d.pp.ru
OR
URL

13d.pp.ru/global/config.jp/

ZeuS Tracker (offline)| 13d.pp.ru/global/config.jp
(2017-08-16) | This domain has been identified as malicious

Download STIX m

Indicator Details

NAME

Feodo Tracker: | This IP address has been identified as

malicious by feodotracker.abuse.ch

DESCRIPTI
This

SOURCE

guest.Abuse_ch

iden

EXPIRES Mov 27, 2017 7:16 PM CET

ACTION O Monitor

puBLISH @)

INDICATOR PATTERR

-

Download STIX

tified as
e detailed
N! !Read-URL-

AT IO
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Overview Analysis Policies Devices Objects LN Intelligence

Incidents Sources Elements Settings
Observables

Q C' 142 Observables

% Type Value Indicators Action Publish ¥ Updated At # Expires
——

1Pv4 1 © Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
IPve 1 © Monitor - [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain eite.asia 1 © monitor « - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL eite.asia/yaweh/ ddphp/ file.php/ 1 © Monitor « - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain 13d.pp.ru 1 © Monitor - [ | Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL 13d.pp.ru/global/ config.jp/ 1 © Monitor + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL masoic.com.ng/images/ bro/ config.jpg/ 1 © Monitor « - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain masolc.com.ng 1 © Monitor + [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
1ive 1 © Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
P4 1 & Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain lisovioxcom.418.comL.ru 1 © Monitor - [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL lisovfoxcom.418.comL.ru/ dock/ddphp/file.php/ 1 © Monitor + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
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Overview Analysis Policies Davices Objects FUEE Intelligence deploy ] System Help v  admin v

Incidents Sources Elements Settings

1 Element
Name Element Type. Reqistered On Access Control Policy
@ Fro_o22 Cisco Firepower Threat Defense for VMWare Sep 5, 2017 4:00 PM EDT acp_policy

TEA(MEE AR, MMHE MME FAISHK]| 2f 221 Settings(d%) IS 2 0|55t Pause(L Al
& U2 z|CH 208 M ZAE & U&Lch

Overview Analysis Policies Devices Objects = AMP RO ENTLY Deploy . System Help v admin »
Incidents Sources Elements Settings

TID Detection

@ The system is currently publishing TID observables to elements. Click Pause to stop publishing and purge TID
observables stored on your elements

Fause
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Overview Analysis Policies Devices Objects = AMP ROV ERTES D , System Help v admin v

Incidents  Sources Elements  Settings

# Last Updated . - Q C' 89 Incidents
¥ Last Updated & Incident ID # Indicator Name Type # Action Taken & Status
2 days ago @ 1P-z0170912-6 Py € Blocked New ﬁ
2 days ago @ 1p-20170912-5 1Pvd € Blocked New a
7 days ago ) SHA-20170907-81 SHA-286 € Blocked New [u]
7 days ago SHA-256 @ slocked New o
7 days ago @ sHa-z0170907-79 SHA-256 € Blocked New W]
7 days age © SHA-20170907-78 SHA-256 D Biocked New )
7 days ago @) SHA-20170907-77 2922f0biblacfic22 1bbcacasdad10eescf1 211 7fa556C] SHA-256 0 Blocked New [u]

Overview EEUENTSEN Policies Devices Objects = AMP  Intelligence 4 System Help v  admin »

Context Explorer Connections * Security Intelligence Events Intrusions v Files v Hosts v Users v Vulnerabilities » Correlation v Custom Lookup * Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

Security Intelligence Events ¢

2017-09-17 153 - 2017-09-17 13:04:34 @
Security Intelligence with Application Details » Table View of Security Inteligence Events 11 2017-00-17 11:59 2017-09-17 13.04:3

Expanding

No Search Constraints (Edit Search)

Jump to... ¥

Packet Country  Category Security Zone

Country Security Zone  ICMP Type ICME Code

P [0 20147-09-17 13:08:11 Allowy DNS Monitor 192.168.16.2 = NLD TID Dromain Name Monitor 27438/ udp 23 (domain} / ude
¥ [0 2017-09-17 13:01:11 Allow DNS Monitor 192,168,162 = NLD TID Domain Name Monitor £3873 / udp 53 (domain) / udp!
13 I: 2017-09-17 13:01:11 Allow DNS Monitor 192.168.16.2 = NLD TR Domain Name Monitor S0813 / udp 33 (domain) / udp
$ [0 2017-09-1713:01; Allgw DNS Monitor 92.168.16.2 == NLD TID Domain Name Monitor 53451 / udp 53 (domain) / udp!
[ 2017-00-1713:00:15 Block [P Block 192.168.16.2 o = usa TID [Pyd Block 51974 / wp 80 (hup) / tep
b [ 2017-09-17 12:59:54 Block 1P Block 192.166.16.2 (] =5 usa TR IPv4 Block 51972/ i 80 (hiw) / tcp
3 [ 2017-09-17 12:59:33 Block I Block 192.168.16.2 0] . usa TID IPv4 Block 21970/ tcp £0 (http) / tcp

Page 1 ofi Displaying rows 1-7 of 7 rows

View Delete.

View All Delete Al
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Ivar/sf/siurl_download/
Ivar/sf/sidns_download/
Ivar/sf/iprep_download/

SHA256 I|=0f CHall MAE M CIRE 2|7 U&LICH /var/sf/sifile_download/

root @t d622: /var/sf/sifile download# |s -1
total 32
-rwr--r-- 1 root root 166 Sep 14 07:13 8ba2b2c4-9275-11e7-8368-f6cc0e401935. I f
-rwr--r-- 1 root root 38 Sep 14 07: 13 8ba40804-9275-11e7-8368-f 6cc0e401935. | f
-rwr--r-- 1 root root 16 Sep 14 07: 13 | PRVersi on. dat
-rwrwr-- 1 root root 1970 Sep 14 07:13 dmfilel. acl
Srwrwr-- 1 ww w167 Sep 14 07:13 file.rules

2

drwxr-xr-x 2 ww ww 4096 Sep 4 16:13 health



drwxr-xr-x 2 ww ww 4096 Sep 7 22:06 peers

drwxr-xr-x 2 ww ww 4096 Sep 14 07:13 tnp

root @t de622:/var/sf/sifil e_downl oad# cat 8ba2b2c4-9275-11e7-8368-f6cc0e401935.1f
#Ci sco TID feed: TI D SHA- 256 Bl ock: 1

7a00ef 4b801b2b2acd09b5f c72d7¢c79d20094ded6360f b936bf 2c65alf f 16907

2922f Obblacf 9c221b6cec45d6d10ee9cf 12117f a556c304f 94122350c2bchdc

2 10:TIDE FMCL| M = H|Qlof| A2t ZA4SHE L|Ct.

#3178 Hu|asolM(EEIX FMC 0{Z 20| A0 A &
Center0|l M TIDE SAEStE A2, AAEHI2 TID Zdx|1d oM
Firepower Management Center01| =7|3tskx| of&Lict

A Firepower Management
! TID H|O|E{E CH7|

= e A

tid2hs 2|49 Z2MATL UALICHLO| ZRMAE CHS M 7HR| Z2 M A0f wet Zat AL chEx
, RabbitMQ, Redis. Z 2 AM|A A% pmtool 4 EE & O,_Io}7| 2l5H | grep
'RabbitMQ\|mongo\|redis\|tid’ | grep " - " B

root @nc622: / Vol une/ hone/ adni n# pmtool status | grep 'RabbitMQ\|mongo\|redis\|tid' | grep " - "
Rabbi t MQ (normal ) - Running 4221

nongo (systen) - Running 4364

redis (system - Running 4365

tid (normal) - Running 5128

root @ nct622: / Vol une/ hone/ adni n#

0t 20| +™-E|=X| MAIZtS 2 = 0QI5t7| 2|5l system support firewall-engine-debug ==
system support trace FEE A = U&LICEH

> gystem support firewall-engine-debug

Pl ease specify an | P protocol:

Pl ease specify a client |IP address: 192.168.16.2
Pl ease specify a client port:

Pl ease specify a server |P address:

Pl ease specify a server port:

Monitoring firewall engi ne debug nessages

192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 URL SI: ShmDBLookupURL("http://www.example.com/")
returned 1

192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 URL SI: Matched rule order 19, Id 19, si list id
1074790455, action 4
192. 168. 16. 2- 59122 > 129.21.1.40-80 6 AS 1 |1 1 deny action

A FEHol= F 7Hx| 7540l [U&LIch

- URL SI:&Ix|5tE= T2 &=A 19, ID 19, si list id 1074790455, ] 4 - E2{ZI0| Rt EHE
- URL SI: & x|8t= 7& &=A 20, Id 20, si list id 1074790456, action 6 - E2{Z0| 2 L|E{ZE|A
&LCt.
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