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1EtA|. Python Downloads(Python CH2 2 E)0{| M %[ &l {7 9| Python CIR2EE

20HA|. UBHRQ1 Mx| ZZ MAE AFE 381 Install Now(X|Z Mx|)(HEHE Z2ls
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A £ 1: Add Python to PATH(PATHO Python &7+ & ME435HoF & LICt.
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https://www.python.org/downloads/
https://www.python.org/downloads/

-
=
ol

= Python 3.10.(

{64-bit) Setup - X

Install Python 3.10.0 (64-bit)

— Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

G -

python

M Install launcher for all users (recommended

\'\."il I( I( WS b Add Python 3.10 to PATH Cancel

A A|AEIO PythonO| M%|El C|HEZ|2 O|S&LICH.

ATHA| P T EZEE @1 Python BHES 245109 python AX|E = QIgfLICt.
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https://github.com/CiscoDevNet/ucsm_health_check

* | MyUCShealthcheck = ] x

*= v » This PC » Desktop » MyUCShealthcheck » b

¥ Quick access

ucsm_health_check-master
= Documents

) ugsm_health_check-master
# Downloads

== Pictures
BN Desktop
J' Music

E Videos
@ OneDrive
= This PC

¥ Netwerk

6EF7l. ol0|x|e 2ol |4 UCSM 7|& X 2O & T2 2=5t0] Y E ol XEELICH o

Y3 E 22stH UCSM 21 HE 22 E B, UCSM ZIE X[ 4 BHAE &0l gL

Ct.

7EHAHl. UCSMTool.py7t = EEHE CMD 2! cd& ¥ 0|0|X|of EA|E CHE UCSMTool.pyE Al
gfct.

Select Command Prompt - UCSMTool.py

Microsoft Windows [Version 10.0.19042.1348]
(c) Microsoft Corporation. All rights reserved.

C:\Users\H >cd akash
C:\Users\ NN >cd ucsm_health_check-master
C:\Users\ I \ucsm _health check-master>UCSMTool.py

UCS Health Check Tool 1.1

Enter the UCSM file path: I

8ErA. UCSM 7I& % mhdo| Qe Tt B2 E YUHst vste sM8S ME{ELICH
1. UCSM #&fEl =2l

2. dadolE M &9l


https://www.cisco.com/c/ko_kr/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/ko_kr/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html

C:\l _ \Akash\ucsm_health_check-master>UCSMTool.py

UCS Health Check Tool 1.1
Enter the UCSM file path: \Akash\ucsm

Press 1 for UCSM Health Check
Press 2 for PreUpgrade Check

Ent our choice (1/2): 1

er y
Invalid file path: \Akash\ucsm

oM  RVVEHD \ucsm_health_check-master>UCSMTool.py
UCS Health Check Tool 1.1
Enter the UCSM file path: C:\ I \Akash\UCSM.tar

Press 1 for UCSM Health Check

Press 2 for PreUpgrade Check

Enter your choice (1/2): 1

Log Extraction: [ ####4aEH#HEHH#HH 44444 ] COMPLETED

=]

MacOS

1Et7|. MacOSE 7|& pythonO| Mx|El 4EfZ NS ElH, S 20| AX|E python HHE & QI
Lok,

MacBook-Pro:~ gakumari$ python --version
Python 2.7.16

MacBook-Pro:~ gakumari$
MacBook-Pro:~ gakumari$ python3 --version
Python 3.9.9

N 21 python B{ZI0] 3.6 CH 22 72 3.6 0|&F AR AT O[S 5HAIAIR.

N oz python HHZ10| 3.6 0|4} 0|H 5EHAIZ, O K| ofo ™M 2B A 2 0|S & LICH.

2EHA. https://www.python.org/downloads/macos/0l| A PythonQ| Z| &l HHE CIRZESHAAL.
3CHA|. LRI MX| ZEMAE AFE 504 python EXIE 2t 2/ di0|=FLICt

45| 047| M e &l A3 RE O X4 HAE 22 =504 EC0i| XME & LICH o|A| o o|O|x|
of ZAlE OHZ &5 mdS FEFLICHL


https://www.python.org/downloads/macos/
https://github.com/CiscoDevNet/ucsm_health_check

4 Downloads ot

Date Modified
% Dropbox

+ 7 ucsm_health_check-master @

B9 Downloads > 55 UCS_Report_2021_12_03_13_15_06 @
B3 Documents > 0 UCS_Report_2021_11_2714_18_29 @
> B3 UCS_Report_2021_11_27.13_49_14 @

53 Desktop > [ UCS_Report_2021_11_27.13_46_30 @
@ AirDrop > B UCS_Report_2021_11_2713_42_00 @
> B _pycache__ @

© Recents < UCSMTool.py @
4 Applications # check_dme_health.py @
" check_jumbo_mtu.py @

= crank.py @

£ Macintesh HD = prettytable.py @
= progressbar.py @

W README.md @

5EtA. o] o|O|x|of ZAIE! AAH 2|¢l UCSM 7| x| 2O & CI2E2Est0] Y& E00| XME
gLich 38 2250 UCSM 211 HE CHR 2C THA|, UCSM 21 K| 4 TS ataLct

Date Modified

D
o el B UCSM.tar % Today at 1:25 PM 110.8 MB tar archive

B Dewnloads ~ [ ucsm_health_check-master @ Today at 1:15 PM
£9 Documents » B UCS_Report_2021_12_03_13_15_06 t1
» B UCS_Report_2021_11_2714_18_29 @ 27-Nov-20:
B Desktop > B UCS_Report_2021_11_27.13_49_14 @
@ AirDrop » B9 UCS_Report_2021_11_2713_46_30 @
» [ UCS_Report_2021_11_27.13_42_00 @
@ Recents =
> 0§ _pycache__ @
v Applications # UCSMTool.py @
# check_dme_health.py @ 1 I
" check_jumbo_mtu_py @ { K
& Macintosh HD " crank.py @ 16-N 6
# prettytable.py @ M I
" progressbar.py @ 16-M rif
® Red ® README.md @ )

6THAl E{O[d2 Y e S A REJ COIRECE CIHERIZ O|S# CH 097]2 20|
python UCSMTool.py EE= python3UCSMTool.pyE A& EFL|Ct.

MacBook-Pro:~ gakumari$ cd Downloads
MacBook-Pro:Downloads gakumari$ cd ucsm_health_check-master/

MacBook-Pro:ucsm_health_check-master gakumari$ /usr/local/bin/python3 UCSMTool.py

7EHL UCSM 7| X ol = It FEE Y5t st SME MENSt0| AT EEE A
éH%I-L_||:|.
o H

1. UCSM & El &2l

2. 4aclole & &l


https://www.cisco.com/c/ko_kr/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html

MacBook-Pro:ucsm_health_check-master gakumari$ /usr/local/bin/python3 UCSMTool.py
UCS MU Tool 1.1

Enter the UCSM file path: /Users/gakumari/Downloads/UCSM.tar

Press 1 for UCSM Health Check

Press 2 for PreUpgrade Check
Enter your choice (1/2): 1

Log Extraction: [##EEHEEHHEEHERHHEEAHH] COMPLETED

o|2{et &2l2 UCSM-Healthchecktoolo| A =&t |C}.
UCSM HA 22 AE| AEl: Fabric Interconnect?| 22{AE| & E|E E A|EL|C}.

PMON ZZ M|A #El: Cisco UCS Managerl| 2 E ZZAM|A AENE EAIFLICE.

Ivar/sysmgr 27| &K = Ql: var/ sysmgr AtE =2l
ivaritmp 27| M| &Ql: var/tmp7t AF& E|= K| & IE Lt

6296 FI7} 12 ALO|2 & 8H3SIX| 8t A2 HW =™ A OO0l E: Fabric Interconnect 2& 2!
g HW =8 HEE ElgfLCt.

Faults with Severity Major or or Severity Critical( M £ I
Manager0l| A Major(F ) EE &= Critical(32) B17t Y= 2

A8 7hs 8 B4 & Ql: UCS ManagerOil M B S AFEE £+ U =X| &QlgtL|ct
7| & eIEM =0l 7|7t BFRE|RIHLE R E K| =QISHMAIL.

Safeshut Workarout Needed or Not(Z 2 & sHZ &id): FI 2= 2 s XS = 215109 Shafshut
Si7d ureo| O sHK| 048 = 2HOIEFL|C)

=1 TE=E "

FE=9J|04: Cisco UCS Manager 4.x 22| A0 A

ol

Cisco UCS Manager 2 2|A 4 x0|M AFSE[X] ©
MEEIX| &t= tEH0{7I A=K QIS AL,

3.1.x 0|4 0| AHBE|X| et SHESU0] Y7 Cisco UCS Manager 3.x 22lA0lM AL EIx| ot 3t
=9llof7} x| 2ol

Hl MRAID12G ZEZ QI35 B200M47} R E & E|=X| 2 2l: B200M4 AMB{0{ MRAID12G RAID ZHE
E7{9| 2l S/NO| Q=X]| EQlshLCt.



UCSM 3.1 2|CH M= &€& ¢HdZo 2 OI5H E20|= AM AIlf: UCS Manager0f T+ 43! =24 242

SHOIRfLIC}

mjo

bootflash &4 Z48t I = F1219 EAH: bootflash £40| /I =X| &I L|C},

=H

7|8 717k AME m httpd 7k AIEEX] EAEX] &l 718 7|71 A X ER= K] F gL

3AMICH Froi *% HPO' AMAE SEN7 AELICH-"THY A &A™ SElf: @77 UE E8™ oY Ala

4.0(4b)oi| CHEH
MO TS &QIstLCt,

C-Series HH0{ d2d0|E7} "M QIHEE| +=&" PNU OS QIHEE|0|M 22 | X|=l=X| &2l
M 28 U S TS &0l5tod o] EX|7F Y M =X| &ZQlghL|Ct.

—_= "1

Check UCSM Authentication Domain that uses a Period or Hyphen(OI &1 E =& 5l0|ZS A8
= UCSM 215 T2l &Ql): o153 TRl O|FO| OHElE = 5l0|E EAtE FME|0] JU=X] el

o L
gfLch.

|=I=I

EHEE EY Qs duf: SE FI 220l Csll FHE Q1E YHE Helstn offS HH T L

19

L
A

UCSMIZ} UCS Central Zt2| 4rEH & 2l: UCSManager7} UCS Centraloll SS Z|oq Q= X| &2l

LAN & SAN El O3 5: 22{AE{Q] lan/san I|'d ZHI|Tz)o|ME #lstn Haefole/Mw &5 T
of Zm|azfolde AESIES TX EAIFLICE

UCSMoi| £/ 592l &5 & Ql: UCS Manager =H|Rlol| E7 Q1 &

UCSMOM At 753t T 0] ot &0l 60 LHoi 0] m}fo| =K| &QlghL|ct.

CIAZXQIE |2 AN HI|220|MH F: CIAXCQIE 127} FHE F< ¥R E Hu|ago|Mo] Q!

VIC 1400 2! 6400 Link Flap &A[: 0] Z&of Q= &FEf =2l

Hello{ MH|0|E & 2304 IOM 244 27| L R{ed A = Ql: Fabric Interconnect 2 10 25 ZH S &
st EHAHHRI EXI7E U= K| =RlFL|Ct,

DME &E{ £ Ql: DME(Data Management Engine) Gl O|E{H|0| A 0| AFEHE & OIEtLICE

FIO|A QIE{H|O|A ZE 2! Flogi %] : QIE{HO|A ! flogi MM =8 & QIEHL|C}.

HE Es EF MTU #QL MTU ZT|280|MS Aldghct.



afrahmad@AFRAHMAD-M-C3RS ucsm_health_check-master $ python UCSMTool.py

UCS Health Check Tool 1.1

Enter the UCSM file path: /Users/afrahmad/Desktop/20190328180425_fabric-5410-1k08_UCSM.tar

Press 1 for UCSM Health Check
Press 2 for PreUpgrade Check
Enter your choice (1/2): 2

Enter the UCS Target Version [Ex:4.1(1x)]: 4.2(1l1i)

Log Extraction: [############H############] COMPLETED

UCSM Version: 3.2(3h)A

Target Version: 4.2(11i)

Upgrade Path: 3.2(3) ==> 4.2(11i)

Summary Result:

e ittt D
| STNo | Name

e ittt D
| 1 | UCSM HA Cluster State

e e
| 2 | PMON Process State

e e
| 3 | File System Mount

e e
| 4 | Check for /var/sysmgr size issue

e e
| 5 | Check for /var/tmp size issue

e e
| 6 | 6296 FI unresponsive after power cycle, HW revision update
e e
| 7 | Faults with Severity Major or Severity Critical

e e
| 8 | Check Backup Available

| |

| |

e e
| 9 | Keyring Cert Check

e e
| 10 | Safeshut Workaround Needed or Not

e e
| 11 | Deprecated Hardware in Cisco UCS Manager Release 4.x

| |

| |

e e
| 12 | Deprecated HW found for 3.1.x onwards

e e
| 13 | Check for B200M4 reboot due to blank MRAID12G fields

e e
| 14 | UCSM 3.1 Change in max power allocation causes blade discovery

| | failure

e e
| 15 | Existence of bootflash corruption fault code F1219

e e
| 16 | Check for httpd fail to start when default keyring is deleted
e e
| 17 | 3rd GEN FIs has unclean file system states-"Filesystem state:

Not Found

Please ensure
Refer this 1i
http://go2.ci

Review the re
Refer this 1i
http://go2.ci



Faults
F0207:
F0207:
F0207:
F0283:
F0479:

We would recommend Customers should complete the below prior to an upgrade:
Review firmware release notes

Review compatibility

Upload required images

Generate/Review UCSM show tech

. Determine vulnerable upgrade bugs and complete pro-active workaround
. Verify FI HA and UCSM PMON status

. Generate all configuration and full state backups (right before upgrade)
. Verify data path is ready (right before upgrade)
. DisabTle call home (right before upgrade)

= >SQ -hd® QN T W

NOTE:

+ —+ ———— — — — — + — — + — + — F — F — F —F — + — + — + — + —— + —— + —

w
A
A
A
e
\'%

clean with errors”

Check for Server Auto-Install to 4.0(4b) Fails to Activate SAS
Controller

Check for C-Series firmware upgrade stays long in process
"perform inventory of server" PNU OS Inventory

Check 2304 IOMs disconnect and re-connect during firmware update
step

Number of Interface up and Flogi Matching on FI

ith Severity Major:

dapter ether host interface 3/3/1/2 Tink state: down
dapter ether host interface 3/3/1/4 Tink state: down
dapter ether host interface 3/3/1/3 Tink state: down

 —+ ———— — — — — + — — + —  — F — F — F —F — F — + — F — + —— F — —  —

ther VIF 1153 on server 3 / 3 of switch B down, reason: Admin config change

irtual interface 1153 Tink state 1is down

+—+ ——— — — — — — + —— 4+ —+ —+ —+ —+ —F —F —F —F —F —— + —— + —

Primary:
FC Port Tru
Eth up Port
Flogi Count
Secondary:
FC Port Tru
Eth up Port
Flogi Count

a. ATl reports and logs will be saved in the same location from where the script was executed.
b. Please visit the Summary Report/ Main Report to view all the Major and Critical Fault alerts.
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CLI &&=

5 Fabric Interconnect0i| CHEH SSH:

# show cluster extended-state, verify HA status 1is ready.

# connect local-mgmt ; # show pmon state, Verify the services are in running status.

# connect nxos ; # show system internal flash, Verify free size in /var/sysmgr and /var/tmp

# connect nxos ; # show module, verify HW revision number for 6296 fabric interconnects.

# show fault detail | include F1219, verify this fault code for bootflash corruption

# show iom health status, displays health of IOM

# show server status, verify the status of server.

# scope monitoring; # scope sysdebug; # show cores , verify if there are any core files.

# scope security; # scope keyring default; #show detail, verify details for default keyring, expiry et
# connect nxos; # show int br | grep -v down | wc -1, verify the number of active Ethernet interfaces.
# scope security; # show authentication, review the authentication type.

# connect nxos; # show flogi database, review the flogi database.
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