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O] EMoi M= HTMLSE XIH5HR| b= HA0{E A& SH04 Cisco CIMC(Integrated Management
Console) &= vKVM(Virtual Keyboard Video Mouse)0ll 4M|A ST 48 0| =3t 04 R0
CHaH AHEFLICH ZEHAl O|F BH.
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CiscoOil A= o|2det FAlof sl &1 = Hol E&LICH
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. CIMC = 2.0(13g) 2 3.0(3f)
Ol EMO HEE= §d & 2+ 39| C|HIO|AE ECHE R MEIRELICE O] EMol AFEEl 2 & C|Ht
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Adobel| EtE 2t EE E35H Adobe= 2020-12-31 O|% Flash 7|8t 2EI=x A AZEQ0{E SHE
H = L|ct.

24

2020-12-3104|A{ Adobe Flash& AtE &X|8t ¥ Java 7|g+2] Cisco IMC(Integrated Management
Controller) 2 Z EQJo] 2IZ|A 9] WebUI(°JI MEXRt QIE{H|O|A) 7t 2t S5HK| 22 = U&LICH E=

olZl: FN - 72014

2t1: M3 ZEHE M 2| Cisco IMCE HTML5 Z|EH 2 Ul QIE{m| 0| A0 E ofiH AZ EQ|o] &
S|AME AFRE 4 Q& LICH Cisco {1 ID CSCvs116828 & = 35HAIAIL.

2 1: UCS M4 C-Series AH0i= Cisco IMC 3.0(x)0| Z & & HTML5 7|8t WebUI7| /2=
2 M4 M= g3re ghx| otaLich a8L 2 E 2.x(x) Ol5t2] M Helloj= 2E UCS C
AlBI= M3/M4 Mol W& ol&Lict,

SR
M4 ZSHE MHHE M3E CIMCOl| AAM|ASHE YH
CIMCOl| HM|AE 4= QlE &2 O Q| HEtR XLt 04T15| ZEHAIE X|7stE EHAF BB

MLt

J2iLt o4 29 221 20 CiscotlME o e HE K| St& LIt
CIMCOl| M AE £ glE St vKVME AdsE =3 3a

. HAFE == VMol ZEHE|E Java A 0| Mx||o] UE=K] §—.“P_lﬁH;./KIO
. CIMC 0] 2.x EE= 1.x2] A %Al Java HHTO| M Aufg B Java7 u21 EE= Java7 u56
H™MS 2 Java HE2 CH2 8| 0|=3H of & LCt.
. A& Xt= CIMCe IP7} Javall -0 vKvME M-St E S 3183t ofF & LCt.
213 Al

https://x.x.x.x/'kvm jnl p?ci ncAddr= x. x. x. x & knl=adm n&t kn2=password

1. 2139 F |0l M <x.x.x.x>5 CIMC IPZ HEL|CHO| BlaE 230|AM F H ALSE).

2. <CIMC AL2X} 0|22 CIMC AL Xt 0|2 (YHHE O 2 admin)2 2 BT adminO| ot Z0f
ok g g gt Ct.

3. <password>E $Al CIMC H|YH S 2 HiEL|C}

of:

https://172.16. 10. 20/ kvm j nl p?ci m:Addr =172. 16. 10. 20&t knl=adm n&t kn2=ci sco@23

SEHEEI ZEE MA = 33 E EetXo B0{€7| INLP T ME/| K| W INLP T2
41 Accept/Continue/YesB 2 E Erodofl ILICh KVMO| AIZEE| HUUS M85t 7L ISOS AL
5104 0OS HXE dasio|=st M A2,
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2|3 AE| 0|01 PowerShell 2! JavaZE M x|st= Zd0| E&LICH

Im

$cimclP/$cimcUsername/$cimcPassword H+8 4351 A3 2 EE PowerShell CLI0O| 2044

01 XML APIE E3&l KVYME A|ZFEFL|Ct.

#Powershell Cisco IMCOl| A Java KVME AlEtslE AT EIE:

$cinmcl P = " XX XX XX, XX"

$ci ncUser namre = "admi n”
$ci nrcPassword = "password”
[ Syst em Net. Servi cePoi nt Manager] :: Server CertificateValidationCall back = {$true}
[ Net . Servi cePoi nt Manager] :: SecurityProtocol = [Net. SecurityProtocol Type]::Tls12
$AUth = @uri = "https://$cinmcl P/ nuova”;
Met hod = ' POST' ;
Body = "<aaalogi n i nName=" $ci ntUser nane'
i nPasswor d=' $ci ntPasswor d' ></ aaalLogi n>";
}
[ xm ] $Aut hXML = | nvoke- WebRequest @\t h - UseBasi cParsi ng $Aut hCooki e =
$Aut hXML. aaalogi n. out Cooki e $Cet Conmput eAut hTokens = @uri = "https://$ci ncl P/ nuova";

Met hod = ' POST' ;
Body = "<aaaGet Conput eAut hTokens cooki e=" $Aut hCooki e' / >";

}
[ xm ] $Get Conput eAut hTokensXM. = | nvoke- WebRequest @3et Conput eAut hTokens - UseBasi cPar si ng
$Token = $Cet Conput eAut hTokensXM.. aaaCet Conput eAut hTokens. out Tokens -replace ",", "&t kn2="
SKVMUrl = "https://$cincl P/ kvm j nl p?ci ncAddr =$ci ncl P&ci ncName=KVM&t kn1=$Token"

javaws "https://$ci ncl P/ kvm jnl p?ci ncAddr =$ci ntl P&ci ncName=KVM&t kn1=$Token"

M| IMC API= Cisco IMC XML API Programmer's GuideOll M &8 4= &L},

HHPE0lM CIMC Holo|E

CLIZ AF23t0d CIMC HRI0{E Hadol=g 4+ U&LICHMA| 2 SHE.
O3H CFS vKYME AT HUUSE Hadoz Alss 4~ QlaLct.

1204 Z&E 230l = CLI HT|Tef|o|M 7t0|EE A8t U E FESHT| fIet HAHE
Cisco0llM EHlo] 7kx{27] MMo| 11EtAIE MEfFrLICH

2EH7A|. CIMC.BINE A|AHEIO| titp/SCP/FTP Ab{ofl F71&fL|Ct.

3CHAL CIMC2| IP FAE AFE5t0{ MH0| SSHE MEFLICI OHCHS 7 BES A~MFLICH
C-Series-l11# scope cimc

C-Series-11l /cinc# scope firmware

C-Series-111 /cinc/firmare# update tftpl72.16.10.29 /cimc.bin

Format :- update protocol IP /Path/Filename

4EH7A|. 37 g BE #Show MR HEZ Adol= 4 EfE &elgfLct.

C-Series-I1l /cinc/firmvare # show detail


/content/en/us/td/docs/unified_computing/ucs/c/sw/api/4_0/b_Cisco_IMC_api_40.pdf
/content/en/us/td/docs/unified_computing/ucs/c/sw/api/4_0/b_Cisco_IMC_api_40.pdf
/content/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/3_0/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_301/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_201_chapter_01101.html

Fi rmware | nmage | nformation:

Updat e Stage: DOMLOAD <<<<<<<<<<<L<<
Updat e Progress: 5 <<<LLKLLLLLLL<L
Current FW Version: 2.0(13n)<<<<<<<<<<<<<
FWInmage 1 Version: 4.0(2h) <<<<<<<<<<<<<
FWInmage 1 State: BACKUP | NACTI VATED

FW I mage 2 Version: 2.0(13n)

FWInmage 2 State: RUNNI NG ACTI VATED

Boot - | oader Version: 2.0(13n).36

Secur e Boot: ENABLED

5CHA|. CtRZ2E 7} 2t 2 T|™ #show detail S CHA| Al@sHL|Ct.

C-Series-111 /cinc/firmvare # show detail

Fi rmware | nmage | nformation:

Updat e St age: NONE <LLLLLLLLLLLL

Updat e Progress: 100 <LLLLLLLLLLLL

Current FW Version: 2.0(13n)<<<<<<<<<<<<<

FWInage 1 Version: 3.0(3f) <<<<<<<<<<<<< (This is the new i mage which is added

by the TFTP server)

FWIlnmge 1 State: BACKUP | NACTI VATED
FWImage 2 Version: 2.0(13n)

FW Il mge 2 State: RUNNI NG ACTI VATED
Boot - | oader Version: 2.0(13n).36
Secure Boot: ENABLED

6CHH|. 13 C2 activateS =24%tLC}.

C-Series-IIl /cinc/firmvare # activate

This operation activates firmvare 2 and reboot the BMC.

Continue?[y|N Y

7EA. oM M7 RHFEE|D 52 Fof dZ0o| SHELICH SUE BEE AL8stod o=
2 9_I-O|ol- _/'x_ OIAL_||:|.

.\

C-Series-IIl /cinc/firmvare # show detail
Fi rmvare |1 mage | nformation:

Updat e Stage: NONE

Updat e Progress: 100

Current FW\Version: 3.0(3f) <<<<<<<<<c<< (Firmvare got update from 2.0(13n) to
3.0(3f).

FWImage 1 Version: 3.0(3f)

FWInmage 1 State: RUNNI NG ACTI VATED

FW I mage 2 Version: 2.0(13n)

FW I nmage 2 State: BACKUP | NACTI VATED

Boot - | oader Version: 3.0(3f).36

Secure Boot: ENABLED

C-Series-IIl /cinc/firmare #

8Lt CIMColl 22l5t1 vKVME A|ZFEt CHE Host upgrade 2 2IEIE AF& 3510 HYO{E &
Io|EE™ = /U&LCt.

El: M4 Mol CHEt CIMC Y18[0|=& <I5H CLIOIAM BIOSE Oo|lEY Ee = o :
JdeiLt CIMC7t HEIoIEE| 1 EEP—?—HOHA‘I MM A = UAH £/ HUUE A™stT ZE T
H 2AE YO|O|EstMA2.

dld =2 =

KEMIEH LHE 2 Cisco IMC Heilo] 22| A CLI ZAI| 220 7t0|=EE HESHAAIL.
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