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T 4335t24™ Configuration(743) > System(A|A &) > Tunneling Protocols(E{'d
2l L2 EF) > |Psec > IKE Proposals(IKE A|eh &

AEH

— =1

5t CiscoVPNClient-3DES-MD5-

Add, delete, prionnee, and configure THE Proposals

pararmaters,

Zelect an Tnactive Proposal and chok Aetivate to make  Active, or chol Modify, Copy or Delete as appropriate
Zelect an Active Proposal and chck Deactivate to make it Inactive, o click Move Up «r Blove Down to change 55 prionty
Clhck Add or Copy to add a new Inactve Proposal. [EE Proposals are weed by Secunty Associalions to specdy LB

Sawe Heerlerld

Artive Inartive
Proposals Artions Proposals
CizcoVPMNCliert-IDES-MOS-RSA T I IKE-3DES-SHA-DSA
CizcovERChent-IDES-MDE o e KE-3DES-HD5-BSA-DH
IKE-3DE S4405 - IKE-DE S-4405-0IH7
3
IKE-3DESH05-DH? Deactvaiesy | [0 Clent JDES-SHADSA
IKE-DES-+HADR Mave Up | Ciscov PRClent-10E S-hDE-RSA8-DHS
IKE-30E 544 D5R-0H7 Ciscoh PHClient-10E 5-SHA-DSA-DHS
IKE-3DESMD5-ASA Move Down | [CiscovPriCient-AES256-5HA
CiscoVPMNClient-3DES-MO5-0HS [KE-AES25E-SHA
CiscoVPMNClient-AES128-SHA, Ald |
IKE-AE 51 28-SHA
: Modity |
Copy |
Dalete |
2. L8 QABME AT E IPsec HEE F5HoF B LICH Configuration(T+4d) > Policy

Management(®&&l &+2|) > Traffic Management(E 22| #2l) > Security Associations(& 2 ¢4

A4EH

8101 IPsec EHg T S&fLICH

5t 1 ESP-3DES-MD5& MEi#t IS Modify(x=&)E & =/5101 IPsec HAjg 74

Proposals to negotate IR E parameters

TIPSer

Thas zection l=ts you add, configure, moddy, and delets [FPSec Securnty Assooabons (SA=) Secunty Associahons wse [EE

Click Add to add an S4 or select an SA and clhick Modify or Delete

KAz

ESP-IDES-MOS-DHS
ESP-IDESMOE-DHY
ESF-IDES-MOME
ESF-AEE128-5HA
ESF-DES-MOS
ESP2TP-TRAMSFORT
ESPAKE-3DES-MDA

save Heeded E

Artinns

Add
Madity

|
Celete |
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Configuration | Policy Management | Traffic Management | Security Associations | Mod
Medify a confimred Security Association
54 Name |ESF‘-]DE ShDE Spectdy the name of this Securtty Aszocianon (547
Inheritance | From Fule *i Select the granulanty of s S4.
TPSec Parameters
Authentication Algorrthm | ESPMDSHMAC-128 _:J Select the paclet authenhcaton algorthm to use.
Encryption Algorithm | 30ES-168 -'I Select the ESF encryphon algonthm to use
Encapsulation 3Mode |Tunnel 'l Zelect the Encapaulation Ioda for this 24
Perfect Forward Secrecy |Dicabled = Zelect the use of Perfect Forward Secrecy
Lifetime Measurement | Time 'rI Select the Lfstone measurement of the [P Sec keye,

Data Lifetime |1 0o cpecdy the data histme in lalobytes (KB

Titme Lifetime |EEEEIIZI Specifi the time [fetine in seconds.
IEE Parameters

IKE Peer |E.|1|] ] Specdfy the TEE Peer for a LAM-to-LAN TPSec connechon
Hegotiation Mode | hain vl Select the IEE Negohation mode to use.
Digital Certificate [[RERAUMMMMNNNN -|  Scloct the Digtal Certificate to use
- . . .
Certificate Transmission EWE CEt‘I:IEF&EE chain Choose how bo send the dimeal certficats to the TKE peer
& Tdentity certificate only
IKE Proposal | IKE-3DES-8Dk j Select the IEE Proposal te use as IKE inthator.
L[ anph 1 concal |

4. IPsec &2 ’35t2{™ Configuration > User Management > Groups > Add& &5t
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Configuration | User Management | Groups | Add

This sechion lets wou add a groug. Check the Inherit? box to set a field that wou want to defalt to the base group walue.
Uncheck the Inherit? box and enter a new valus to override base proup valuss,
General | IPSec
Identity Parameters
Attnbute Value Description
Froup - :
=
HmEIﬁF‘SEG CER Enter & unigue name For the grovup.
FPassword |“"“'"' Enter the passwrard for the groug,
Venfy I“‘“‘“‘] Wenfy the growp's passwerd,
External groups e configured on an external authenticanon server (e g RADIUE)
T ||n1 | "! ' -
Ly L Intermad proups are configred on the VPR 2000 Concentrater's Intemal Database.
Add Cancsl |
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Aptribute

Value

Deseription

Access Hours

Select the access hours asaigned ko thas growp.

Simultaneous 3 = Enter the number of smultaneows logns for ths
Logins ETOup.
Mlimitnum Pas mrdiﬂ P Enper the minimum password length for users in this
Length |group.
Allow Alphabetic- P w Enter whether to allow uzers with alphabetic-only
Cinly Passwords Lpasswwds to be added to thds group.
Tdle Timueout i][l W |(rmates) Enter the sdle tmeout for thiz group,
M axirnum Connect 3 = {rummites) Enter the mesamum cemmect troe for thos
Time group.
Filter||-MHons— F  |Enter the filter assigned to this group
Fritnary DINS W  |Enter the IP address of the promary DETS setver.
Secondary DINS W  |Enter the IP address of the secondary DTS server.
Primary WINS I  |Enter the TP address of the pronacy WINES server.
Secondary WINS 1 P Enter the TP address of the secondary WIS
|zerver.
SEF Card| ¥ SEF 1 ¥ SEF 2 )
Assignment| 7 SEP 3 & SEP 4 W |Zelect the SEF cards thes group can be assigned to,
™ FPTF
. rLzTP Select the hmneling protocols this group can
o ¢ Prutaciile W IFSec a connect with
T LZTP over IPSec

6. IPsec B{2 22!5t1 IPsec SA ot2iol| Al 72 AEl IPsec SA(Security Association) 7} A1EH |
=x| golsta Apply(H2)E =gt




Attribute Inherit? Drescription
TPSec W |&elect the group's [PSec Security Association,
TEE Peer Ident Select whether or not to validate the identity of the peer
If rted rificate [ i i
Validatio | cuppdriod by petifiers I Y [using the peer's cerficate.
| : '
IKE Eeepa]ivesl = = Checle to enable the use of IEE keepabves [or members
of thiz group
Esecmdsj Enter how long a peer 18 pennitted to idle
(Confidence Intawal"iﬂﬂ ¥ efore the WEI Concentrator checles to see s sl
connectsd.
Select the trpe of tunnel for thiz group Tpdate the
T 1T Famote Ac - [+
Eoeatle | amate Accacs i Eemote Access parametsrs below as needed.
Hemote Access Parameters
Ciroup Lock| [T [# Lock users mbo this group
Zel=ct the authentication method for members of ths
huﬂ:.enti:aﬁnn" Internal ﬂ [ lgreup This parameter does not apply to Individual Tser
Authentication,
I members of thes group need authonzabon m addiion to
. authenncation, select an authonzaton method, I you
Authorization T M - e
- ‘TPHI = = configure thag eld, you rost alse configure an
B uthenzaton Server.
Authorization W  JCheck bo requre successhul authonzaton
Requu'ed|
For certiicate-based users, select the sukgect

DI Fie |I:N atherwize 0L _‘_"J M |Dushnpuizhed ITame (DIT) =14 that iz used az the
hazername, This feld iz uzed for user Authorization

:l [ W |Check to require successfil suthonzanen
Requ:ra
For cerificare-based wsers, select the subject
DI Field)| CH otherwise OU =|| F |Ditngushed Name (D) field that i used as the
username. This Geld iz used for user Authonzation
[chﬂ'lmhll = zzliit the method of TP Compression for members of this
1 .
Reauthentication Check to reauthenticate the user on an IEE (Phasze-1)
r =)
on Relkey [reley.
Check to mitiate the exchange of Mode Configuration
Mode o = [parameters with the cient. This st be checked if version
Configuratio 2.5 {or earher) ol the Alhga’Cizcs chent 15 beng uzed by
I].l |mtrnb|:rs of thiz group

[ Add | cancel |
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Configuration | User Management | Users | Add

This section lets you add a user, Tncheck the Inherit? boox and enter a nesw walie 1o overnde group sahies,

ldentity | General | IPSec | PPTP/LZTP

Tdentity Parameters
Description

Enter a unique username,

Enter the user's pazsword. The password must sansfy the group password reguirements

Werfy the user's password,
Enter the group to which this user belongs.
IF Address Enter the [F address assigned to thas wser,
subnet Mask I Enter the subnet mask assigned to this uzer.
[ add | cancel |

8. VPN 3000 Concentratoroll M C|HHZ & & 433}t 2{™ Configuration > System > Events >
Classes®& MB35t Ct= 24 E FIHELICEH.CERT 1-13IKE 1-61IKEDBG 1-10IPSEC 1-
6IPSECDBG 1-

stemn | Events | Classes

This section lets you configure special handling of specific event classes.

Check the Add button to add an event class, or select an event class and chck Modify or Delete.

Chclk here to co e general event parameters.
Configured

Event Classes Actions

CERT

IKE

[KEDBG

IPSEC Add

IFSECDEG =

MIBZTRAP . odiy |
Delete

9. C|t{1E E24™ > Filterable Event LogS 1= L|Ct



Select Filter Options
Event Class

| Classes

Client TP Address [1000

Events/Page I 100 '-|

Direction

et | | »p| pr| Gelog

Group

Save Log | Clear Loy |
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