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VPN 3000 Concentrator AS 7 A435t2{M CIS MRS 2 AMA|I2.

1. Configuration(Z1IZ| 12| 0| M) > System(A|A &) > Tunneling Protocols(E1€ 2 Z2E &) >
IPSec > LAN-to-LAN > Modify(4=%) 04l A LAN-to-LAN Concentrator A9 LAN-to-LAN A4 &
otnt oi7HE =& T A& LICHLocal Network(2Z HIE ) MMO| IP Address(IP F4) ZE
0l 14.38.80.0/242 2218 L|Ct Remote Network(#42] HIE9{3) 4|449| IP Address(IP F )
Z=off 14.38.200.0/242 2={EHLICH 22 £/ ApplyE S2IBHLICH
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Cerfgurtion | Bystem | Turmslng Profccols | IPBec | LAM-teLAM |Madty
Modify an [PSec LAN-to-LAN comection

Samme VPN TURNSEL Enter the same for this LAN 0 LAN comection
[t e | thermet 2 (Pubie ) (172 B2} =] Select the mserface for this LAN-10-LAN connection.
Fﬂm Enter the IF address of ihe remote peer lor fhis LANS0-LAN comeoiion
Digitad Certificate |Hors (Lo Presharsd Keys) =) Select the digitall certificate ro wee

Certlfcate © Enlre cortilicule chaim

i " # ety cectif saly Chsose how 1o send e digital cenificale 1o the IKE peer,

Preshared Koy figwpn Ender the presbared key for this LAN-15-1AN connection.
At hemticstisn [FSP MO HMAL 128 =] Specify the packost mibeaiicaton mechaniom e o
Encryplisn 3005 158 = Specify the emorypiion mechmism (o use,
IKE Proposal [KE3DES MDS =) Select ibe IE Proposal to use for this LASN-te-LAN commeciion.
Filies | Mo =| Chacse the filter to apply to the eraffic that is sineled throogh tis LAN-to-LAN comection
[PSec NAT-T | Chieck to bet NAT-T compatible [PSec peers establish this LAN-fo-LAM comme ction trossh a 5 AT device.
¥ ou must aleo emabde [PSec over NAT-T mder NAT Trosparency.
Bandwidh Palicy | None =) Chisose the bandhwidth pelicy to apply 10 this LAN-to-LAN comection
Rowting | Mo = (hionse the rouing swtch 10 st Par % hebow are kgnored iF Yetwork Amtediscovery b chosen.

Lacal Network: I§a LAN-fo-LAN MAT rele is aeed, this is the Trans lsbed Metwork: sddress
Metwark Lint [Uss 5 Addrass Wakdcard mask bokre =] Specily the kool sepaork address 15 or the [P address and wildeard mask for this LAN-te-LAN comection

Ly -I-i-l'rnl'll-“ BO.0 Note: Enter & wikdeand k. wiklch is the reverse of @ subset maak. A waldoard mask har Lo in bid
i Bind b giaie, D6 @ bl painhions 0 melch, For cosmple, 101000000000 255 = all 10101, mni
Wildomrd Muk 00,0358 aadidrgsses

Kemaie Network: Il LAN-to-LAN NAT rele iz uerd, this is e Romob BNetwork addeess

Metwork l_hlll]‘ll.‘l"‘“‘llll‘.' = 3 & bk J ﬁn\'.lﬁrl': resmate sebaerk mddress Lt or te [P addeess and wildoard maibk for this LANa<LAN
LIHEIEL

IF Address 1438 2000
Mote: Enter w wikdrand k. which is the reverse ol m subsel muak. A valdosrd ek b 1som b

Wikdcard Munk 028 poaEitions b ignore, 0 in bil positions to mach, For exsmple, 10,1001.0/00000255 = all 10.10,1.500

mbbrisrs
_Agply | Comeal |

2. Configuration(Z1Z| 284 0|A) > Policy Management(Z& =4 & 2|) > Traffic Management(E i
#2[) > NAT > LAN-to-LAN Rules(LAN-to-LAN T+%]) > Modify(=8)& 0|S35t04 Z 208!
LAN 12 2|8t I& NATE MMErLICEIP Address(IP F4) 201 A Source Network(AA HIE
?3) E =01 14.38.100.0/248 22351 Translated Network(24&HE HE2/3) Z=o0f
14.38.80.0/242 /245l Remote Network($43 UER3) E =01 14.38.200.0/242 =35}
1 Apply(X8)E S =&LIct

Modsly o LAN-to-LAN NAT rulc

= Sinkic Stathe: maps sowce [P addresses o translabed IF addresces on a one-to-one basiz. Saic mappings apply to both ishound and
MAT Type © Diymamas Dymsandc. maps sy [ addresses 10 ong of & pool of svaloeh be amslated [P addresses. Dynmac mappangs spply bo ot
tralfic anly.
~ PAT

PAT: Dyesmic mapping with Pom Address Translation PAT applies 1o outhamnd maffic caly

Senrce Metwoark: specifies the cource [P sddress amed wibdoard mask to be frmslaied

Transhwied Metwork: specifien the irmlaed 1P sddress and wilde el sl for the Local Medwerke 1 in the locnl sddress of e LAN 40-LAN conseoiion

Remoie Network: specifies the destination [P sddress amd wildcard mask for which his rule applive. To allow amy remote network, sel [P address 'wildoard nsask 1o
0.0 U0V2YS 253 295 255, 1t is the remode address ofithe LAN-l0-LAN conmeciion

Sarre Metwark Trusslated Nedwark Remote MNetwork
IF Address | 14381000 i |1Im -3 L
Wikdewrd Mask 000255 T T T

_Poply | Comcol |

3. Configuration(Z4I| 212} 0| M) > Policy Management(&%Y £t 2|) > Traffic Management(E.2HE|
#El) > NAT > Enable(& 432 ME|SI1 Check(& 2l)E 415504 LAN-to-LAN E{'=d0oll M
NAT 4|2 &/d3sterLct ApplyE S=|8HLCtH




Thiz section lets vou enable svstem-wide NAT rules.

Interface NAT Bules Enabled © Check to enabhle MAT rules on interfaces.
LAN-te-LAN Tunnel NAT Rule Enabled ¥ Check to enable WAT rules on LAN-to-LAN tunnels.

Apply Cancel
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1. Configuration(Z1IZ| 22| 0|) > System(A|AE]) > Tunneling Protocols(E{d & Z2E &) >
IPSec > LAN-to-LAN > Modify(5= %)@ 41545104 LAN-to-LAN A4 K|t A9t VPN
Concentrator B2| O§7f H4+E T & LICt.Local Network(2Z HIERT) MMHO| P
Address(IP F4) 2 =01 14.38.200.0/242 2I=24&LICt.Remote Network(#Z HE|T) MM
9| |IP Address(IP 4 ) 2 =01 14.38.80.0/242 =g L|CH 22 5|2 ApplyE 2=2IELICH

Moty @ P LAMN=I0=LAMN ©omCuion

Magme FITFRAT TUNMEL Enler tie Dt lof s LAN-lo=-LAN iosfisthion
Imtarface |Erherme 7 (Puble |1 7718 I.'-'-I.HI'-j Select the mierface for dhis LANstoel AN commection
Poer (17210124122 Enter the [P nddress of the remote peer for this LAN-I0-LAN comection
Drigital Cerrific o [T |'-.I-r-l'|nln-ur-IE-ru-E Sabec the digital ceriificaiv to use

Certificate © Fabire cenificae chsn

I s = I-1-¢rr.ir3.' certificale |'|I'||:| Chooss how bo send the digetal corfaficais io the TKE peer

Prwaliied Key .rlp\q-l Ender the preihared key for dai LAN-1-LAN conssctisn
Amibeniicwjsn |ESPRDSHMAC 128 =| Spee Lf!.' B e ki nurdeimicadion mechngs am 1o uee
Emcrypiien (1005168 =] Specify the encryplion mechanizm o we
[KE Proposal [IKE 306 5 M6 = Sglect the TKE Proposal bo e for s LAN-n-LAN comssction
Filer | --Mone ﬂ Chooss the filter 1o gl 1 i 17 wiffic thewr v N led tirough tis LAN20-LAN (ednieition
PSee NAT.T Chieck by leg BAT-T ¢ uhq..-l.l'lllc ]P?-I."-I. |.-=.rh rrlﬂ].'li.hll..lli- 1A = LAY Corstolion U ouel o MAT devsre.
Yoou st wlso emalvle [FSec over MAT-T mder MAT Trasspmrency.
Bandwidih Felicy | Horm = Chooss the handwidh policy to spply 1o this LAN-fo-LAN coaneciion
Ri-hg-hhn! - Choosxe the romtmg mechanisam bo ue Farsmeters below are pnared if Network Amisdiscovery is chaven

Latal Metwork . 1§ o [LANA0=LAN SNAT rule oo used, thie 1o tee Trasloed Network addoess
Seiwark List [Use 1P Addresa Wikdcad mask bk | Specify e local wetwork. nddress list or the [P address mnd wildesrd mask for this LAN-0-LAYN comection

IF Addreds 14538900 Note: Enter & wikdnmrs mask, which is the reverse of 8 sbaei maske. A wildoard mask bas 12 n b
- il il igiire, Db i h:l]luuliu’u b meleh. For exsmple, 10010.1,00.0,00235 = all 10,101 a6
Wildeard Mask 00255 i

Hemote Metwork: I o LAN-10-LAN NAT rule is used. this is the Remote Metwork sddress
Sedwark List i.hr:ll'hﬂl‘ll‘\li'l'll-ﬂ-l:.ﬂ.lm:t MI“"*’EI Speculy B remode mebwork sddres it or the [P asddrese and whldoard mask {or thee LAMN-S0-LAN

pormectian

IF Address 1858 500
* Mote: Enler a widkdror mask, which bs the reverse of a subaed maske. A i ldoard mosk bas 15 m bl

positions to ignore, Ds in bt positions to match. For example, 10.10.1.00.0.0.23% = all 10.10.1.am

Wildeard Maak 0000 255 pirr—

sosy | o |
2. Configuration(Z1Z| 124 0|A4) > Policy Management(Z& & & Z|)> Traffic Management(E 2{ =
221) > NAT(NAT) > LAN-to-LAN Rules(LAN-to-LAN TF%l) > Modify(4 %) B =450 =z} 0
HILAN 22 &3t= Z 20|58 NAT18 T NATE MM BHLICHIP Address(IP F=4) 201 A
Source Network(AA HEL|3) Z =01 14.38.100.0/248 /=35t Translated Network('24Et
E HEL3) Z=o0i 14.38.200.0/242 2235t 1 Remote Network($+ 4 HEXT) Z=of
14.38.80.0/24E /235t Apply(HE)E S =ELICt




Modly o LAN-pe=LAN MAT mele

T Smdic Siutic- maps e [P addresses fo troans lated [P addresees on n one-to-one basie. Stabhc mappings apply fo both ibound and
oo traffic

MNAT Type © Crmpnmic Dmainks maps scwce [ addrosses do one of @ pool af evalshls Fanslaged [P addrossgs, Dn o] apgly o oull '
irallic anly.

FAT PAT: Dynamic magping with Pon Address Translation. PAT apgles o oathomnd omffic only
Senrce Netwerk: specafies the sowrce TP sddress and waldoard mask 1o be ranslaged
Trunslwied Metwork: specifics the ranslsted 1P scldreas and wildessd mask for the Logal Medwerle It 1 the locnl sddoem of the LAN0<LAN comection

Remoie Netwerk: specifies the destination [P address md wil dewrd mask for whacls this rule spplies. To allow ey remete network, sel [P sddress'wildeord mask o
00,000 235, 235 255, 255, It is dhe remote nddress of the LAN=io-LAN comection

Saree Merwark Transkued Merwark Remare Metwark
IF Address [14.38.1000 : [azszoon T
Wikdeard Mask 000556 T o s

ot | [oume |

3. Configuration(Z1I|120|4d) > Policy Management(Z=2Y £t Z|) > Traffic Management(E 2l X
#2l) > NAT > Enable(&g3h 2 ME{5I T Check(® 2l)& &304 LAN-to-LAN E{'=0llM
NAT 3|2 &8t gtLict ApplyE E&{EFLICH

Thiz section letz vou enable svztem-wide MAT rules.

Interface NAT Rules Enabled ™ Check to enable WAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to enable NAT rules on LAN-to-LAN tunnels.
Apply | Cancel

Ct== & OIgLICt.

VPN 3000 Concentrator A Z1I|18|0|M &2l

O| MMo|HE AI|ago|Mo| MCHZE ZSst=X| &Qlste O AR E = e HEE MBELict
UE show HYE2 £ QIHZZ|E € oM XIHE 0SS E n40h, ol EE€ ME35H show H
H EHo| M ANE & 5 UaLCh

. E{dg2 A|ZSlE4m™ z=2told! LAN 2 C|HFO0|A(14.38.200.10)04lA ZZ2}0|E! LAN

1(14.38.80.200)2| IP FAE ping= EHLICH

= -



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Ble Edt Wew Cal Transfer Help

D|&| 58] 0|5 =
PrivatelLANZH -]
Privatel AN2#
Privatel AN2H
PrivatelL ANZ2#
Privatel AN2H
PrivatelAN2#
Privatel AN2H
PrivatelLAN2#
PrivatelANZH
PrivatelLANZ2#
Privatel ANZ#ping 14.38.80.200

Iype escape sequence to abor

%ﬁT?}ng 9, 100-byte ICHP Echua to 14.38.80.200, timeout 1s 2 seconds:

Success rate is 100 percent (5/9). round-trip minfavo/max = &/5/8 ms

Privatel ANZ#

Privatel ANZH

Privatel AN2#

Privatel ANZH

Privatel ANZ2#

Privatel ANZH

PrivatelANZ2#

Privatel AN24_ :I
A

[Conrectad 020024 Auto detect  TCR/P

. Administration(Z 2l) > Administer Sessions(Z 2| Ml44) > Detail(M5 HE)S MEHSI0]
IKE(Internet Key Exchange) 2! IPSec Al440f] 2t0|8! LAN 1 2! Z2t0|8! LAN 2 with NAT 7+
EAE[=X| ZelgrLct

& Nk
Back b Sessions
U odide il badi Maine IF Addreas Pratical Enciypibsn Lagin Theae Thigalian Byies Tx Bytes Bx
VPN TUNMEL ITE 18024131 IPSeci/LAN-to-LAN IDES-168 Amg 0o 13:30: 24 251840 1854 1040
IKE Seasdons: |
IP%erc Sevvdom; |
IKE Session
Seaslom [T 1 Encrypilen Alperithon JDES-168
Tlashing Algsriihm %04 DM Hellman Groap Croup 2 (1034 i)
Amibentication Made Pre-Shared Keys IEE Negotlatlan Mode Main
Rekey Thme Inferval 86000 soconds
IPSec Sesshon
Sewdon [D I Remote Address 14 78 Z0000000. 255
Lascal Addreey 14358 8000000, 25 % Encrypilsm Abgorithon 10ES-168
Hasking Adgsrithm, 0 SEF |
Encapsslation Made Tl Rekey T Interval 23800 seconds
Eyies Recelved 1040 Byies Transnsliied 1456

VPN 3000 Concentrator B Z11| 184 0|4d & Q|

| Mol Me Hm|asiolMo| M2 = SsH=X| &Qlste o AL E £ e HEE MIFLIcH
VPN 3000 Concentrator?| 12 2X|E SHZEE [ E2 & MM5I T HEst= Yol CHet XhAlE
LI & VPN 3000 Concentratorl| 242 EX| s1Z2 2 2 X5HAAI2.

3 QIHZE[H & M X|HE=CI(SSE nZeh), 0| E2 A8 5HH show B

27 2
d Eo EM AHE & + UaUCh
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Administration(Z 2/) > Administer Sessions(Z 2| M|4) > Detail (Al

2 )

=2
=

MEdSH0q IKE &

IPSec A|440f NAT7} Z&HEl Z210[5! LAN 2 2 Z2+0[8! LAN 10| Z A|E|=X]| &Qlghct,
e
Ju o L ] B
Ui Ui M adiee I Address FPradacal Emcrypllon Lagin 1isne Dyl B Byies Ix Eyies Hx
RETF NAT TUNMEL 173, 08.124.133 IPSec LAM 20-LAN I IHES-1 68 Aiag 0F 1F:17:22 231915 1EA 1456
IKE Seusioas: 1
[FSex Sorusbom: |
IKE Session
Seisdan IIF | Eneryprion Algsrithm FDES- 168
Haiskdng Algoribes 01 DiiMe Hlelimis Ui Lo 2 {1024kt )
Awibvewilemiion Wade Pre-Shared Feys IKE Segoarion Mede Man
Rekey Thne Interval 6100 seoonds
[PSec Sessbon
Seaxion 1D 2 Remate Sddress |14 28 8000000023
Laaeial Addreas 14,38 200.000.0.0.233 Encrvpilon Algesdihm J1HES-168
Fluaking Alg oo MDA SEP 1
Fiigapamlation Yads T i | Rikiey Thiiie lndeqval 500 secads
Bytes Receiod 1456 Bytes Trasumitted 1000

=X =

VPN 3000 Concentrator A Z1I|18|0| EEHEFE

VPN Concentratorol A 2212 7{11 Configuration(Z1Z| 124 0| M) > System(A|AE]) > Events(O|H!

E) > Classes(&2ll2) > Modify(+=8)&

- IKE

- IKEDBG

- IKEDECODE

- IPSEC

- IPSECDBG

- IPSECDECODE

715" AT =113
_-?l__/.\_o." |:|.|o|- AlZ+EE =13

(= o i i

Monitoring(2 LIE{2)) > Event Log(O|HE Z1)E &4

[l
Y o

VPN 3000 Concentrator 212 2 XS
3000 Concentratorol A 912 EA| &

ulo !
b g
Pyl
9'|_|

MEjErLCE OhS S M2 ME8E + A&LICH

45104 OlHIE 21 HME £

A& Lct.

EstE RAMIE LHE2 VPN

Hu

} 208 HYstD 2

A2,

1 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52040 172.18.124.132
RECEIVED Message (msgid=0) with payloads :
HDR + SA (1) + VENDOR (13) + NONE (0) . total length : 108

3 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52041 172.18.124.132
processing SA payload

4 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52042
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

Parsing received transform:


//www.cisco.com/warp/customer/471/vpn3k-conn.html
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Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:
Rcv'd: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

10 08/09/2002 13:14:22.690 SEV=7 IKEDBG/0 RPT=52043 172.18.124.132

Oakley proposal is acceptable

11 08/09/2002 13:14:22.690 SEV=9 IKEDBG/47 RPT=28 172.18.124.132

processing VID payload

12 08/09/2002 13:14:22.690 SEV=9 IKEDBG/49 RPT=24 172.18.124.132

Received Fragmentation VID

13 08/09/2002 13:14:22.690 SEV=5 IKEDBG/64 RPT=6 172.18.124.132

IKE Peer included IKE fragmentation capability flags:
Main Mode: True
Aggressive Mode: True

15 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52044 172.18.124.132

processing IKE SA

16 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52045
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:
Rcv'd: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

22 08/09/2002 13:14:22.690 SEV=7 IKEDBG/28 RPT=5 172.18.124.132

IKE SA Proposal # 1, Transform # 1 acceptable
Matches global IKE entry # 2

23 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52046 172.18.124.132

constructing ISA_SA for isakmp

24 08/09/2002 13:14:22.690 SEV=9 IKEDBG/46 RPT=26 172.18.124.132
constructing Fragmentation VID + extended capabilities payload

25 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52047 172.
SENDING Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) ... total length : 108

27 08/09/2002 13:14:22.700 SEV=8 IKEDBG/0 RPT=52048 172.
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +
) + NONE (0) ... total length : 256

30 08/09/2002 13:14:22.700 SEV=8 IKEDBG/0 RPT=52049 172.
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +
) + NONE (0) ... total length : 256

18.124.

18.124.

VENDOR

18.124.

VENDOR

132

132

(13)

132

(13)

+ VENDOR

+ VENDOR

(13

(13



33 08/09/2002 13:14:22.700

processing ke payload

34 08/09/2002 13:14:22.700

processing ISA_KE

35 08/09/2002 13:14:22.700
processing nonce payload

36 08/09/2002 13:14:22.700

processing VID payload

37 08/09/2002 13:14:22.700 SEV=9

SEV=9

SEV=9

SEV=9

SEV=9

IKEDBG/47

IKEDBG/49

Received Cisco Unity client VID

38 08/09/2002 13:14:22.700 SEV=9

processing VID payload

39 08/09/2002 13:14:22.700 SEV=9

Received xauth V6 VID

40 08/09/2002 13:14:22.700 SEV=9

processing VID payload

41 08/09/2002 13:14:22.700 SEV=9

IKEDBG/47

IKEDBG/49

IKEDBG/47

IKEDBG/38

Processing VPN 3000 spoofing IOS Vendor ID

20000001)

43 08/09/2002 13:14:22.700 SEV=9

processing VID payload

44 08/09/2002 13:14:22.700 SEV=9

Received Altiga GW VID

45 08/09/2002 13:14:22.730 SEV=9

constructing ke payload

46 08/09/2002 13:14:22.730 SEV=9
constructing nonce payload

IKEDBG/47

IKEDBG/49

IKEDBG/1 RPT=83 172.18.124.132

RPT=29 172.18.124.132

RPT=25 172.18.124.132

RPT=30 172.18.124.132

RPT=26 172.18.124.132

RPT=31 172.18.124.132

RPT=9 172.18.124.132
payload

(version:

RPT=32 172.18.124.132

RPT=27 172.18.124.132

IKEDBG/1 RPT=84 172.18.124.132

47 08/09/2002 13:14:22.730 SEV=9 IKEDBG/46 RPT=27 172.18.124.132
constructing Cisco Unity VID payload

48 08/09/2002 13:14:22.730 SEV=9 IKEDBG/46 RPT=28 172.18.124.132
constructing xauth V6 VID payload

49 08/09/2002 13:14:22.730 SEV=9 IKEDBG/48 RPT=10 172.18.124.132

Send IOS VID

50 08/09/2002 13:14:22.730 SEV=9 IKEDBG/38 RPT=10 172.18.124.132

Constructing VPN 3000 spoofing IOS Vendor ID payload

es: 20000001)

52 08/09/2002 13:14:22.730 SEV=9
constructing VID payload

53 08/09/2002 13:14:22.730 SEV=9

Send Altiga GW VID

54 08/09/2002 13:14:22.730 SEV=9

IKEDBG/46

IKEDBG/48

Generating keys for Responder...

55 08/09/2002 13:14:22.730 SEV=8

RPT=29 172.18.124.132

RPT=11 172.18.124.132

1.0.

(version: 1.

IKEDBG/0 RPT=52050 172.18.124.132

IKEDBG/0 RPT=52051 172.18.124.132

0,

IKEDBG/0 RPT=52052 172.18.124.132

0.

IKEDBG/0 RPT=52053 172.18.124.132

IKEDBG/0 RPT=52054 172.18.124.132

capabilities

0,

capabiliti



SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

57 08/09/2002 13:14:22.770 SEV=8 IKEDBG/0 RPT=52055 172.18.124.132

RECEIVED Message (msgid=0) with payloads

HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) + NONE (0) ... total
length : 92

60 08/09/2002 13:14:22.770 SEV=9 IKEDBG/1l RPT=85 172.18.124.132
Group [172.18.124.132]
Processing ID

61 08/09/2002 13:14:22.770 SEV=9 IKEDBG/0 RPT=52056 172.18.124.132
Group [172.18.124.132]
processing hash

62 08/09/2002 13:14:22.770 SEV=9 IKEDBG/0 RPT=52057 172.18.124.132
Group [172.18.124.132]
computing hash

63 08/09/2002 13:14:22.770 SEV=9 IKEDBG/34 RPT=9 172.18.124.132
Processing IOS keep alive payload: proposal=32767/32767 sec.

64 08/09/2002 13:14:22.770 SEV=9 IKEDBG/47 RPT=33 172.18.124.132
Group [172.18.124.132]
processing VID payload

65 08/09/2002 13:14:22.770 SEV=9 IKEDBG/49 RPT=28 172.18.124.132
Group [172.18.124.132]
Received DPD VID

66 08/09/2002 13:14:22.770 SEV=9 IKEDBG/23 RPT=6 172.18.124.132
Group [172.18.124.132]
Starting group lookup for peer 172.18.124.132

67 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/1 RPT=7
AUTH_Open () returns 9

68 08/09/2002 13:14:22.770 SEV=7 AUTH/12 RPT=7
Authentication session opened: handle = 9

69 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/3 RPT=9
AUTH_PutAttrTable (9, 8c6274)

70 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/6 RPT=6
AUTH_GroupAuthenticate (9, 2f1c798, 599818)

71 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/59 RPT=9
AUTH_BindServer (511c62c, 0, 0)

72 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/69 RPT=9
Auth Server dbl704 has been bound to ACB 511lc62c, sessions = 1

73 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/65 RPT=9
AUTH_CreateTimer (511c62c, 0, 0)

74 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/72 RPT=9
Reply timer created: handle = 66001B

75 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/179 RPT=9
AUTH_SyncToServer (511cé62c, 0, 0)

76 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/180 RPT=9
AUTH_SendLockReqg(511c62c, 0, 0)



77 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/61 RPT=9
AUTH_BuildMsg(511c62c, 0, 0)

78 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/64 RPT=9
AUTH_StartTimer (511c62c, 0, 0)

79 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/73 RPT=9
Reply timer started: handle = 66001B, timestamp = 17178934, timeout = 30000

80 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/62 RPT=9
AUTH_SndRequest (511c62c, 0, 0)

81 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/50 RPT=17
IntDB_Decode (37£1908, 149)

82 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/47 RPT=17
IntDB_Xmt (511c62c)

83 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/71 RPT=9
xmit_cnt = 1

84 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/47 RPT=18
IntDB_Xmt (511c62c)

85 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/49 RPT=9
IntDB_Match(511c62c, 5119cc4)

86 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/63 RPT=9
AUTH_RcvReply (511cé62c, 0, 0)

87 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/50 RPT=18
IntDB_Decode (5119cc4, 835)

88 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/48 RPT=9
IntDB_Rcv(511c62c)

89 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/66 RPT=9
AUTH_DeleteTimer (511c62c, 0, 0)

90 08/09/2002 13:14:22.870 SEV=9 AUTHDBG/74 RPT=9
Reply timer stopped: handle = 66001B, timestamp = 17178944

91 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/58 RPT=9
AUTH_Callback(511c62c, 0, 0)

92 08/09/2002 13:14:22.870 SEV=6 AUTH/41 RPT=8 172.18.124.132
Authentication successful: handle = 9, server = Internal, group = 172.18.124.132

93 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52058 172.18.124.132
Group [172.18.124.132]
Found Phase 1 Group (172.18.124.132)

94 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/4 RPT=8
AUTH_GetAttrTable (9, 8c6520)

95 08/09/2002 13:14:22.870 SEV=7 IKEDBG/14 RPT=7 172.18.124.132
Group [172.18.124.132]

Authentication configured for Internal

96 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/2 RPT=7
AUTH_Close(9)

97 08/09/2002 13:14:22.870 SEV=9 IKEDBG/1 RPT=86 172.18.124.132



Group [172.18.124.132]
constructing ID

98 08/09/2002 13:14:22.870 SEV=9 IKEDBG/0 RPT=52059
Group [172.18.124.132]
construct hash payload

99 08/09/2002 13:14:22.870 SEV=9 IKEDBG/0 RPT=52060 172.18.124.132
Group [172.18.124.132]
computing hash

100 08/09/2002 13:14:22.870 SEV=9 IKEDBG/34 RPT=10 172.18.124.132
Constructing IOS keep alive payload: proposal=32767/32767 sec.

101 08/09/2002 13:14:22.870 SEV=9 IKEDBG/46 RPT=30 172.18.124.132
Group [172.18.124.132]
constructing dpd vid payload

102 08/09/2002 13:14:22.870 SEV=8 IKEDBG/0 RPT=52061 172.18.124.132
SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 92

104 08/09/2002 13:14:22.870 SEV=4 IKE/119 RPT=8 172.18.124.132
Group [172.18.124.132]
PHASE 1 COMPLETED

105 08/09/2002 13:14:22.870 SEV=6 IKE/121 RPT=6 172.18.124.132
Keep-alive type for this connection: DPD

106 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52062 172.18.124.132
Group [172.18.124.132]
Starting phase 1 rekey timer: 73440000 (ms)

107 08/09/2002 13:14:22.870 SEV=4 AUTH/22 RPT=38
User 172.18.124.132 connected

108 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/60 RPT=9
AUTH_UnbindServer (511c62c, 0, 0)

109 08/09/2002 13:14:22.870 SEV=9 AUTHDBG/70 RPT=9
Auth Server dbl704 has been unbound from ACB 511c62c, sessions = 0

110 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/10 RPT=7
AUTH_Int_FreeAuthCB(511c62c)

111 08/09/2002 13:14:22.870 SEV=7 AUTH/13 RPT=7
Authentication session closed: handle = 9

112 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52063 172.18.124.132

RECEIVED Message (msgid=56fdcal09) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 180

115 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52064 172.18.124.132
Group [172.18.124.132]
processing hash

116 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52065 172.18.124.132
Group [172.18.124.132]
processing SA payload

117 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=87 172.18.124.132
Group [172.18.124.132]
processing nonce payload



118 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=88 172.18.124.132
Group [172.18.124.132]
Processing ID

119 08/09/2002 13:14:22.970 SEV=5 IKE/35 RPT=4 172.18.124.132
Group [172.18.124.132]

Received remote IP Proxy Subnet data in ID Payload:

Address 14.38.80.0, Mask 255.255.255.0, Protocol 0, Port 0

122 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=89 172.18.124.132
Group [172.18.124.132]
Processing ID

123 08/09/2002 13:14:22.970 SEV=5 IKE/34 RPT=6 172.18.124.132
Group [172.18.124.132]

Received local IP Proxy Subnet data in ID Payload:

Address 14.38.200.0, Mask 255.255.255.0, Protocol 0, Port O

126 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52066 172.18.124.132
Group [172.18.124.132]
Processing Notify payload

127 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52067
QM IsRekeyed old sa not found by addr

128 08/09/2002 13:14:22.970 SEV=5 IKE/66 RPT=8 172.18.124.132
Group [172.18.124.132]
IKE Remote Peer configured for SA: L2L: RTP NAT TUNNEL

129 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52068 172.18.124.132
Group [172.18.124.132]
processing IPSEC SA

130 08/09/2002 13:14:22.970 SEV=7 IKEDBG/27 RPT=6 172.18.124.132
Group [172.18.124.132]
IPSec SA Proposal # 1, Transform # 1 acceptable

131 08/09/2002 13:14:22.970 SEV=7 IKEDBG/0 RPT=52069 172.18.124.132
Group [172.18.124.132]
IKE: requesting SPI!

132 08/09/2002 13:14:22.970 SEV=6 IKE/0 RPT=5
Received unexpected event EV_ACTIVATE_NEW_SA in state MM_ACTIVE

133 08/09/2002 13:14:22.970 SEV=9 IPSECDBG/6 RPT=41

IPSEC key message parse - msgtype 6, len 208, vers 1, pid 00000000, seqg 12, err

0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKey
Len 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 21, lifetime2 0, dsId 30
0

137 08/09/2002 13:14:22.970 SEV=9 IPSECDBG/1 RPT=155
Processing KEY_GETSPI msg!

138 08/09/2002 13:14:22.970 SEV=7 IPSECDBG/13 RPT=9
Reserved SPI 840508266

139 08/09/2002 13:14:22.970 SEV=8 IKEDBG/6 RPT=9
IKE got SPI from key engine: SPI = 0x3219236a

140 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52070 172.18.124.132
Group [172.18.124.132]
oakley constucting quick mode



141 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52071 172.18.124.132
Group [172.18.124.132]
constructing blank hash

142 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52072 172.18.124.132
Group [172.18.124.132]
constructing ISA_SA for ipsec

143 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=90 172.18.124.132
Group [172.18.124.132]
constructing ipsec nonce payload

144 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=91 172.18.124.132
Group [172.18.124.132]
constructing proxy ID

145 08/09/2002 13:14:22.970 SEV=7 IKEDBG/0 RPT=52073 172.18.124.132
Group [172.18.124.132]
Transmitting Proxy Id:
Remote subnet: 14.38.80.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 14.38.200.0 mask 255.255.255.0 Protocol 0 Port 0

149 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52074 172.18.124.132
Group [172.18.124.132]
constructing gm hash

150 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52075 172.18.124.132
SENDING Message (msgid=56fdcal9) with payloads
HDR + HASH (8) + SA (1) ... total length : 152

152 08/09/2002 13:14:22.980 SEV=8 IKEDBG/0 RPT=52076 172.18.124.132
RECEIVED Message (msgid=56fdcal09) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48

154 08/09/2002 13:14:22.980 SEV=9 IKEDBG/0 RPT=52077 172.18.124.132
Group [172.18.124.132]
processing hash

155 08/09/2002 13:14:22.980 SEV=9 IKEDBG/0 RPT=52078 172.18.124.132
Group [172.18.124.132]
loading all IPSEC SAs

156 08/09/2002 13:14:22.980 SEV=9 IKEDBG/1 RPT=92 172.18.124.132
Group [172.18.124.132]
Generating Quick Mode Key!

157 08/09/2002 13:14:22.980 SEV=9 IKEDBG/1 RPT=93 172.18.124.132
Group [172.18.124.132]
Generating Quick Mode Key!

158 08/09/2002 13:14:22.980 SEV=7 IKEDBG/0 RPT=52079 172.18.124.132
Group [172.18.124.132]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

161 08/09/2002 13:14:22.980 SEV=4 IKE/49 RPT=12 172.18.124.132
Group [172.18.124.132]

Security negotiation complete for LAN-to-LAN Group (172.18.124.132)
Responder, Inbound SPI = 0x3219236a, Outbound SPI = 0x3607c2f4

164 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/6 RPT=42
IPSEC key message parse - msgtype 1, len 622, vers 1, pid 00000000, seqg 0, err O
, type 2, mode 1, state 64, label 0, pad 0, spi 3607c2f4, encrKeyLen 24, hashKey



Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O,
167 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1l RPT=156

Processing KEY_ADD msg!

168 08/09/2002 13:14:22.980 SEV=9
key_msghdr2secassoc() :

IPSECDBG/1 RPT=157

Enter

169 08/09/2002
No USER filter

13:14:22.980 SEV=7
configured

IPSECDBG/1 RPT=158

170 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=9
Enter

IPSECDBG/1 RPT=159

171 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=8
Adding outbound SA

IPSECDBG/1 RPT=160

172 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=8 IPSECDBG/1l RPT=161
src 14.38.200.0 mask 0.0.0.255,

173 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=8 IPSECDBG/1 RPT=162
FilterIpsecAddIkeSa success

174 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/6 RPT=43

lifetimel 21,

lifetime2 0, dsId 0

dst 14.38.80.0 mask 0.0.0.255

IPSEC key message parse - msgtype 3, len 335, vers 1, pid 00000000, seg 0, err O
, type 2, mode 1, state 32, label 0, pad 0, spi 3219236a, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId O

177 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1 RPT=163
Processing KEY_UPDATE msg!

178 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1
Update inbound SA addresses

RPT=164

179 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1
key_msghdr2secassoc () : Enter

RPT=165

180 08/09/2002 13:14:22.980 SEV=7 IPSECDBG/1
No USER filter configured

RPT=166

181 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1
KeyProcessUpdate: Enter

RPT=167

182 08/09/2002 13:14:22.980 SEV=8 IPSECDBG/1
KeyProcessUpdate:

RPT=168
success

183 08/09/2002 13:14:22.980 SEV=8 IKEDBG/7 RPT=9
IKE got a KEY_ADD msg for SA: SPI = 0x3607c2f4

184 08/09/2002 13:14:22.980 SEV=8 IKEDBG/0 RPT=52080
pitcher: rcv KEY_UPDATE, spi 0x3219236a

185 08/09/2002 13:14:22.980 SEV=4 IKE/120 RPT=12 172.18.124.132

Group [172.18.124.132]
PHASE 2 COMPLETED (msgid=56£fdca09)

186 08/09/2002 13:14:24.690 SEV=7 IPSECDBG/1l RPT=169
IPSec Inbound SA has received data!

187 08/09/2002 13:14:24.690 SEV=8 IKEDBG/0 RPT=52081
pitcher: recv KEY_SA ACTIVE spi 0x3219236a

188 08/09/2002 13:14:24.690 SEV=8 IKEDBG/0 RPT=52082

KEY_SA_ACTIVE no old rekey centry found with new spi 0x3219236a,

mess_id 0x0
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1 08/07/2002 13:27:13.970 SEV=7 IPSECDBG/10 RPT=4
IPSEC ipsec_output() can call key_acquire() because 590 seconds have elapsed sin
ce last IKE negotiation began (src 0x0e265065, dst 0x01b99224)

3 08/07/2002 13:27:13.970 SEV=7 IPSECDBG/1l4 RPT=5
Sending KEY_ACQUIRE to IKE for src 14.38.80.101, dst 14.38.200.3

4 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52300
pitcher: received a key acquire message!

5 08/07/2002 13:27:13.970 SEV=4 IKE/41] RPT=5 172.18.124.131

IKE Initiator: New Phase 1, Intf 2, IKE Peer 172.18.124.131
local Proxy Address 14.38.80.0, remote Proxy Address 14.38.200.0,
SA (L2L: VPN TUNNEL)

8 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52301 172.18.124.131
constructing ISA_SA for isakmp

9 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=26 172.18.124.131
constructing Fragmentation VID + extended capabilities payload

10 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52302 172.18.124.131
SENDING Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) ... total length : 108

12 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52303 172.18.124.131
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

14 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52304 172.18.124.131
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

16 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52305 172.18.124.131
processing SA payload

17 08/07/2002 13:27:13.970 SEV=7 IKEDBG/0 RPT=52306 172.18.124.131
Oakley proposal is acceptable

18 08/07/2002 13:27:13.970 SEV=9 IKEDBG/47 RPT=31 172.18.124.131
processing VID payload

19 08/07/2002 13:27:13.970 SEV=9 IKEDBG/49 RPT=26 172.18.124.131
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Received Fragmentation VID

20 08/07/2002 13:27:13.970 SEV=5 IKEDBG/64 RPT=7 172.18.124.131
IKE Peer included IKE fragmentation capability flags:

Main Mode: True

Aggressive Mode: True

22 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52307 172.18.124.131
constructing ke payload

23 08/07/2002 13:27:13.970 SEV=9 IKEDBG/1 RPT=70 172.18.124.131
constructing nonce payload

24 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=27 172.18.124.131
constructing Cisco Unity VID payload

25 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=28 172.18.124.131
constructing xauth V6 VID payload

26 08/07/2002 13:27:13.970 SEV=9 IKEDBG/48 RPT=11 172.18.124.131
Send IOS VID

27 08/07/2002 13:27:13.970 SEV=9 IKEDBG/38 RPT=11 172.18.124.131
Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0, capabiliti
es: 20000001)

29 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=29 172.18.124.131
constructing VID payload

30 08/07/2002 13:27:13.970 SEV=9 IKEDBG/48 RPT=12 172.18.124.131
Send Altiga GW VID

31 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52308 172.18.124.131
SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

33 08/07/2002 13:27:14.010 SEV=8 IKEDBG/0 RPT=52309 172.18.124.131

RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

36 08/07/2002 13:27:14.010 SEV=8 IKEDBG/0 RPT=52310 172.18.124.131

RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

39 08/07/2002 13:27:14.010 SEV=9 IKEDBG/0 RPT=52311 172.18.124.131
processing ke payload

40 08/07/2002 13:27:14.010 SEV=9 IKEDBG/0 RPT=52312 172.18.124.131
processing ISA_KE

41 08/07/2002 13:27:14.010 SEV=9 IKEDBG/1 RPT=71 172.18.124.131
processing nonce payload

42 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=32 172.18.124.131
processing VID payload

43 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=27 172.18.124.131
Received Cisco Unity client VID



44 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=33 172.18.124.131
processing VID payload

45 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=28 172.18.124.131
Received xauth V6 VID

46 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=34 172.18.124.131
processing VID payload

47 08/07/2002 13:27:14.010 SEV=9 IKEDBG/38 RPT=12 172.18.124.131
Processing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0, capabilities
20000001)

49 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=35 172.18.124.131
processing VID payload

50 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=29 172.18.124.131
Received Altiga GW VID

51 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52313 172.18.124.131
Generating keys for Initiator...

52 08/07/2002 13:27:14.040 SEV=9 IKEDBG/1l RPT=72 172.18.124.131
Group [172.18.124.131]
constructing ID

53 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52314
Group [172.18.124.131]
construct hash payload

54 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52315 172.18.124.131
Group [172.18.124.131]
computing hash

55 08/07/2002 13:27:14.040 SEV=9 IKEDBG/34 RPT=11 172.18.124.131
Constructing IOS keep alive payload: proposal=32767/32767 sec.

56 08/07/2002 13:27:14.040 SEV=9 IKEDBG/46 RPT=30 172.18.124.131
Group [172.18.124.131]
constructing dpd vid payload

57 08/07/2002 13:27:14.040 SEV=8 IKEDBG/0 RPT=52316 172.18.124.131
SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 92

59 08/07/2002 13:27:14.140 SEV=8 IKEDBG/0 RPT=52317 172.18.124.131

RECEIVED Message (msgid=0) with payloads

HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) + NONE (0) ... total
length : 92

62 08/07/2002 13:27:14.140 SEV=9 IKEDBG/1l RPT=73 172.18.124.131
Group [172.18.124.131]
Processing ID

63 08/07/2002 13:27:14.140 SEV=9 IKEDBG/0 RPT=52318 172.18.124.131
Group [172.18.124.131]
processing hash

64 08/07/2002 13:27:14.140 SEV=9 IKEDBG/0 RPT=52319 172.18.124.131
Group [172.18.124.131]
computing hash

65 08/07/2002 13:27:14.140 SEV=9 IKEDBG/34 RPT=12 172.18.124.131
Processing IOS keep alive payload: proposal=32767/32767 sec.



66 08/07/2002 13:27:14.140 SEV=9 IKEDBG/47 RPT=36 172.18.124.131
Group [172.18.124.131]
processing VID payload

67 08/07/2002 13:27:14.140 SEV=9 IKEDBG/49 RPT=30 172.18.124.131
Group [172.18.124.131]
Received DPD VID

68 08/07/2002 13:27:14.140 SEV=9 IKEDBG/23 RPT=6 172.18.124.131
Group [172.18.124.131]
Starting group lookup for peer 172.18.124.131

69 08/07/2002 13:27:14.140 SEV=8 AUTHDBG/1l RPT=2
AUTH_Open () returns 6

70 08/07/2002 13:27:14.140 SEV=7 AUTH/12 RPT=2
Authentication session opened: handle = 6

71 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/3 RPT=2
AUTH_PutAttrTable (6, 8c6274)

72 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/6 RPT=2
AUTH_GroupAuthenticate (6, 50097dc, 599818)

73 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/59 RPT=2
AUTH_BindServer (9a05c60, 0, 0)

74 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/69 RPT=2
Auth Server 15dd704 has been bound to ACB 9a05c60, sessions = 1

75 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/65 RPT=2
AUTH_CreateTimer (9a05c60, 0, 0)

76 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/72 RPT=2
Reply timer created: handle = 4F0019

77 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/179 RPT=2
AUTH_SyncToServer (9a05c60, 0, 0)

78 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/180 RPT=2
AUTH_SendLockReqg(9a05c60, 0, 0)

79 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/61 RPT=2
AUTH_BuildMsg (9a05c60, 0, 0)

80 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/64 RPT=2
AUTH_StartTimer (9a05c60, 0, 0)

81 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/73 RPT=2
Reply timer started: handle = 4F0019, timestamp = 17231134, timeout = 30000

82 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/62 RPT=2
AUTH_SndRequest (9a05c60, 0, 0)

83 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/50 RPT=3
IntDB_Decode (62ea4f8, 149)

84 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/47 RPT=3
IntDB_Xmt (9a05c60)

85 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/71 RPT=2
xmit_cnt = 1



86 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/47 RPT=4
IntDB_Xmt (9a05c60)

87 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/49 RPT=2
IntDB_Match(9a05c60, 9a09658)

88 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/63 RPT=2
AUTH_RcvReply (9a05¢c60, 0, 0)

89 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/50 RPT=4
IntDB_Decode (9a09658, 636)

90 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/48 RPT=2
IntDB_Rcv(9a05c60)

91 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/66 RPT=2
AUTH_DeleteTimer (9a05c60, 0, 0)

92 08/07/2002 13:27:14.250 SEV=9 AUTHDBG/74 RPT=2
Reply timer stopped: handle = 4F0019, timestamp = 17231144

93 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/58 RPT=2
AUTH_Callback(9a05c60, 0, 0)

94 08/07/2002 13:27:14.250 SEV=6 AUTH/41 RPT=2 172.18.124.131
Authentication successful: handle = 6, server = Internal, group = 172.18.124.131

95 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52320 172.18.124.131
Group [172.18.124.131]
Found Phase 1 Group (172.18.124.131)

96 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/4 RPT=2
AUTH_GetAttrTable (6, 8c6520)

97 08/07/2002 13:27:14.250 SEV=7 IKEDBG/14 RPT=6 172.18.124.131
Group [172.18.124.131]
Authentication configured for Internal

98 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/2 RPT=2
AUTH_Close(6)

99 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52321 172.18.124.131
Group [172.18.124.131]
Oakley begin quick mode

100 08/07/2002 13:27:14.250 SEV=4 IKE/119 RPT=7 172.18.124.131
Group [172.18.124.131]
PHASE 1 COMPLETED

101 08/07/2002 13:27:14.250 SEV=6 IKE/121] RPT=6 172.18.124.131
Keep-alive type for this connection: DPD

102 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52322 172.18.124.131
Group [172.18.124.131]
Starting phase 1 rekey timer: 82080000 (ms)

103 08/07/2002 13:27:14.250 SEV=4 AUTH/22 RPT=27
User 172.18.124.131 connected

104 08/07/2002 13:27:14.250 SEV=9 IPSECDBG/6 RPT=36

IPSEC key message parse - msgtype 6, len 208, vers 1, pid 00000000, seqg 9, err O
, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKeyL
en 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 21, lifetime2 0, dsId 300



107 08/07/2002 13:27:14.250 SEV=9 IPSECDBG/1 RPT=135
Processing KEY_GETSPI msg!

108 08/07/2002 13:27:14.250 SEV=7 IPSECDBG/13 RPT=8
Reserved SPI 651287217

109 08/07/2002 13:27:14.250 SEV=8 IKEDBG/6 RPT=8
IKE got SPI from key engine: SPI = 0x26dldabl

110 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52323 172.18.124.131
Group [172.18.124.131]
oakley constucting quick mode

111 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52324 172.18.124.131
Group [172.18.124.131]
constructing blank hash

112 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52325 172.18.124.131
Group [172.18.124.131]
constructing ISA_SA for ipsec

113 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=74 172.18.124.131
Group [172.18.124.131]
constructing ipsec nonce payload

114 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=75 172.18.124.131
Group [172.18.124.131]
constructing proxy ID

115 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52326 172.18.124.131
Group [172.18.124.131]
Transmitting Proxy Id:
Local subnet: 14.38.80.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 14.38.200.0 Mask 255.255.255.0 Protocol 0 Port 0

119 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52327 172.18.124.131
Group [172.18.124.131]
constructing gm hash

120 08/07/2002 13:27:14.250 SEV=8 IKEDBG/0 RPT=52328 172.18.124.131
SENDING Message (msgid=201d0d40) with payloads
HDR + HASH (8) + SA (1) ... total length : 180

122 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/60 RPT=2
AUTH_UnbindServer (9a05c60, 0, 0)

123 08/07/2002 13:27:14.250 SEV=9 AUTHDBG/70 RPT=2
Auth Server 15dd704 has been unbound from ACB 9a05c60, sessions = 0

124 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/10 RPT=2
AUTH_Int_FreeAuthCB(9a05c60)

125 08/07/2002 13:27:14.250 SEV=7 AUTH/13 RPT=2
Authentication session closed: handle = 6

126 08/07/2002 13:27:14.250 SEV=8 IKEDBG/0 RPT=52329 172.18.124.131
RECEIVED Message (msgid=201d40d40) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
th : 152

129 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52330 172.18.124.131
Group [172.18.124.131]
processing hash

total leng



130 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52331 172.18.124.131
Group [172.18.124.131]
processing SA payload

131 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=76 172.18.124.131
Group [172.18.124.131]
processing nonce payload

132 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=77 172.18.124.131
Group [172.18.124.131]
Processing ID

133 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=78 172.18.124.131
Group [172.18.124.131]
Processing ID

134 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52332 172.18.124.131
Group [172.18.124.131]
loading all IPSEC SAs

135 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=79 172.18.124.131
Group [172.18.124.131]
Generating Quick Mode Key!

136 08/07/2002 13:27:14.260 SEV=9 IKEDBG/1 RPT=80 172.18.124.131
Group [172.18.124.131]
Generating Quick Mode Key!

137 08/07/2002 13:27:14.260 SEV=7 IKEDBG/0 RPT=52333 172.18.124.131
Group [172.18.124.131]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

140 08/07/2002 13:27:14.260 SEV=4 IKE/49 RPT=9 172.18.124.131
Group [172.18.124.131]

Security negotiation complete for LAN-to-LAN Group (172.18.124.131)
Initiator, Inbound SPI = 0x26dldabl, Outbound SPI = 0x2f285111

143 08/07/2002 13:27:14.260 SEV=9 IKEDBG/0 RPT=52334 172.18.124.131
Group [172.18.124.131]
oakley constructing final quick mode

144 08/07/2002 13:27:14.260 SEV=8 IKEDBG/0 RPT=52335 172.18.124.131
SENDING Message (msgid=201d0d40) with payloads
HDR + HASH (8) + NONE (0) ... total length : 72

146 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/6 RPT=37
IPSEC key message parse - msgtype 1, len 622, vers 1, pid 00000000,

seq 0, err O

, type 2, mode 1, state 64, label 0, pad 0, spi 2f285111, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId 0

149 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=136
Processing KEY_ADD msg!

150 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=137
key_msghdr2secassoc () : Enter

151 08/07/2002 13:27:14.260 SEV=7 IPSECDBG/1 RPT=138
No USER filter configured

152 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=139
KeyProcessAdd: Enter



153 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1 RPT=140
KeyProcessAdd: Adding outbound SA

154 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1 RPT=141
KeyProcessAdd: src 14.38.80.0 mask 0.0.0.255, dst 14.38.200.0 mask 0.0.0.255

155 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1 RPT=142
KeyProcessAdd: FilterIpsecAddIkeSa success

156 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/6 RPT=38

IPSEC key message parse - msgtype 3, len 335, vers 1, pid 00000000, seg 0, err O
, type 2, mode 1, state 32, label 0, pad 0, spi 26dldabl, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId 0

159 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=143
Processing KEY_UPDATE msg!

160 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=144
Update inbound SA addresses

161 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=145
key_msghdr2secassoc () : Enter

162 08/07/2002 13:27:14.260 SEV=7 IPSECDBG/1 RPT=146
No USER filter configured

163 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1l RPT=147
KeyProcessUpdate: Enter

164 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1 RPT=148
KeyProcessUpdate: success

165 08/07/2002 13:27:14.260 SEV=8 IKEDBG/7 RPT=8
IKE got a KEY_ADD msg for SA: SPI = 0x2f285111

166 08/07/2002 13:27:14.260 SEV=8 IKEDBG/0 RPT=52336
pitcher: rcv KEY_UPDATE, spi 0x26dldabl

167 08/07/2002 13:27:14.260 SEV=4 IKE/120 RPT=9 172.18.124.131
Group [172.18.124.131]
PHASE 2 COMPLETED (msgid=20140440)

168 08/07/2002 13:27:15.970 SEV=7 IPSECDBG/1l RPT=149
IPSec Inbound SA has received data!

169 08/07/2002 13:27:15.970 SEV=8 IKEDBG/0 RPT=52337
pitcher: recv KEY_SA ACTIVE spi 0x26dldabl

170 08/07/2002 13:27:15.970 SEV=8 IKEDBG/0 RPT=52338
KEY_SA_ACTIVE no old rekey centry found with new spi 0x26dldabl, mess_id 0x0
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