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2. Welcome(A|&}) & 2| Select a task(ZFd £1EH)0{| A Retrieve the CA certificate or certificate
revocation list(CA Q&M EE QB M #X| S5 HM)E MEs5t T Next(CH)E Z 2 gLct
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Welcome
Yiou use this web site to reqguest a certificate for your web browser, e-mal client, or other secure
program, Once vou acduire a certificate, you will be able to securely idertify yourself to other people over
the weh sign your aamail messaness, ancrynt yonr ecmail messanes, and more depanding npon the wpe
of certificate you request
Select a task:
& Retrieve the CA certificate or certificate revocation hist
T Redquest a cerificats
T Checlk on a pending cerificas
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) oM 2% ZAE|ol /= Install this CA certification path(0| CA °|§ ZE gx)E 22
o]

LICt 0|7 5tH CA 2/&E M7t A ZE & ‘2)'.: FE QIF 72 MEAo FIHELLCH ol
CA7} o] 220 E “*:‘oh_ DE QBME MEE + /USE o|0FLICH

W Mecinah Leildicals Seivices - Micicacd | Isleiras [ eplas

Fie E8 e Fpwis Tek Heoo
e il ~ A B ﬂ R e T
Hh-lﬂhu I"E'"I?'-I.“ﬂll.-\.l:l-rrwa.p T

Retrigvwe Tha CA Cerbficate Or Certficate Revocation List

pstal s C A cemficalion ath b akoe your compuler bo theel catifcates issusd from thes cedificaban sutheonby

k15 mof neces Rany o mansaly ingsal the C4& carheaion path d you reqeest and install & cemihcata from this cemicaiion authonty, bacauss the
A ot cation path wil be metabied for you amometicaly

Choose file to download:

CA Cortficats r-—

= LIER encoded or 7 Basa 4 ancodad
[L.: .":..I_:L- - :l[':'l'

Lrommiead .8 cemicaipn pain
rlj..ﬁ.ﬂu;ﬂ il CEe (el o [T




SCIOo|HE CHE ID QIS M 7|

Zet0o|MEo] CiEh ID 2B ME 7tMedH Chs BHAE 2tz & Lo

1. EEt2 X &2 Y1 Microsoft Certificate Authority 2| URL(ZEHH S 2 http://servername EE &
CAlcertsrve| IP F4)2 UHELICH S AN 3 @HES et Al Zo| EAIFLICEH
2. AZHEFOo| 2hd MEHo|AM B M F 2 MBSt T & 2 FEI-LIC

<J Miciosoft Certificate Services - Miciosoft Intemet Exploser

| e E® Vew Fgoes ook Hep

fe.>.80 [ B & ¢ 3/ &
| Back ' Stop  Rebesh Home | Seach Faworbes History | Mel  Pont
[ Adchess (@) g /110010102 42/ comse/ =] @6 | |Links |

Microsoff Cerificate Semnices — winlksener

Welcome

Yiou use this web site to reguest a certificate for your web browser, e-mail chent, or other secure
program. Onca you acdquire a cerficate, you will be able to securaly identify yourself to other peoplhe owver
the web, sign your a-mail messages, encrypt your &-mail messages, and more depanding upon the type
of cemficate you request

Select atask:
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© Check on a pending certificate
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© Usar cerahcate request

& Acbearaed resqiesl

4. Advanced Certificate Requests(1& /5 M 2%) &0l A Submit a certificate request to this
CA using a form(¥ 2|2 AF835104 0| CAM| RIS A 2% AME)S MEELICtH
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Advanced Certificate Kequests

WU CAan reguest & CRmincata for yourssl, anather User, o & Complier using one o the follgwing
methods Mote that the policy of the ceriicahon authardy (LA wel Setermine the cemmncates thal you can
obtain

= =ubmila cerncae regquest i s A esimg & form

 Submit & cerificate request using a basetd encoded PECS 810 file or a renswal request uising a
basefd encoded FHCE 87 file

r Fecuest & cantificate for & amart cand on behslf of another user using the Sman Card Enroliment
~Iation
Yo musd oo an envolimand ageed cowioate o sabnd o roquest for analdfor s
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9. Console(Eﬁ) u Add/Remove Snap-in(A'&Ql FIH/A|7H)E MEHFFLICH

10. Add ¢7|')a 3 2|5l 0 S8 0{ M Certificate(R1 B M)E MEHEFL|CE.

11. QB M HYIE E= FO| LIEILH AFEH AEE MEIgrLICH

12. CA MH{2| QIB M7t AZIE = U= R E 215 7|2 otgfol L=X| &lgFLIct. =& o] olO]
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HES/3 4 otHAte] EF 22 VPN 300001 CHEH 2 S Msted™ Ch S HAHE - eIt
1. HHIES|T $HS 014 QEZ HESE 2251 £48 MEE g M HAA BHEYIE
EEIET=Y

2. Network Connection Type(HIE®/3 212 R&) 0l M Connect to a private network through
the Internet(RIE|AE S8l AN LIESITof ¢dZ)S MENE CHZS Next(CHE)E E2IFLICH



Metwork Connection Wizard -

Metwork Connection Type

Y'ou can choose the type of nebwork, connection you want to create, bazed on @
wour network, configuration and your nebwarking needs.

" Dial-up to private network
Connect uzing my phone ling [modem or I1SOM).

" Dial-up to the Internet
Connect to the Intermet uzing my phone ine [rmodern ar [S0R)].

Create aVirtual Private Metwork, [WPM] connechion or tunnel’ through the Internet.

i Accept incoming connections
Let other computers connect ta mine by phone line, the Intermet, or direct cable.

" Connect directly to another computer
Connect uzing my senal, parallel, or infrared port.

< Back M et Cancel
3. VPN Concentrator®| 3 & QIE{H|0|AQ| EAE 0|8 L& IP FAE 224511 Next(CHZ)E

ZEIgLcH



Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel

4. Connection Availability(21Z 7+& %) &0l A Only for myself(Xt&12HE HEHS T Next(CHS) E
gt



MNetwork Connection Wizard

Connection Availability
'ou may make the new connection available to all users, ar just yourzel.

<)

connechion stared in your prafile will not be available unless pou are logged an.

Create thiz connection:

™ For all uzers

& Only for myzelf

You may make thiz connection available to all uzers, or keep it only for your cown uze, A

< Back M ext

Cancel

5. Public Network(3 8 HER3) &0l =7| AZ(ISP AM)S XIS 2 CHO|YE K| {F E

SHErLCH

M

—



MNetwork Connection Wizard

Public Network
Windows can make sure the public netwark, iz connected first.

Windows can autornatically dial the initial connection to the Internet or other public
nietwark, before establizhing the wirtual connection.

i Do not dial the initial connection,

& Automatically dial this initial connection:
Cizco corparate WPM j

< Back M ext Cancel

6. Destination Address(CH4& =4 ) 3t740{| A VPN 3000 Concentrator®| A E O|& = IP F
AE 2295t 1 Next(CHR)E 22/gtLiCt



Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel

7. HES|3 HZ DA oM ¢4 o|§ 2 st orE g E=ELIct.of ool M 242 ol&
2 "Cisco 7| VPN"ILIC}



Metwork Connection Wizard

Completing the Network
Connection Wizard

Type the name pou want to uge for thiz connechion:

IEiEED corporate WP

Tao create this connection and zave it in the
Mebwork, and Dial-up Connections folder, click
Firizh.

To edit thiz connection ik the Netwark, and Dial-up
Connections folder, zelect it, click File, and then click,
Froperties.

[T &dd a shortcut ta my desklop

< Back Finizh I Cancel

8. Virtual Private Connection 201 A PropertlesE =EIELICH

Connect ¥Yirtual Private Connection el

U=zer name: |edgaruser

Bttt

FPazzward:

[T Save Pazsword

Connect I Cancel | Froperties Help

9. Properties(&4d) &0l A Networking(LH EXZ) B2 MEHFHLICY,
10. Type of VPN server | am calling(£Z£35t= VPN M f&)2| ECI2 HF0AM L2TPE M=
5l 1 Internet Protocol TCP/IPE Z = E A8t C}S Properties(Z4) 8 228 L|Ct




Cisco corporate ¥PN ed

Generall Elptinnsl Securty  Metworking

Type of WPM zerver | am calling:

Sethngz

Components checked are uzed by thiz connecton:
A Internet Protocol [TCPAR)

B File and Printer Sharing for Microzoft Metworks
Client for Microzoft Mebworks

Inztall... Uninztall Froperties

Descriphion

Transmizzion Control Pratocol/Internet Protocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected nebwork.s.

] Cancel

1. [2F] > [EM] >[4 MEEUCH
12. IP Security(IP 2.2+ &0 X Use this IP security policy(Ol IP 2.0t &2l AL&)& MEHEFL|CtH



PSecurity 2 x|
IF zecunty zethings apply to all connections for which TCPAP 1z enabled.
i~ Do not uze IPSEC
" Usze this |P security policy:
iEIient [Rezpond Only) ;‘

Selected |P security policy description:

Communicate normally [ungecured). Use the default rezponze rule to
rieqotiate with servers that request secunty. Only the requested
protocol and part traffic with that zerver iz secured.

aF. Cancel

13. ECt2 HFolA ECHOIVE(SHEN YHS MEsin ¢4 stHoz sotd Wt x| Hels
o &# S ={gfLCt.
14. A2 S AlZfstedH ALS Xt O|E T A Z & U=stn A S #E=RiLIC

VPN 3000 Concentrator 743

2E 0I5 M 917|

VPN 3000 Concentrator0i| CHEt R E QIS ME 71X LE{H CIS EHAHIE 2R AAL.

1. HEI Kol CA(CH7H http://ip_add_of_calcertsrv/)E 7}2I7|11 CA QIE M £ QS M & K|
SE2 HMS £ Next(CHY)E 22/ LICH

2. Download CA certificate(CA I A CIREE)E 226t 24 C|AT 9| o{EI7to| THUS X
xHafL|C}.

3. VPN 3000 Concentrator0| A Administration(22l) > Certificate Management(2/& A #2|)E
MEHSt T Click here(07|& &2l35t0 QIZME Mx%ISt1 CA Certificate® A X[ L|CH.

4. |3 AHO|M|M el YE= & &F={ELCH

. Browse(#O0lE7))E 22/t Y2 228 CA IS M TS MEFLCH

6. I} O|E 2 Z X EAISHD Install(d %)) F=ELICH

)]



This saction lefs you vievw and manage certficales on the VPN 3000 Concentrabor

& Chick hpre Lo enen|l vl Cafilic abe Ta—
- k Foiid | Al & carilfcala

Certiflcate Authorities (cwrent 1, madmum |
Suhjorct Fssupr Exparation SCEP hsuer et
MEvpeC7-Ca al CiCD EndvRC T -Ca &l cisc DZANFE004 M | ey | Coorfigurs | Ceists |

Identity Certificates jcureni 0, madmun: 2)
Subpecl |5 Extpiration A tmns
N ldenlity Cortificates

m  om

VPN 3000 Concentrator2] ID 15 M 7|

VPN 3000 Concentrator0i| CHEH ID Q1B ME 71X LE{H CIS EHAIE 2R AL,

1. ConfAdministration > Certificate Management > Enroll > Identity Certificate® M={# C}S
Enroll via PKCS10 Request (Manual)& 222 L|C}. 047|0of| ZAIE FAIS B M5t T
Enroll(S£)2 S&gLIct

- i Lrtin
Al mirE 1R sfssns Endier e mdarmabon b be ncluded in the cedificale reguest The CA s ceridcans Ml be moiafed as 3 Cerdficade Auionty bekore nstaling the
=B oafare Updais i o reoe s Piease wail for Bhe operabon b finess,
—Syiden Babogl
—Eifig
Efer the Commibn fisnss 19F 1hs Y0 000 C o sal gl or
—sannAoiing Bt Conmuvsam Mama [CN) | vpnI000 -rase i i i B K P -
ERAL oy Faghty
rEie Managsmel
Orgamiraisonal Uil [OU}  sns Erflar the dapartmant
!:W Onganiration (D) | ciscd Erfler the Ongarizafion or company
- et o).
Locality (L}  Lel Esflér the Cily or b
FlaleProvince [ SF) Erflér the S1ahé or Prawincg
chi bd E:q::-'rtolr._-lr latter coumbry albeo veabam 8 g Uribed
Exviar ihe Fully Craalied Domain Mare for the PR 3000
Subject Aemathveiame (FODN) | vpni000-rams ciics con B N T
Suibggenr | Sisrra biv bl (1 - kind Erdar the E-Mel Addies for the VW 3000
dabtbrs ) Concenirmior o be uaed im fhis Pe
Koy Spe  ESA 5117 Bl Selecd 1R key wiw far the gerssaled READEA kiy par
Enro Cance

SERERE

o

H EetX gol LIEFHLICE o] £341t fAtet RIAETF X8 E|o{of Bf L

----- BEA N NEW CERTI FI CATE REQUEST- - - - -

M | BPDCB5wW BADBQVRUWEWYDVQQDEWX 2 ¢ G4z MDAWL WS hbWUx DDAKBgNVBAS TA3Nu
¢z EOVAWGALUEChMFY21 z Y28x DDAKBgNVBAC TA2J 4b DEL MAk GA1 UEBhMCYmUwWW AN
Bgkqghki GOWOBAQEFAANI ADBGAK EAX 7K+pvEO04ql LNNWSkPVWWKr dI qZV4yeO Pdh
C8/ V5Yuqg5t MAY3L1WsDCO0p256bvGgzd5f hgSkChBVNNJ 1Y/ KQ BA6AOMDI GCSqG
S| b3DQEJD] El MCMM QYDVRORBBowG | WinBuMz AMMCLuYWLI LnNpc2Nv LmiNvb TAN
Bgkqghki GOWOBAQQFAANBABz ¢ G31 KaWhDLFt r Nf 1QDi +D7w8dxPu74b/ BRHN9f sKi

X6+X0edOEUEgnt/ 2nf j 8UxOnV5F/ c5wuk Uf ysMml/ ak=

----- END NEW CERTI FI CATE REQUEST- - - - -

2. HEIRX{E CA MHZ 0|53t 11 Request a certificate(RIE A LE)E ME{SH £ Next(CHR)E
Z2Igct

3. Advanced Request(l& RH)E MEH5I T Next(CHZ)E 2 =!8t CH= Submit a certificate
request using a base64 encoded PKCS #10 file(base64 encoded PKCS #7 I} 2 A& 304
RIEM 23 HE)E MEECH



4. Next(CHg)E S=IELICH O|THof A E HAol| EAIE QIBM @H| HIAEE HEtLo &
o &LICt Submit(ME)S =gLct

5. CA M7} 7t -4El ol 2} Download CA certificate(CA QIS A CIRRZE)E 228
&LICH = CAUM Q1B ME U228 £ CAAMHE Sol7I HF 50l QIE X &olg AME
L|CH.

6. Next(C}HZ)E 225t LS MEHSH & CHA| Next(CHS)E E=I8fLICH

. Download CA certificate(CA /&AM CIREE)E 225t 02 24 ClA7 0 MHEELICH

8. VPN 3000 Concentrator0i|A{ Administration(& 2l) > Certificate Management(2/& A #2|) >
Install(A%[)& MEHSI T Install certificate acquired received via enrollment(S§2 S8l 71

2 eIEM dx)& E=2/FLIct. O ctS ol 23T 20| "In Progress(TId )" 4EfZ EF

5ol o%e & 4 aL

o]

AA
St
=

~

VPN 3000 gy, Mein | Help | Support | Legsut

Concentrator Senes Manager

il
IEE
Saler] 3 enroimand Fequer B0 Fita
Enrofiment Status

| Fudhyje | Issumr Dakp Lisa  Feasds i el Hiabus it

| PNl - name & CEid ) 021 W ] Imileal F-Parizal i Prognes s e | Esal | Desis |
Bk " e { & ath ¥
WE

9. Install(’éil)% 2 2/$t C}2 Upload File from Workstation($ 2 AE| 0| Mo It 2 E)S
ZE[ErLct

10. Browse(&0t27()E E2/5t1 CAUM LS5t QIS M7t ZEE mtels MeEHEhL|CH

11. It O|§ 2 ZZ= E A5 Install(d 7<|)= g2grct

12. 22| > eIE M &E|& M= gfL|Ct o] o|OIX|2t R AHE 80| LIEH LT

(HConiiguration

(HACTH S AR

—E-Sodware Update This section lets vou view and manage cerdificales on the VPN 3000 Concentraior

=235l 8n Rebood

P & Click here 1o enroll with a Certiicale Authorily

_!I E[ I & Click here fo inatal 3 cedificata

- Access Righty . -

L File M -~ Certificate Authorities (curen 1, ma<imum: §)

Certilcale Mansgement Subject I=suRr Expiration SCEP Izsuer
snewpcl-ca &t cisco ensvyoCT-Cca al cisco g2Nn4,2 004 M | e
Ty ter iy zso N e b ol e ol _____ e
(iAol Lring Identity Certificates (current 1, masimum: 2)
Sulject bssuer E xpiration
wpnd000-name o cisco sngvpcT=ca al cisco 021442003 s
S3L Certificate | Gemeats | Mole: The publc key i the 350 cermicale i Alss used for the S5H host ke
ﬁ'-li:prt Issuar Eepiration
o 5351 Certificate
Enroliment Status | Resewe Al Eroored | Tened- Out | Reected | Caresled | n-Frogress | (cument: 0 available:
Sulject Hsuer Dale Lse Heason be thind Aty

My EnFollmnenl Reguesls

ZCIo[¢MEo Cit & 7o

Z2to|ME| et E2 Fsted™ O S HAE 2tz L

1. At& 7tSEt IP =4 HRIE &Y 5te{ 22 X{E VPN 3000 Concentrator2| LIS 2IE{m| O]
A2 0|S3t1 Configuration(T4) > System(A|AE]) > Address Management(F4 ZE]) >



Pools(&) > Add(Z7})8 MEfgtLct,
2. L{¥ U EL|Z o C}E ClHto|AQ} SE3X| = IP =4

gruct

Configuration | Administration

Add an address pool

iD.1.1 1IIIE[_ Enter the start of the IP pool address range

10.1.1. 204 Enter the end of the IF pool address range.

3. VPN 3000 Concentrator0 €2 Al 5 X|'d5te{™ 0| o|0|X|2t Z 0| Configuration >
System > Address Management > AssignmentE MEi5t 1 Use Address Pools(F4 & AMS)
Z Apply(H8)E S2gLct

AMEHSE

Configuration | Adminisiration | Monitorin

e EvEiem This section présants Address Assignment options. Each of the fallowing methods are tied, in onder,

—E SErvers uniil an address is found
Chack 1o use the IP addnpss supplied by the cliant. This
@EE Use Chent AMIress 1 cun be overmiaden by usengroup configuration,

—EFTuninelinig Protocols Use Address from Authentication | Check 1o use an IP address retrieved from an
—EHP Routing Berver = aulhentication server for the client.
Flmm Use DHCP | Check fo use DHCP fo obiamn an P address for the chent
—EHEvents Chack to use infemal acdress pool conBguration 1o obtain
—EHGeneral Use Address Fools I o o iavess for the client
—EHClient Update
—Load Balancing

—EHser Management Apply | Cancel |

—EFolicy Managemeni
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. Configuration > User Management > Base Group2 ME{grL|C}.
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. IPSec E0{ A{ ESP-L2TP-TRANSPORT SAE MEHrL|C}
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269 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3868 10.48.66.76
M smatched attr types for class DH G oup:

Rcv' d: Cakley Goup 2
Cfg'd: Cakley Goup 7

271 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3869 10.48.66.76



Phase 1 failure against global |KE proposal # 16:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2

Cfg'd: Qakley Goup 1

274 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3870
Proposal # 1, Transform# 2, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Encryption Alg:
Rcv' d: DES- CBC
Cfg'd: Triple-DES

279 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3871
Phase 1 failure against global |KE proposal # 2:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

282 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3872
Phase 1 failure against global |KE proposal # 3:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

285 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3873
Phase 1 failure against global |KE proposal # 4:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2
Cfg'd: Qakley Goup 1

288 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3874
Phase 1 failure against global |KE proposal # 5:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 1

291 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3875
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

294 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3876
Phase 1 failure against global |KE proposal # 7:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

297 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3877
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

300 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3878
Phase 1 failure against global |IKE proposal # 9:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

303 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3879
Phase 1 failure against global |KE proposal # 10:
M smat ched attr types for class DH G oup:
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10.

10.
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76
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76

76



Rev' d: QGakl ey
Cfg'd: Qakley

306 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

309 02/15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

312 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

315 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

318 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

321 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

324 02/ 15/ 2002 12:
# 1, Transform# 3, Type | SAKMP,

Pr oposal

G oup 2
Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3880
agai nst gl obal |KE proposal # 11:
types for class DH G oup:

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3881
agai nst gl obal |KE proposal # 12:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3882
agai nst gl obal |KE proposal # 13:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3883
agai nst gl obal |KE proposal # 14:
types for class DH G oup:

G oup 2

Goup 1

47:24. 430 SEV=8 | KEDBG 0 RPT=3884
agai nst gl obal |KE proposal # 15:
types for class DH G oup:

G oup 2

G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3885
agai nst gl obal |KE proposal # 16:
types for class DH G oup:

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3886
Id | KE

Parsi ng received transform

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

329 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

332 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

335 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

agai nst gl obal |KE proposal # 1:
types for class DH G oup:
Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3887
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3888
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3889
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:

DES- CBC

DES
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10.
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10.

10.

10.

10.
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66.
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66.

66.

66.

66.
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76

76

76

76

76

76

76
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338 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

341 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

344 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

347 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

350 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

353 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

356 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rcv' d: SHA
Cfg'd: M5

358 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

361 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

364 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

47:24.430 SEV=8 | KEDBG 0 RPT=3890
agai nst gl obal |KE proposal # 5:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3891
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3892
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3893
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3894
agai nst gl obal |KE proposal # 9:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3895
agai nst gl obal |KE proposal # 10:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3896
agai nst gl obal |KE proposal # 11:
types for class Hash Al g:

47:24.430 SEV=8 | KEDBG 0 RPT=3897
agai nst gl obal |KE proposal # 12:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3898
agai nst gl obal |KE proposal # 13:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3899
agai nst gl obal |KE proposal # 14:
types for class Encryption Alg:

DES- CBC

Cfg'd: Triple-DES

367 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3900
Phase 1 failure against global |KE proposal # 15:
M smat ched attr types for class DH G oup:
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Rev' d: QGakl ey
Cfg'd: Qakley

370 02/ 15/2002 12:

Goup 1
G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3901

Phase 1 failure against global |KE proposal # 16:
M smat ched attr types for class Hash Al g:
Rcv' d: SHA
Cfg'd: M5
372 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3902
Proposal # 1, Transform# 4, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class DH G oup:

Rev' d: QGakl ey
Cfg'd: Qakley

377 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Qakley

380 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Cakley

383 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

cfg'd: Triple-

386 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

cfg'd: Triple-

389 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Cakley

392 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

395 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

398 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

Goup 1
G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3903
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3904
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3905
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3906
agai nst gl obal |KE proposal # 5:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3907
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3908
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3909
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3910
agai nst gl obal |KE proposal # 9:
types for class DH G oup:

Goup 1

G oup 2

10.

10.

10.

10.

10.

10.

10.

10.
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401 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3911
Phase 1 failure against global |KE proposal # 10:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

404 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3912
Phase 1 failure against global |KE proposal # 11:
M smat ched attr types for class Auth Method:

Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

407 02/ 15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3913
Phase 1 failure against global |KE proposal # 12:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

410 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3914
Phase 1 failure against global |KE proposal # 13:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

413 02/ 15/ 2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3915
Phase 1 failure against global |KE proposal # 14:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

416 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3916
Phase 1 failure against global |KE proposal # 15:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 7

10.

10.

10.

10.

10.

10.

48.

48.

48.

48.

48.

48.

66.

66.

66.

66.

66.

66.

76

76

76

76

76

76

419 02/15/2002 12:47:24.430 SEV=7 | KEDBG 28 RPT=20 10.48.66. 76

I KE SA Proposal # 1, Transform# 4 acceptable
Mat ches gl obal I KE entry # 16

420 02/15/2002 12:47:24.440 SEV=9 | KEDBG 0 RPT=3917 10.
constructing | SA_SA for isakmp

421 02/ 15/ 2002 12:47:24.490 SEV=8 | KEDBG 0 RPT=3918 10.
SENDI NG Message (nsgi d=0) with payl oads :

HDR + SA (1) + NONE (0) ... total length : 80

423 02/ 15/ 2002 12:47:24.540 SEV=8 | KEDBG 0 RPT=3919 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
425 02/ 15/ 2002 12:47:24.540 SEV=8 | KEDBG 0 RPT=3920 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
427 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3921 10.
processi ng ke payl oad

428 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3922 10.

processing | SA KE

48.

48.

48.

66.

66.

66.

152

48.

66.

152

48.

48.

66.

66.

76

76

76

76

76

76

429 02/15/2002 12:47:24.540 SEV=9 | KEDBG 1 RPT=104 10.48.66.76

processi ng nonce payl oad



430 02/15/2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3923 10. 48. 66. 76
constructing ke payl oad

431 02/15/2002 12:47:24.600 SEV=9 | KEDBG 1 RPT=105 10. 48. 66. 76
constructing nonce payl oad

432 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3924 10. 48. 66. 76
constructing certreq payl oad

433 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3925 10. 48. 66. 76
Using initiator's certreq payl oad data

434 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 46 RPT=61 10. 48.66. 76
constructing C sco Unity VID payl oad

435 02/ 15/ 2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=62 10. 48.66. 76
constructing xauth V6 VID payl oad

436 02/15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=39 10.48.66. 76
Send 10S VID

437 02/ 15/ 2002 12:47:24. 600 SEV=9 | KEDBG 38 RPT=20 10. 48.66. 76
Constructing VPN 3000 spoofing | 0S Vendor |D payl oad
(version: 1.0.0, capabilities: 20000001)

439 02/15/2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=63 10. 48.66. 76
constructing VID payl oad

440 02/ 15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=40 10. 48.66. 76
Send Altiga GNVID

441 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3926 10. 48.66.76
Generating keys for Responder...

442 02/ 15/ 2002 12: 47:24.610 SEV=8 | KEDBG 0 RPT=3927 10. 48. 66. 76
SENDI NG Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + CERT_REQ (7) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NONE (0) ... total length : 229

445 02/ 15/ 2002 12: 47:24. 640 SEV=8 | KEDBG 0 RPT=3928 10. 48. 66. 76

RECEI VED Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + CERT_REQ (7) + NONE (0)
total length : 1186

448 02/ 15/ 2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=106 10. 48.66. 76
Processing ID

449 02/ 15/ 2002 12:47:24.640 SEV=9 | KEDBG 0 RPT=3929 10. 48. 66. 76
processing cert payl oad

450 02/15/2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=107 10. 48.66. 76
processi ng RSA signature

451 02/ 15/ 2002 12: 47:24.640 SEV=9 | KEDBG 0 RPT=3930 10. 48.66. 76
conputing hash

452 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3931 10. 48. 66. 76
processing cert request payl oad

453 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3932 10. 48. 66. 76
Storing cert request payload for use in MM nsg 4

454 02/ 15/ 2002 12:47:24.650 SEV=9 | KEDBG 23 RPT=20 10.48.66. 76



Starting group | ookup for peer 10.48.66.76

455 02/ 15/ 2002 12: 47:24.650 SEV=9 | KE/ 21 RPT=12 10. 48.66. 76
No G oup found by matching | P Address of Cert peer 10.48.66.76

456 02/ 15/2002 12: 47:24.650 SEV=9 | KE/ 20 RPT=12 10. 48. 66. 76
No G oup found by matching OJ(s) from | D payl oad:
ou=sns,

457 02/ 15/ 2002 12:47:24.650 SEV=9 | KE/ 0 RPT=12 10. 48. 66. 76
Group [ VPNC _Base_G oup]
No Group nane for IKE Cert session, defaulting to BASE GROUP

459 02/15/2002 12:47:24.750 SEV=7 | KEDBG 0 RPT=3933 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Found Phase 1 Group (VPNC Base_ G oup)

460 02/15/2002 12:47:24.750 SEV=7 | KEDBG 14 RPT=20 10. 48.66. 76
Group [ VPNC _Base_G oup]
Aut henti cation configured for Internal

461 02/ 15/ 2002 12:47:24.750 SEV=9 | KEDBGE 19 RPT=20 10. 48. 66. 76
Group [ VPNC_Base_G oup]
| KEGet User Attri butes: default donmain = fenetwork.com

462 02/ 15/ 2002 12:47:24.770 SEV=5 | KE/ 79 RPT=4 10. 48.66.76
Group [ VPNC _Base_Goup]

Val i dation of certificate successful

(CN=ny_nane, SN=6102861F000000000005)

464 02/ 15/ 2002 12:47:24.770 SEV=7 | KEDBG 0 RPT=3934 10. 48. 66. 76
Group [ VPNC _Base_G oup]
peer ID type 9 received (DER_ASN1_DN)

465 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=108 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing 1D

466 02/15/2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3935 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing cert payl oad

467 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=109 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing RSA signature

468 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3936 10.48.66.76
Group [ VPNC _Base_G oup]
conputing hash

469 02/15/2002 12:47:24.800 SEV=9 | KEDBG 46 RPT=64 10.48.66.76
Group [ VPNC _Base_G oup]
constructing dpd vid payl oad

470 02/15/2002 12: 47:24.800 SEV=8 | KEDBG 0 RPT=3937 10. 48. 66. 76

SENDI NG Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + VENDOR (13) + NONE (0)
total length : 1112

473 02/ 15/ 2002 12: 47:24.800 SEV=4 | KE/ 119 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
PHASE 1 COWPLETED

474 02/ 15/2002 12:47:24.800 SEV=6 | KE/ 121 RPT=4 10. 48. 66. 76



Keep-alive type for this connection: None

475 02/ 15/ 2002 12: 47:24.800 SEV=6 | KE/ 122 RPT=4 10. 48. 66. 76
Keep-al i ves configured on but peer does not support keep-alives (type = None)

476 02/ 15/ 2002 12: 47:24.800 SEV=7 | KEDBG 0 RPT=3938 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Starting phase 1 rekey timer: 21600000 (ms)

477 02/ 15/ 2002 12: 47:24.810 SEV=8 | KEDBG 0 RPT=3939 10. 48. 66. 76

RECEI VED Message (nsgi d=781ceadc) w th payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 1108

480 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3940 10. 48.66. 76
Group [ VPNC _Base_G oup]
processi ng hash

481 02/ 15/2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3941 10. 48. 66. 76
Group [ VPNC _Base_G oup]
processi ng SA payl oad

482 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=110 10. 48. 66. 76
Group [ VPNC_Base_G oup]
processi ng nonce payl oad

483 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=111 10. 48. 66. 76
Group [ VPNC _Base_Goup]
Processing I D

484 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 25 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved renpote Proxy Host data in I D Payl oad:

Address 10. 48.66. 76, Protocol 17, Port 1701

487 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=112 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Processing I D

488 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 24 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved | ocal Proxy Host data in | D Payl oad:

Address 10. 48. 66. 109, Protocol 17, Port O

491 02/15/2002 12:47:24.810 SEV=8 | KEDBG 0 RPT=3942
QM | sRekeyed ol d sa not found by addr

492 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 66 RPT=4 10. 48.66. 76
Group [ VPNC _Base_G oup]
| KE Renpte Peer configured for SA: ESP-L2TP- TRANSPORT

493 02/ 15/ 2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3943 10. 48. 66. 76
Group [ VPNC _Base_G oup]
processi ng | PSEC SA

494 02/ 15/ 2002 12: 47:24.810 SEV=7 | KEDBG 27 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
| PSec SA Proposal # 1, Transform# 1 acceptable

495 02/ 15/ 2002 12:47:24.810 SEV=7 | KEDBG 0 RPT=3944 10. 48. 66. 76
Group [ VPNC _Base_G oup]
I KE: requesting SPI!

496 02/15/2002 12:47:24.810 SEV=8 | KEDBG 6 RPT=4



I KE got SPI from key engine: SPI = 0x10d19e33

497 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3945 10.

Group [ VPNC _Base_G oup]
oakl ey constucting qui ck node

498 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3946 10.

Group [ VPNC _Base_G oup]
constructing bl ank hash

499 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3947 10.

Group [ VPNC _Base_G oup]
constructing | SA SA for ipsec

48. 66. 76

48. 66. 76

48. 66. 76

500 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=113 10. 48. 66. 76

Group [ VPNC _Base_G oup]
constructing i psec nonce payl oad

501 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=114 10. 48.66. 76

Group [ VPNC _Base_G oup]
constructing proxy ID

502 02/15/2002 12:47:24.820 SEV=7 | KEDBG 0 RPT=3948 10.

Group [ VPNC_Base_G oup]

Transmitting Proxy |d:
Renote host: 10.48.66.76 Protocol 17 Port 1701
Local host: 10.48.66.109 Protocol 17 Port O

506 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3949 10.

Group [ VPNC _Base_G oup]
constructing gm hash

507 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3950 10.

SENDI NG Message (nsgi d=781ceadc) with payl oads :
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5)
total length : 156

510 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3951 10.

RECEI VED Message (nsgi d=781ceadc) w th payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

512 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3952 10.

Group [ VPNC _Base_G oup]
processi ng hash

513 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3953 10.

Group [ VPNC _Base_G oup]
| oading all |PSEC SAs

48. 66. 76

48. 66. 76

48. 66. 76

+ NONE (0)

48. 66. 76

48. 66. 76

48. 66. 76

514 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=115 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mbde Key!

515 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=116 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mde Key!

516 02/15/2002 12:47:24.830 SEV=7 | KEDBG 0 RPT=3954 10.

Group [ VPNC _Base_G oup]
Loadi ng host:
Dst: 10.48.66. 109
Src: 10.48.66.76

48. 66. 76

517 02/ 15/2002 12:47:24.830 SEV=4 | KE/ 49 RPT=4 10.48.66.76



Group [ VPNC _Base_G oup]
Security negotiation conplete for User ()
Responder, |nbound SPI = 0x10d19e33, CQutbound SPI = 0x15895ab9

520 02/ 15/2002 12:47:24.830 SEV=8 | KEDBG 7 RPT=4
| KE got a KEY_ADD nsg for SA: SPI = 0x15895ab9

521 02/15/2002 12:47:24.830 SEV=8 | KEDBG 0 RPT=3955
pitcher: rcv KEY_UPDATE, spi 0x10d19e33

522 02/ 15/ 2002 12:47:24.830 SEV=4 | KE/ 120 RPT=4 10. 48.66. 76
Group [ VPNC _Base_G oup]
PHASE 2 COWPLETED (nsgi d=781ceadc)

523 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3956
pitcher: recv KEY_SA ACTI VE spi 0x10d19e33

524 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3957
KEY_SA ACTIVE no old rekey centry found with new spi 0x10d19e33, ness_id 0x0

24 34 "=

Ol Mo ME o 7hR| YersiQl B U ZHzboll CHEt EE# T WS MLICH

- MHE AlEe =+ glaLitt

4] Cannot activabe or assign the selected IP security policy. The Following error has occurred:
- The sarvica cannot be started, sither because i is disabled or becausa & has no enabled devices associated with it,

i

IPSec MH|ATF ARE|X| ot 2 B2 7t 7tE BE&LICE Start(AlE) > Programs(Z213) >
Administrative tools(# 2| &) > Service(MH|A)E MEHSI T IPSec MH[ATF B MHEHE|0] /=
x| golgtct

. 27 786: & AFE QIS M7t eigLct

Error Connecting to [2tp over ipsec tﬂ- 2 x|

Connecting to 10.43.66.109...

Error ¥86: The LZTP connection attempt falled becauze there iz no
walid machine certificate on pour cormputer for securnty
authentication.

Redial = 45 Cancel kare [nfo

Ol 7= Z2ZH A
FEO 2B Mo EXM7I US 2 LIEFHLICEH QIS MHE €A E2{H AlEF > A2 MEistn
MMCE Al&35IAA|2. Console(2&)2 2 2!5t 1 Add/Remove Snap-in(2'& Q1 F7HA|7H)2
MESSEFLICEH Add(FETHE E2I5t 1 F:/0iA] Certificate(21BAM)E MEHELICEH 2B Mol HL
E E= FO| LIEILIH HFE A-ES MEf#Lch O|X| CA M2l 215 M7t Trusted Root
Certification Authorities Of2Hol|l U=X| & elgh = U&LIC o o|O|x[ofl EA|E! CHE Console
Root(E& FE) > Certificate (Local Computer)(21&Z MH(2ZA ZHHFE])) > Personal(ZH2l) >
Certificates(2I& M) E MEH5t04 QIS M7t Ue=X| &g =& A&LICH



!-.1 l .lllmrmh 1_ : : ' Inl,!l

| console window Heb || [ 3 I | 63
r1l Console Root’, \Ce rtificates ;l ocal I.'_nmp:uh'rl Personal’ Certificates = E Inl_x_l
| acton yew Eomes | ¢ o (B B DB @
Tree | Favorites | Issued To. 7 [ ssusd By
In:l Console Foot a my_name SMEVpCT-Ca
_I Q Certificates (Local Cnmthar
= [:] Personal
! _ertinicares
= Ij Trusted Root Certificatiol
-] Certificates
3 [:I Enterprise Trust e
#-[] Intermediate Certificatior
. B3 cep
f # ] REQUEST
: @ spc _|:I
1| | AEREl | I |
Personal store contains 2 certificates, | 4

SME SEFLCH =E Zd0| = EHX| FHIFLICH O] ool A QB A AAE T4l 7|7t
QAQLIEL a2iLt o] IBME BHR EF&LICH 0]Zd0] Aol HeledLct



General | Details | Certification Path |

Certificate Information

This certificate has expired or is not yet valid.

Issued to: vy _name
Issued by: snsvpc?-ca

valid from 2/14/2002 to 2/14/2003

@ You have a private key that corresponds ko this certificate,

Issier Statement |

ok |

- 2F 792: Hot HY AlZE ZIH.O| HIAIX|E 2FH AlZFO| X|EF & off LIEEfL|CH

2 x|

Error Connecting to 1Ztp over ipsec to ¥ i

& Contecting to 10.42.66.109. ..

Errar #92: The LZTF connection attempt faled becauze securiby
niegotiation timed out.

Redial = 21 Cancel More [nfo

Cisco VPN 3000
Concentrator FAQO]| AHEE CHE 2t& CIH2E ZLICt RHAIS| {012 M A[2. O] &340t R AL
8t st=2 =tolsfok SfLCt.
9337 02/15/2002 15:06: 13. 500 SEV=8 | KEDBG 0 RPT=7002 10. 48. 66. 76
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

9340 02/15/2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7003 10. 48. 66. 76
Phase 1 failure against global |KE proposal # 7:


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
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M smat ched attr types for class Auth Method:
Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

9343 02/ 15/ 2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7004 10.48.66.76
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 7

9346 02/ 15/2002 15:06:13.510 SEV=7 | KEDBG 0 RPT=7005 10.48.66.76
Al'l SA proposal s found unacceptabl e

9347 02/ 15/ 2002 15:06:13.510 SEV=4 | KE/ 48 RPT=37 10.48.66.76
Error processing payl oad: Payload ID: 1

9348 02/ 15/ 2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7006 10.48.66.76
| KE SA MM 261e40dd terninating:
flags 0x01000002, refcnt O, tuncnt O

9349 02/15/2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7007

sendi ng del ete nessage

Ol IKE XM ero| McH2 T EX| b4 Z S LIEHLICH o] EA2] IKE M oF 7 Mol
HE 2I-O|ol-|_||_-_|._

LT = = =

Q= 789: HOt 70|00l 2| @/ 7} ghAisHAL|CH

3k e 1

Error Connecting to [Ztp over ipsz]:h_E_

& Conneching to 10.43.66.109...

Errar ¥339; The L2TP connection attempt faled because the security
layer encountered a proceszing error during initial negotiations with
the remote computer.

Redial = 37 Cancel kare Info

Cisco VPN 3000
Concentrator FAQO]| AHEE CHE 2t& CIH & ZLICt RHAIS| {012 M A[2. O] E=24ut R AL
et &= ZelsoF gLt
11315 02/ 15/ 2002 15: 36:32. 030 SEV=8 | KEDBG 0 RPT=7686
Proposal # 1, Transform# 2, Type ESP, |d DES-CBC
Parsing received transform
Phase 2 failure:
M smat ched attr types for class Encapsul ation:
Rcv' d: Transport
Cfg'd: Tunnel

11320 02/ 15/2002 15: 36: 32. 030 SEV=5 | KEDBG 0 RPT=7687
AH proposal not supported

11321 02/ 15/ 2002 15:36:32.030 SEV=4 | KE/ 0 RPT=27 10. 48.66. 76
G oup [ VPNC_Base_Gr oup]
Al'l 1 PSec SA proposal s found unaccept abl e!

A2 E HHo| £292 =24 Monitoring(Z LIE| &) > System Status(A|AH AEN)E MEHSHL]
Ct.

VPN Concentrator Type: 3005

Boot code Rev: Altiga Networks/VPN Concentrator Version 2.2.int_9 Jan 19 2000 05: 36: 41
Software Rev: Cisco Systens, Inc./VPN 3000 Concentrator Version 3.5.Rel Nov 27 2001 13:35:16
Up For: 44:39:48

Up Since: 02/13/2002 15:49:59
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RAM Si ze: 32 MB
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