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ABEEFE2a
» Firepower Management Center Virtual 7.4.1
» Firepower Threat Defense Virtual 7.2.5
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SLRZ ®IgF FMC Z&H]

- #XH LHt Smart Licensing=2 AFE &2l B, Specific License Reservationg T $15+7| 70|
FMCE S5 FagLICH

Smart License Status Cisco Smart Software Mar @‘
Usage Authorization: Authorized (Last Synchronized On Jul 17 2024) De-register Firewall Management Center from
Cisco Smart Software Manager

Product Registration: Registered (Last Renewed On Jul 17 2024)
Assigned Virtual Account: FPRCDN
Export-Controlled Features: Enabled
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https://software.cisco.com/#SmartLicensing-Inventory
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« FMC CLI Z2|XF A™ofl 22 QI8 LIC} expert BEES ¢
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> expert
admin@fmc:~$ sudo manage slr.pl

Password: B {— Administrator Password

EEEEEER LR EEEEY Configuration Utility FEEEEEREEEEEEE

© I N

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

O R R R R R N N R R N N R R N N R R RN A R R R R AN R R EEER RS

Enter choice: [

28 M50l S 2HolMA oforg BAIBHEILIC 24118 M504 SLR HEE ol

LICH.
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tEEEEEEEEEEEE L - Con{igupation Utility EEEEEEEEEEEE L 0

© A wWN =

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

ittt s 2 s s R L E L L

Enter choice: 1

SLR is enabled on FMC ‘_

- M 02 =450 manage_sir REZIEIE SEELICH exitE 124504 Linux 28 S= &L
Ct.
FMC & HO|X|& MZ x| System(A|AE]) > Licenses(2F0|MlA) > Specific Licenses(5
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Deploy Q @ 3+ @  Global\admin v b o

Configuration Health Monitoring
Users Monitor Audit
Domains Policy Syslog
Product Upgrades Events Statistics
Content Updates Exclude

Monitor Alerts Tools

Licenses Backup/Restore
Specific Licenses Scheduling

Classic Licenses Import/Export

Data Purge
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« System > Licenses > Specific LicensesZ 0|S35l04 0|f @ I =S 2 :
Generate(4)E 2 2/5t 11 Reservation Request Code(H|Yf 23 F=)E 7|S&LIC}.

Specific License Reservation

Specific License Reservation or SLR allows us to reserve and install licenses in a network that has no path to inbound or outbond internet traffic at all

1 Generate a request code

|

2 Create or login into your Cisco Smart Software Manager account to generate an authorization code against the request code you have just created

3 Upload the authorization code file (.txt) and Install

:  No file chosen



Specific License Reservation

Specific License Reservation or SLR allows us to reserve and install licenses in a network that has no path to inbound or outbond internet traffic at all

1 Generate a request code

| CD-PFS-VMW-SW-K9,53,U402d4a28-44e0-11e | Generate | Cancel Code

2 Create or login into your Cisco Smart Software Manager account to generate an authorization code against the request code you have just created

3 Upload the authorization code file (.txt) and Install

| Choose File | Mo file chosen | Install |

- 0|2 Q18 FEE W IELICt Smart Software ManagerZ O|S 8 L|CH.
« Inventory(2IHE2]) > |censes(EP0|+i|ﬁ) > License Reservation(2tO|4lA 0f|2f)2 2 0|5t

1, FMCO{| A MAd8t 3 = Z Reservation Request Code(0{2f @& I =) AFxtol| /248tL|C}.
Next(CtZ)E E2I& |EP

Smart License Reservation

STEP 1 TEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

You can reserve licenses for product instances that cannot connect to the Intermet for security reasons.
You will begin by generating a Reservation Request Code from the product instance.
To leam how to generate this code, see the configuration guide for the product being licensed.

Once you have generated the code:
1) Enter the Reservation Request Code below
2) Select the licenses to be reserved
3) Generate a Reservation Authorization Code
4) Enter the Reservation Authorization Code on the product instance to activate the features

= Reservation Request Code:

Cancel

£ 5l04 Quantity To Reserve(0f|2f =2

- Reserve a specific licenseE ME{EFL|C}. Of2H 2 =
243 LICH Next(CHS)E Z=IgLct
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Smart License Reservation

STEP 1 v STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code
FPR4150 Threat Defense URL Filtering 2025-Aug-05 10 10 0
Threat L nse URL Fitenng

FTDv Base 16 Gbps 2024-Nov-19 50 48 [ 2 h

Ciseo Firepower Defense Vierual Base License, 16 Ghps

FTDwv Malware 16 Gbps 2024-Nov-19 50 48 2

L Eponer Thes BT Matware License, 16 Goy:

FTDv Threat Protection 16 Gbps 2024-Nov-18 50 48 2

irepowver Thred I 1 gl Thrasd Protection Licenss, 16 Gbp

FTDv URL Filtering 16 Gbps. 2024-MNov-19 50 48 z

2025-Jan-07 5185 5184 1
\ J
2025-Feb-23 15000 15000 o
“isc0 Firepows r Canter for 300 o
Firepower Threat Defense Base Features - NEVEr - 0 unlimited 0

%
°

« Generate Authorization Code(T&t £0{ Z = MA)E Z2IEL|CH FMCol| /=248 =H]
afl 15 I EE CHRE=F LI

Smart License Reservation

STEP 1 v STEP 2 Ve STEP 8 v STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code
uDl PID: FS-VMW-SW-K9

UDI Serial Number: 3

uuiD dded32d6-daTi-11ee-840e-bBB231b31d47

Authorization Code:

<specificPLR><authorizationCode><flag>A<Mag><version>D</version><piid>8b06Mbas-c27 2-4afa-852e-deS2b548a3ab</piid><timestamp>1721257 985935</
flimestamp=><entiflements><entitlement><tag>regid.2015-02.com.cisco. FPRMCv-DEV,1.0_ddcB8a630-4857-4590-823d-c9a38bb6681c<Mtag><count>2</count><stariDate>2022-Apr-14 UTC=</
startDate><endDate>2025-Jan-07 UTC</endDate><licenseType>TERM</license Type><displayMame>Firepower MCv Device License</displayName=><tagDescription>Firepower MCv Device
License</tagDescription><subscrplionl D></subscription| D= </entitiement><entitlement><tag=>regid.2015-05.com.cisco.FPRTD-BASE,1.0_561236dd-931d-4642-a391-54fa0937a9947 </
fag=<count>2</count><startDate></slartDate><endDate></endDate><licenseType=PERP ETU;\\L<.l’|icenseType:-<disp|ayName>Firemwer Threat Defense Base Features</

To learn how to enter this code, see the configuration guide for the product baing licensed

Download as File Copy to Clipboard

E =Lt FMCOIlM BrowseE £ 2!510{ Smart Software Manager0i A
MM MEt 2o =7 ZEEI HAE I8 YR =g ot



3 Upload the authorization code file {.txt) and Install

| Choose File BAuthorizationCode_SN_3(5).txt ‘ Install '

« Specific License Reservation(§% 2t0|AlA 0f2F) I 0| X|0i| Usage Authorization(Al& et
£0q) & Eli7} authorized(T 8t £04E)E EA|Z|=X| & lgFL|Ct

Specified License Reservation Status 70
Usage Authorization: Authorized (Last Synchronized On Jul 18 2024)
Product Registration: Registered (Last Renewed On Jul 18 2024)
Export-Controlled Features: Enabled
Product Instance: | 402d4a28-44e0-11ef-b394-4712f25a82da |
Confirmation Cade *: | 67f1cbeb |

* This confirmation code is generated against your last authorization code
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- Reserved License(0f|2F &l 2to|4MlA) EiE 2 215+0{ Authorization Code(21E ZE)
= ¢ MES to|MIAE &elgtLct

zr2|Zl= ClHtolAo| §4 gto|dA &Y
« System > Licenses > Specific Licenses& ME{ELICt. Edit Licenses(EI0|dA +=5)E &
ghlct.

- Eoi e} 2to|dAE Cluto|Ao| EF 5t ApplyE =T LICE.

Edit Licenses (7]
Malware Defense IPS URL Carrier Secure Client Premier Secure Client Advantage Secure Client VPN Only

Devices without license Devices with license (2)
Q, Search FTD-Test ]

ftd.breakstuff.com [




- Assigned Licenses(& 2 &l 2to|dlA) BiE F=2I6tT Z C|dto|A0 2O|MA T SHIEH A
X EIRA= ] = elgLct,

Srart Licenses.

Tirwwall Masagement Conter Vit {71

it

S7 2told ofet 2l

- FMCO|AM Ol FMC2| I 73t MEF QAT A AHXIE 71X{2 1 System > Licenses > Specific
LicensesZ O|SgtL|Ct.
 Product Instance 2t 7|E 3l SLIC}.

Specified License Reservation Status 70
Usage Authorization: Authorized (Last Synchronized On Jul 18 2024)
Product Registration: Registered (Last Renewed On Jul 18 2024)
Export-Controlled Features: Enabled
Product Instance: { 402d4a28-44e0-11ef-b394-4712f25a82da J
Confirmation Code *: 297a78fc

* This confirmation code is generated against your last authorization code

« Smart Software Manager0llA E|0|E& FMCE Ald8tLIC} Smart Software ManagerZ O]
=35 El:-

« Inventory(2/HIE 2|) > Product Instances(X|& 1A HE )E 0|&3st1, Typecolumn(F& Q)0
FPinO| ! Name(O|&)column(¥)0i| et SKU(EAE 0|0 ot=)7t A= ME ©
E &Lt
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Virtual Account: FPRCDN

General Licenses Product Instances
Authorize License-Enferced Features... G—’
Name

UDI_PID:FPR-1140; UDI_SN:JMX2324G19P;

uD

PID:FPR-1140; UDI_SN:JMX2324G 190

uD|

PID:FPR-2110; UDI_SN:JMX2538X1M1;

UDI_PID:FPR-2130; UDI_SN:JMX2139Y0K5,;

D

PID:FS-VMW-3W-K3; UDI_SN:3;

UDI_PID:NGFWv; UDI_SN:9AENGBM4MQ3;

UDI_PID:NGFWY;, UDI_SN.9AIGI12GAFES

UDI_PID:NGFWv; UDI_SN:8AVIWWIBEJK;

vFMC-bheston.cisco.com

Vik-FMC

100 ~

Ewvent Log

Product Type

FF
FP
FP
FP
FP
FF
FP
FP
FP

FP

—p | FP

Last Contact

2024-Apr-01 17:36:09
2024-Apr-25 19:02:18
2024-Jan-D4 21:08:36

2024-Jul-18 11:41:39

2024-Jul-18 17:35:39 (Reserved Licenses

2024-Apr-01 19:56:37
2024-Jul-18 12:40:33
2024-Feb-06 11:16:11
2024-Jan-22 19:21:03

2024-Jul-04 08:38:02

- Name(O|§)2 Z&I&LICt. SHIE UUIDE EA|st= MO
Reserved Licenses(0f| & 2tO|MA AC|0|E)E MEHF

License Usage

License

Firepower MCv Device License

o Zlof et of

« Ol Yool E m|o|X|E ¥of ELICt. o] HAte| HF

* FMCOIM &4 EI0|MAE

£l ZholdlA

o &l
FMCO| 2298t ZHIE 9

Billing

Prepaid

|

These licenses are reserved on this product instancdl Update reservation

Expires

2025-Jan-07

£ 0|0/ E 5t Generate Authorization CodeE
8l Authorization CodeE Cl22E=8tL|Ct.

EO0llM CHA| S0t =

m Major 85

Alerts

€ Failed to Renew
Falled to Connect

€ Failed to Renew

<+

@ Failed to Renew

¢ Failed to Renew

€ Failed to Renew

Minor

Showing Page 1 of 1 (32 Records)

Hide Alerts

Actions -

Actions -

Actions -

Actions -

Actions =

Actions -

Actions -

Actions =

Actions -

| X[l A Actions(Z®]) > Update

Required

1

==
= —

Showing 1 Record

st

A&LICH

Ol E&LIC} System(AIAE]) > Licenses(2F0|4lA) > Specific

Licenses(§ 7 2tO|MA)E MEHSH D Edit SLR(SLR HE)2 228t & HEIRXE £ =50

ME MMEIQISE I EE Q

OO0O—- LLO L-—=

Specified License Reservation Status

Usage Authorization:

Authorized (Last Synchronized On Jul 18 2024)

'|EE°|'LI|:|-_

_—> 70



Edit Authorizarion Code

Upload the authorization code file {.txt) and Install

Choose File | Mo file chosen

[ Close

- QB AEE Moz ERIE & el I8 J|ISFLICH

Smart Software Manager2| Update Reservation(Q4Cl|0|E of|2F) H|0|X|of o|=X o2 e
UeE Eol A= E QladgtLct.

AAL- T
- x x
Update License Reservation Enter Confirmation Code
To complete the pending License Reservation, enter the Reservation Confirmation Code that was
e 1 v generated by the Product Instance after the Reservation Authorization Code was installed. S 3
e * Reservation Confirmation Code: e
The Reservation Authorization Code o
— Enter Confirmation Code
1. This code must be entered into
2. When the code has been entel
3. To release licenses in transition,
-
Authorization Code:
<spacificPLR><authorizationCode=<fi Cancel 4
timestamp><entitlements>: ate=2022-Apr-14 UTC</
startDate><endDate>2025-Jan-07 Firepower MCv Device
79-81a5-T7dedabbda 2=/

License<NagDescrplion><subscrption] ! oM, . 1.0_
tag=<count=1<count><stariDale=2022-Nov-10 UTC</startDate><endDate=2025-Aug-05 UTC</endDate><license Type=TERM</license Type=<displayName=FPR4 150 Threat Defense Matware
Protection=/displayName><tagDescription=>FPR4150 Threat Defense Malware Protection</tagDescription==subscription|D></subscription|D></

To leamn how to enler this code, see the configuration guide for the product being licensed

| DownloadasFile  Copy to Clipboard ](Emurmirmahnncmm

x| = lgtLct.
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Specified License Reservation Status ) 4—

#

Usage Authorization: Authorized (Last Synchronized On Jul 18 2024)
Product Registration: Registered (Last Renewed On Jul 18 2024)

Export-Controlled Features: Enabled

Product Instance: | 402d4a28-44e0-11ef-b394-4712f25a82da |

Confirmation Code *: | d3262fe7 ‘

* This confirmation code is generated against your last authorization code

- BHEt I =8 JISELICH

Specific License Reservation

Specific License Reservation or SLR allows us to reserve and install licenses in a network that has no path to inbound or outbond internet traffic at all

1 Generate a request code

| | | Generate

2 Create or login into your Cisco Smart Software Manager account to generate an authorization code against the request code you have just created

3 Upload the authorization code file {.txt) and Install

| Choose File | No file chosen | Install |

4 Cisco Smart Software Manager and use the Return Code to release your licenses.

| CJSoPL-kovwbd-bZnS3u-Tp95qB-G3UTXn-mPni | 44—

+ Smart Software Manager0ll A &C|0|E& FMCE 4|85t 1 Smart Software ManagerZ O[S
oI-L_ll:l:_

. Inventory(O HIE 2]) > Product Instances(XM& QIAEA)Z 0|S 31, Typecolumn(F& )0
FPinO| ! Name(0|&)column()oll Lt SKU(EAE 0|E0]| o} )7t UE ME QIARHA
E &Lt

« 2HIE UUIDE E Al5tE= M 0| X|0d| A Actions(Ef ) > Remove(XM|7H)& MEHEFLICE
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General Licenses Product Instances Ewvent Log

Authorize License-Enforced Fealures... [ FP o,
Name Praduct Type Last Contact Alerts Actions
UDI_PID:FPR-1140; UDI_SN:JMX2324G19P; FP 2024-Apr-01 17:36:09 © Failed to Renew Actions -
UD|_PID:FPR-1140; UDI_SN:.JMX2324G19Q; [ 2024-Apr-25 19:02:18 Failed to Connect Actions ~
UDI_PID:FPR-2110; UDI_SMN:JMX2538X1M1; FF 2024-Jan-04 21:08:36 ) Failed to Renew Actions «
UDI_PID:FPR-2130; UDI_SN:JMX2138Y0K5; FP 2024-Jul-18 11:41:39 Actions =
I UDI PID:FS-VMW-SW-KS: UDI SN'3: FP 2024-Jul-18 18:17:57 (Reserved Licenses) Actions » I
UDI_PID:NGFWv; UDI_SN:3ABNGBMIMQ3; FP 2024-Apr-01 19:56:37 © Failedtg  ransfer.
UDI_PID:NGFWy; UDI_SN:949G12GAFES FP 2024-Jul-18 12:40:33 Update Reserved Licenses...
Enter Confirmation Code...
UDI_PID:NGFWy; UDI_SN:SAVIWWIBEJK; FP 2024-Feb-06 11:16:11 € Failed 19
Remove,
VEMC-bheston.clsco.com Fe 2024-Jan-22 19:21:03 O Falled to
FRehost Licenses from a Failed Product...
Vik-FMC FP 2024-Jul-04 08:39:02
100 ~ Showing Page 1 of 1 (92 Records)
2 |oF gFEt FEE = |7{) CHZt &kt
« FMCOIM 445t of2F BHEt 3 =& Remove Product Instance(M& QIAEIA X|74) CHEt &K

off 4=4fLct,

Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Return Code generated by the
Froduct Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

*+ Reservation Return Code: CJ5oPL-kovwbd-bZnS3u-TpasgB-G3UTER-
mPnteX-wESYd1-QcSGPg-pfa

Femove Reservation Cancel

« EH 02 E EFO|MAE Smart Accountl| AH2 7158 E2 BHEE|MH O] FMC= Smart
Software Manager MZE QIAEA SE0i| M MHELICH

FMC Linux 2o|M §74 Eto|MdA H|EH 3}
« FMC CLI #2|xF AI™Holl 22215t 1 expert WS 21245104 Linux Aol LM AELICEH

4242 Al
= =

BH to4 £ EtO|MA of|ef S Mol HMABLICEH sudo manage_sir.pl
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> expert
admin@fmc:~$ sudo manage slr.pl

Password: B ‘— Administrator Password

EEEEEER LR EEEEY Configuration Utility FEEEEEREEEEEEE

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

© I N

O R R R R R N N R R N N R R N N R R RN A R R R R AN R R EEER RS

Enter choice: [

. M3

—

mjo

RRIKRERRRERRRRRE  Configuration Utility *eekkkkrikkrkk

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

e BN R

L E LR EEE E EEE e R RS EE SRS EEE R EEEEEE S EEEEEEEEE EE E L TS

Enter choice: 3

Successfully Disabled SLR

 Linux 2 &2 35}2{™ Enterexitto® S+EL|C}.

+ Enterexitto @& & QIE{H|O|AE =& LICI.
pret ye

» Cisco Secure Firewall Management Center 7| 2F0[AlA

MEfEto] £ Blo|MA o2 HIEMEELICH S25i2dH M 02


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
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