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ooz Security/CDO
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Interfaces Routing Updates System Settings
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View All Interfaces > View Configuration > View Configuration >
Smart License Backup and Restore Troubleshoot
Tier: FTDw20 - 3 Gbps
View Configuration » View Configuration » REQUEST FILE TO BE CREATED Seo mone
Site-to-Site VPN @ Remote A Advanced Configuration Device Administration
i Includes: FlexCeonfig, Smart CLI Audit Events, Deployment History,
Download Configuration
View Configuration > Configure > View Configuration > View Configuration >
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Administrator

System Settings +

Cloud Services

9 Not Regls tored

Agcou 5enart Liceraing

Remote Management

Gloud Services

Traffic Settings

URL Filtering Proferences

i Cisco Success Network

goteC MulAo 52

S5 7|= CDO LHR MM &2 = QI&LICH. CDOZ 0|& 35t Inventory(2IHIEE]) > Add
symbol(7|Z F7})&E O|s&LICt.
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Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices. Set up a Secure

Device Connector

ASA

Adaptive Security Appliance
(B.4+)

Merak]
M:aki

Meraki Security Appliance

-|.-

Duo Admin

Duo Admin Panel

YR E M=

MH|A 2

rir
o2

0| E M0 M= Select Registration Key(&

Multiple ASAs FTD

Adaptive Security Appliance Cisco Secure
(8.4+) Firewall Threat Defense

Integrations AWS VPC

Enable basic CDO functionality for Amazon Virtual Private Cloud

integrations

L

Imorella Lf/l\_\j}

Umbrella Organization Import
View Umbrella Organization Policies Import configuration for offline
from CDO management
£ 7| MEf)B MeaLIc

Follow the steps below

Cancel

A Important: This method of onboarding allows for local co-management of the firewall via FOM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more &

Firewall Threat Defense

Management Modea:

O rD® Use Regis!@tion ICe:y _
Onboard a device using a registration
Recommeanded) key generated from CDO and applied
on (he device uging Firepower Device
Manager.

& =

Use Credentials (Basic)

Onboard a device using its IP

address, or host name, and a
username and password.

Use Serial Number
Use this meathed for low-louch
provisioning or for enboarding
configured devices using their senal
number,
(FTD 6.7+, 1000, 2100 and 3100
saries onlv)

on
J

4
o
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[FTD — = 4‘ A Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
s delivered Firewall Management System, click the FTD button instead. Learn more &

Firewall Threat Defense

=

Use Registration Key
Onboard a device using a registration
Recommenaeda, kay generated from CDO and applied
on he davice using Firepower Davice nfigured davices using their seral

Manager,

o Device Name _

o Database Updates Enabled

9 Create Registration Key 7353::—
o Smart License (Skipped)

0 Jone Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Go to Inventory

S8 T ZMA

5E 7|2 71X = FDMoi| EAlsto] Bo{d2 £ S22 S ELICH. FDME Cloud Services LHOf
S£5M o|0|X|of EAIE! Zd%{ZH Enabled2 E A|EL|CH.

C|HtO|A T} 7S E[o] A E|H C|HHO|A Y SHE[2E 2 Smart 2tO|MAE AL{FR&LICE.



i o 3= =5
Monitoring Policies Objects Device: joroa-fdm-tech...

Device Summary

Cloud Services

9 Mot Registered

You can register the device with the Cisco cloud to use additional cloud -based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternativelhy
auto-enrcll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrocllment Type

Security/CDO Account Smart Licensing

Region

US Region w

Registration Key

7asac2 i

@ Service Enroliment

Cisco Defense QOrchestrator

Cisco Defense Orchestrator is a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cizco Defense Orchestrator

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics to Cisco which are
essential for Cizco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sampla Data that will be sent to Cisco. See.mara v

T

Enroll Cisco Success Network

FDM &5

FDME S5 3l™ Tenancy, Cloud services connected & Registered7t E A|EILIC}H
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Manitoring Policies Objects

G l/:\ .@ @ . admin alle - - ;
=) . cry BE
A= - Adminietrater cisea SECURE

Davice Summary

Cloud Services

Enroliment Type: Security/CDO Account  Tenancy: I [« Y
Reglon: US Reglion

Cisco Defense Orchestrator DISABLE Cisco Success Network DASABLE

@ ]

X Cisco Success Metwork enablement provides usage information and statistics to Cisco which
@ tote: if the device is registered 1o cloud services using Smart Licensing, the device will not work with are essential for Clsco to provide technical suppert. This information also al = Cisco to
COO. Flease he device and re-on-board using the registration key method with the you can
=S rity/Cl

ount™ option, -
that will be sent

improve the product and to make you aware of unused available features so
maximize the value of the product in your network. Check out the Sampl
to Cisco,

A allows you to configure multiple devices of different types from a
cloud-based conflguration portal, allowing deployment across your network.

@ Disabled

FDM &5 22
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Label Groups and Labels

Add Labels
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FDM 22 2/E

FDMO| CDOO d&XMez 2T T|™ FDMO|AM 220k 6ok &f LICH. FDMO|lAM 230FR 8 =
CDO LH M Tools & Services(& & A{H|A) > Migration(OFO| 221 0|M) > Firewall Migration

Tool(¥ 2 oto|22Ei|o|M =7) =2 O|SEfLIct

F& Tools & Services Tools & Services Migrations
) & Dynamic Attributes Connector i Firewall Migration Tool
{E}} Settings 3
= Secure Connectors & ASA to FOM Migration
¢= Firewall Management Center g7 Migrate FTD to cdFMC

™ ASA Templates

Add(%7h) 7|28 B 2istel elolol ol ol LietLt, ol Dhol a0l Z2MAE Alstaty] Sist
OIE 2 ZaHoF B LiErdLITt

— s e e Pty . | A ’,r

s g ey byl Bapen a4 i, T penrn o g P o bt brwmin b5 PTG

O|§ & Hi# F Launch(&™)E Z&=l5to4 0to|1aio|ME A|ZFELICH

Initialize Migration X

To initialize the migration process, name this migration and click OK. CDO will
notify you when the migration tool is ready for use. When ready, select this named
migration and launch the tool.

Mame *

[_fdm_migratinri

& This is an auto-generated name. You can change it if you wish.

M x7(5t

atolz ol

Launch(&&)& Z2lst0{ 0to|12i|o]4 Zxm|TefoldE AlZfgfLCt.



Firewall Migration Tool

T B[G[)

Hama 3 Status. Created Date 2 Degaravisioning Dsts 2 Actions

I i _rigration @ Avady to Migrate Jun 12, 2024 Jun 19, 2024 r -] m

obo|Z 3ol AlEF ZEMA
Launch(A&&)E Z2/5tH olo|a ol Z2MAE 9|3+ 20| Y2IL|C} 047|M Cisco Secure

o
Firewall Device Manager(7.2+) SM0| MEHE|L|C} QFoM MEEH CHE Ol M2 HH 7258 E &
Mg

cicco Firewall Migration Tool (Version 6.0.1)

Select Source Configuration ®

source Firewall Vendor

Cisco ASA (8.4+)

Cisco Secure Firewall Device Manager (7.2+)

Check Point (r75-r77)
Check Point (r80-r&1)
Fortinet (5.0+)

Palo Alto Networks (8.0+)

FMT A4 MEH Z41| 322{| 0]

MEHSE M| 7FX| OFo|2Bf|o|E SMOo| EAIELICH B3/ 74 M8, &% &
9l 22 2AME FTD M stESo{of =&

OH
ot

xl-ﬂ

7 7d 2E, §

0| A2 5 Hml =Ml Migrate Firepower Device Manager(Migrate Device Manager)(Includes
Device & Shared Configuration(C|HO|A & & Hu|Tz|o|M Z&hH7t =ELIC



How would you like to migrate from Firepower Device Manager :

@ Click on text below to get additional details on each of the migration options

() Migrate Firepower Device Manager (Shared Configurations Only) >

@ Migrate Firepower Device Manager (Includes Device & Shared Configurations) A4

« This option migrates both device and shared configuration. Same FTD is moved from FDM managed to FMC
managed.

« The migration process is to be done over a scheduled downtime or maintenance window. There is
device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
« User should provide FDM credentials to fetch details.
« FDM Devices enrolled with the cloud management will lose access upon registration with FMC

« Ensure out-of-band access to FTD device is available, to access the device in case of accessibility issues
during migration.

« It is highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.

« lithe FTD devices are in a failover pair, failover needs to be disabled (break HA) before proceeding with
moving manager from FDM to FMC.

« FDM with Universal PLR cannot be moved from FDM to FMC.

« FDM with flexConfig objects or flexconfig polcies cannot be moved from FDM to FMC. The flexconfig objects
and policies must be completely removed from FDM before migration.

« FMC should be registered to Smart Licensing Server.

Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device (New Hardware) >

Note :

oto|zgolM &M

oto|1eiolM g MEiSt = NS E S50l ClHio|AE MEiFFLICEH



Live Connect to FDM

«  Select any FOM device onboarded on CDO from the below dropdown.

« Only devices with online connectivity and synced status will be
displayed in the dropdown_

«  Click on change device status button to update the FDM device status
from In-Use to Available.

Select FDM Managed Device

- s ~
nlant EFLA LA anams
|3': LU LA aria el L

T

FDM & x| A&

FDM device config extraction successful

100% Complete

BH 2lof = BES Hoi ClHIO|AE MEIEH Aol BHAHIE HAEstD oldlist= Zd0| E&LICH
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Firewall Migration Tool (Version 6.0.1)

........

Source; Cisch Secure Finewal

Note; 5teps 7,8 and 3 should be carried out in a maintenance window,
Selected Migration: Inciud

Extract Cisco Secure Firewall Device Manager (7.2+) Information ©
Extraction Mathods
v

FIOM IP Address:

Parsad Summary
3 0 4 0 1
0 2 2 1 1
n n n n /
o o
oto|1 B0l ZEMA EHA
M Oto|23[0] M2l B "FMCOIM 7|E AAMIA Ao HEH, NAT = RAVPN HAME ALS5HAIZIE
S MEfgrLicH

LI77t?" Z440] E A=/ Cancel(F4)

Doy woo waliivl B0 wSe an Exisling Acoess Conlral Policy, NAT of RANFH Policy on FIC

Yes (») Mo

cAancel

SH

LIC}. Proceed(®&

TR
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indermatcn  Select Target Lisp FTD ieswface  bisp S

Note: Steps 7.8 and 9 should be carried out in & maintenance window.

Select Target

Firewall Management - Cloud-deliveéred FMC

Select Fealures

Device Configuration Shared Configuration

Access Conlrol

DHCP

B Sserver

Mote:Platform seilings and file and malware policy maigration is supported in FMC 7.4 and later versions,

Select Targut

Note: Steps 7.8 and 9 should b carried sutin a maintenance window.

Select Target ©

Firewall Management - Cloud-delivered FMC

Selett Features

Rule Conve

' Process Config

wighe AIZFErLIC
TEEMZZMATZEREHEBME CIREES
TR Mg A8E = JU&LUCH

Source; Cisco Secure F

Selected Migration: Inc

Optimization

Migrate Only Refarenced Objects

Ty

Object Group Search (i)

Source: i
Selected Migration: In

to Ch&E Z&lstod ofolz e ol

fjo

A&




Select Target ©
Firewall Managemen! - Cloud-defivered FMC
Select Features

Rule Conversion/ Process Conflg

Mo parsing error found. Refer to the pre-migration report for more details. /

J —
Flease download the Pre-Migration repon for a detailed summary of the parsed configuration] | Download Repot )
I y l ! pott )

3 0 3
Access Control Lisi Lines Network Obje
Stand
0 2 2

Dynamic-Route Objeds Metwork Address Translation Logical Interfaces

Site-1o-Sle VPN Tunnels Remote Access VRN

ection Profiles)

Source: Cis
Selected Migration: It

~
0 3
Por Objecis Access Control Palicy Objects
ion, URL okpets and
1 1
Routes CHCP
Static Routes, ECMP) Server, Relay, DONS
Back Next

ClutolA QIEHO|ATE EAIEIE S MY ELICH 2 A2 M, RefreshE 2215104 QIE{H|O|AE

YO|o|Est= Z0| £&

Hote: Staps 7.8 and 3 should be carrled out in o maintenance window,

Map FTD Interface ©

FTD Interface Hame

Gy 0 Gigab
b

20 v peipage

EAEl= QEHo|A

Security Zones and Interface Groups(& 2t

Add SZ & 1G(SZ ¥ IG F7HE AI83sto{ =82 =

LICH. A& 0| 2t =2 | Next(CHZ)E 2=Ist0 A& E + A&LICH

Source;
Selected Option:

(SN Success
. Successhidly gmhernd details|

2401 9 QIE|H 0|4 18) MM OIS BHLICH 047|M
7tsfoF #HLICH of ollol M AHS A4&do] M=
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Firewall Migration Tool (Version 6.0.1)

o =y o =
(0 z 3 5 ] 7
Bt FOM fomasen Seiect Tagat Mag FTD siarfase  Map Socurip Zones & Rbvies £ Vaktale  Fiah Shaeed Coofg T Lvva Masage Fuvies & Vabdate  Compieis Wigmtn
inseetace Grougs Fuc

Mote: Steps 7.8 and 9 should be carried aut in a maintenance windaw,

EI‘R &LICt o|ZE A 5tH EIPOI:LE{IOI Me FMC LHOM CIEH[O|AE RtS2 2 ddE + U
ALy

Source: Cisco Secure Firewall Device )

Map Security Zones and Interface Groups @ ire Firewall Device er (7.2
P ty Lk 4 SollcndOpuon; ncludes Device and Shared Config

(asdsza16 )| (CAdotmate )

next button to proceed ahead

Mote:Click on Auto-Create button to auta map the FOM namei as the name of the FMC interface abjects and security zones, Click an

A& o] 542 FDM QB 0|AE S 0|FE 7HEl FMC2| 7|E FTD 202 &3 &

O|A O Foi oHEELICE

QIE |

L LY ] Sl

LU LW N i L

[]
- Auto-Create
Gigabit Auto-create maps FOM interfaces to existing FTD security zones and interface

groups in FMC that have the same name. If no match is found, the WMigration Tool
creates a new FTD security zone and interface group with the =ame name in FMC.

Select the objects that you want to map to FDM interfaces

:H:Seauri’q-,.r Zones Interface Groups

(Autn—ﬂreate )




ch  Bap Security Tones &

Interface Groups.

Hote: Steps 1.8 and 9 should be carled out in a malntenance window,

Map Security Zones and Interface Groups © Source: secure Firewall De
Selected Op\mn nciudes Device al
(radszaic ) (CAuoCreate )

eutids_rens Cigabes!

vt

oetside_ig (4]

flase naide_zone

naide_z naide_ig (A

Note;Click on Auta-Create button to auto map the FOM nameif a5 the nama of the FMC interface objects and security zones. Click on nest button to proceed ahead
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L Review BValdale  Push Suved Confg B
|3hared Comig]

Hote: Steps 7.8 and 9 should be carded out in o maimenance window.

Optimize, Review and Validate Shared Configuration Only © s.p:::;stm{g{mnn

Access Control  Objects  NAT

C Access List Objects mﬂ Port Objects | Access Control Policy Objects | VPN Objects | Dynamic-Route Objects )]

Select all Jentnes  Selecled 0/3

Validation State




OHA|A A|of, ZHA| 2 NAT Zdx|2|o|A

O OhE S& I8 0[MBF F A

Validation Status

Successfully Validated

51 validation Summary (Pre-push)

1d 3 4
Access Control List Lines Network Objects

o

0
.

3 Metwork Address

Translation

R

Push Shared Configuration Only

OH

S HAmagio|ME F A

ro

t2E0 MY FQ §Y HYsS #EE + &Lt

3
Access Control Policy
Objects

{Geo, Application, URL objects
and Intrusion Rule Group)

en

Firewall Migration Tool (Version 6.0.1)

Push Shared Config to FMC
PUSHING

—
24% Complate

Push to Cloud-deivered FMC is In progress. Please
wait for entire push process to complele the magration

S5EHE +E°F F JE EAEN ZAE CHE 6EAHZE ZI-AFLICEH 07| FMCE 3% #78

277t =dELIC ol CHE EFF & M=isto TI-AFLICH

Selected Migration:
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Firewall Migration Tool (Version 6.0.1)

() ﬁ . e s
()
Saiwtt Tt Mag FTD Push Shared Conlig e & L & Dot My i

o PG

Hote: Steps 7.8 and 9 should be camied out in & maimenance window.

Source: Cis

Push Shared Config to FMC Selected Migration:
Migration Status

@) Migeation of Shased Confy is comgiete, poicy is pushed to FMC
Haxt Step - Login bo FMC to deploy the policy to FTD.

Live Connact:

Selected Context: Single Context Mode

Migration Summary (Post Push)

3 4 3

Acoess Control List Lines Network Otgeds Acopss Control Policy Objects

Gea, Apphcation, URL obects and
irucsion Rl Geoup)

2

Hetwork Addrass Translation

FMColl 37 74 Zo{&7| &=

ol SM2 =2l HAIX|E EE|7stod 22Xt Oto| 1|0l E ALK E X E&LICH



Confirm Move Manager

Requires maintainence window to be scheduled

FDM manager will be moved to be managed in FMC.

The steps outlined below should be performed in a maintainence window as

there is device downtime involved in this migration process.

« Ensure connectivity between FDM device and FMC to move the device from
FDM to FMC using FDM.

« FDM devices enrolled with the cloud management will lose access upon
registration with FMC.

« Ensure out-of-band access to the FTD device is available during migration.

= |t is highly recommended that a backup (export) of the FDM configuration is
performed to restore the onginal state of the firewall managed by FDM.

« FMC should be registered to Smar Licensing Server.

] | acknowledge all the steps mentioned above have been completed.

ZElxt o|S FHel

Z2|Xt oto|Bflo| Mg ZIgEtE4™ Management Center ID 2! NAT ID7} 2{0{0F 5lH, Ol &%
LICt. O|248t IDE Update Details(QEI0IE MIFALE)E MEHSI0] ZHAHE &= Q& LICH O] S
+35tH cdFMC LS| FDM E 3ol Chal| 5t O|§ 2 Y28t ohs HE AlE S MEste B &
Of AIZHEILICH,



Firewall Migration Tool (Version 6.0.1)

I’ o ) I I )
U 2} 2 . ) \&J ° : :
Extract FOU isdsematen  Sabatt Targat liag FTO bssarfs Mg Samuity Zooas & Flowiww & Vaiiess  Push Stacesi Coniig T e Mmngesr Ciormpiene Nigrasion

It g Grmep [Shame Comtig) ug

Note: Staps 7.8 and 9 should be carried out in a maintenance window,

L
Maove Manager

Source Secur
Selected Migration: Inc

cnee o i \ekwdaps i CicoUmbrelaDNSSenverGross « () Dala () Management Seiwet Data Betace v

Zelxt MIE ID & NAT ID

Firewall Migration Tool (Version 6.0.1)

Update Device Name for Registration - -

fem |
Note: Steps 7.8 and 9 should be carried | |

Move Manager

Source: Cis ECLIrE € Manage .24

This stap s mandatory ans shauld be parformed during a downilme d FMC, you can no longer use the device manager t mannge It

Management Cant... Management Conte... [ ] NAT 1D @ Threat Dele DNS Sener Group Dota Interface

cisco-me-r

Erna o ree internal cloudapp v CacolmbrelaDMEServerGrou - () Data | | Management Seleci Daba irbertace -
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Firewall Migration Tool (Version 6.0.1)
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Mote: Steps 7.8 and 9 should be carried out in a maintenance window.
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Firewall Migration Tool (Version 6.0.1)
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Firewall Migration Tool {Version 6.0.1)
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A network object represents one or more [P addresses. Network objects ane used in vanous places, including access control policies, network variables, intrusion rules, identity rules, network discovery rules, event searches, reports, and soon
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