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(5090625, +0 ms) Aug 22 09:56:33 [17732]: ERROR: Util::GetFileSHA256: unable to generate file fp: C:\Pr
(5090625, +0 ms) Aug 22 09:56:33 [17732]: ERROR: VerifyFile: Failed to grab hash of C:\Program Files\Ci
(5090625, +0 ms) Aug 22 09:56:33 [17732]: ERROR: VerifyAllInstalledFiles: Failed to verify $AMP_INSTALL

Example #2:
(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: imn_error: fp_gen_internal: failed to open file C:\Pr
(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: Util::GetFileSHA256: unable to generate file fp: C:\P

(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: VerifyFile: Failed to grab hash of C:\Program Files\C
(1737859, +0 ms) Sept 11 14:04:05 [20180]: ERROR: VerifyAllInstalledFiles: Failed to verify $AMP_INSTAL
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O Protection history

View the latest protection actions and recommendations from Windows
Security.

All recent items Filters v/

Risky action blocked
12/09/2024 06:25

(i) Your administrator has blocked this action.

App or process blocked: powershell.exe

Blocked by: Attack surface reduction
Rule: Block use of copied or impersonated system tools

Affected items: C:\Program Files\Cisco\AMP\8.4.2.30317\sfc.exe

Learn more




Windows Security

O Protection history

View the latest protection actions and recommendations from Windows Security

R
All recent items Filters v
0O
> Risky action blocked
P Low
8/22/2( 09 AM
|:T::.
8 () Your administrator has blocked this action
f b 1m I 120
0
e LK i
~ 1 E f I np:
ffe i ten o M ) fe
Learn more
| .I'['\
-~ Risky action blocked
r\) a y 4 11 Low

07 AM

LHEHH L

Olefgt BE AHge Hot A= mQIE T} METE| ofE 2|70l Mof olsH AHEHElD 2SS
2 2RIzt wy

Ct. o] AlLt2I20 M= Intune 2| QEZQIENM &2 2AME|RHLE FAAE|X| ot
MELICH S EH A - SAL|HLE 7IEE AAEH 7|50 AH S RIEHEFLICE

sz

Ol 7|sof Cigt Zx|2ef|o[M2 o ZE 2|7 0| FHE Xtoi| Al 225t 7Lt O] Z|4] H[O|AE Salf o] 7
Soil CHall REMISI B ESHAIAIL.

2bx40l WA Yol intuneol M BHEIEl= A= EOIEE o KBHHQl HMo = oS 5 HLE K
So{™ W7l 0] 715 HAMoZ YAHMOZ T 4 et


https://learn.microsoft.com/en-us/defender-endpoint/attack-surface-reduction-rules-reference#block-use-of-copied-or-impersonated-system-tools-preview
https://learn.microsoft.com/en-us/defender-endpoint/attack-surface-reduction-rules-reference#block-use-of-copied-or-impersonated-system-tools-preview

Microsoft Intune admin center

Edit profile - WCS - Defender Baseline
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