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Windows NT AAAE Cisco Secure C|H I HE 71X 27|
Windows NT AAAE Cisco Secure SA CIHI HE 71X{27|
QIEIQIOE ALK} Q15 HAE
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RADIUS 2 ZEl 218

TACACS+ X5 8t QI

TACACS+ X & 2I5(29)

e HE
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DOC BBE S AtEst7LE GUIE A8 35tod HE HEE 2 &+ A&LICH

DOS9o| HHE SMHME S35l WindowsE Cisco Secure ACSe| HHM HEE H E4U=| RADIUSS| A=
cstacacs fE &= &sradlusﬂ TACACS+2| B -vE AI235t1 TACACS+2| B2 xB AFEEfLCt. o}
o 0l A ZSHAAIL.

C.\ Program Fil es\ G scoSecure ACS v2. 6\ CSTacacs>cstacacs -s
CSTacacs v2.6.2, Copyright 2001, Cisco Systens Inc

C:\Program Fi | es\ Ci scoSecure ACS v2. 6\ CSRadi us>csradius -v

CSTacacs v2.6.2), Copyright 2001, G sco Systens Inc

Windows Bl X|AE 2|0{l A Cisco Secure ACS ZE 1| HM HEE 2 £ Q&LICH 0 E EH
CtZ 1t Z&Lct.

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ G sco\ G scoAAAv2. 1\ CSAut h]
Ver si on=2. 6( 2)

GUI Al
CISCO Secure ACS GUIZ HHME E2{™H ACS & H|O|X|2 0|8 stAAI. HM|EX| 3t H 1% AH
0i| 2{= Cisco Systems 211 & Z2!5t04 0] 2 s=&& &= U&LCt & H Oo|X|2| 5tEto= A

T 0| E AIEILICE

Windows& Cisco Secure ACS C|HHZ =& AN

CHS2 ZcH C|HZ SEE = ol 228 042 CIHZ S0 et dF Lot

T

ACS GUINIM EZ BjdE TH=E MM = WY

2E HAIXIE 7I53I=5 ACSE AMZsHor
o
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FL|CH Of=A| stEdH of2f LEEl BHAHIE s-stAA|

ok


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

1. ACS & H|0|X|0{ M Systems Configuration(A|AE! Z1I|28|0|M) > Service Control(AH|A
Xjo)2 2 o|SEfLICt.

2. Service Log File Configuration(AMH|A 21 ot Hu|ago|M) SlE oM A&
Full(d&)E AYefLCHEQE 39 M ot My L ClHER| el dMg =-HE

System Configuration

CiscoSecure ACS on mhammon-pc @J

Is Currently Running

Services Log File Configuration ﬂ

Lewvel of detail
" Mone
O Low
@ Full

(renerate MNew File
# Ewvery day
(" Ewvery week
(" Ewery month

(" When size is greater than [2048 | KB

[ Manage Directory
" Keep only the last I? files
* Delete files older than I? days

| Frevon | Sen] Coree |

Dr. Watson 228 A3sIE 9y

H2d T E T EO0|A drwtsn32E 235t Dr. Watson 20| LIEL LICH 2E A E ZHEIAE HE
2 EHx 7|3 Ho|g SMo| ME{T|o] =X &elgLct.



™ Dr. Watson for Windows 2000 2| x|

Log File Path:  |All UsershDocuments\Diiw/atzon Browse.

Crazh Dump: H:\Documentz and Settingshalll - Browse...
Wy Fle Bise
Murnber of [nstructions: 1o

Murmnber af Errars Ta Save: [10

— Options

v Dump All Thread Contests
¥ Append To Existing Log File
™ Wisual Notilicatiur

™ Sound Notification

¥ Create Crazh Dump File

Wi Clear

Application Errors

fiebec_ugzewe cO000005 JS_AlazPropert[B0022743)
gxplorer.exe cO000005 Ordinal 9077 RA8C3C)
explorer.exe cO000005 <nosymbolz:[/11870EF)
explorer.exe cO000005 <nosymbolz: (/00 ERA5F)

al | |

ak. Cancel Help

package.cab I} BHE 7|

17| X|.cabZ} HZE?

package.cab= ACS2| 2 2%Q Ex| sl 2ol et 2& TS Z&s5t= Zip .
CSSupport.exe FE2IE|E AF®3t0q package.cabE THELI TUS 502 £ EIE £+ U&L
Ct.

CSSupport.exe S EI2|E|E AF23510{ package.cab I} & BHE 7|

HEE £Z&l5lof 3t= ACS EAM7} U B2 EXM7F EAIZ|H 758 ¥E| CSSupport.exe THUE
Al->BLICE DOS BHEE E&= Windows EFA7| GUIE A& 3501 C:\program files\Cisco Secure
ACS v2.6\Utils>CSSupport.exe0l| A CSSsupportE A&gfL|Ct.

CSSupport.exe It U S A=stH S FO| LIEHLICEH



CizcoSecure State Collector

CiscoSecure ACS

for Windows NT

Syztemn State Collector.

Mote that thiz program will tempaorarily suspend CizcoSecure ACS for NT zervices,

F|un "-.-'-.-"lzard (e Thiz option performs data collection and
............................ b

Set Log Levels Only Thiz option adjusts logging levels

MNewut > Cancel Help

o| =tEHol= 5 7tx| 7|8 &4M0| U &LICH.

- OPHALE Adstod ChEat 22 Ul 7FX| EtA|E oL LIC} Cisco Secure State Collector: HE&E
MEHCisco Secure State Collector: A x| ME4Cisco Secure State Collector: 21 M| HE &
AlCisco Secure State CoIIector(*'Xﬂ T&EE

. Set Log Level Only(Z2 1 2|8t MEHE MEf5IH 7'<-|% H EHA|E 74145 1 Cisco Secure
State CollectorZ H}I 2 0|5 & £ U&L|Ct. XHHI?_ FMEE EA | 2}':'4

Zx Mx|o| A< OrHA M-S MEiStod 20 Mol EREHE

Set Log Levels Only SM2 At835t0{ 2Z Eﬂt“'o zHEE Mﬁ IEP Eiet = CHgS =L
Ct.

OFEAL A3

CIE2 OHA A SME AH85t0d HEE MEist= Widodl| CHa AHEELICH.

1. Cisco Secure State Collector: & MEHAIEXI DB & O|M 208 Meft 2E SM2 7[2X
oz MEedsfof stL|C}. E'_x-||7|- AMNEX = I8 HO|E{H|o|ACIT MZHE|3H AFE X DBE M
EWStLICE ol 238 Z & 5l2d™ Previous Logs(01™ 21) M ME{gL|CH 2t2 5™
Next€ Z=2&L|Ct



CizcoSecure State Collector: Information Select

Cisco SysTems  CiscoSecure 2 4 has been detected.

— T'he followng mformation will be collected

[ E_IEEE:}E ¥ Tacacs Packet Dump

¥ CSNT Regsty | Radius Packet Dump

¥ Dr'Watson ¥ CSLogPacket Dump
—Semice Log Fles

W CSAuth ¥ CSRadius [ CSTacacs
[v CSAdmin ¢ C5log ¥ CSMon

[~ Previous Logs:

— Accounting Log Files -
¥ TACACS: Accounting I TACACS+ Admin
¥ Aaduus Accounting ™ Failed Attempts

[~ Previous Logs:

< Hack MNeut » I Cancel

Help

2. CISCO Secure State Collector: A x| M&package.cabE Hix|& C|HEE|E MENEILICE 7|2
Zk2 C:\Program Files\Cisco Secure ACS v.26\Utils\Support&/LICt. #5t= Z<

o| ¥%xIE
g £ U&LICH Dr. WatsonQ| 2HHE k|7 RIHEIR=K| & QISHAA|2. CSSsupportE
AlSSEd™H MHH|AE A|ZHSHD S X|GH0oF & LIC}H Cisco Secure ServicesE & X|5t11 A&}
o{H O S 53'0F01 H&SghLlct

=]H=E =2 T



Cis"toSecure State Collector: Installation Select

Cisco SvsTems

D:%Program Files\CizcaSecure ACS w2 EMUbls\Suppoart

CoAWIMMT Sdmatzn32. log |

3. Cisco Secure State Collector: 21 M5 HE EA|ZE AH|A0] Ci35H Set Diagnostic Log

Verbosity(ZlIEt 21 M5 HE d%) S48 2|0 +E2 2 ™ B} Diagnostic Packet
Capture(RITH THZ! Z4%]) XM= otzfoll M M- S92l & =oil (2t TACACS+ EE= RADIUSE M
EHSFL|CH Keep CSLog Packet Capture SM& MESLICtH t2|MH Ctg S S2gLICHE
0| Mol 208 ME5tE{H T 100 O] 2 SMS MESH OIS EIE8 U =8
M sHof gLct



CiscoSecure State Collector: Log Yerbosity

Cisco SYSTEMS (" Leave logging levels at cument settings

. [ SettoFacton Defaul

(» Set Dlagrms!u: Log Verbomty to maximum level for
all zervices

- Diagnostic Packet Capture

TACACS+ Packet Capture 15 Hadiuz Packet Capture 12
currently switched on cumently switched on

W Keep TACACS+ Packet Capture I~ Keep Radius Packet Capture

~Log Server Packet Capturs

CSLog Packet Capture |
swit.lg]}-?.gdaqcn f R B Gty 3 I'.eap C5Log Packet EapturEs

¢ Hack Mext » Cancel Help

4. Cisco Secure State AEEHASE M MH|ATF SX|Z|1 CHA Cte A7 EAIELICH
0| ZEF2 CSSsupportol M Eeft ZE 1S 7t = ol EELCt CH AlZH2 %|4A 04
OF #LICH Of &0l MHIAE BXIot0 CHAl AISHE & 2aLIC A4 512D NextE 2218t



CizcoSecure State Collector

Cisco SysTems  WARNING: When vou press ‘Next' on this screen, the
services will be temooranly stopped and then restarted. If
pou do not wish to proceed, pleage press 'Cancel now,

< Hack __ﬂenib _: Cancel HElE
HIAE CHA| A|ZHSHH X El |%|0 A package.cabE A& £ Q&LICH OIS
package.cab I+ 0| EH[EL|Ct.package.cab0ll CH5H X[ et {XIE 5 L
HEZIZE KULICH 7|& X AX|L|o{7t 22X 2 ZEMA Soi| HMEX| LEER = U&
L|Ct.

23 gt A

0|70 State Collector(&fEi HEE)E AN 2Z | HHE38Hof 5t= 3 Set Log Levels
Only(Z21 BIdEr ™) SME AF&35}0q Cisco Secure State Collector(Cisco 29+ A'Ef ZABIE{) 2
ALE = A &LIC _Log Verbosity 3t - TIE THZ! ZHR{E AT LICH Next(CHZ)E 22/6tH
Warning(Z@1) H O[X|2 HI 2 O[S & LICt. 2% CtZ Next(CHZ)E CtA| 22l5t01 MH|AE SX|st
T oIUdg =&t MH[AE CHA| AlZFELICEH

package.cab I} &l £SO 2 £3l

CI= 2 package.cab® At Ar|= mt ol FSFQLICH. CSSsupport7t MCHE 2 S3HX| &t ™
Windows Ef M 7|2 Al35t0{ O|g{8 IS =& & £+ Q&Llct

1

Regi stry (ACS.reg)

Failed Attenpts File
(C\programfiles\Ci sco Secure acs v2.6\Logs\Failed Attenpts active.csv)

TACACS+ Accounti ng
(C\programfiles\Ci sco Secure acs v2.6\Logs\ TACACS+ Accounti ng\



TACACS+ Accounting active.csv)

RADI US Accounti ng
(C\programfiles\Ci sco Secure acs v2.6\Logs\ RADI US Accounti ng\
RADI US Accounting active. csv)

TACACS+ Admi ni stration
(C\programfiles\Ci sco Secure acs v2.6\Logs\ TACACS+ Admi ni stration\
TACACS+ Admi ni stration active.csv)

Auth | og
(C\programfil es\Ci sco Secure acs v2.6\CSAut h\ Logs\ aut h. | og)

RDS | og
(C\programfiles\Ci sco Secure acs v2. 6\ CSRadi us\ Logs\ RDS. | 0g)

TCS | og
(C\programfiles\Ci sco Secure acs v2.6\CSTacacs\Logs\ TCS. | og)

ADW | og
(C\programfil es\Ci sco Secure acs v2. 6\ CSAdni n\ Logs\ ADM N. | 0Q)

Csl og | og
(C\programfiles\Ci sco Secure acs v2.6\CSLog\ Logs\csl og. | og)

Csnon | og
(C\programfil es\Ci sco Secure acs v2.6\ CSMn\ Logs\ csnon. | og)

Dr WAt son
(drwtsn32.10g) See section 3 for further details

Windows NT AAA& Cisco Secure C|Ha ME 7}x{27]

EME 3H A5t B2 HYZE 2 0of|A Windows NT CSRadius, CSTacacs 2! CSAuth MH|IAE Al
St £ Ol

11: Windows NT-& Cisco Secure AMH|ATF BHEE ZEOM A™ 52 B GUI HMATH AT
L|C}.

[t mok

CSRadius, CSTacacs &= CSAuth C|HHO HE E (1o 2{ DOS &2 Y17 Windows &7 3t
HI{ =0|E 30022 ZF_’é;'.%.*L—IEL

CSRadiusoll CHall Ct& & & AFSELICH

c:\programfil es\ciscosecure acs v2.1\csradi us>net stop csradius

c:\programfiles\ciscosecure acs v2.1\csradi us>csradius -d -p -z

CSTacacs0ll CHall Ct& B&E AFSEfLICH

c:\programfil es\ciscosecure acs v2.1\cstacacs>net stop cstacacs

c:\programfil es\ciscosecure acs v2.1\cstacacs>cstacacs -e -z



SH 22X E siiZsts 82 BHE Z=0{M Windows NT CSAuth MH|AE A™e = l&LICH

At 1: Windows NT& Cisco Secure MH|A7I HHE DEOAM A S AR GUI HAMA 7| A8t
=|L|c}
= .

CSAuth EX| C|Ha MEE dof{H DOS 22 ¥ Windows &4 3lH HI{ &=0|E 30022 &=
Mot

a4 Yoy M 25 0|M CSAuthof CHS BHEE ALSE L CH

c:\program fil es\ciscosecure acs v2.6\csaut h>net stop csauth

c:\programfil es\ciscosecure acs v2.1\csaut h>csauth -p -z
debuge B ZEZE Fof 7|E £ $BASE\csauth\logs\auth.log Tt L0 = 7|S EL|CH.

QIEDIPISE AIEX IS EHAE

A& Xt 2152 CLI(Command Line Interface)& S8l HIAEE = &LICt. RADIUSE "radtest"2
E|AEE o QIO TACACS+E "tactest'Z HAEY = Q&LICH O HAE= S4l C|Hto|20
MegstClHa HEE MMSEHK| &t 7{L} Cisco Secure ACS Windows EA|7} /= X| C|HIO|A B
M7l UEX| E= HEO| UE B2 8 = YUSLICH radtest 2! tactest Z5F $BASE\utils C|H E
2lofl U&LICH ChS2 2 Eﬂﬁ_—-l 04| & Lt

Radtest®& At&35l0{ L ZE}PIS 2 RADIUS A%} 9IS E|AE

SERVER TEST PROGRAM

.Set Radius |IP, secret & tineout
.. Aut henticate user

.. Authenticate fromfile

.. Authenticate with CHAP

.. Authenticate with MSCHAP
.Replay log files

.Drive authentication and accounting fromfile
.. Accounting start for user

.. Accounting stop for user

. Ext ended Setup

. Cust orer Packet Buil der

CExit

CPPPO®NOTREWDE

Defaults server:172.18.124. 99 secret:secret_val ue tinmeout: 2000nSec
aut h: 1645 acct: 1646 port: 999 cli: 999

Choi ce>2

User nane><>abcde

User pasword><>abcde

d i ><999>

NAS port id><999>

St at e><>

User abcde aut henticated



Request from host 172.18.124.99: 1645 code=2, id=0, |ength=44 on port 1645
[080] Signature value: A6 10 00 96 6F C2 AB 78 B6 9F CA D9 01 E3 D7 C6
[008] Framed-I|P-Address value: 10.1.1.5

H't Return to continue

Tactest® Al235t0{ 2 Z2}QIo 2 TACACS+ AIEX} Q1B HIAE

tactest -H 127.0.0.1 -k secret
TACACS>
Conmands avai | abl e:
aut hen action type service port renote [user]
action <l ogin, sendpass, sendaut h>
t ype <asci i, pap, chap, nschap, ar ap>
servi ce <l ogin, enabl e, ppp, ar ap, pt, rcnd, x25>
aut hor argl=val uel arg2=val ue2 ...
acct argl=val uel arg2=value2 ...
TACACS> authen login ascii login tty0 abcde
User nane: abcde
Password: abcde
Aut henti cati on succeeded
TACACS>

Windows 2000/NT Cl|O|E{H|0|A Al o|f AH

215 0| Windows 2000/NT2 MY |1 UX|BH MI{St= B2 Programs(Z £ 1 2) > Administrative
Tools(Z 2| =) > User Manager for Domains(=H|212| AL& X} #2|X}), Policies(Z2) > Audit(Z
ME 0|S3+01 Windows Al 7|52 MEE = AU&LICH Programs(Z21%7]) > Administrative
Tools(# 2| &) > Event Viewer(O|HIE Ho{)2 0|SstH Q15 Auli7t ZA|IELICE AMIfEt Al 2O
ol M 4=l A= of2h o ef Z 0| FAS 2 EAIFLICH

NT/ 2000 aut hentication FAILED (error 1300L)

0|48t HIA|X|= Windows 2000 Event & Error Messages and Error Codes in Windows NT
(Windows 2000 O|HIE 3l 2 F HA|X| 2 2F FE)O| Microsoft | AFO|EO|M TAE £ Q&L
Ct.

1300L 257 HIA|X|= ofeHet 2ol M3

0=
in
2
30
Iy
C
[ul

1300L ERROR_NOT_ALL_ASSI GNED Indicates not all privileges
referenced are assigned to the
caller. This allows, for
exanple, all privileges to be
di sabl ed w thout having to
know exactly which privil eges
are assi gned.


http://msdn2.microsoft.com/en-us/library/aa125719.aspx
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q155011
http://msdn2.microsoft.com/en-us/library/aa125719.aspx
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q155011
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q155011

RADIUS X4 9IF

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z
CSRadi us v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
Debug | oggi ng on

Comrand |ine node

SERVI CE STARTED

Version is 2.6(2.4)

Server variant is Default

10 auth threads, 20 acct threads

NTlib The | ocal conputer name is YOUR-PC

NTIib W are NOT a donmmin controller

NTIib W are a nmenber of the RTP-APPS donain

NTlib An additional domain list is defined: \LOCAL, RTP-APPS, sonedomai n

W nsock initialsed ok

Created shared nmenory

Ext ensi onPoi nt: Base key is [ SOFTWARE\ Ci sco\ C scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt
s]

Ext ensi onPoi nt: Entry [001] for supplier [GCisco Aironet] via dll [Aironet EAP.dII
]

Ext ensi onPoi nt: Looki ng for vendor associations for supplier [C sco Aironet]

Ext ensi onPoi nt: Found vendor association [RADIUS (Cisco Aironet)] for supplier [
Ci sco Aironet]

Ext ensi onPoi nt: Supplier [Cisco Aironet] is disabled, ignoring...

CSAuth interface initialised

About to retreive user profiles from CSAuth

Profile 0, Subset for vendor 1 - RADIUS (Cisco | OS/ PlX)

[ 026] Vendor - Specific vsa id: 9

[ 103] cisco-h323-return-code value: 01
Profile 0, Subset for vendor 8 - RADI US (Cisco Aironet)
[ 026] Vendor - Specific vsa id: 9

[ 103] cisco-h323-return-code value: 01

Starting auth/acct worker threads
RADI US Proxy: Proxy Cache successfully initialized.
Ht any key to stop

Di spatch thread ready on Radius Auth Port [1645]
Di spatch thread ready on Radius Auth Port [1812]
Di spatch thread ready on Radius Acct Port [1646]
Di spatch thread ready on Radius Acct Port [1813]
Request from host 172.18.124.154:1645 code=1, id=6, |ength=55 on port 1645

[001] User- Nane val ue: roy
[ 004] NAS- I P- Address val ue: 172.18.124.154
[002] User-Password value: BF 37 6D 76 76 22 55 88 83
AD 6F 03 2D FA 92 DO
[ 005] NAS- Port value: 5
Sendi ng response code 2, id 6 to 172.18.124.154 on port 1645
[ 008] Franed- | P- Address val ue: 255. 255. 255. 255

RADI US Proxy: Proxy Cache successfully cl osed.
Cal l'ing CMFi ni ()
CVFini () Conplete

SERVI CE STOPPED:

Server stats:

Aut henti cation packets : 1
Accept ed 1
Rej ect ed 0
Still in service 0

Accounti ng packets 0

Byt es sent 1 26

Byt es received : 55

UDP send/recv errors o0



F:\ Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>

RADIUS &2 & 2I&

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>
F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z

CSRadi us v2.6(2.4),

Debug | oggi ng on
Conmand | i ne node

Copyri ght

Version is 2.6(2.4)

Server vari ant

10 auth threads,

NTlib The | ocal

is Default
20 acct threads
name is YOUR-PC

conput er

NTlib We are NOT a domain controller
NTlib We are a nenber of the RTP-APPS domain

NTlib An additi
W nsock initial
Creat ed shared
Ext ensi onPoi nt :
s]

Ext ensi onPoi nt :
]

Ext ensi onPoi nt :
Ext ensi onPoi nt :
Ci sco Aironet]

Ext ensi onPoi nt: Supplier [Cisco Aironet] is disabled, ignoring...
CSAuth interface initialised
About to retreive user profiles from CSAuth
Profile 0, Subset for vendor 1 - RADIUS (Cisco | OS/ PlX)
[ 026] Vendor - Specific vsa id: 9
[ 103] cisco-h323-return-code value: 01
Profile 0, Subset for vendor 8 - RADI US (Cisco Aironet)
[ 026] Vendor - Specific vsa id: 9
[ 103] cisco-h323-return-code value: 01
Starting auth/acct worker threads
RADI US Proxy: Proxy Cache successfully initialized.
Ht any key to stop
Di spatch thread ready on Radius Auth Port [1645]
Di spatch thread ready on Radius Auth Port [1812]
Di spatch thread ready on Radius Acct Port [1646]
Di spatch thread ready on Radius Acct Port [1813]
Request from host 172.18.124.154: 1645 code=1, id=7, |ength=55 on
[001] User- Nane val ue: roy
[ 004] NAS- I P- Address val ue: 172.18.124.
[002] User-Password val ue:
AC 40 75 B3 3A BO AB
[ 005] NAS- Port value: 5
User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 7 to 172.18.124.154 on port 1645
Request from host 172.18.124.154: 1645 code=1, id=8, |ength=55 on
[001] User- Nane val ue: roy
[ 004] NAS- I P- Address val ue: 172.18.124.
[002] User-Password val ue:
0A C7 75 66 DC 48 27
[ 005] NAS- Port value: 5
User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 8 to 172.18.124.154 on port 1645
Request from host 172.18.124.154: 1645 code=1, id=9, |ength=55 on

onal
sed ok
nenory

domain |i st

SERVI CE STARTED

is defined:

1997-1999, Cisco Systens Inc

\ LOCAL, RTP- APPS, sonedomnai n

Base key is [ SOFTWARE\ C sco\ G scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt

Entry [001] for supplier

Looki ng for vendor associations for supplier

[Cisco Aironet] via dll

[ Ai ronet EAP. dlI |

[Cisco Aironet]

Found vendor association [RADIUS (Cisco Aironet)] for supplier [

port 1645

154

47 A3 BE 59 E3 46 72 40 B3

port 1645

154

FE AF G0 D1 4D FD 3F 89 BA

port 1645



[001] User- Nane

[ 004] NAS- I P- Address

[002] User-Password
7D 09 D2 A5 8E 65 A5

[005] NAS- Port

val ue:
val ue:
val ue:

val ue:

User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 9 to 172.18.124.154 on port 1645

Request from host 172.18.124.154: 1645 code=1,
[001] User- Nane
[ 004] NAS- I P- Address
[002] User-Password
87 8B 7F 8A 29 60 9E
[ 005] NAS- Port

i d=10,
val ue:
val ue:
val ue:

val ue:

User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 10 to 172.18.124. 154 on port 1645

RADI US Proxy: Proxy Cache successfully cl osed.

Cal l'ing CMFini ()
CVFini () Conplete

Server stats:

Aut henti cati on packets : 4
Accept ed 0
Rejected : 4
Still in service 0

Accounti ng packets 0

Byt es sent : 128

Byt es received : 220

UDP send/recv errors 0

SERVI CE STOPPED

roy
172.18. 124. 154
79 1A 92 14 D6 5D A5 3E D6

| engt h=55 on port 1645

roy

172.18. 124. 154

90 4C 6D 39 66 D1 1C B4 F7

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>

TACACS+ &5 ¢t Q&

F:\Program Fi |l es\ Ci sco Secure ACS v2.6\CSTacacs>cstacacs -e -z
CSTacacs v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc

CSTacacs server starting

Base directory is F:\Program Fil es\C sco Secure ACS v2.6\CSTacacs
Log directory is F:\Program Files\C sco Secure ACS v2.6\CSTacacs\ Logs

CSTacacs version is 2.6(2.4)
Runni ng as consol e application.
Doing Stats

***% Registry Setup ****
Si ngl e TCP connecti on operation enabl ed
Base Proxy enabl ed.

R S R I Rk S Sk O S o S

TACACS+ server started
Ht any key to stop

Created new session f3f130 (count 1)

Al'l sessions busy, waiting

Thread 0 waiting for work

Thread 0 al | ocated work

Waiting for packet Read AUTHEN START si ze=38

Packet from NASH*****xxxx%x%
CONNECTI ON:  NAS 520b Socket 2d4
PACKET: version 192 (0xc0Q), type 1, seq no 1,

flags 1



session_id 1381473548 (0x52579d0c), Data length 26 (0xla)

End header

Packet body hex dunp:

01 01 01 01 03 01 Oe 00 72 6f 79 30 31 37 32 2e 31 38 2e 31 32 34 2e 31 35 34

t ype=AUTHEN START, priv_Ilvl =1

action = login

aut hen_t ype=asci

service=l ogin

user _len=3 port_len=1 (0x1), rem addr_I|en=14 (0xe)

data_l en=0

User: roy

port: O

remaddr: 172.18.124. 154End packet *******x%*x

Created new Single Connection session numO (count 1/1)

Al'l sessions busy, waiting

Al'l sessions busy, waiting

Li stening for packet.Single Connect thread O waiting for work
Si ngl e Connect thread O allocated work

thread 0 sock: 2d4 session_id 0x52579d0c seq no 1 AUTHEN: START | ogin ascii |ogin
roy 0 172.18.124. 154

Aut hen Start request

Aut hen Start request

Calling authentication function

Witing AUTHEN GETPASS size=28

Packet from CSTH****xxxx%%*

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 2, flags 1
session_id 1381473548 (0x52579d0c), Data length 16 (0x10)
End header

Packet body hex dunp:

05 01 00 Oa 00 00 50 61 73 73 77 6f 72 64 3a 20

t ype=AUTHEN st at us=5 ( AUTHEN GETPASS) fl ags=0x1

nmsg_| en=10, data_l en=0

nmsg: Password:

dat a:

End packet***********

Read AUTHEN CONT si ze=22

Packet from NASH****xxxx%x%

CONNECTI ON: NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 3, flags 1
session_id 1381473548 (0x52579d0c), Data |l ength 10 (O0xa)
End header

Packet body hex dunp:

00 05 00 00 00 63 69 73 63 6f

t ype=AUTHEN CONT

user_msg_len 5 (0x5), user_data_len 0 (0x0) flags=0x0
User msg: cisco

User data: End packet ****x**xxkx

Listening for packet.login query for 'roy' 0 from 520b accepted
Witing AUTHEN SUCCEED size=18

Packet from CSTH*****xxxx%%*

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 4, flags 1
session_id 1381473548 (0x52579d0c), Data length 6 (0x6)
End header

Packet body hex dunp:

01 00 00 00 00 0O

t ype=AUTHEN st at us=1 ( AUTHEN SUCCEED) fl ags=0x0

nsg_| en=0, data_l en=0

neg:

dat a:



End packet***********

Singl e Connect thread 0 waiting for work
520b: fd 724 eof (connection closed)
Thread 0 waiting for work

Rel ease Host Cache

Cl ose Proxy Cache

Cal l'ing CMFini ()

CVFini () Conplete

Cl osi ng Password Agi ng

Cl osi ng Fini shed

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>

TACACS+ HZEl 21F(29f)

F:\Program Fil es\ G sco Secure ACS v2.6\CSTacacs>

F:\Program Fi |l es\ Ci sco Secure ACS v2.6\CSTacacs>cstacacs -e -z
CSTacacs v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
CSTacacs server starting
Base directory is F:\Program Fil es\ G sco Secure ACS v2.6\CSTacacs

Log directory is F:\Program Files\C sco Secure ACS v2.6\CSTacacs\Logs
CSTacacs version is 2.6(2.4)

Runni ng as consol e application.

Doing Stats

***% Registry Setup ****
Si ngl e TCP connecti on operation enabl ed
Base Proxy enabl ed.

R S R R Rk S Sk O S R R

TACACS+ server started
Ht any key to stop

Created new session f3f130 (count 1)

Al'l sessions busy, waiting

Thread 0 waiting for work

Thread 0 al | ocated work

Waiting for packet Read AUTHEN START si ze=38

Packet fromNA***********

CONNECTI ON: NAS 520b Socket 2d4

PACKET: version 192 (0xc0Q), type 1, seq no 3, flags 1
session_id 714756899 (0x2a9a5323), Data length 11 (0xbh)
End header

Packet body hex dunp:

00 06 00 00 00 63 69 73 63 6f 31

t ype=AUTHEN CONT

user _nsg_len 6 (0x6), user_data_|len 0 (0x0) flags=0x0
User nsg: ciscol

User data: End packetx***x**xx%x*

Listening for packet.login query for 'roy' 0 from 520b rejected
Witing AUTHEN FAIL size=18

Rel ease Host Cache

Cl ose Proxy Cache
Calling CMFini ()
CVFini () Conplete

Cl osi ng Password Agi ng



Cl osi ng Fini shed

F:\ Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>
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