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VPN 5000 Concentrator

[ IP Ethernet 0 ]
SubnetMask

Mode

IPAddress

[ IP Ethernet 1 ]
Mode

SubnetMask
IPAddress

[ VPN Group "ciscolocal"

255.255.255.0
Routed
172.18.124.153

Routed
255.255.255.0
161.44.17.1

IPNet 172.18.124.0/24
Transform esp (md5, des)
StartIPAddress 172.18.124.250
MaxConnections 4

BindTo "ethernet0"

[ General ]

EthernetAddress 00:00:a5:£0:¢9:00
DeviceType VPN 5001 Concentrator
ConfiguredOn Timeserver not configured
ConfiguredFrom Command Line, from
172.18.124.99

IPSecGateway 161.44.17.254

[ Logging ]

Level 7

Enabled On

LogToAuxPort On

LogToSysLog On

SyslogIPAddress 172.18.124.114
SyslogFacility Local5b

[ IKE Policy ]

Protection MD5_DES_G1

[ VPN Users ]

localuser Config="ciscolocal" SharedKey="localike"

[ Radius ]

Accounting Off

PrimAddress "172.18.124.99"
Secret "csntkey"
ChallengeType CHAP

BindTo "ethernet0"
Authentication On

[ VPN Group "csnt" ]

BindTo "ethernet0"
Transform ESP (md5, Des)
MaxConnections 2

IPNet 172.18.124.0/24
StartIPAddress 172.18.124.245

AssignIPRADIUS

Off




BindTo =

StartIPAddress =
IPNet =
StartIPAddress =
Transform =
BindTo =
MaxConnections =
[ VPN Group "csntgroup" ]

MaxConnections =
StartIPAddress =
BindTo =
Transform =
IPNet =

VPN 5000 EC}I0|HE

"ethernet0"
172.18.124.243
172.18.124./24
172.18.124.242
ESP (md5, Des)
"ethernet0"

1

2
172.18.124.242
"ethernetO"
ESP (md5, Des)

172.18.124.0/24

Configuration size is 2045 out of 65500 bytes.

Note:

were added, and

after clicking Connect:

username password
localuser localike
csntuser grouppass

None of the defaults have been changed. Two users

the appropriate passwords were entered when prompted

radius_password

N/A
csntpass
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Network Configuration

Access Server Setup For

vpn3000
Metworle
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v [026/255/005]
CAVERA000-VPH-Password

= [026/255/006] CWVPM5000-Echo
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CHAP(Challenge Handshake Authentication Protocol) /50| 2t&&tCt 1 7F& & i
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[ Radius ]
PAPAuthSecret "abcxyz"
ChallengeType PAP
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Shared Secret = grouppass
RADIUS Login box - Password = csntpass
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RADIUS Login box - Authentication Secret = abcxyz
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AssignIPRADIUS = On
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[ Radius ]

Accounting = On

O| HE AL E X524 apply X write BHEE ALE 8 CHS VPN 500001 A1 boot BHE S AtE 8l
of L|ct,

CSNTQ 2|AH Bz =

11/06/2000,16:02:45,csntuser,Group 13,,Start,077745¢c5-00000000,,,,,.,,.,,
268435456,172.18.124.153

11/06/2000,16:03:05,csntuser, Group 13,,Stop,077745¢5-00000000, 20, ,,
104,0,1,0,,268435456,172.18.124.153

Cte& &QlIRrL|Ct.
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. AlAEH| 23 HIH A
Info 7701.12 seconds Command loop started from 172.18.124.99
on PTY1

Notice 7723.36 seconds New IKE connection: [181.44.17.149]:1041:csntuser
Debug 7723.38 seconds Sending RADIUS CHAP challenge to

csntuser at 181.44.17.149
Debug 7729.0 seconds Received RADIUS challenge resp. from

csntuser at 181.44.17.149, contacting server
Notice 7729.24 seconds VPN 0 opened for csntuser from 181.44.17.149.
Debug 7729.26 seconds Client's local broadcast address = 181.44.17.255
Notice 7729.29 seconds User assigned IP address 172.18.124.242

.vpn FH HI o5
VPN5001_AS5F0C900# vpn trace dump all
6 seconds -- stepmngr trace enabled --

new script: ISAKMP primary responder script for <no id> (start)

manage @ 91 seconds :: [181.44.17.149]:1042 (start)
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new script:

[1

91 seconds doing irpri_new_conn, (0 @ 0)

91 seconds doing irpri_pkt_1_recd, (0 @ 0)

81.44.17.149]1:1042 (start)

91 seconds doing irsass_process_pkt_1,
91 seconds doing irsass_build_rad_pkt,
91 seconds doing irsass_send_rad_pkt,

ISAKMP Resp Aggr Shared Secret script for

(0 @ 0)
(0 @ 0)
(0 @ 0)

manage @ 91 seconds :: [181.44.17.149]:1042

(done)

manage @ 93 seconds :: [181.44.17.149]:1042:csntuser (start)

93 seconds doing irsass_radius_wait, (0 @ 0)

93 seconds doing irsass_send_rad_pkt, (0 @ 0)
manage @ 93 seconds :: [181.44.17.149]1:1042:csntuser (done)
manage @ 95 seconds :: [181.44.17.149]1:1042:csntuser (start)

95 seconds doing irsass_radius_wait, (0 @ 0)

95 seconds doing irsass_send_rad_pkt, (0 @ 0)

manage @ 95 seconds :: [181.44.17.149]1:1042:csntuser (done)

manage @ 95 seconds :: [181.44.17.149]:1042:csntuser (start)
95 seconds doing irsass_radius_wait, (0 @ 0)

manage @ 95 seconds :: [181.44.17.149]1:1042:csntuser (done)

manage @ 95 seconds :: [181.44.17.149]1:1042:csntuser (start)

95 seconds doing irsass_rad_serv_wait, (0 @ 0)
95 seconds doing irsass_build_pkt_2, (0 @ 0)
96 seconds doing irsass_send_pkt_2, (0 @ 0)
manage @ 96 seconds :: [181.44.17.149]1:1042:csntuser (done)
manage @ 96 seconds :: [181.44.17.149]1:1042:csntuser (start)
96 seconds doing irsass_check_timeout, (0 @ 0)
96 seconds doing irsass_check_hash, (0 @ 0)
96 seconds doing irsass_last_op, (0 @ 0)
end script: ISAKMP Resp Aggr Shared Secret script for
[181.44.17.149]:1042:csntuser, (0 @ 0)
next script: ISAKMP primary responder script for
[181.44.17.149]:1042:csntuser, (0 @ 0)
96 seconds doing irpri_phasel_done, (0 @ 0)
96 seconds doing irpri_phasel_done, (0 @ 0)
96 seconds doing irpri_start_phase2, (0 @ 0)
new script: phase 2 initiator for [181.44.17.149]:1042:csntuser (start)
96 seconds doing iph2_init, (0 @ 0)
96 seconds doing iph2_build_pkt_1, (0 @ 0)
96 seconds doing iph2_send_pkt_1, (0 @ 0)
manage @ 96 seconds :: [181.44.17.149]1:1042:csntuser (done)
manage @ 96 seconds :: [181.44.17.149]1:1042:csntuser (start)
96 seconds doing iph2_pkt_2_wait, (0 @ 0)
96 seconds doing ihp2_ process_pkt_2, (0 @ 0)
96 seconds doing iph2_build_pkt_3, (0 @ 0)
96 seconds doing iph2_config_SAs, (0 @ 0)
96 seconds doing iph2_send_pkt_3, (0 @ 0)
96 seconds doing iph2_last_op, (0 @ 0)
end script: phase 2 initiator for [181.44.17.149]1:1042:csntuser, (0 @ 0)
next script: ISAKMP primary responder script for
[181.44.17.149]:1042:csntuser, (0 @ 0)
96 seconds doing irpri_open_tunnel, (0 @ 0)
96 seconds doing irpri_start_i_maint, (0 @ 0)
new script: initiator maintenance for [181.44.17.149]1:1042:csntuser (start)
96 seconds doing imnt_init, (0 @ 0)
manage @ 96 seconds :: [181.44.17.149]1:1042:csntuser (done)
<vpn trace dump done, 55 records scanned>
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VPN 5000 C|HH21

Notice 359.36 seconds New IKE connection: [181.44.17.149]:1044:csntuser
Debug 359.38 seconds Sending RADIUS CHAP challenge to csntuser at 181.44.17.149
Debug 363.18 seconds Received RADIUS challenge resp. From
csntuser at 181.44.17.149, contacting server
Notice 423.54 seconds <no ifp> (csntuser) reset: RADIUS server never responded.

AMERHAHA EAElE LIS:

VPN Server Error (14) User Access Denied

IS Alnj
Cisco Secure NT2| AFEXl 0|8 = =7t AR E|R&LICEH

VPN 5000 C|HH1

Notice 506.42 seconds New IKE connection: [181.44.17.149]:1045:csntuser
Debug 506.44 seconds Sending RADIUS CHAP challenge to csntuser

at 181.44.17.149
Debug 511.24 seconds Received RADIUS challenge resp. From csntuser

at 181.44.17.149, contacting server
Debug 511.28 seconds Auth request for csntuser rejected by RADIUS server
Notice 511.31 seconds <no ifp> (csntuser) reset due to RADIUS authentication
failure.

AMERAHA EAIZlE LIS:

VPN Server Error (14) User Access Denied

Cisco £ ¢t

Reports and Activity2 0|S 3T Al Al 2304 2/ 7t EA|E LICE.
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VPN 5000 C|HH21

Notice 545.0 seconds New IKE connection: [181.44.17.149]:1046:csntuser

Debug 545.6 seconds Sending RADIUS CHAP challenge to csntuser at 181.44.17.149
Debug 550.6 seconds Received RADIUS challenge resp. From csntuser at 181.44.17.149,
contacting server

AMERHAHA EAElE LIS:

IKE ERROR: Authentication Failed.
Cisco H 2F:
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Notice 656.18 seconds New IKE connection: [181.44.17.149]:1047:csntuser

Debug 656.24 seconds Sending RADIUS CHAP challenge to csntuser at 181.44.17.149
Debug 660.12 seconds Received RADIUS challenge resp. From csntuser at 181.44.17.149,
contacting server

Warnin 660.16 seconds User, "csntuser", has an invalid VPN Group config, "junkgroup"
Notice 660.20 seconds (csntuser) reset: connection script finished.

Notice 660.23 seconds -- reason: S_NO_POLICY (220@Q772)

AMERHAHA EAElE LIS:

VPN Server Error (6): Bad user configuration on IntraPort server.

Cisco E ¢t

Reports and Activity(2 LA & £)2 0|SstH Auist Al 2301 277t EAEIX| f&LICEH
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