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. Cisco PIX Firewall Software 2|4 6.3(1) & 6.3(3)
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PIXA

PILX A

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane Pl XA

domai n- nane ci sco. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!-——- Allow traffic from the host PC that is going to !--
- run the PDM to the outside interface of PIX B. access-
list 101 permit ip host 172.18.124.102 host 10.1.1.2
I-——- Allow traffic from the private network behind PIX A
!-—— to access the private network behind PIX B. access-
list 101 permit ip 172.18.124.0 255.255.255.0
192.168.10.0 255.255.255.0

pager lines 24

interface ethernet0 10baset

interface ethernetl 10baset

ntu outside 1500

ntu inside 1500

i p address outside 10.1.2.2 255.255.255.0

ip address inside 172.18.124.215 255. 255. 255. 0

ip audit info action alarm

ip audit attack action alarm

pdm hi story enabl e

arp timeout 14400

!--- Do not use NAT !--- on traffic which matches access
control 1list (ACL) 101. nat (inside) 0 access-list 101
!-—— Configures a default route towards the gateway
router. route outside 0.0.0.0 0.0.0.0 10.1.2.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10:00 udp 0:02: 00

rpc 0:10: 00 h323 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

!-—-—- Enable the HTTP server required to run PDM. http
server enable

!--- This is the interface name and IP address of the
host or !--- network that initiates the HTTP connection.
http 172.18.124.102 255.255.255.255 inside

no snnp-server | ocation




no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

I-—— Implicitly permit any packet that came from an
IPsec !--- tunnel and bypass the checking of an
associated access-1ist, conduit, or !--- access-group
command statement for IPsec connections. sysopt
connection permit-ipsec

!--- Specify IPsec (phase 2) transform set. crypto ipsec
transform-set vpn esp-3des esp-md5-hmac

!--- Specify IPsec (phase 2) attributes. crypto map vpn
10 ipsec-isakmp

crypto map vpn 10 match address 101

crypto map vpn 10 set peer 10.1.1.2

crypto map vpn 10 set transform-set vpn

crypto map vpn interface outside

l--- Specify ISAKMP (phase 1) attributes. isakmp enable
outside

isakmp key ******** address 10.1.1.2 netmask
255.255.255.255

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tineout 5

ssh timeout 5

terminal wdth 80

Crypt ochecksum 24e43ef a87d6ef 07df abe097b82b5b40

: end

[X]

Pl XA(config) #

PIXB

PIX B

Pl X Version 6.3(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane Pl XB

domai n- name ci sco. com

fixup protocol ftp 21

fixup protocol http 80P

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

!--—- Allow traffic from the host PC that is going to !--
- run the PDM to the outside interface of PIX B. access-
list 101 permit ip host 10.1.1.2 host 172.18.124.102
!--- Allow traffic from the private network behind PIX A
!--- to access the private network behind PIX B. access-
list 101 permit ip 192.168.10.0 255.255.255.0
172.18.124.0 255.255.255.0

pager lines 24

interface ethernet0 10baset




interface ethernetl 10baset

nmtu outside 1500

nmu inside 1500

i p address outside 10.1.1.2 255.255.255.0

i p address inside 192.168.10.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

!--—- Assists PDM with network topology discovery by
associating an external !--- network object with an
interface. Note: The pdm location !--- conmand does not
control which host can | aunch PDM

pdm location 172.18.124.102 255.255.255.255 outside
pdm hi story enabl e

arp timeout 14400

!--- Do not use NAT on traffic which matches ACL 101.
nat (inside) 0 access-list 101

!--- Configures a default route towards the gateway
router. route outside 0.0.0.0 0.0.0.0 10.1.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00

h323 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

!--- Enables the HTTP server requlired to run PDM. http
server enable

!--- This is the interface name and IP address of the
host or !--- network that initiates the HTTP connection.
http 172.18.124.102 255.255.255.255 outside

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

I-—— Implicitly permit any packet that came from an
IPsec !--- tunnel and bypass the checking of an
associated access-1ist, conduit, or !--- access-group
command statement for IPsec connections. sysopt
connection permit-ipsec

!--- Specify IPsec (phase 2) transform set. crypto ipsec
transform-set vpn esp-3des esp-md5-hmac

!--- Specify IPsec (phase 2) attributes. crypto map vpn
10 ipsec-isakmp

crypto map vpn 10 match address 101

crypto map vpn 10 set peer 10.1.2.2

crypto map vpn 10 set transform-set vpn

crypto map vpn interface outside

isakmp enable outside

l--- Specify ISAKMP (phase 1) attributes. isakmp key
**%k*kk*x*x* address 10.1.2.2 netmask 255.255.255.255
isakmp policy 10 authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tineout 5

ssh timeout 5

terminal wdth 80

Crypt ochecksum d5ba4da0d610d0c6140elb781labef 9d0

: end

[X]

Pl XB( confi g) #
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. show crypto isakmp sa/show isakmp sa - 1EH74|7F A™H QA= K| EQlsrL|Ct.
. show crypto ipsec sa - 2EH A7} A™HE A= K| & QlghL|Ct.
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crypto isakmp sa EA|

Ol £32 10.1.1.21} 10.1.2.2 AfO|of| FHEl= EHEE E0i&LICt

Pl XA##show crypto isakmp sa

Tot al 01

Enbryonic : 0
dst src state pendi ng created
10.1.1.2 10.1.2.2 QM_IDLE 0 1

crypto ipsec sa EA|

0| 242 10.1.1.2~172.18.124.102 At0|o] ERfEI2 ME 5= B2 HoiF L},

Pl XA#show crypto ipsec sa

interface: outside
Crypto map tag: vpn, local addr. 10.1.2.2

local ident (addr/mask/prot/port): (172.18.124.102/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.2/255.255.255.255/0/0)
current_peer: 10.1.1.2
> PERM T, flags={origin_is_acl,}
#pkts encaps: 14472, #pkts encrypt: 14472, #pkts digest 14472
#pkts decaps: 16931, #pkts decrypt: 16931, #pkts verify 16931
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O,
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#pkts deconpress failed: 0, #send errors 9, #recv errors O

local crypto endpt.: 10.1.2.2, remote crypto endpt.: 10.1.1.2
path mu 1500, ipsec overhead 56, nmedia nmtu 1500
current outbound spi: 4acd5c2a

i nbound esp sas:
spi: Oxcff9696a(3489229162)
transform esp-3des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: vpn
sa timng: remaining key lifetime (k/sec): (4600238/15069)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: Ox4acd5c2a(1254972458)
transform esp-3des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: vpn
sa timng: remaining key lifetime (k/sec): (4607562/15069)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

#ed HE

- PIX HYE &#X

. Cisco PIX 500 Series = o 0{&E2I0|HA
- RFC(Request for Comments)

. 7|1& x| % £ XM - Cisco Systems
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