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i Add AAA Server Group

Configure A% server group. The Accounting Mode attribute is anly
applicable for RADILS and TACACS+ protocols.

Sener Group: fry_authent_grp

FProtocol:
Accounting Mode: " Simultaneous {* Single
Reactivation Maode: ¥ Depletion ™ Timed

Cead Time: |1 1] minutes

Max Failed Attempts: |3

i Zancel Help

e
Vil
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i Add AAA Server Group

Configure A% server group. The Accounting Mode attribute is anly
applicable for RADILS and TACACS+ protocols.

Sener Group:

FProtocal:

fry_author_grp

LDAR

Accounting Mode: " Simultaneous {* Single
Reactivation Maode: ¥ Depletion ™ Timed
Cead Time: |1III minutes

Max Failed Attempts: |3

[%I Cancel Help
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#= Preview CLI Commands

The following CLI commands are generated based on the changes you made in ASDM. Ta
send the commands to the PE, click Send. To not send the commands and continue making
changes in ASDM, click Cancel.

I aaa-server my_authent_orp protocol kerbaros =]
aaa-serer my_authent_aorp protocol kerberos
reactivation-mode depletion deadtime 10
max-failed-atiempts 3
aaa-ganer my_author_orp protocol ldap
aaa-serer my_author_grp protocal ldap
reactivation-mode depletion deadtime 10
max-failed-attermpts 3

Kl _I_|
Send % Cancal |

MZ MMHE M 22 olA 215 & #HEt 20 M2 R X{ok BLCH.
6. Configuration > Properties > AAA Setup > AAA Servers& MEi5l 11 AddS 2|gfL|ct
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x|

Serer Group: iy _authent_grp |
Interface Mame: inside .
Server [P Address: 172221100

Timeout: 10 seconds

Ferberos Parameters

Serer Port: 88

Retry Interval: 10 seconds j

Kerberos Realm: |REALM.CISCO COM

] %l Cancel Help
Server

Group(AtH 18) - 2EH A M £ HE 21F M O &2 MEHELICH Interface Name(2/E{HH| O]
A O|F) - M7t & F 5= ClE{H O|AE MESEFL|Ct Server IP Address(MH IP F4&) - 215
Mol IP FAE x|H g LC Timeout(AlZH M8t - Mol SEE 7ICtElE =|Ch AlZHE)S
X|H g LICt Kerberos Oi 7 4>:Server Port—882 Kerberos2| £ & X E QlL|Ct Retry
Interval(Ri Al 7F2) - R5t= RHA|Z Z7H2E2 MEHEL|CH Kerberos &2—Kerberos 2€3239] Of
E2 =EgLIct ol= CHEXLE E Windows = HQ! O|§ ILICt.

[=1=

8. Mt £0{ MHE T LICH 22 E|H OK(EHE E=2&LIct




x|

Serer Group: my_author_arp |
Interface Mame: inside .
Server [P Address: 1722211M

Timeout: 10 seconds

LOAF Parameters

Server Port: 384

Base DM: ouU=Cisco

SCORE: One level beneath the Base DN j
Maming Attribute(s): uid

Login DM:

Login Password:

Confirm Lagin Password:

] %J Cancel Help
Server

Group(MH 18) - 3EtAHo| A FHE HEt R0 HMH O &2 ME{ELICH Interface Name(2!
E{H O|A O|F) - MH{7} & F5t= QUE{H0|AE ME4FLICt.Server IP Address(AH IP F4)
- Mt 2o{ MOl IP FAE XIYELICETimeout(AlZH M - MOl SEE 7ICtEl= ZICH
AlZH(Z)E RIEELICHLDAP OH7H'H4=:Server Port(MHH ZE) - 3897} LDAPS| 7|2 ZE Q]
L|Ct Base DN(Z|& DN) - M3t 204 LEE 2o M7t AMS A|ZHE LDAP HE X9
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(cn) & User ID (uid) &/LICt Login DN—Microsoft Active Directory MEHHE H|Z &t L& LDAP
MH{= CHE LDAP 2ol et REE +E5t7| ™ol Q& E Hieldg S8l HEMOo[ZE M
&t oF & LICtLogin DN 2E &= ClHO|A Q| Q1B S48 HolghLct ol &2 Mol /=
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2 0| ZEE H|9| ELICt Login Password(21Q! H|ZH#2) - 232/ DNO| H|LUHS & 2=
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£ Add Tunnel Group x|

\dentity General | Client Address assignment| IPSec| Advanced|

Group Policy: [DﬂtGrmF'Dli'l*,r =l

[ Sirip the realm frorm username before passing it on fo the AAA server

[~ Strip the group from usemame before passing it on to the AAA server

Tao set authentication server group per interface, go fo the Advanced tab,

Authentication Server Group: |rmf_authent_grp 3
[ Usae LOCAL if Server Group fails

Authorization Server Group:  |my_author_grp =

[~ Users must existin the authorization database to connect

Accounting Server Group: | Mone - ;J

QK M Cancel Help

3. MEH AFE M Bl B S Z7bE 79 COFE ol A LHIX| Di7Hs 4 8 P AYsLICH

4. 2H2E|H OK(EONE B3I
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PI X Version 7.2(2)
|
host nane pi xfirewal
domai n- nane defaul t. domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

|
interface EthernetO

shut down

no nanei f

no security-1Ieve

no i p address

|

interface Ethernetl

namei f inside

security-level 100

i p address 172.22.1.105 255.255.255.0

|

!--- Output is suppressed. ! passwd 2KFnbNI dI . 2KYQU
encrypted ftp node passive dns server-group Defaul t DNS
donmai n- nane defaul t.dorein.invalid pager lines 24 ntu

i nside 1500 no failover icnp unreachable rate-linmt 1

burst-size 1 asdmimage flash:/asdm 522.bin /--- Output
is suppressed. aaa-server my_authent_grp protocol
kerberos

aaa-server my_authent_grp host 172.22.1.100
kerberos-realm REALM.CISCO.COM
aaa-server my author_grp protocol ldap
aaa-server my author_grp host 172.22.1.101
ldap-base-dn ou=cisco
ldap-scope onelevel
ldap-naming-attribute uid

http server enable

http 0.0.0.0 0.0.0.0 inside

no snnp-server |ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

tunnel-group DefaultRAGroup general-attributes
authentication-server-group my authent_grp

authorization-server-group my author_grp

!--—- OQutput is suppressed.

CtSS &QlgrL|Ct.

PIX/ASASF AAA MH] 7tO| AL A Q15 S 201524 CH2 THHIE 225 AAIQ

1. Configuration > Properties > AAA Setup > AAA ServersE MB35t MH I8
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% Test AAA Server -172.22.1.100

Totest the following L2848 zerver enter uzername and
password.

A48 Server Group:  my_authent_grp (Kerberos)

Host: 172221100

" Authorization % athertication

=ername: Itest

Itt*

Pa=zzweord:

Cancel




@ Information

|

@ Avuthentication test to host 172221 400 is successtul.
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