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static [(internal_ if name, external_ if name)] {global_ip/interface}local_ip [netmask mask]
[max_conns [emb_limit [norandomseq]]]

static [(internal_ if name, external_ if name)] {tcp/udp} {global_ip/interface} global_port
local_ip local_port [netmask mask] [max_conns [emb_limit [norandomseq]]]
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fixup protocol ftp 21
!--- Use of an outbound ACL is optional. access-list 100
permit tcp 10.1.1.0 255.255.255.128 any eqg www access-




list 100 deny tcp any any eq www access-1list 100 permit
tcp 10.0.0.0 255.0.0.0 any access-1list 100 permit udp
10.0.0.0 255.0.0.0 host 172.18.124.100 eqg domain access-
list 101 permit tcp any host 172.18.124.99 eqg telnet
access-1list 101 permit tcp any host 172.18.124.99 eqg ftp
access-1list 101 permit tcp any host 172.18.124.208 eqg
telnet access-list 101 permit tcp any host
172.18.124.216 eq telnet access-list 101 permit tcp any
host 172.18.124.216 eq www access-1list 101 permit tcp
any host 172.18.124.208 eqg 8080 interface EthernetO
nameif outside security-level 0 ip address
172.18.124.216 255.255.255.0 ! interface Ethernetl
nameif inside security-level 100 ip address 10.1.1.2
255.255.255.0 ! global (outside) 1 172.18.124.208 nat
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tcp 172.18.124.99 telnet 10.1.1.6 telnet netmask
255.255.255.255 0 0 static (inside,outside) tcp
172.18.124.99 ftp 10.1.1.3 ftp netmask 255.255.255.255 0
0 static (inside,outside) tcp 172.18.124.208 telnet
10.1.1.4 telnet netmask 255.255.255.255 0 0 static
(inside,outside) tcp interface telnet 10.1.1.5 telnet
netmask 255.255.255.255 0 0 static (inside,outside) tcp
interface www 10.1.1.5 www netmask 255.255.255.255 0 0
static (inside,outside) tcp 172.18.124.208 8080 10.1.1.7
www netmask 255.255.255.255 0 0 !/--- Use of an outbound
ACL is optional. access-group 100 in interface inside
access-group 101 in interface outside

gk PIX/ASA7P sysopt noproxyarp outside BEO 2 T4 El 2 &3tE0{| A PIX/ASAZL
proxyarp & T NAT HEt2 =& = gLt ol EXIE s1Z232{™ PIX/ASA 74|18 0|Mof
M sysopt noproxyarp outside &2 |78 CtS F4 ARPE AI&350{ ARP YEZ|E AOI0|EE
LICtO|E S35 I NAT AEZ|7t MCHE 2HS g LCt.

O| Hite 25 AEA7IEY HEE TREHIP 4 172.18.124.9901 2 ME S & 585t=
Port Redirection(Forwarding)2 T435t= %8 9| o LIt Ol= PIX7t 10.1.1 6 2 Zcl
Ct.

1. ASDMZ AL 31 Configuration(T4J) > Features(7|S) > NAT > Translation Rules(2d& T
E)E MEIELICEH
2. Translation Rules& MB35t 1 AddE =/&LICt

3. Source Host/Network2| ZL LHE IP A0 Cist MEE 248t}
4. Translate Address ToO|A{ Static2 MBSt 2|F IP A E =25t Redirect portE MEYE
LICt.

5. APl WEH O AbE Bt ZE HEE QLICKO| oolAs ZE 238 S| BElFLICH. &
elg g=ygtLict



iranslstiesdaressaninterace oulside |

1721812498 ¥

g Poal; [same address & I Hanane Foonls,,




Flle Ruwas IZearch COpbons Togls WWizands Help

& [ - Cisco §
& o [ 0 o (3 & Ei i5e0 m{-:.

Hawrtir: Conflgimralom Ly v Eack e A ] Samakch Ratresh S

Feahsres | Gt i :r,:ui.".:- Tn!ulm Rl
$2F T LIRREE G

wl
=
Wt fars: [T Enzbile s thraugh tha firewall withou address tranzlzaar

o

= = Translabon Qiles ™ Tran=lalion Fusmalios Rieles

Shiow Rusas for Intemace: |l inerz-as j Shou All |

Serif iy Folcy
HAT Rule Origiral Translated

A

S
_ea |
JLEEE

E_ﬂ Tyae interace Source Menwors Deslination Metwars | Interace Adcirass i
WP

Dielale

-

2
Foutie
Buine: Biochs

\.%J

Ciavice
Ackrenstratinn

Frogeyies

| I H

d o Sralic WOT 4l Dgnamie WAl et Baliv Policy hAT 4=h Dynamic Policy MAT Manags Ponis |

apaty Fesel |

Wizards - |
zadmine ML) i {2 1J04J05 16:09:45 UTC

Static2 AF&310{ TCP/UDP M|/ X|&t

TCP EE= UDP MM & PIX/ASAO HHX|E! LHE ME{E X EH5t2{™ static HHES AFE e LICH.

A Meslol cHet 2|cH S A TCP 2 UDP 9142 =& XI™g LIt 7|822 00|H, Ol= R A8 ¢
Z2 90| LCHS&F Z 2 timeout conn BHEN X|HE |RF Alzh AMEH = EElLCH. ol M2
Q|2 NATOl= MEE|X| E&LICHEQH O{ZEE0|HAE &9 2ot CIE{H 0| A0 A 52 2ot QIE
| o|ARZO| 440 FXFHLIC,

Al 17 £ 8 HM#Hsted Dos BHo 2 HE| B3 ELICH O 0{B2I0[9AE X7| KBS ARt
0f TCP 71278 E2|7$fLICH Ol= TCP SYN Z/Io = QIE(H0|AE Ea{=lstof AI%E Dos
THOREE LHE AAHS 2 HLIC A 972 A0 CHA Zto| IQ# HEMO|TE o2
sHx| o2 917 2HQILICH Ol SH2 9% NATOE MBE(X| &LICHTCP 7H2A7| 752 2
OF £Z0| 52 BAE EE M{olph HSELICH IR NATO CHEH 2IA| MSHe Hsted 24Al A
gho| S AIEILICE

& SH Ch31t Z &L

ASA(config) #static (inside,outside) tcp 10.1.1.1 www 10.2.2.2 www tcp 500 100

! --- The maximum number of simultaneous tcp connections the local IP !--- hosts are to allow is
500, default is 0 which means unlimited !--- connections. Idle connections are closed after the
time specified !--- by the timeout conn command !--- The maximum number of embryonic connections

per host is 100.
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