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-------- show clock --------

-------- show version -------

-------- show runni ng-config --------

-------- show paraneter-map type inspect --------

-------- show policy-map type inspect -------

-------- show cl ass-map type inspect --------

-------- show zone security --------

-------- show zone-pair security --------

-------- show policy-firewall stats global --------

-------- show policy-firewall stats zone --------

-------- show platform hardware qfp active feature firewall datapath <subnmode> --------
-------- show pl atform software firewall RP <subnode> --------
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ASR#show policy-firewall sessions platform
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--show pl atform hardware gfp active feature firewal
i =i npreci se channel
14.38.112. 250 41392 14.36.1.206 23 proto 6 (0:0)

[ s=sessi on

c=control channel d=data channel]

[sc]

14.38.112.25001| A1 14.36.1.2062 2 TCP &Y A4S ZE A[ELCt
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r adar - ZBFW.#show policy-firewall sessions platform ?

al |

desti nation- port

det ai |

icnp

i npreci se

sessi on

sour ce- port

source-vrf

st andby

tcp

udp
v4-destination-address
v4- sour ce- addr ess
v6-destinati on- address
v6- sour ce- addr ess

<Ccr>

Ol A4 E|o|&2 EEZEl0] 14.38.112.25001 M K|S

detailed information
Destination Port Nunber
detail on or off

Prot ocol Type |ICW

i mpreci se information
session information
Sour ce Port

Source Wrf ID

standby i nformation
Protocol Type TCP

Prot ocol Type UDP

| Pv4 Desination Address
| Pv4 Source Address

| Pv6 Desination Address
| Pv6 Source Address

Cut put nodifiers
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ASR#show policy-firewall sessions platform v4-source-address 14.38.112. 250

--show pl atform hardware gfp active feature firewal

any --

i =i mpr eci se channel
14.38.112. 250 41392 14.36.1.206 23 proto 6 (0:0)
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any any any any al
[ s=sessi on
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ASR#show policy-firewall sessions platform v4-source-address 14.38.112. 250 detail
--show platform hardware qfp active feature firewal
any detail --
i =i mpr eci se channel
14.38.112.250 41426 14.36.1.206 23 proto 6 (0:0)

any any any any al
[ s=session

E Al5HEd™ detail 7|1 E

dat apath scb 14.38.112. 250

c=control channel d=data channel]

[sc]
@|slf REM[EH 24ZE %

HMHE o2
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dat apath scb 14.38.112. 250

c=control channel d=data channel]

[sc]

pscb : 0x8c5d4f20, bucket 64672, fw flags: 0x204 0x20419441

scbh state: active, schb debug: 0
nxt _tinmeout: 360000, refcnt: 1, ha nak cnt: 0, rg: 0, sess id: 117753
host db: 0x0, L7: 0x0, stats: 0x8e118e40, child: 0xO

| 4bl kO: 78fae7a7 | 4bl k1:
e36df 90e | 4bl k5: 78fae7ea | 4bl k6

| 4bl k4:
| 4bl k8: O |4blk9: 1

e36df 99c | 4bl k2: 78fae7ea | 4bl k3: 39080000
e36df 99¢ | 4bl k7: fde0000

root sch: 0x0 act_bl k: 0x8elll5e0

i ngress/egress intf:

nat_out_local_addr:port:

syncooki e fixup: 0x0

GigabitEthernet0/0/2 (1021),
current tinme 34004163065573 create tstanp: 33985412599209 | ast access

GigabitEthernet0/0/0 (131065)

0.0.0.0:0 nat_in_global_addr:port: 0.0.0.0:0

dat apath scb any any any any any al
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hal f open |inkage: 0x0 0xO
cxsc_cft_fid: 0xO

twtimer: O0x0 OxO Ox372ba 0x1e89c181
Nurmber of simultaneous packet per session allowed: 25
bucket 125084 flags 1 func 1 idx 8 wheel 0x8ceb1120
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Rout er #show platform hardware gfp active statistics drop
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| pv4NoRout e
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..etc
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show platform hardware gfp active statistics drop all
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show pI atform hardware gfp active statistics drop clear
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ASR#show platform hardware qfp active feature firewall drop all

Invalid L4 header O
Invalid ACK flag 0
Invalid ACK nunber 0O

OS2 43t9 7|s AA olf X B S LI

ole =%
Clo|E{2& 0| LiS ZfolA{ 2l0]0{ 4TCP, UDP EE & ICMP &S Z&heh £ it
Olf MEY £+ U&LICH

1. TCP &ll{ Z0] <20
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9 1 AKE 2 E 28 22 5H2{™ inspect-global parameter-map2 AFE & LICEH

paraneter-map type inspect-gl obal | og dropped- packets

ahed 2: 5 iAo CH B A X E THZ! e 22 5H24H custom inspect parameter-map2 AL
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= .

paraneter-nmap type i nspect LOG_PARAM
| og dropped- packets

!

policy-map type inspect ZBFW PVAP

cl ass type inspect ZBFW CVAP

i nspect LOG_PARAM
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*Apr 8 13:20:39.075: % OSXE- 6- PLATFORM FO: cpp_cp: QP: 0.0 Thread: 103

TS: 00000605668054540031 %W 6- DROP_PKT: Dropping tcp pkt from G gabitEt hernet0/0/2
14.38.112. 250: 41433 => 14.36. 1. 206: 23(target: cl ass)- (I NSI DE_QUTSI DE_ZP: cl ass-defaul t)
due to Policy drop:classify result with ip ident 11579 tcp flag 0x2, seq 2014580963,
ack 0
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paraneter-map type inspect inspect-gl obal

log tenplate tinmeout-rate 1

log flowexport v9 udp destination 1.1.1.1 5555
ol ZI|Zeo]ME ALE5tEd™ Netflow HE 98 X|#5t= netflow H=IE{7F E B LICHAEMIEE LY
o
o

rl

A 710]|=:249d 7|dt Z4A dSEd Cisco I0S XE Release 3S(ASR 1000) &t5ted s =2Z)

-

-— = —
ZHE UR|E AL TZ S5
mZ! FHg gdstet O3 oledgt 7Isof cHsl mZ! Mg g dstsitiH 2R CIHIE -5t
grLCt.

ip access-list extended CONDI TI ONAL_ACL
permit ip host 10.1.1.1 host 192.168.1.1

permit ip host 192.168.1.1 host 10.1.1.1
!

debug platformcondition feature fw datapl ane subnode all level info

debug platformcondition i pv4 access-list CONDI TI ONAL_ACL both
#I:ACLO| HR5tX| tom 2 UX| ZHA2 IP FAE 2 AISE £ U&LICHOlE LHE
R 5E5E A EE O YRS mmanowe HEE 4+ ol deolY
HE MEE = U& LIE+.01I.I:ItH:L SHE ZZ ipvd T4 192.168.1.1/32.


https://tools.cisco.com/bugsearch/bug/CSCud09943
//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/asr1000/sec-data-fw-hsl.html

debug pl at form packet-trace copy packet both
debug pl at form packet-trace packet 16

debug pl at form packet-trace drop

debug pl at form packet-trace enabl e

ol 7|s& A 8ste EHole F 7HXI7F Q&LICH

1. & A El mfSiek F=%{52{™ debug platform packet-trace drop W2 /248fL|CH.

2. C|tH1 &EH& packet-trace drop Y S

X 2|5t CHFO|AMIAM HANXE S IHZIe =

ook
ol
-

of Z7dnt UR[ot= EE WIS FHELICH

ZUF CIHZ ALS:

debug platformcondition start
ElAES A3 OHg I8 Lo

debug platform condition stop

OlM| HEE atHO| EAIE & A&LICEO| doME L3t HEo = Qls ICMP THZ! 0] AFK| /A

&Lt

Rout er #show platform packet-trace statistics
Packets Sunmary

Mat ched 2
Traced 2
Packets Recei ved
Ingress 2
I nj ect 0
Packets Processed
Forward O
Punt 0
Dr op 2
Count Code Cause
2 183 FirewallPolicy

Consunme O

Rout er #show platform packet-trace summary

Pkt I nput Cut put State
0 G 0/0/2 G 0/0/0 DROP
1 G 0/0/2 G 0/0/0 DROP

Rout er #show platform packet-trace packet 0

Reason
183 (FirewallPolicy)
183 (FirewallPolicy)

Packet: O CBUG I D: 2980
Sunmmary
I nput : G gabitEthernet0/0/2
Cut put : G gabitEthernet0/0/0
State : DROP 183 (Firewal |l Policy)
Ti mest anmp
Start : 1207843476722162 ns (04/15/2014 12:37:01. 103864 UTC)
St op : 1207843477247782 ns (04/15/2014 12:37:01. 104390 UTC)

Path Trace
Feature: |PV4



Sour ce 10.1.1.1
Destination : 192.168.1.1
Pr ot ocol 1 (1Cw)
Feature: ZBFW
Action Dr op
Reason | CMP policy drop:classify result
Zone- pai r nane I NSI DE_QUTSI DE_ZP
Cl ass-map nane cl ass-defaul t

Packet Copy In
c89c1d51 5702000c 29f9d528 08004500 00540000
01010800 172a2741 00016459 4d5310e4 0c000809
Packet Copy Qut
c89c1d51 5702000c 29f 9d528 08004500 00540000 40003f 01 ad640e26 70fale24
01010800 172a2741 00016459 4d5310e4 0c000809 0a0b0c0Od 0eOf 1011 12131415

show platform packet-trace packet <num> decode BH2 7! sl HE L LIS C|=Z

40004001 ac640e26 70fale24
0a0b0c0d 0eOf 1011 12131415

O O -

0| 7|52 XE3. 110 =K

AgLICE,

AA H

Rout er #show platform packet-trace packet all decode

Packet: O CBUG | D: 2980
Summary
| nput G gabi t Et hernet 0/ 0/ 2
Qut put G gabit Et hernet 0/ 0/ 0
State DROP 183 (Firewal | Policy)
Ti mest amp
Start 1207843476722162 ns (04/15/2014 12:37:01. 103864 UTC)
St op 1207843477247782 ns (04/15/2014 12:37:01. 104390 UTC)
Path Trace
Feature: |PV4
Source : 10.1.1.1
Destination : 192.168.1.1
Protocol : 1 (ICMP)
Feature: ZBFW
Action : Drop
Reason : ICMP policy drop:classify result

Zone-pair name
Class-map
Packet Copy In
¢89c1d51 5702000c
01010800 172a2741
ARPA
Destination MAC
Source MAC
Type
| Pv4
Ver si on
Header
ToS
Total Length
Identifier
| P Fl ags
Frag O f set
TTL
Pr ot ocol
Header Checksum
Sour ce Address
Desti nati on Addr
| QWP
Type
Code
Checksum
Identifier
Sequence

name

Length

¢ INSIDE_OUTSIDE_ZP
: class-default

29f 9d528 08004500 00540000 40004001 ac640e26 70fale24
00016459 4d5310e4 0c000809 0a0Ob0OcOd 0eOf 1011 12131415

ess !

c89c.1d51.5702
000c.29£f9.d4528
0x0800 (I PV4)

4
5

0x00

84

0x0000

0x2 (Don't fragnent)
0

64

1 (1Caw)

Oxac64

10.1.1.1
192.168.1.1

8 (Echo)

0 (No Code)
0x172a
0x2741
0x0001



Packet Copy Qut
c89c1d51 5702000c 29f 9d528 08004500 00540000 40003f 01 ad640e26 70f ale24
01010800 172a2741 00016459 4d5310e4 0c000809 0a0b0c0d 0eOf 1011 12131415

ARPA
Destination MAC : ¢89c. 1d51. 5702
Source MAC : 000c. 29f 9. d528
Type : 0x0800 (IPV4)
| Pv4
Ver si on 4
Header Length 5
ToS . 0x00
Total Length : 84
I dentifier : 0x0000
| P Fl ags : 0x2 (Don't fragnent)
Frag O f set 0
TTL : 63
Pr ot ocol 1 (1 aw)
Header Checksum . Oxad64
Sour ce Address :10.1.1.1
Destination Address : 192.168.1.1
| C\VP
Type : 8 (Echo)
Code : 0 (No Code)
Checksum : 0x172a
I dentifier : 0x2741
Sequence : 0x0001

HIC|= o= 2=

Embedded Packet Capture X|20]| Cisco I0S-XE 3.7(15.2(4)S)01l F7I|R&LICH REMEH LIS 2

2/8 xR,

Embedded Packet Capture for Cisco I0S and I0S-XE Configuration 0|

CIHZ

z

el

L3

o

£ ClHA7 DUELIC ZHE S AFE 501 ZBFW 7|S0| 270 #HedEl CIH
O HAIRIEF 2T S & = J&ELICHEZHF CIHZME ACLE AFHE5H0{ ACL 242t UX[et
£ 23 & AM[etefLich E8F XE3.10 O™ 0| M= CIHZ HIAIXIE ¢47] ofed & LTt
XE3.100{M C|H1 &340 7 z[of ofslHst 7| E&LICH.

XE3.100|= =
215
L|

Olp{3t CIH{I & B 4dahstaied ohS WS My LICH

debug platformcondition feature fw datapl ane subnbde [detail | policy | layer4 | drop]
debug platformcondition ipv4d access-list <ACL_nane> both
debug platformcondition start

ZUBESACL X S Safl dYslioF HLICLZHR ClHE CIHA S3& = A5 T
oz ANHY mHX| FHEX| FELCLENR CIHZE N{H LI E34& =1 FX| TS
A& gLt


//www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html

debug platform condition stop

2% C|HZE 11E4H undebug BHE ZF AIS K| OHMAIR 2E =7 CIHIE 1nedH O

= BYE A8 gL

ASR#clear platform condition all

XE3 14 O|70fl= ha & O|HIE C|HI 7t ZZHX0[X|
5 fwdataplane 3t ZE 25 & of2HollA MEiSH =
A ot CIHZE oA st FIF = O|=7t L e

Chit2tM BE ClH &58& =4 7|
Fereiol RE 2O 8 ddgLICHolE

EP.

debug platform condition feature fw dataplane submode all [verbose | warning]

|_-_||:|.|7I Aﬂ al E7|

ClHO o2 2& &= ZLUEH QAMEIX| t&LICLEE CIHO = ASRL| StE Cl|A T 7S E
LICHE|H 2= cpp_cp_F0-0.log2t= O|&& AF&3t0{ E tracelogs of2i2| 5t= ClA 3o 7|15 H
LICHCIHO 7t 2He = e E2{M OhE E32 AASE LU

ASR# cd har ddi sk:
ASR# cd tracel ogs
ASR# dir cpp_cp_FO*Directory of harddi sk:/tracel ogs/ cpp_cp_FO*

Directory of harddisk:/tracel ogs/

3751962 -rwx 1048795 Jun 15 2010 06:31:51 +00:00
cpp_cp_F0-0. 1 og. 5375. 20100615063151
3751967 -rwx 1048887 Jun 15 2010 02:18:07 +00:00
cpp_cp_F0-0. 1 og. 5375. 20100615021807
39313059840 bytes total (30680653824 bytes free)

Zt C|tH Tt L2 cpp_cp_F0-0.log.<date> MF°'E MEELICLTFTPE AF&3H0{ ASROIM SAHE
£ Qe Yt BIAE mQlL|ChASRS 21 mt Z|CHZ2 1MbILICH1MB O|Foll& ClH7}
M 23 ool ZISE U ket 2t 23 o] mh ol AlZHES LIEHLHZ| 2{5H Ef AR I} K|
HELICH.

23 o2 ohg fIR[ol UE + A&LICH

har ddi sk: /tracel ogs/
boot fl ash:/tracel ogs/

20 o 2™ME 2ogt ZAE2Z 0| BHE AM8slod 2O s +52 = 3P + Y&
LICF.

ASR# test platform software trace slot £0 cpp-control-process rotate

O|Z!H| 5t "cpp_cp" 21 TtUO| HA| HEE[T QFPOIM M 232 mto| A|ZHEILICH.of:

ASR#test platform software trace slot £0 cpp-control-process rotate
Rotated file from /tnp/fp/tracel/stagel/ cpp_cp_F0-0.1log.7311.20140408134406
Byt es: 82407, Messages: 431



ASR#nore tracel ogs/ cpp_cp_F0-0.1log.7311.20140408134406
04/ 02 10: 22:54.462 : btrace continued for process ID 7311 with 159 nodul es

04/ 07 16:52:41.164 [cpp-dp-fw: (info): QFP:0.0 Thread: 110 TS: 00000531990811543397
:FWDEBUG FLG HA: []: HA[1]: Changing HA state to 9

04/ 07 16:55:23.503 [cpp-dp-fw: (info): QFP:0.0 Thread: 120 TS: 00000532153153672298
:FWDEBUG FLG HA:[]: HA[1]: Changing HA state to 10

04/ 07 16:55:23. 617 [buginf]: (debug): [systen] Svr HA bul k sync CPP(0) conpl ex(0)

epoch(0) trans_id(26214421) rg_nunm(1)

Ol WA A3t 2ot 7| x{2/8 + YT S ClHa 1 YUe B a2 wWeE 4 olaLchr]
HEZO RE IUS HestD AZFE 7|IEQ2 &5 AZELICHO|ZE A stEd 227t 012 XtAllst
T o] ool AX HEE i ==F0| Folch

ASR#request platform software trace slot rp active merge target bootflash:MERGED_OUTPUT.log
Creating the nerged trace file: [bootflash: MERGED OQUTPUT. | og]
including all nessages

Done with creation of the nerged trace file: [bootflash: MERGED _OUTPUT. | og]
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