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10.1.1.100 EQ/2 203.0.113.100
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parameter-map type inspect global

redundancy

log dropped-packets enable

!

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

!

class-map type inspect match-any PROTOCOLS
match protocol tcp

match protocol udp

match protocol icmp

class-map type inspect match-all INSIDE_TO_OUTSIDE_CMAP
match class-map PROTOCOLS

match access-group name INSIDE_TO_OUTSIDE_ACL
!

policy-map type inspect INSIDE_TO_OUTSIDE_PMAP
class type inspect INSIDE_TO_OUTSIDE_CMAP
inspect

class class-default

drop

!

ip access-list extended INSIDE_TO_OUTSIDE_ACL
permit ip any any

!

zone security INSIDE

zone security OUTSIDE



zone-pair security INSIDE_TO_OUTSIDE source INSIDE destination OUTSIDE
service-policy type inspect INSIDE_TO_OUTSIDE_PMAP
1

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

zone-member security INSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

1

interface Ethernet0/1

ip address 203.0.113.1 255.255.255.0

ip nat outside

ip virtual-reassembly in

zone-member security OUTSIDE

redundancy rii 200

of 2: 2t E{ 2 ZHu|adojd I = =ZH(ZAE O|F ZBFW2)

parameter-map type inspect global

redundancy

log dropped-packets enable

!

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

!

class-map type inspect match-any PROTOCOLS
match protocol tcp

match protocol udp

match protocol icmp

class-map type inspect match-all INSIDE_TO_OUTSIDE_CMAP
match class-map PROTOCOLS

match access-group name INSIDE_TO_OUTSIDE_ACL
!

policy-map type inspect INSIDE_TO_OUTSIDE_PMAP
class type inspect INSIDE_TO_OUTSIDE_CMAP
inspect

class class-default

drop

!

ip access-1list extended INSIDE_TO_OUTSIDE_ACL
permit ip any any

!

zone security INSIDE

zone security OUTSIDE

zone-palr security INSIDE_TO_OUTSIDE source INSIDE destination OUTSIDE
service-policy type inspect INSIDE_TO_OUTSIDE_PMAP
1

interface Ethernet0/0

ip address 10.1.1.2 255.255.255.0

ip nat inside

ip virtual-reassembly in

zone-member security INSIDE

redundancy rii 100



redundancy group 1 ip 10.1.1.3 exclusive
1

interface Ethernet0/1

ip address 203.0.113.2 255.255.255.0

ip nat outside

ip virtual-reassembly in

zone-member security OUTSIDE

redundancy rii 200
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ZBFW1# show redundancy application group 1
Group ID:1
Group Name:ZBFW_HA

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one

RF state: ACTIVE

Peer RF state: STANDBY COLD-BULK

!

ZBFW2# show redundancy application group 1
Group ID:1

Group Name:ZBFW_HA

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: STANDBY COLD-BULK
Peer RF state: ACTIVE
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ZBFW1l# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the following protocols: 1
BFD Enabled

Interface Neighbors:

Peer: 10.60.1.2 Standby RGs: 1 BFD handle: 0

ZBFW1# show redundancy application data-interface group 1

The data interface for rg[l] is Ethernet0/2

!

ZBFW2# show redundancy application control-interface group 1

The control interface for rg[l] is Ethernet0/2

Interface is Control interface associated with the following protocols: 1
BFD Enabled

Interface Neighbors:

Peer: 10.60.1.1 Active RGs: 1 BFD handle: 0

ZBFW2# show redundancy application data-interface group 1

The data interface for rg[l] is Ethernet0/2
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ZBFW1l# show redundancy application protocol group 1

RG Protocol RG 1

Role: Active

Negotiation: Enabled

Priority: 200

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 10.60.1.2, priority 150, intf Et0/2
Log counters:

role change to active: 1

role change to standby: 0

disable events: rg down state 0, rg shut 0
ctrl intf events: up 1, down 0, admin_down O
reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Active

Protocol ID: 1

Media type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000
Peer Hello timer: 3000, Peer Hold timer: 10000
Stats:

o
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Pkts 249, Bytes 15438, HA Seqg 0, Seqg Number 249, Pkt Loss 0
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX O

Resign: TX 0, RX 0

Standby Peer: Present. Hold Timer: 10000

Pkts 237, Bytes 8058, HA Seq 0, Seqg Number 252, Pkt Loss 0

ZBFW2# show redundancy application protocol group 1

RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 150

Protocol state: Standby-cold

Ctrl Intf(s) state: Up

Active Peer: address 10.60.1.1, priority 200, intf Et0/2
Standby Peer: Local

Log counters:

role change to active: 0

role change to standby: 1

disable events: rg down state 0, rg shut 0
ctrl intf events: up 1, down 0, admin_down O
reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 232, Bytes 14384, HA Seqg 0, Seqg Number 232, Pkt Loss 0
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX O

Resign: TX 0, RX 0

Active Peer: Present. Hold Timer: 10000

Pkts 220, Bytes 7480, HA Seq 0, Seqg Number 229, Pkt Loss 0
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ZBFW1# show redundancy rii
No. of RIIs in database: 2
Interface RII Id decrement
Ethernet0/1 : 200

Ethernet0/0 : 100 0
!

o

ZBFW2# show redundancy rii
No. of RIIs in database: 2



Interface RII Id decrement
Ethernet0/1 : 200 0
Ethernet0/0 : 100 0
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ZBFWl#show policy-firewall session

Session B2704178 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SIS_OPEN/TCP_ESTAB

Created 00:00:31, Last heard 00:00:30

Bytes sent (initiator:responder) [37:79]

HA State: ACTIVE, RG ID: 1

Established Sessions =1

ZBFW2#show policy-firewall session

Session B2601288 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SIS_OPEN/TCP_ESTAB

Created 00:00:51, Last heard never

Bytes sent (initiator:responder) [0:0]

HA State: STANDBY, RG ID: 1

Established Sessions =1
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debug redundancy application group rii event

debug redundancy application group rii error
1

*Feb 1 21:13:01.378: [RG-RII-EVENT]: get idb: rii:100
*Feb 1 21:13:01.378: [RG-RII-EVENT]: get idb: rii:200
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debug redundancy application group protocol all

1

ZBFW1#

*Feb 1 21:35:58.213: RG-PRTCL-MEDIA: RG Media event, rg_id=1, role=Standby,
addr=10.60.1.2, present=exist, reload=0, intf=Et0/2, priority=150.

*Feb 1 21:35:58.213: RG-PRTCL-MEDIA: [RG 1] [Active/Active] set peer_status 0.
*Feb 1 21:35:58.213: RG-PRTCL-MEDIA: [RG 1] [Active/Active] priority_event
'media: low priority from standby', role_event 'no event'.

*Feb 1 21:35:58.213: RG-PRTCL-EVENT: [RG 1] [Active/Active] select fsm event,
priority_event=media: low priority from standby, role_event=no event.

*Feb 1 21:35:58.213: RG-PRTCL-EVENT: [RG 1] [Active/Active] process FSM event
'media: low priority from standby'

*Feb 1 21:35:58.213: RG-PRTCL-EVENT: [RG 1] [Active/Active] no FSM transition

ZBFW2 #

*Feb 1 21:36:02.283: RG-PRTCL-MEDIA: RG Media event, rg _id=1, role=Active,
addr=10.60.1.1, present=exist, reload=0, intf=Et0/2, priority=200.

*Feb 1 21:36:02.283: RG-PRTCL-MEDIA: [RG 1] [Standby/Standby-hot]

set peer_status 0.

*Feb 1 21:36:02.283: RG-PRTCL-MEDIA: [RG 1] [Standby/Standby-hot] priority_event
'media: high priority from active', role_event 'no event'.

*Feb 1 21:36:02.283: RG-PRTCL-EVENT: [RG 1] [Standby/Standby-hot] select

fsm event, priority event=media: high priority from active, role_event=no event.
*Feb 1 21:36:02.283: RG-PRTCL-EVENT: [RG 1] [Standby/Standby-hot] process

FSM event 'media: high priority from active'

*Feb 1 21:36:02.283: RG-PRTCL-EVENT: [RG 1] [Standby/Standby-hot] no FSM
transition
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000515: Dec 20 14:35:07.753 EST: FIREWALL*: RG not found for ID 0
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0d 10: ZBFW HA XIS &0} =X| x|y 0|4

redundancy

application redundancy
group 1

name ZBFW_HA

preempt

priority 230

control V1an801 protocol 1
data Vlan801

track 1 decrement 200

track 1 interface GigabitEthernet0 line-protocol

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 180

control V1an801 protocol 1

data Vl1an801
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ZBFWO0l#show redundancy application group 1
Group ID:1
Group Name:ZBFW_HA

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: ACTIVE
Peer RF state: STANDBY HOT

ZBFWO0l#show redundancy application faults group 1
Faults states Group 1 info:

Runtime priority: [230]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 0

olz{#t 21 EAIEHE ClH 210] ZBFWOIAM MAEILICH o] 21 ClHolATH B Adstel= A
7|& Eoi&Lct.

*Feb 1 21:47:00.579: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from

Init to Standby

*Feb 1 21:47:09.309: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from Standby
to Active

*Feb 1 21:47:19.451: %RG_VP-6-BULK_SYNC_DONE: RG group 1 BULK SYNC to standby
complete.

*Feb 1 21:47:19.456: %RG_VP-6-STANDBY_READY: RG group 1 Standby router is in

SSO state

O| 230{= C|HIO|AZ} CH7| REEZ MEtE|= AlZHO| E A L|C}.

*Feb 1 21:47:07.696: $RG_VP-6-BULK_SYNC_DONE: RG group 1 BULK SYNC to standby
complete.

*Feb 1 21:47:07.701: %RG_VP-6-STANDBY_READY: RG group 1 Standby router is in
SSO state

*Feb 1 21:47:09.310: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from Active
to Init

*Feb 1 21:47:19.313: %RG_PROTOCOL-5-ROLECHANGE: RG id 1 role change from

Init to Standby

HICHE 2te&
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redundancy

application redundancy

group 1

asymmetric-routing interface Ethernet0/3

interface Ethernet0/1
redundancy asymmetric-routing enable

O| ZAxm|Tejlo|2 HA & 2| & BtREo| 25 X&sl{of &LICt
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. 2ot 74 710|E: Zone-Based Policy Firewall, Cisco I0S Release 15.2M&T
. Zone-Based Policy Firewall 17}-24 HoF Zu|ad|o|4d 710|=
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- Cisco |0S Firewall

. Hot A E Ze ofEl

. 7| x| & £ M - Cisco Systems



//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/15-2mt/sec-data-zbf-ha.html#GUID-F326B0D9-F53A-46DE-97FD-F7B5D6709DB8?referring_site=bodynav
//www.cisco.com/en/US/partner/products/ps11746/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps1018/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ZBFW 고가용성 구성 및 문제 해결
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	표기 규칙
	구성
	예 1: 라우터 1 컨피그레이션 조각(호스트 이름 ZBFW1)
	예 2: 라우터 2 컨피그레이션 코드 조각(호스트 이름 ZBFW2)

	문제 해결
	디바이스가 서로 통신할 수 있는지 확인
	예 3: 피어 상태 감지
	예 4: 세분화된 출력
	예 5: 역할 상태 및 우선 순위
	예 6: RII 그룹 ID가 할당되었는지 확인

	연결이 피어 라우터에 복제되는지 확인합니다.
	예 7: 처리된 연결

	디버그 출력 수집

	일반적인 문제
	제어 및 데이터 인터페이스 선택
	RII 그룹 없음
	자동 장애 조치
	비대칭 라우팅
	예 11: 비대칭 라우팅 컨피그레이션


	관련 정보


