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0| 7|50l 2 Ssted™ z[43F Chg E=0| 2{0{oF LIt

* 9800 WLC Cisco IOS® XE Dublin 17.10.1
« Services Engine v3.32 Algd8tL|CT

 802.11ac Wave2 EE= 802.11ax(Wi-Fi 6/6E) HA|A ZQIE
MEElE FE A
Ol EMe| HE=COIE AZERo{ X t=Sof HHEE V|E2 2 gfLCH

« 9800 WLC Cisco IOSXE v17.12.x

 |ISE(Identity Services Engine) v3.3

» Android 13 & x|
Ol EMel HEE EY & 28| ClHto|AE ECHZE X EE[R&LICH ol EMof| AASE 2 E Clbt
Ola= Z7I3HE(7|2) Hu/aso|Me = AI’S.*EI%QL—IEL X HERIT7 &S B d* EE
WHo| MR HEFe nI2| SKISHAIZ| HHEfLICE
HiE HE

Cisco 9800 WLC= WiFi Device AnalyticsE &3l O| C|HtO|A 0| HAAE HEZQIE T oM 2 E
HE LU OS T S| EH2 &s5tn ISEQ 3/E &= JUaUct J2{H ISEE JEXQIE BF
(ZEDUZoRtTE &)E /s ol HEE A8 += /U&LICH

T

AR} WiFi Analytics= Ct& HIL{ 0| M X[ ELICEH
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0% M MK

WLCE RADIUS A% 22| Iz AF2 5104 ISE Mt EA MEE Z L},

Device
Sensor

RADIUS

Accounting Profiling Rule

Model = Galaxy S1

+

OUI = Samsung

= Samsung Galaxy S1

Endpoint WLC

Cisco ISE

Model number
OS version
Firmware version
Country code
Device form



RADIUS AAA EZ 29| RADIUS A 2| I{Z!2 RADIUS M7} IE ZQIE QIF AT of CHEt
S o2 RADIUS HMA £ IiZI2 ME 8 200t MSEICHE WS 7|48l of &uct &,
WLCE RADIUS A-IH-I(ISE)QP HE3 HAMA ClHO|A(WLC) ZHoll SHE =2 QlEof CHEt

RADIUS AM|Mdo| dHE FoEt A=ExQIE EY HEE SRELICL

Ol ISEMIM A=ZQIE BR & HEH F0{0 AEE + U= ZE SHAULICH

- DEVICE_INFO_FIRMWARE_VERSION
« R _HE =S _ 2

- FR_HE_AEZUAH_Z2E

- DEVICE_INFO_MODEL_NAME

- DEVICE_INFO_MODEL_NUM

- ¥R|_HE_0os_tHH

- DEVICE_INFO_VENDOR_TYPE

HI:WLCE Zste A=EXQIE R0l mel o B2 S8 B = JUXIT LEE &



B ISEOIM HEF Fo HAE ddsteE ol AEE + JU&LICH

ISE= 017t2 % MZE s 45t I LIS oM o] 24 H|0|E{E X251 AHESHH, 0| A& 35104
lcxQlE Z2melID IES METE & U&LICH

WiFi Endpoint Analytics 432 WiFi_Device_Analytics At of2lol| LIFEL|CH HES T &ElR
EAExQlE M 2o M A T 0|28t EHE =& E 4+ QU&LICH

=

Salect attribute for condition

Q a0 | = | @ | ¥ | @ | 5 R (& L& |k ;4
Dictionary Atiribute | B Infa
Wili_Davice_Analytics™ ¥ Altribute I

} WH_Daviea _fnalytics DEVICE _INFO_FIRMWARE_

E Will_Device_Analytics DEWICE _INFO_HW _MOOEL

I Wil _Dirdlea _Annalyties UEWHZE _INFLI_ NS NG

i Wil _Davica _Analytics DEVICE _INFO_MCHEL _MA

E Will_Dovice_analytics DEVICE _INFO_MCBEL _NLUIM

| Wi _Davien _Snnlyies DEWICE _IMFLI s WEHSSILN

i Wi _Davica_dnalytics DEWICE_INFO_WVEMDOR_T

WiFi & x| A AFA

ISE7F 1= ZOIEof CHaH K{Eat= SR S44 Zhol CHet 47 AP% 0| gt A3t 3 |SES CoA(Change
of Authorization)S A|&H5tH, A= ZQIE 7} W7 E|o] JC|0|EEl EAS &QI8t 4 Q= = §t|C}.
A

(]
WLCO| F+Ad
1EHH|. Mdro 2 & x| B8 7|5 #45

Configuration(Z1I| 28| 0| M) > Wireless(F ) > Wireless Global(F41 2 2H)Z 0|53t Device



Classification(C|HIO|A 2&) & QIEHS MEHFTLICY.

Configuration= *» Wireless~ » Wireless Global

Default Mobility Domain * default

RF Group Name™ default

]

o

Maximum Login Sessions Per User

O

Management Via Wiraless

©

Device Classification

AP LAG Maode )
Dot15 Radio O
Wireless Password Policy Mone v i

ClHlo|lAa 257 Zm|ado|M
2CHAH| TLV 744l 2 RADIUS T2 0t 2] gA45}

Configuration(Z1Z|224/0|A) > Tags and Profiles(Ef 1 2! Z Z Zl) > Policy(H&)Z 0|55t
RADIUS 220/ E 7} 94Z4E WLANOIA AL 3H= Policy Profile(&4% T2 Z)2 Metgh|ct.

Configuration - > Tags & Profiles - > Policy

Admin Y Associated @ T

Status Policy Tags Policy Profile Name Y Description
| 0 ] 5 ise-palicy
O @ default-policy-profile default policy profile
- _
2 A ey

Access Policies(H A& %24)E Z 25t 1 RADIUS Profiling(RADIUS Z2I+UZ)) HTTP TLV



OIBHLICE. OfF £
250l Mo yef

Caching(HTTP TLV 7§4)) 2! DHCP TLV Caching(DHCP TLV 7H4&)) SM& & ¢
oM &gt xtedo 2 QI3 O|A|| Global State of Device Classification(C|HFO|A
)O| Enabled(& &5t E) A EH2 EAIFLICH

Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL
HTTP TLV Cachin _
i IPva ACL v/ @
DHCP TLV Caching
IPv6 ACL v
WLAN Local Profiling
URL Filters @
Global State of Device Enabled (&)
Classification i
Pre Auth v
Local Subscriber Policy Name v | B _
Post Auth v B
VLAN
VLAN/VLAN Group 1 v @
Multicast VLAN Enter Multicast VLAN

-/ Update & Apply to Device

RADIUS Z=2 2 & 714 Z4x| T2 0|M

WLC CLIol 229138+ dot11 TLV Accounting2 & A3t&fLCt

vimontes-wlc#configure terminal
vimontes-wlc(config)#wireless profile policy policy-profile-name
vimontes-wlc(config-wireless-policy)#dotll-tlv-accounting
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Administration(Z 2l) > Deployment(Tt%) 2 0|53t PSN2| 0|2
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Deployment Nodes

O Hostname ~  Personas Role(s) Services

'_] Administration, Monitoring, Policy Service STAMDALONE SESSION,PROFILER

ISE PSN = = AMEH

OlZi2 A3 E 35104 Policy Service(d& MH|A) MMo Z 0|58t Enable Profiling Service(Z 2 IH U &

EHEFLICH Save(ME) HES 2=2IFLICH

‘ ~ Policy Service

~ Enable Session Sefyices

Include Node in Node Group  None

Enable Profiling Service

__] Enable Thraat Centric MAC Servica
O » Enable SXP Sefyice

[J Enable Device Admin Service

l Enable Passive Identity Service

»  pxGrid

Z2utlg]| MH|A 741|228 0]AM

et
0x
o

25 ISE PSNOIAM RADIUS ZZ2IUZ =2 -

Ho|X| 4Ete 2 A3 E5}04 Profiling Configuration(Z 2} U2 1| eo|M) B2 2
o2 Z2 27} ZAIELICH RADIUS Z2 HE /31611 SaveE 22| EHLICH

c
=l

Selected 0 Total 1

Reset
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Dippdisemianl Modas List el

Edit Node

Ganeral Settings | FProfiling Conflguration |

> NETFLOW

> DHCP

> DHCPSPAN

> HTTP
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Change of Authorization 8| 2 £ 9| Details &0i /= ot0o|2 & E=IgfLICh.

(v a 0A:5A:F0:B3:B5:9C

Sep 27, 2023 06:19:24.36...
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I-::hmr AlLributes

Cantsgverupnil

Ewerii-Thmee-SimmD
Davica Cod tyde
Devica Cos port

babit e i Do es ol P 0 D i

HThiedPatyDarricaF lrm

1483
1605838764

Cics Coh
1700
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ToralArmEnL Behty 621649740

ConiLatercy a1 6490 %
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CodR CRange i eodpont onty groupipahytegical pradia which
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hetenrk Diowice Profike
L=t alion

Devica Typo

WPSEC

Davech 1P Addredd

LM Sossamil

COAEZ|H FMH 24 2 0o|g

Context

o

Lo atisnm Al Lo atised

Davico TypelAdl Davico Types
IF5ECHs IPSEE DevhcaHMNO
172185160
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Visibility(&g 7tA4d) > Endpoints(AEE

He ¥4

91E) > Authentication(

o3 o

o2 0|E

gfLict of ®ollA HE{E A& stod H|

AE L

A= ZQlE EMof AMASEATH HEZQJAE MAC FLAE S-THLICH
[] MAC Address Status IP Address Username Heostname Location Endpoint Profile Authen... Authentication ... Autherization P...
> OABAFOIBIBSOC x  Status = IP Address Username Hostrame Location Endpoint Profile Authentic:  Authentication Polic Authorization Policy
'_] bob Victor-s-522  Location... Android Default Wili Endpoint Analy...
HEYAE JHANO A= EQIE
ol &t42 Ise7t o] 2 Eof cHall M&etn U= ZE HWEE EAELICH £ MAS 228 O3 7|E S8 WEEUc
MAES ADDRESS: 0A:SAF0:03-05:0C
- Phong
ndrosd F
Ma Saminag Eloctroniss Ca, Ltd
Locat B Location MFC Hardw Model: Samsung Galawy 522+
MFC Oporgs
Systam: Andeoid 13
] Q Threats Vulnerabilities Manage
HEAE JAIO] T3t AEEQIE J|EF S M=
WiFi_Device Analytics AFM &4 &2 7 K| ol2H2 A3 EFfLICH O] MMM ol248t S FECHE W2 ISE7H 047128 i
Ag Sall T SHS SSHZ LYSH A= ZQRIE ERO| ALEE = AZE 2lOIFLICH

DEVICE

_INFO_COUNTRY _CODE

Unknown

DEVICE_INFO_DEVICE_FORM
DEVICE
DEVICE_INFO_MODEL_NUM
DEVICE_INFO_OS_VERSION
DEVICE_INFO_SALES_CODE

DEVICE_INFO_VENDOR_TYPE

_INFO_FIRMWARE_VERSION

PHONE

WHGE

Samsung Galaxy S22+
Android 13

MXO

SAMSUNG

Edl
=1

ZAEIAE JtAI 9| WiFi & o

ME
= =

}

o

I 2 OS2 Windows 10 2! iPhone 49| of ILICF.



DEVICE_INFO_DEVICE_FORM 0
DEVICE_INFO_FIRMWARE_VERSION  22.180.02.01

DEVICE_INFO_HW_MODEL AX201/AX1650
160MHZ

DEVICE_INFO_MANUFACTURER_NAME LENOVO
DEVICE_INFO_MODEL_NAME 20RAS0C000
DEVICE_INFO_MODEL_NUM LENOVO
20RAS0C000

DEVICE_INFO_0OS_VERSION WINDOWS 10
DEVICE_INFO_POWER_TYPE AC POWERED
DEVICE_INFO_VENDOR_TYPE 3

Windows 10 IE ZQIE E4

DEVICE_INFO_DEVICE_FORM O

DEVICE_INFO_MODEL_NUM  IPHONE
11 PRO

DEVICE_INFO_OS_VERSION 10S 16.4
DEVICE_INFO_VENDOR_TYPE 1

OfotO|E A=ZQIE &4 of

2 sz



1A, Y 22| miZlol 1seol| =&

WLC CLIOIM H2 =2 Zl Zn| o[ Hof|A DOT11TLY {7128, DHCPTLV /4 L HTTPTLV 7HA 0| EdstE|o] J=X| =

QIghLcH.

<tfroot>

vimontes-wlc#show running-config | section wireless profile policy policy-profile-name
wireless profile policy policy-profile-name

aaga-override

accounting-list AAA-LIST

dhcp-tlv-caching

dot 11-t | v-accounting

http-tlv-caching

radi us-profiling

no shutdown

A=z QlE0 HASI= SO WLC £ ISEAM THZ! HRE +EIFLICH Wireshark@t 22 & 224El miZ! 24 T E AI&35tod &

RADIUS AY 2| miZ! & & AHO|M ID(RIEZQIE MACFA HAE)Z EEJELIC 0 2 £04, 0| ZEIE AIEE £ &

LICH.

radius.code == 4 & & radius.Calling_Station_ld == "XX-XX-XX-XX-XX-XX"

LIRI7} & 2l=|H Cisco-AVPair HEE = %5104 0{7t2 8 WM wiFi 24 HIo|HE &&LICt



Ne. tination Pratecol Length Infa
- 172.16.5.112 RADIUS 4976 Accounting-Request id=39
zcific(26)
) ndor=Specific(26) 1=36
8l AVP: t=Vendor-Specific(26) 1=39 vnd=ciscoSystems(9)
i AVP: t=Vendor-Specific(26) 1=36 vnd=ciscoSystems(9)
ndor-Specific(26) 1=49 wnd=ciscoSystems(9)
Vendor ID: ciscoSystems (9)
B VSA: t=Cisco-AVPair(1) 1=43 [val=dotll-device-info=\800\008\008\0235amsung Galaxy 522+
ems (9)
=Cisco-AVPair(1l) 1=27 |val=dotll-device-info=\000'001\008\003WHE
endor=Specific(26) 1=33 wvnd=ciscoSystems(9)
ciscoSystems (9)
&) VSA: t=Cisco-AVPair(1) 1=27 |val=dotll-device-info=\808\802\0080\003MX0
ndor-Specific(26) 1=31 vnd=ciscoSystems(9)
Typ 26
Length: 31
Vendor ID: ciscoSystems (9)
=Cisco-AVPair(1l) 1=25 |val=dotll-device-info=\000'00310008\0011
ndor=Specific(26) 1=40 wvnd=ciscoSystems(9)
26
Length: 4@
Vendor ID: ciscoSystems (9)
=Cisco-AVPair(1) 1=34 |val=dotll-device-info=\0@8\@@4\@0a\nAndroid 13
endor-5pecific(26) 1=37 wnd=ciscoSystems(9)
: 26
Vendor ID: ciscoSystems (9)
isco-AVPair(1) 1=31 |val=dotll-device-info=\0@8\@05008\aUnknown
ndor-Specific(26) 1=31 vnd=ciscoSystems(9)
0{7t2 % W Lo A=ZRIE TLV &Y
2EHA ISEE AEXQIE §EHE ME5to of7t2E I & 2AFLICH
ISEO{A] Ol2{8t 7244 @ 4= DEBUG BIHE % 5t0d WLCHA 2 RADIUS 017H2 & THZ! 0] ISEX| =& 5t04 HIEA MElZZ

= g + UsLich

S ISEX|H HES st 20 ot + MY + JUELICH XM HES +Hste SHol Ot RMIE 82 #T BE

Component Name Log Level Description Log file Name
S Component Name DEBUG f Description Log file Name
nsf DEB...~ NSF related messages ise-psc.log
nsf-session DEB...~ Session cache messages ise-psc.log
profiler DEB...~ profiler debug messages profiler.log
runtime-AAA DEB...~ AAA runtime messages (prrt) prrt-server.log
ZA s fIs CIHZE 78 24



Fn:.7E 4

A= ZQIEE QB 5= PSNO|A D DEBUG BI'EZ &5tE LICt

rr

isel ocal Store.log0i| A Accounting-Start HIA|X|= 0{iH 7t @ A DEBUG Bl 2 & M35t K| et 7IFELICH 07| ISEE WiFi

Analytics §42 Z&steE 4 072 IS = lsiok B LC

<#root>
2023-09-27 18:19:23.600 +00:00 0000035538 3000
NOTI CE Radi us- Accounting: RADI US Accounting start request,

ConfigVersionId=1493,
Device IP Address=172.16.5.169,



User Name=bob

, NetworkDeviceName=lab-wlc, User-Name=bob, NAS-IP-Address=172.16.5.169, NAS-Port=260613,
Framed-IP-Address=172.16.5.76, Class=CACS:A90510AC0000005BD7DDDAA7:iselab/484624451/303, Called-Station

Cal I'i ng- St ati on-1 D=0a- 5a-f 0- b3- b5- 9¢

, NAS-Identifier=vimontes-wlc, Acct-Status-Type=Start, Acct-Delay-Time=0, Acct-Session-Id=00000018,

Acct-Authentic=Remote, Event-Timestamp=1695838756, NAS-Port-Type=Wireless - IEEE 802.11, cisco-av-pair=
cisco-av-pair=dc-device-name=Victor-s-S22, cisco-av-pair=dc-device-class-tag=Samsung Galaxy S22+, cisco
cisco-av-pair=64:63:2d:6f:70:61:71:75:65:3d:01:00:00:00:00:00:00:00:00:00:00:00, cisco-av-pair=dc-proto
cisco-av-pair=dhcp-option=dhcp-class-identifier=android-dhcp-13, cisco-av-pair=dhcp-option=dhcp-paramet

ci sco-av- pai r=dot 11- devi ce- i nf 0=DEVI CE_| NFO_MODEL_NUM=Sansung Cal axy S22+, ci sco-av-pair=dot11l-device-ir

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_SALES_CODE=MXO, ci sco- av- pai r=dot 11- devi ce-i nf 0=DEVI CE_I NFO

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_OS_VERSI ON=Androi d 13, ci sco-av-pair=dot11-devi ce-i nfo=DEVI (

ci sco-av- pai r=dot 11- devi ce- i nf 0=DEVI CE_| NFO_VENDCR_TYPE=2

cisco-av-pair=audit-session-id=A90510AC0000005BD7DDDAA7, cisco-av-pair=vlan-i1d=2606, cisco-av-pair=met

cisco-av-pair=cisco-wlan-ssid=VIcSSID, cisco-av-pair=wlan-profile-name=ISE-AAA, Airespace-Wlan-Id=1, Ac
RequestlLatency=15, Step=11004, Step=11017, Step=15049, Step=15008, Step=22083, Step=11005, NetworkDevic
NetworkDeviceGroups=Device Type#All Device Types,

CPMsessi onl D=A90510AC0000005BD7 DDDAAY

, TotalAuthenLatency=15, ClientLatency=0, Network Device Profile=Cisco, Location=Location#All Locations
Device Type=Device Type#All Device Types, IPSEC=IPSEC#Is IPSEC Device#No,

prrt-server.logoll M ISEE WiFi Analytics §44& Z 8510 = 4lE 047128 % syslog HIAIXRIE F& £24&LICt CalingStation!D H

E 9 CPMSessionID ZEE AI&35t0{ SHIE MM U A=EZQIEE FHFFL|CE

<#root>

Radius,2023-09-27 18:19:23,586,
DEBUG, Ox7f 50a2b67700,
cntx=0000192474,sesn=iselab/484624451/304,
CPMSessi onl D=A90510AC0000005BD7 DDDAAY

Cal | i ngSt ati onl D=0a- 5a- f 0- b3- b5- 9c
,FramedIPAddress=172.16.5.76,

RADI US PACKET: :

Code=4( Account i ngRequest)

Identifier=39 Length=934



[1] User-Name - val ue: [bob]
[4] NAS-IP-Address - value: [172.16.5.169] [5] NAS-Port - value: [260613] [8] Framed-IP-Address - valu
26] cisco-av-pair - value: [dot11-device-info0=<00><00><00><13>Sansung Gal axy S22+] [26] cisco-av-pair -

[26] cisco-av-pair - value: [audit-session-id=A90510AC0000005BD7DDDAA7] [26] cisco-av-pair - value: [v

3B A=EQIE B 40| YElo|EE|n A= QAT ERY

=
T

AL

0| sydog HAIX|E Z2 IR 714 QA9 BREILICE ProfilerlogeE 72 EME sydog HAIXIE £=4I5lT0 AIEZQE EME FE
ghoict.

<tfroot>

2023-09-27 1

8:19: 23, 601 DEBUG [ Sysl ogLi st ener Thr ead]
[[1] cisco.profiler.probes.radius.SyslogMonitor -:::::-
Radi us Packet Received 1266
2023-09-27
18: 19: 23, 601 DEBUG [ Sysl ogLi st ener Thr ead]
[[1] cisco.profiler.probes.radius.SyslogDefragmenter -:::::- parseHeader inBuffer=<181>Sep 27 18:19:23
Cl SE_RADI US_Accounti ng 0000000297
3 0 2023-09-27 18:19:23.600 +00:00 0000035538
3000 NOTI CE Radi us- Accounting: RADIUS Accounting start request
, ConfigVersionId=1493, Device IP Address=172.16.5.169,
User Nane=bob

, NetworkDeviceName=lab-wlc, User-Name=bob, NAS-IP-Address=172.16.5.169, NAS-Port=260613, Framed-IP-Add
Called-Station-ID=00-1le-f6-5c-16-ff,

Cal I i ng- St ati on- | D=0a- 5a-f 0- b3- b5-9c

, NAS-Identifier=vimontes-wlc, Acct-Status-Type=Start, Acct-Delay-Time=0, Acct-Session-Id=00000018, Acc
Event-Timestamp=1695838756, NAS-Port-Type=Wireless - IEEE 802.11, cisco-av-pair=dc-profile-name=Samsung
cisco-av-pair=dc-device-class-tag=Samsung Galaxy S22+, cisco-av-pair=dc-certainty-metric=40,

cisco-av-pair=64:63:2d:6f:70:61:71:75:65:3d:01:00:00:00:00:00:00:00:00:00:00:00, cisco-av-pair=dc-proto

18:19: 23, 601 DEBUG
[SysTlogListenerThread][[]] cisco.profiler.probes.radius.SyslogMonitor -:::::-
Radi us Packet Received 1267
2023-09-27
18:19: 23, 601 DEBUG
[SysTlogListenerThread][[]] cisco.profiler.probes.radius.SyslogDefragmenter -:::::- parseHeader inBuffe

Cl SE_RADI US_Accounti ng 0000000297 3 1



cisco-av-pair=dhcp-option=host-name=Victor-s-S22, cisco-av-pair=dhcp-option=dhcp-class-identifier=andro

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_ MODEL_NUM=Sansung Gal axy S22+, ci sco-av-pair=dot11-device-ir

ci sco- av- pai r=dot 11- devi ce-i nf o=DEVI CE_| NFO DEVI CE_FORME1, ci sco-av- pair=dot11-devi ce-i nf o=DEVI CE_| NFO (

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_ VENDOR _TYPE=2, ci sco-av- pair=audit-sessi on-i d=A90510AC00000(

, cisco-av-pair=vlan-id=2606, cisco-av-pair=method=dotlx, cisco-av-pair=cisco-wlan-ssid=VIcSSID,
cisco-av-pair=wlan-profile-name=ISE-AAA, Airespace-Wlan-Id=1, AcsSessionID=iselab/484624451/304,

0
lnl
i
e
[m
Am

4 HEIH Ydlo|EELICE

<#root>
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7:: : :-
Devi ce Anal ytics data 1: DEVI CE_I NFO_FI RMARE_VERSI ON=[ WH6]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Devi ce Analytics data 1: DEVI CE_| NFO_SALES_CODE=[ MX(
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Devi ce Analytics data 1: DEVI CE_|I NFO_DEVI CE_FORMH[ 1]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Device Analytics data 1: DEVI CE_I NFO_OS_VERSI ON=[ Androi d 13]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Devi ce Anal ytics data 1: DEVI CE_| NFO_COUNTRY_CODE=[ Unknown]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]

cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-



Device Anal ytics data 1: DEVI CE_| NFO VENDOR TYPE=] 2]

<#root>
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]

cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::- Endpoint: EndPoint[id=,name=

MAC. OA: 5A: FO: B3: B5: 9C

Attribute:AAA-Server value:iselab Attribute:Acct-Authentic value:Remote Attribute:Acct-Delay-Time valu

Attribute: DEVI CE_I NFO_COUNTRY_CODE val ue: Unknown Attri bute: DEVI CE_I NFO_DEVI CE_FORM val ue: PHONE Attri bute

Attribute:Device IP Address value:172.16.5.169 Attribute:Device Type value:Device Type#All Device Type

=4 YElolEE O/WEE Z2TUY A s EQIES AR BLICH T2 T2 AMo| ChAl HhEln Al Z2uhelo] #TELIC

<#root>
2023-09-27 18:19:24,098
DEBUG [ pool - 533-t hr ead- 35]
[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
Pol i cy Android matched OA: 5A: FO: B3: B5: 9C (certai nty 30)
2023-09-27 18:19:24,098
DEBUG [ pool - 533-t hr ead- 35]
[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
DEBUG [ pool - 533-t hr ead- 35]
[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
Pol i cy Androi d matched OA: 5A: FO: B3: B5: 9C (certainty 30)

com.cisco.profiler.infrastructure.profiling.ProfilerManager$MatchingPolicyInternal@l4ec7800

427 CoA L RHRIE

ISEE WiFi Device Analytics §430| B4 3ol (et A= ZQIE Ao CHEF CoAE Lok FLICH

<#root>
2023-09-27 18:19:24,103
DEBUG [ pool - 533-t hr ead- 35]

[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-



Endpoi nt OA: 5A: FO: B3: B5: 9C I dentityGoup / Logical Profile Changed/ WF device analytics attribute char
2023-09-27 18:19:24,103

DEBUG [ pool - 533-t hr ead- 35]

[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
Condi ti onal CoAEvent with Endpoint Details : EndPoint[id=62caa550-5d62- 11lee- bf 1f - b6bb1580ab0d, nane=] MAC
Attribute:AAA-Server value:iselab Attribute:Airespace-Wlan-Id value:1 Attribute:AlTowedProtocolMatched

Attribute: DEVI CE_I NFO_COUNTRY_CODE val ue: Unknown Attri bute: DEVI CE_I NFO_DEVI CE_FORM val ue: PHONE Attri but e

Attribute:DTLSSupport value:Unknown Attribute:DestinationIPAddress value:172.16.5.112 Attribute:Destin

;i
X1

A= ISE7F CoAE WLCH ST E sH= ol ==20| Euict E£5 CoA M2l £ MER2 Access-Request THZ!0| = 41EIE E 0
ELict

111 2823-09-27 12:19:24.357572 172.16.5.112 172.16.5.169 244 CoA-Request id=13
112 2823-99-27 12:19:24.361138 172.16.5.169 172.16.5.112 RADIUS 111 CoA-ACK id=13

> Frame 111: 244 bytes on wire (1952 bits), 244 bytes captured (1952 bits)
> Ethernet II, Src: VMware_b3:f0:73 (@0:50:56:b3:f0:73), Dst: Cisco_5c:16:ff (8@:1le:f6:5c:16:ff)
» Internet Protocol Version 4, S 172.16.5.112, Dst: 172.16.5.169
» User Datagram Protocol, Src Port: 41440, Dst Port: 1780
~ RADIUS Protocol
CDdP foﬁ HEEUESt (43)
er: @xd (13)

w Mtrlbutp Value Pair
6.5,169
- AVP: t=Calling-Station-Id val=0A:5A:FB:B3:B5:9C

Type: 31
Length: 19
Calling-Station-Id: @A:5A:F8:B3:

> AVP: t=Event-Timestamp(55)

> AVP: t=Message-Authenticator(88)

cific(26) 1=43 wn

Length: 43
Vendor ID ciscoSystems (9)
co-AVPair(1l) 1=37 va
ndor=Specific(26) 1=41 wn

command=reauthenticate
systems(9)

Vendor ID ciscoSystems (9)
isco-AVPair(1) 1=4 dit-s ion-id=A98510ACHR000A5BDTDDDAAT

RADIUS 244 CoA-Request 1d=13
RADIUS 111 CoA-ACK id=13

2323 @9 2?

2023-09-27 RADIUS 488 Access-Request id=55
114 2023-09-27 12:19:24.336233 172.16.5.112 172.16.5.169 RADIUS 167 Access-Challenge id=55
115 2823-99-27 12:19:24.397689 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=63
116 2023-09-27 12:19:24.400463 172.16.5.112 172.16.5.169 RADIUS 167 Access—Challenge id=63
117 2823-99-27 12:19:24.413943 172.16.5.169 172.16.5.112 RADIUS 728 Access-Request id=71
118 2023-09-27 12:19:24.456036 172.16.5.112 172.16.5.169 RADIUS 1179 Access-Challenge id=71
119 2023-09-27 12:19:24.477140 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=79
120 2@23-99-27 12:19:24.481172 172.16.5.112 172.16.5.169 RADIUS 1175 Access-Challenge id=79
121 2023-09-27 12:19:24.496743 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=87
122 2823-99-27 12:19:24.4999081 172.16.5.112 172.16.5.169 RADIUS 289 Access-Challenge id=87
123 2023-09-27 12:19:24.546538 172.16.5.169 172.16.5.112 RADIUS 715 Access-Request id=95
124 2023-99-27 12:19:24.553619 172.16.5.112 172.16.5.169 RADIUS 218 Access-Challenge id=95
125 2023-89-27 12:19:24.568069 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=183
126 2023-99-27 12:19:24.571945 172.16.5.112 172.16.5.169 RADIUS 281 Access-Challenge id=1@3
127 2023-89-27 12:19:24.584229 172.16.5.169 172.16.5.112 RADIUS 594 Access-Request id=111
128 2023-99-27 12:19:24.588165 172.16.5.112 172.16.5.169 RADIUS 232 Access-Challenge id=111
129 2023-89-27 12:19:24.599493 172.16.5.169 172.16.5.112 RADIUS 648 Access-Request id=119
130 2023-89-27 12:19:24.624360 172.16.5.112 172.16.5.169 RADIUS 247 Access-Challenge id=119
131 2023-99-27 12:19:24.638515 172.16.5.169 172.16.5.112 RADIUS 592 Access-Request id=127
132 2023-09-27 12:19:24.642039 172.16.5.112 172.16.5.169 RADIUS 200 Access-Challenge id=127
133 2023-09-27 12:19:24.654578 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=135

134 2023-09-27 12:19:24.677792 172.16.5.112 172.16.5.169 RADIUS 338 Access=Accept id=135
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/release_notes/b_ise_33_RN.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/release_notes/b_ise_33_RN.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214153-collect-support-bundle-on-cisco-identity.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214153-collect-support-bundle-on-cisco-identity.html
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