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Web Browser ISE Azure AD
¢ee

L User sglects SAML Login
option on ISE GUI

Internal Redirection to Azure
https://login.microsoftonline.com/

A
v

A J

Encoded SAML Response is returned along with assertion data

SAML Response is sent to Service Provider (ISE)
t 3

ISE confirms successful authentication as a
result of SAML Response parsing, browser
is redirected and logged into ISE GUI

. SAML Request, Identity Provider (Azure AD) authenticates the user

Azure AD2} SAML SSO E8f 4

1E+A|. ISEO|AM SAML ID ME K} A4
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ISE0| A Administration(Z 2l) > Identity Management(ID £2l) > External Identity Sources(2/5 ID
A A) > SAML Id Providers(SAML ID M3 AHZE O|S35t1 Add(F7H HEZ =& Lc
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Administration - Identity Management

Agure
External ldentity Sources
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Administration(Z 2l) > System(A|A &) > Admin Access(Z2|At HM|A) > Authentication(2!
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= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
Authentication
Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings
———————

Authorization

Authentication Type

Administrators

Settings
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Administration(Z 2/) > Identity Management(ID & 2|) > External Identity Sources(2|F ID £&A) >
SAML Id Providers(SAML ID A& X} > [Your SAML Provider](SAML MZXHZ 0|S gLt

jo

MH|& S2x G2 2 ©™Etstn olOlx|ol ZAIE Tz LHEWZ| HES S=FLICH
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=

Identity Provider List > Azure_SAML

SAML Identity Provider

General dentity Provider Config. Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Infa. Export

Includes the following portals:

Sponsor Portal {default)
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>
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xml IS OHREE LICt €Ix| URL & entitylD Zt2 7|53l ELICH

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor entityID="http://CiscolSE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd" xmlns:md="urn:oasi
<md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" WantAssertionsSig
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFTjCCAzagAwIBAgINAg2amSTL6NAE8FY+tzANBgkghkiGOwOBAQwFADATMSMwIQYDVQQDEXpT
QUIMX21zZTMtMS0x0S5ja3VtYXIyLmNvbTAeFwOyMTA3MTkwMzI4MDBaFwOyNjA3MTgwMzI4MDBa
MCUxIzAhBgNVBAMTGINBTUxfaXNTMyOXLTE5LmNrdWlhcjIuY29tMIICIjANBgkghkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAvViT1a4+S0uP33j037yCOXnHAZzADupfgcgwcp1IQnFxhVfnDd01ixGRT817aQ
1zdKhpwf/BsJeSznXyaPVxFcmMFHbmyt469Q/jQQEyt7YhyohGOt1lop01lgDGwtOnWZGQ+ccvgXSL
GelHYdTDtE1LMEcGg1mCd56GfrDc]dX0cZImiDzizyjGKDdPf+1VM5JHCo6UNLF1IFyPmGvcCXnt
NVgsYvxSzF038ciQqImOsqrVrrYZuIUAXDWUNUg9pSGzHOFkSsZRPxrQh+3N5DEFFIMzybvmlFYu
9h83gL4WIWMizETO6Vs/DOp6BST2MPxKe790R5TfxFqlDIDNYgCnHMGooVmnSSnDsAgWebvF1luhZ
nGGkH5R0gT7v3CDrdFtRONYAT+Yv0941KzFCSEOsshykGSjgVn31XQ5vgDH1PvgNaYs/PWiCvmI/
wYKSTn9/hn7JIM1DqOR1PGEkVjg5WbxcViejMrrIzNrIciFNz1FuggaE8tC7uyuQZa2rcmTrXGWC]
sDU4uOvFpFvrcC/Tavr9Fnx7LPwXa0asvld19SPbD+qYgshz9AI/nIXaZdioHzEQwa8pkoNRBwjZ
ef+WFC9dWIy+ctbBTO+EMO6Xj1aTI1bV80mN/6LhiS8g7KpFz4RN+agliubpgZ5058Zot9ggkpFw
kVS9vT4EOQzwWNGo7pQI8CAWEAAaNIMHswWIAYDVRORBBkwF4IVaXNTMyOxLTESLmNrdwWlhcjIuY29t
MAwWGA1UdEwQFMAMBAf8wCwYDVROPBAQDAgL sMBOGA1UdDgQWBBRIkY2z/9H9PpwSnOPGARCj5iaZ
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwWIwWDQYJKoZIhvcNAQEMBQADggIBAIE6mNBL
206Dkb6fHdgKd9goN8N2bj+34ybwxqvDSwGtn4NAG6HY1q7N61JzAD/7s0ZfHgOT2UTgZpRFIFsHN
CGchSHgDt3bQ7g+GW1vcgreC7R46genaonXVr1tRwllvVIdCf8IQFFMxya/rIC4mxVeoo0j1F19d
rvDBH+XVEt67DnQWkulLp8zPJUugfa4HOvdm6oF3uBteO/pdUtEi6f0bqrowCyWd9Tjq7KXfd2ITw
hMxaFsv8wWcVuOMDPkPIxUwwt6gfHObE5 TuT4EYVuuHiwMNGbZqggb+aduSkX/EfiDVoLSL6KI31
nf/341cuRTIUmDh9g2mppbBwOcxzoUxDm+HReSe+0JhRCyIJcOvUpdNmYC8cfAZuiV/e3wk0OBLZM
TgV8FTVQSnra9LwHP/PgeNAPUcCRPXSwaKE4rvjvMc0aS/iYdwZhZiJ8zBdIBanMv5mGulnvTEt9K
EEwj9ysT1IHmdgoH3EmOFOgnzRORvsSMPbIxXAOTFjfoITTMdQXNHhg+w1POKXS2GCZ29vAM52d8ZCq



UrzOVXNHKWKwWER /q1GgaWvh3X/G+z1shUQDrJcBdLcZI1WKUMa6XVDj18byhBM7 pFGwg4z9YIZGF
/ncHcoxFY759LA+m7Brp7FFPiGCrPW8EOV7bUMSDmmg/53NoktfJ1CckaWE87myhimj0
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:

:nameid-format:transient</md:NameIDFormat>
:nameid-format:emailAddress</md:NameIDFormat>
:nameid-format:persistent</md:NameIDFormat>
:nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:kerberos</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService index="0" Location="https://10.201.232.19:8443/portal/SSOLoginResponse.act
<md:AssertionConsumerService index="1" Location="https://ise3-1-19.onmicrosoft.com:8443/portal/SSOLogin

NERERNRN
ORR R ORKRO

</md:SPSSODescriptor>
</md:EntityDescriptor>

XML mto| #ted 4.

entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService 9| %|="https://10.201.232.19:8443/portal/SSOLoginResponse.action"

AssertionConsumerService | x|="https://ise3-1-
19.onmicrosoft.com:8443/portal/SSOLoginResponse.action"

2EtA|. Azure AD IdP A& 4
1. Azure AD AF2 X} BHE 7|

Azure Active Directory Zt2| MIE{ CHA|E =0l 22215t 1 o|0|X|ofl EA|E CHZ ADE MEHEFL|CH


http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action

Azure Active Directory admin center

El! Dashboard
= All services
* FAVORITES
& uUsers

B Enterprise applications.

AERHE MEASID
L[Ct. o|O|X|ofl EA|El CHE Create(™

Identity

User name * (D)

MName * (i)
First name

Last name

Password

Initial password

Dashboard >

Default Directory

w Default Directory | Overview

o

Azure Active Directory

Overview

# Getting started

& Preview hub

X

Diagnose and solve problems

Manage

&
F-

Users.
Groups

External Identities

. Roles and administrators

Administrative units (Preview)
Enterprise applications

Devices

5 App registrations

! Identity Governance

Application proxy
Licenses

Azure AD Connect

+ Custom domain names

1 Mability (MDM and MAM)

Password reset

M AFBXIE 2

L4

& Switch tenant E[ Delete tenant

+ Create atenant [ What's new

[l Preview features 7 Got feedback?

ﬁ Azure Active Directory can help you enable remote work for your employees and partners. Leam mone

Default Directory

l £ Search your tenant

2 Tenant information

Your role
Global administrator More info

License
Azure AD Premium P2

Tenant ID
64ace648-115d-4ad9-a3bf-7660...

Primary domain

ekomeyccisco.onmicrosoft.com

Sign-ins

2|8 Ct

l]IO
I=|

ZI o 2t AFE Xl O|&

@ Azure AD Connect

Status
Mot enabled

Last sync
Sync has never run

Aug 23

Olf U =7 %28 FAE

i) SEIFLIc
| mck \/|@| gdplab2021.onmicrosoft... |E
The domain name | need isn't shown here
| mck \/|

@ Auto-generate password
O Let me create the password

[T ETT L]

|:| Show Password




2. Azure AD 11& BHE 7|
OEg MEfELICH New Group(Mf 1 8)& E&IgtLC.

Dashboard > Default Directory > Groups

2a Groups | All groups

Default Directory - Azure Active Directory

= + New group i Download groups [l Delete O Refresh == Columns

&2 All groups

2 Deleted 6 This page includes previews available for your evaluation. View previews —
eleted groups

K Diagnose and solve problems I/O Searchigroups ] +o Add filters

& 782 2oz RXIFLICL o|l0|x|ol ZAIE CHZ O & Ol§E FIFLICHL

Azure Active Directory admin center

¢ Dashboard > TAC > Groups >

I

Edl pashboard New Grou p
= all services

* FAVORITES

Group type * @

B Azure Active Directory | Security v |
-
&a Users Group name * (i)
) Enterprise applications | ISE Admin Group ve |

Group description (D

| Enter a description for the group |

Azure AD roles can be assigned to the group @

N - )

Membership type * @

| Assigned Y%

Owners

Mo owners selected

Members

Mo members selected

3. 1E0] Azure AD A2 X} gLt

No members selected(ME1EH HH I1Z)E S EIFLICH AISAIE MBSt MBS ZRIELICH A
X7t $YE 21ES ST BHETIE SELIC



Add members

Search (D)

,-D mck

mck
mck@gdplab2021.onmicrosoft.com

Selected items

Mo items selected

o| 3tHoME 2 & 2 IDE 7|58l SLICt o] IDE o|0|X[ol EAIE! ISE 2Rt &S| E<
576c60ec-c0b6-4044-a8ec-d395b1475d6e & L Ct.



Dashboard >
&3 Groups | All groups
TAC - Azure Active Directory
% + MNew group
& Al groups

& Deleted groups

4 Download groups 1] Delete

T Refresh == Columns Preview features A7 Got feedback?

€) This page includes previews available for your evaluation. View previews =

A Diagnose and solve problems | D seshipous
~ 0l

| * Add filters

Settings Name
& General ] . ISE Admin Group
€3 Expiration

3 Naming policy

Object Id Group Type Membership Type

l 576c60ec-c0b6-4044-a8ec-d395b1475 d&el Security Assigned

4. Azure AD Enterprise S8 T2 OHE 7|
ADO{| M Enterprise Applications& 4115t 11 New applicationg 2 2|&fL|Ct.

Azure Active Directory admin center

«©

Dashboard > Default Directory > Enterprise applications

Enterprise applications | All applications

-+ New application == Columns [&] Preview features < Got feedback?

Ell Dashboard
1= All services Default Directory - Azure Active Directory
% FAVORITES “
B Azure Active Directory et
0 overview

6 Users.

2! Enterprise applications # Diagnose and solve problems

Manage

BE Al applications

Create your own applicationS ME{gFL|C},

O Try out the new Enterprise Apps search preview! Click to enable the preview. =

Application type Applications status

v [y

Application visibility

Enterprise Applications A Any
| | |

| First 50 shown, to search all of your applications, enter a display name or the application ID.



Azure Active Directory admin center

= Dashboard Enterprise applications

It Browse Azure AD Gallery
= &l services
* FAVORITES | t+ Create your own apahca'.icnl (i) Request new gallery app A Got feedback?
B Azure Active Direct
DR EE sy o You're in the new and improved app gallery experience, Click here to switch back to the legacy app gallery experience. =
:. Users
Bl enterprise applications [/"-‘ Search application Single Sign-on : All User Account Management - All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle
\‘-—-ﬂ"_?
Google Cloud
On-premises applications
Add an on-premises application Learn about Application Proxy Manage Application Proy
& Azure AD Application Préuy o e
—3 Federated 550 gJ Provisioning
Featured applications
Adobe Creative Cloud Adobe Identity ADP GlobalView
‘ Microsoft Carporation ‘ Management (Dlpre:al!dl
9 Adabe Ine ' ADP LLC
Adobe Adobe 2= 9
S 1T = 22 0 = A =23 E 22 11 = =
S8 Z2I30o| 0|§2 YUHstn Aei2|(Hde 2ol R x| e CHE 88 Z28 SE EtC
=E O = ir — o S
Q2 HES MEIStT o|O|X[of| EAIEl WMEH HHEZI HES SEIELICH



Create your own application X

What's the name of your app?
| 1SE_3_1_Admin_SSO o

What are you looking to do with your application?
II:) Configure Application Proxy for secure remote access to an on-premises application

(:) Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

5. ofZ 2|70l 2 & F7t

AER Y a5 gFS MEELIC

Azure Active Directory admin center

% Dashboard » Enterprise applications >
Eil pashboard e . .
ashbos Y ISE_3_1_Admin_SSO | Overview
= All services Enterprise Application
*  FAVORITES &
B Azure Active Directory i oveniew Properties
B isers [ opeployment plan H Name (D
ISE_3_1_Admin_S50
8 Enterprise applications Manage | E20 = B |
P i Application 1D (@
Il properties
| 76b82bcb-a918-4016-aad7-... L‘h|
& Owners : =
Object I @
4. Roles and administrators (Preview) l 22aedf32-82¢T7-4712-ab34-1.. [ ]
& users and groups .
Getting Started
D Ssingle sign-on
@ Provisioning
B} application proxy & 1. Assign users and groups —3 2. Set up single sign on
G Self-cenvice Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials
Security Assign users and groups Get started

& Conditional Access
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tashiboard » Enterprise applical

— a ISE_3_1_Admin_S50 | Users and groups

= all services

* IAVORITES + add uwergroup =2 colemrs | & Got feedback?

B Azure Active Directory B Overview
. 0 The spplication will appesr for attigned usent within My Apps. Set ‘visible ta ubert? 25 no in properties t prevent this, —3
a Users D ceployment Fan
B enterprise applications Manage A Firgt 200 shown, to search all users & groups, enter a dplay name.
I Propenies Display Mame Object Type Rale assigred
= al 2o 325t | I.

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

£ Dashboard Add Assignment

‘= All services Default Directory

% FAVORITES
Users and groups
b Azure Active Directory grotp >

None Selected

:. Users
p

E.E, Enterprise applications
User

2R XM of7[ol AZE AEX & T F0[ ISEX HMAE = U= WMH st

|
CHE HMAE = e SHIE MER = O & EE S MEELCH
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%
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Users and groups

L2 Search

ISE Admin Group

mck
mck@gdplab2021.onmicrosoft.com




Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >
Edl Dashboard :
asnooar Add Assignment
= All services Default Directory

+ FAVORITES

A\ When you assign a group to an application, only users directly in the group will have access. The assignment
b Azure Active Directory does not cascade to nested groups.

a Users

22 Enterprise applications

Users and groups 5
1 group selected.

User

2k T AE of Z2[7 0] 2] Users and groups Menu(AFHEAF & O & )7+ ME4El Group(2
E)e 2 & LICt

Azure Active Directory admin center

“  Dashboard > ISE_3_1_Admin_550

Eil pashboard .
® ISE_3_1_Admin_SSO | Users and groups
= Al services Enterprise Application
% [FAVORITES “ + Add userfgroup & t [0 Remove /- Jate Credentia == Columng A7 Got feedback?
B Azure Active Directory i oveniew
o The application will appear for assigned users within My Apps. Set “visible to users?” to no in properties to prevent this. =
.t‘ Uzers m Deployment Plan
1 Enterprise applications Manage A First 200 shown, to search all users & groups, enter a display name.

Il properties Display Name Object Type

& Owners D . ISE Admin Group Group

i Roles and administrators (Preview)

&% Users and groups

6. Azure AD Enterprise S8 ZTZ 2 71/

OHEZ 2|70l M2 2 CtA| O|S 3t Set up single sign on2 2! LIC}



ure Active Directory admin center

Eil pashboard
= All services
FAVORITES

Azure Active Directory

Be & »

Users.

Enterprise applications

i

* Dashboard » Enterprise application:

Enterprise Application

i overview

M peployment Plan

i Froperties
& Owners
L. Roles and administrators (Preview)

& Users and groups

C]

Single sign-on

-

Provisioning

Application proxy

o m

Self-service

Security

& conditional Access

CtZ 3o SAMLE MEdgfLCt

Azure Active Directory admin center

ELl pashboand
= All services
d FAVORITES
B Azure Active Divectery
& users
B enterprise applications

Dashboard > Ent 15E_3_1_Admin_550

5

ISE_3_1_Admin_SSO | Overview -

®
Properties
Name (D
[ 15e.3_1_admin_sso o]

Application 1D (D
[ 76b82bcb-2918-4016-3ad7-... [ |

Object I @
[ 223edi32-82cT-47f2-ab34-1... 1:3]

Getting Started

& 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

_:,,) .lIE‘IaE_3_1_Admin_SSO | Single sign-on

Application

B ouwendiew

M Cepioyment Plan

©

I Properties

& Owrers

&, Rcles and administrators (Preview)

& vsers and groups

D single sign-on

Linked

B appication prowy
S Self-senice
Sacurity

% Conditicnal Access
& Pemissicns

@ Token encryption
Artivity

D sigreins

nd Usage & insights
E Aue logs

& Provisioning logs

Agoess rivibws

Select a single sign-on method

Disabled
Single sig-on is not enakied. Th

Help me decide

2. Set up single sign on

Enalle uzers to sign inta their application
using their Azure AD credentials

Get started

SAML
Rich and sacure authentication io
applications using the SANL (Security

3

atle to unch the app f

Assartion Markup Language) profoccl.

an application in My Apps

ffice 365 appl

ion layncher,

Basic SAML Configuration 2301 /= EditE 2 =2!gfLCt.

Password-based
Password storage and replay using a
web browser extersion or mobile app.




Set up Single Sign-On with SAML

Read the configuration guide & for help integrating ISE30.

o Basic 3AML Configuration

& Edit

Identifier (Entity 10) Required

Reply URL (Assertion Consurner Service URL) Required

Sign on URL Optional

Relay State Optional

Logout Urd Optional

9 User Attributes & Claims 7

e E’dli

givenname USEr.givenname

surmame usersurnam-e

emailaddress user.rail

name user.userprincipalname

Unigue User Identifier user.userprincipalname

MH[A SR EHE LHE 7| BHA[2] XML ZHJoi| M entitylD 2t = AERHAE[E| ID)E S LICtH
S E URL(Assertion Consumer Service URL)2 AssertionConsumerService2| Locations 22 £ &f]
SLICh M Z=F o

S &1 s URLE S 22 12 304, 018 S5 53 URLO| 0P HOIXIZ 2ICiMe o
LA qEE B4 Bl



Basic SAML Configuration

Identifier (Entity ID) * @

The default identifier will be the qudience of the SAML response for IDP-initiated 550

Default
http://CiscolSE/0049a2fd-7047-4d1d-8907-5305a94ff5fd 0
http://adapplicationregistry.onmicrosoft.com/customappsso/primary \:\ 0]
|
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550
Default
hitps://10.201.232.19:8443/portal/S5CLoginResponse.action o

Signon URL @

Enter a sign on URL

Relay State @

Enter a relay state

Logout Url @

Enter a logout url

7. Active Directory 1

O|™ol 8t 28 B4 7S BHetsled™ User Attributes & Claims(AF& A &
A Edit(=H)E SEIELICH



User Attributes & Claims

£ Edit

givenname user.givenname
sUrname USer.surname
emailaddress user.mail

name user.userprincipalname
Unigue User |dentifier user.userprincipalname

Add a group claim(Z & Z&i¥ F7H2 S&FLc.

Azure Active Directory admin center

®

h

Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >
B Dechiboard User Attributes & Claims

= All services

ERNORITES -+ Add new claim | -+ Add a group claim |== Columns

*
2 Azure Active Directory

Users Required claim

Enterprise applications Claim name Value

!

Unigue User Identifier (Name ID) user.userprincipalname [nameid-for... =**

Additional claims

Claim name Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname
Security groups(Z2 ¢t 1 &)& MEIStD Save(ME)E S=IELICE Source attribute EECH2 M|+
Ol M Group IDE M=4ErLICH =fQIEtS MEdstod 2F T2 0|§E ASXt XIHst L Groups(

£)ch= O|1§ S Y3 ELIch



Group Claims

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

(:) Mone

All groups

@ Secunty groups
O Directory roles

O Groups assigned to the application

Source attribute *

| Group 1D

Advanced options

Customize the name of the group claim

Mame (required)

| Groups

Mamespace (optional)

|:| Emit groups as role claims (O

£°o| 2o ol§2 7ISELICH o] o= 2 &LICH



Azure Active Directory admin center

Dashboard * Enterprise applications * |SE_3_1_Admin_550 > SAML-based Sign-on >

Edll Dashboard

i= All services

*

FAVORITES

B Azure Active Directory

Users

Enterprise applications

s

User Attributes & Claims

= Add new claim Add a group claim EE Columns

Required claim

Claim name

Unigue User Identifier (Wame ID)

Additional claims

Value

user.userprincipalname [nameid-for... ***

Claim name Value
Groups user.groups
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/emailaddress user.mail

http://schemasxmlsoap.org,/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/surmame

8. Azure H|H2{| 0| HIE}H|O|Ef XML It L CI2EE

SAML MY 1Z Mof| M m| 21| 0]44 HIEtH|O|E| XMLOY| CHSf CHR 2=

SAML Signing Certificate

Status
Thumbprint
Expiration
Motification Email

App Federation Metadata Url

Certificate (Basegd)
Certificate (Raw)

Active

user.givenname
user.userprincipalname

usersurname

1]
iy
1
]
C
ful

£ Edit

B24F4BEBATB250CO2DEIDSOECETERACAT5CAR4452

701972024, 12:116:24 PM

chandandemo®@outlook.com

https://login.microsoftonline.com/182900ec-e950... [

Download
Download

|Feceration Metadata ML Lownload |

3E+A|. Azure Active DirectoryOllA{ ISEZ HIEIH|O|E Y2 E

Administration(#2l) > Identity Management(ID 2 2|) > External Identity Sources(2|% ID &4) >
SAML Id Providers(SAML ID A& X} > [Your SAML Provider](SAML MZ&XHZ 0o|S&fLCt

EHS |dentity Provider Config2 125l 1 Browse(0lE7))E &

LIC}. Azure Federation

Metadata XML Ct2 2= EHAH|0f A 2| 0|4 HIEFC|O|EH XML Tt U S MENSIT K& S S2IEL

Ch.



= Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
Azure
External ldentity Sources
= SAML Identity Provider
Certificate Authentication F General Identity Provider Config. Service Provider Info Groups Attributes Advanced Settings

1 Active Directory

Identity Provider Configuration

LDAP Import Identity Provider Config File | Choose File

Provider Id
ODBC

1 RADIUS Tok Single Sign On URL hitps:/flogin. microsoftonline.com/182900ec-2960-4340-bd20-e4522197acf8/saml2
US Token
Single Sign Out URL (Redirect) hitps:/flogin. microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/sami2

RSA SecurlD
s Sianina Certificates

SAML Id Providers
Sl agon Subject Issuer Valid From Valid To (Expira... Serial Number

Social Login
CN=Microsoft Azure Federated S50 Certificate  CM=Microsoft Azur.  Mon Jul 19 12:16:2. FriJul 19 12:16:24 .. 2528 CB 30EB AL 8O B

ACHA| ISEOIAM SAML 212 74

312 . . o
M OEQE ™25t L Active Directory 18 T8 580l 2ol 0|5 2t 28 783 4ol
=l s
Eoigd&Lch
= Cisco |S] Administration - Identity Management
ldentities Groups External ldentity Sources Identity Source Sequences Settings

Azure
External Identity Sources

SAML Identity Provider

1 Certificate Authentication F General Identity Provider Config Service Provider Info Groups Anributes Advanced Settings
—
1 Active Dinectory
Groups
I LDAP
Group Membership Attribute | groups
ODBC

RADIUS Token

1 RSA SecurlD

Name in Assertion Name in ISE

1 SAML Id Providers :I

Assertion to the Group(Z1& 01l Azure Active
£0| 18 JiA ID Zte 2 AMS Lot

AddE Z2gfLICt Assertion0ll Name(0|&)2
Directory Ar& Xt &)l M ZiX{EH ISE #EIRt O

EECI22 = ISEL| Name(0l§)2 TAst T ISEMIM MHE J§S MEHELICE O] oflofl M ALS
2 2&2 =1 &e|XH(Super Admin) ALICH OK(2 ))& SF=IgfLICH ME S F=IgLICh
Ztoll oiE ol

O|ZH 5t AzureQ| 221} ISEQ| & 0|2 HEELICE



Add Group

*Name in Assertion 576c60ec-c0b6-4044-a8ec-d3

*MName in ISE Customization Admin N

Customization Admin
ERS Admin

ERS Operator
Elevated System Admin
e —— Helpdesk Admin
|dentity Admin

MnT Admin

Metwork Device Admin
FPolicy Admin

REAC Admin

SPOG Admin

Super Admin

System Admin
TACACS+ Admin

(B4 AL 5EHA|. RBAC HAH 17
OIF EHAOIM ISEOIM TAIE 4 Qe Ch st ROl AFSRF HM|A BilHo| QlgLich

RBAC(Role Based Access Control Policies)& T &l 5t2{%4 Administration(Z 2[) > System(A|AH])
> Admin Access(Z 2|At B AM|A) > Authorization(T 8t £ 04) > Permissions(T8t) > RBAC
Policies(RBAC M2 2 o|Sstn Eo et 7Lt

o| olO0|x|= ME Zum|12iof4dof| CHEH F ZILICH



~ RBAC Policies

Rule Name Admin Groups Permissions
Customization Admin 1 Customization Admin Menu ... T Actions
Elevated System Admin T System Admin Menu Access... T Actions
ERS Admin T Super Admin Data Access T Actions
lERS Operator T lSuper Admin Data Access T Actions
ERS Trustsec T Super Admin Data Access T Actions
Helpdesk Admin T Helpdesk Admin Menu Access T Actions
!dentut-,r Admin T !den:iw Admin Menu Access... T Actions
MnT Admin - MnT Admin Menu Access =T Actions
Network Device Admin T !‘ﬁetwork Device Menu Acce... T Actions
Policy Admin T Policy Admin Menu Access ... T Actions
RBAC Admin T RBAC Admin Menu Access ... T Actions
Read QOnly Admin T super Admin Menu Access ... T Actions
SPOG Admin T Super Admin Data Access il Actions
Super Admin T Super Admin Menu Access ... T Actions
Super Admin_Azure Super Admin 1 Super Admin Menu Access ... { Actions
System Admin o System Admin Menu Access... = Actions
TACACS« Admin T TACACS- Admin Menu Ace... T Actions

iul
jo
1o
1
ro
ng
rC
Iu]

711 1 ei|0|Mo| M= 2fSst=XK| #HIghL|ct

A 1 Azure E|AE 7|52| SAML SSO 210! Ef|AE Y} 2551 K| & LICH Azure SAML
SSO7t MCHE S 5te4H ISEXA SAML 232 A|ZHsHoF ghLCt.

ISEGUIZOQI ZEZE 35HE ALI|CH SAMLE AI2504 239216t ME2 SM0o| E A= LCH

1. ISE GUI 2121 | 0| X|0of| HM|A ST SAMLE 21212 S=I§rL|Ct



TN
CISCO

l[dentity Services Engine

Intuitive network security

Log In With SAML

[ Log In With ISE ]

English | BFE

Froblems logging in?

2. Microsoft 2121 3t HO E O|sSEILICE 070 EA|E CHE ISEO| OHEE 2 & 2| Aol CHSE A
7%} 0| A4 5HE 2245t 1 o|0|X|ofl EAIE! CHE Next(CHZ)E 2=2ghLICt



Be Microsoft
Sign In

mck@gdplab2021.onmicrosoft.com

Can't access your account?

3. AL8Xte| HIZHE E AU3stu 20018 FEIELICH



B Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Forgot my password

4. O[] o|DIX|oil EAIEI CHZ OfFofl FAE ISE 18 S 7l8to R TAIE XMt
ISE OHEZ 2|70l CHAIEEZ 2|C[=MHE LIt
= Cisco IS Dashboard
P Endpaoints Active Endpoi Rejected Endpoints ©0  Anomalous Behavier 0 Autl hontical ed Guosts EYOD Endpoi
0 0 0 0 0 0

i AUTHENTICATIONS T NETWORK DEVICES i ENDPOINTS
voe Lo

=X 2

ol dMoiM= A EXl sl Ar8E = Ue HEE M3 gL

Gompliance



1

Uikxiol 27

r

H 2R X{2} Azure Active Directory 7+0il SAML 215 0| X Z|E € olsHst= Zd0| S ELICE. kA
ISE & 047} oFE| A|ZFE|X| &F2 Azure(ldentity Provider)0lAM Q15 84 @ FE 2™ 7IKHS £+ UE
L|C}.

2xl1. Kt BTS YE F A EE %57 FRERSUCE QR LR LITH 0471A AL
At HIOIE= OFS| ISEOIA] 4+ AIEIX] eo 0] O] AIHS] Z2AAL 0{xt3l IdP(Azure) B R RIEHLICH

A HET FREIGAL 227 HE K| o2 Bt b B2 olRULIC 2B s EH: oln)
xlofl EAIE CH2 HILUHS 8 AT AL ST ASol 2HHE HIYHE S Q2iBtLICH

=" Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

-
—

I55WOrd

Cid

Forgot my password
Sign in

ZM 2. A&7 SAML SSO0f| BMAE = JUEE HEE 2E0 £5tX| 2t &LIC O Ated et
OrEH7ER|2 AFE Rt CIOIE = OF R ISEIM == Al E|X| Lg_EH Ol AIde| ZZ MAE 04715
IdP(Azure)2 & X|ELICH.

o] 2X|& sl Zstcdi™ OIDIXIOH E A'E! CHZ Add group to the Application configuration(OHZ 2|71 0|
M ZAm|ago|MHol 28 F71) BA7I SHIZ A AR =K] EZQlgLcH



% Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADST550105: The signed in user
‘userwithoutgroup@gdplab2021.onmicrosoft.com’ is not assigned to a role for the
application "76b82bcb-a%918-4016-aad7-b43bcd4326254'(ISE_3_1_Admin_550).

Troubleshooting details 4
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 1215cea0-c349-4bee-922d-262995222101

Correlation Id: 71052620-45¢1-4fad-baas-ff75842cfo10

Timestamp: 2021-08-04T22:48:02Z

Message: AADSTS50105: The signed in user 'userwithoutgroup@gdplab2021.onmicrosoft.com’
is not assigned to a role for the application '76b&2bch-a918-4016-3ad7-
b43bc4326254°(1SE_3_1_Admin_S50).

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.

35 ISE OZ2|AH 0| ME{7F SAML 21901 @M e & 2|& 4 eiaL|ct o] XM= SAML £%0|
MH|A 22X} ISE CHAl ID 22X Azuredll A A|ZFE! Y gt ”E.* LIC} ISE7FID 2 xwr A|EFEE
SAML & X|SIK| o2 2 Azure ADO|AM SSO 22! E|AE 7} 25561 K| ot&L|Ct.



10.201.232.19:8.4

B

This page isn't working

10.201.232.19 is c1

d > Enterprise applicat E3.1 Adm Test single sign-on with ISE_3_1_Admin_S50
ISE_3_1_ Admin_SSO | SAML-based Sign-on

[0 oeployment Plan

Manage

43 ISEE 2O AT = "HHA HE" QT E EAFLICE 0| 2F = Azure E{ZEIO|E 88
2240 ol BtE O &2| 2l 0[50l ISEo|AM LXISHK| o2 f Er g LICt.

Ls =2 =2 oH-d

O| 2x|E sHZ35IE{H: Azure L ISEL| SAML ID 22X 2& &Y of2hol e 28 2d& 0|50

AA L
Slstx| &QlgtL|Ct RtMIEH LHE 2 o] EAM 2| Azure ADE SAML SSO 743 MMojAM 2.7EAH 4l
ATHAIE R ZSHAAL.



||||||I||
CISCO

ldentity Services Engine

n Access Denied

Intuitive network security

Log In With SAML

‘ Log In With ISE ]

English | BA:E

Problems logging in?

ISE E2{E4#E

07| 78 40| 21 B2 ISEM| A g4ZE 3l of & LICH Operations(2 %) > Troubleshoot(Z Al
&Z) > Debug Wizard(C|HH2 084 Al > Debug Log Configuration(CIH 2 ZA |38 0|MH)2 2
O|s&Lct.

23 8 27 1}l of

il

TFH A0

il




zH Cle guest.log

opensami Cle{a ise-psc.log

SAML ClHa ise-psc.log

SAML 22! I dx|stx| et 2& el ol§ol (e =22

2H0I5tAA| Q.

_ltok

= o

Fde 2l 238 E/&LICH

1. AF2 X7} ISE 22| H 0| X|of| A IdP URLE Z|C |2 MElL|CE.

<#froot>

2021-07-29 13:48:20,709 INFO
2021-07-29 13:48:20,712 INFO

[admin-http-poo146][] api.services.persistance.dao.DistributionDAO -::::
[admin-http-poo146][] cpm.admin.infra.spring.ISEAdminControllerUtils -::

forwardStr for: https://10.201.232.19/adni n/Logi nAction. do

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.

201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM
201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM

IDP URL: https://login.nmcrosoftonline.con 182900ec-e960-4340- bd20-e4522197ecf 8/ sam 2

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

SAML request - spUrl ToReturnTo: https://10.201. 232

2021-07-29 13:48:20,844 DEBUG
2021-07-29 13:48:20,851 DEBUG

2. HEIR KoM SAML 8EE

<tfroot>

2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG

[https-jsse-nio-10

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

.201.232.19-8443-exec-7][] cpm.saml.framework.impl.SAM

201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM
201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM
201.232.19-8443-exec-7][] cpm.saml.framework.imp1.SAM

19: 8443/ portal / SSOLogi nResponse. acti on

201.232.19-8443-exec-7][] cpm.saml.framework.
201.232.19-8443-exec-7][] cpm.saml.framework.

201.232.19-8443-exec-10][] cpm.saml.framework.
201.232.19-8443-exec-10][] cpm.saml.framework.
201.232.19-8443-exec-10][] cpm.saml.framework.
201.232.19-8443-exec-10][] cpm.saml.framework.

mp1.SAM
mp1.SAM

imp1.SA
imp1.SA
imp1.SA
imp1.SA


https://10.201.232.19/admin/LoginAction.do
https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action

-::::- Decoded SAML relay state of: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a

2021-07-29 13:48:27,177 DEBUG

-::::- Decoded SAML message

2021-07-29 13:48:27,182
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183

opensaml.common.binding.

2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,184

2021-07-29 13:48: 27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

3. E4(assertion) £ & £2440

[https-jsse-nio-10.201.232.19-8443-exec-10][] opensaml.ws.message.decode

[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
decoding.BaseSAMLMessageDecoder -:::
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.

[ htt ps-jsse-nio-10.201.

| Al=HEILICH

232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19- 8443-exec-10][]

opensaml.
opensaml.
opensaml.
opensaml.

sam12.binding.dec
ws.message.decode
ws.message.decode
common.binding.de

:- Intended message destination endpoint: h

opensaml.common.binding.de
cpm.saml.framework.impT. SAl
opensaml.common.binding.de

cpm san . framewor k. i npl .

cpm.
cpm.
.saml.
cpm.

cpm

saml.
saml.

saml.

SAl

.SA
.SA
.SA
.SA

framework.impl
framework.impl
framework.impl
framework.impl

<#root>

2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48: 27,184 DEBUG [https-jsse-nio-10.201. 232. 19- 8443- exec- 10] []
2021-07-29 13:48: 27,184 DEBUG [https-jsse-nio-10.201. 232. 19- 8443- exec- 10] []
2021-07-29 13:48: 27,184 DEBUG [https-jsse-nio-10.201. 232. 19- 8443- exec- 10] []
2021-07-29 13:48: 27,184 DEBUG [https-jsse-nio-10.201. 232. 19- 8443- exec- 10] [ ]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]
2021-07-29 13:48:27,184 DEBUG [https-jsse-nio-10.201.232.19-8443-exec-10][]

[ parseAttributes] Set on |dpResponse object

cpm san . franewor k.

cpm san . franewor k.

cpm san . franewor k.

cpm san . franework. i

cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework

i npl

i npl

i npl

npl

Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl

. SAl

. SAl

. SAl

. SAl

.SA
.SA
.SA
.SA
.SA
.SA
.SA
.SA

- attribute<http://schenmas. xm soap. org/ ws/ 2005/ 05/i dentity/

2021-07-29 13:48:27,184 DEBUG

4. 12 £240| 576c60ec-c0b6-4044-a8ec-d395b1475d6e Zt ot &HH 4= A1E

= — (9,

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.impl.SA


https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://schemas.microsoft.com/identity/claims/tenantid
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/identity/claims/identityprovider
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
mailto:mck@gdplab2021.onmicrosoft.com
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

.impT. SAl

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework
.201.232.19-8443-exec-10][] cpm.saml.framework.imp1.SA
201.232.19-8443-exec-10][] cpm.saml.framework.impT.SA
232.19-8443-exec-10][] cpm.saml.framework.impl.SAl
19-8443-exec-10][] cpm.saml.framework.impl.SA
cpm.saml.framework.impT. SAl
cpm.saml.framework.impT. SAl

201.

[https-jsse-nio-10
232.

27,185 DEBUG
DEBUG
[https-jsse-nio-10
.201.
201.232.19-8443-exec-10][]

2021-07-29 13:48:
2021-07-29 13:48:27,185
2021-07-29 13:48:27,185 DEBUG
2021-07-29 13:48:27,185 DEBUG
2021-07-29 13:48:27,185 DEBUG [https-jsse-nio-10
2021-07-29 13:48:27,185 DEBUG [https-jsse-nio-10.
2021-07-29 13:48:27,186 DEBUG [https-jsse-nio-10.201.232.
IdP URI: https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8
SP URI: http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action
Request Id: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a2fd-7047-4d1d-89
.201.232.19-8443-exec-10][] cpm.saml.framework.validat
232.19-8443-exec-10][] cpm.saml.framework.validat
19-8443-exec-10][] cpm.saml.framework.validat
cpm.saml.framework.validat
org.opensaml.security.SAML
opensaml.security.SAML
saml.framework.validat
signature

[https-jsse-nio-10
19-8443-exec-10][]

Assertion Consumer URL:
10.24.226.171
[https-jsse-nio-10
[https-jsse-nio-10.201.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10. 232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][] org.
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.
[https-jsse-nio-10.201.232.19-8443-exec-10][] org. .xml.
[https-jsse-nio-10.201.232.19-8443-exec-10][] org. .xml.signature
[https-jsse-nio-10.201.232.19-8443-exec-10][] org.opensaml.xml.signature
[https-jsse-nio-10.201.232.19-8443-exec-10][] org.opensaml.xml.signature
[https-jsse-nio-10.201.232.19-8443-exec-10][] org.opensaml.xml.signature
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.validat
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.validat
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.validat
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.validat
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.validat
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.validat
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.validat
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.imp1.SA
.201.232.19-8443-exec-10][] cpm.saml.framework.imp1.SA
232.19-8443-exec-10][] cpm.saml.framework.impl.SAl
201.232.19-8443-exec-10][] cpm.saml.framework.impT.SA
MenuPermissionEvaluatorImp

[https-jsse-nio-10
[https-jsse-nio-10.201.
[admin-http-poo150][] ise.rbac.evaluator.impl.

Client Address:
Load Balancer: null
13:48:27,186 DEBUG
13:48:27,186 DEBUG
13:48:27,186 DEBUG
13:48:27,186 DEBUG 201.
27,186 DEBUG
opensam]
opensam]

13:48:
48:27,186 DEBUG
27,186 DEBUG

13:
13:48:
13:48:27,186 DEBUG
13:48:27,186 DEBUG
13:48:27,186 DEBUG
13:48:27,186 DEBUG
13:48:27,188 DEBUG
13:48:27,188 DEBUG
13:48:27,188 DEBUG
13:48:27,188 DEBUG
13:48:27,188 DEBUG
13:48:27,188 DEBUG
27,188 DEBUG
27,188 DEBUG
27,188 DEBUG

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

[https-jsse-nio-10

13:48:
13:48:
13:48:
13:48:27,188 DEBUG
13:48:27,189 DEBUG
13:48:27,189 DEBUG
13:48:27,358 INFO

- Populating cach

5.RBAC 25

[admin-http-poo150][] com.cisco.ise.util.RBACUtil -
In Login

**%%*Rbac Log Summary for user samlUser#¥*¥¥%*
[admi n-http-pool 50][] cpmadm n.infra.utils.Perm ssi onEval uationUti

<#froot>
48:27,360 INFO
48: 27,368 ERROR

2021-07-29 13:
In Login

2021-07-29 13:

Poi nt er Excepti on
[admi n-http-pool 50][] cpm admin.infra.action. Logi nAction -

java. |l ang. Nul

48: 27, 369 | NFO
[admi n-http-pool 50][] cpm admin.infra.action. Logi nAction -

2021-07-29 13:
48: 27,369 | NFO

2021-07-29 13:


https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
mailto:mck@gdplab2021.onmicrosoft.com
mailto:name=mck@gdplab2021.onmicrosoft.com

2021-07-29 13:48: 27,369 ERROR [adnin-http-pool 50][] cpm admi n.infra.action.LoginAction -::::- Can't sa\

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admi n.infra.action.Logi nActi onResul t Handl er -::

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admin.infra.spring.|SEAdm nControllerUtils -:::


https://10.201.232.19/admin/LoginAction.do

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



