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Endpoint Network Device Cisco ISE
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« NETWORK

Access-Reguest

Limited Access ACL + URL-Redirect to ISE
g On
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plreraos —Er—
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Full Access ACL

st 0] EE2 =2 QIlE IDE ZE{RI509 ISE 2H0|E 21 [Operations(E ) > RADIUS Live
Logs(RADIUS 20| 23)j0il M [HE £ Q&L

- MAB QI& M3 - At8Xl 0| EE0| MAC £47} US - URLO| NADE FA| - AHX7H 2 H
2 7tXS ot

. Guest Authentication successful(HIAE 91&F &) - username(AL& Xt O|F) EEO| AAE A
Xl O|& 0| 2 GuestType_Daily(Se= HAE ALEXLo] CHall +HE K2 AHEEIRES
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https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html

HAE TEIZ 2C|IHME £ ig

2IC[34M URL ! ACLO| ISE0|AM FAIZ|H CHS S & QlgLc.

1. show authentication session int <interface> Ml HE E AI&3dt= A2/%|2| ZEI0|HE A EH(
M HAE HM A HR)

2. Wireless LAN Controller?| ZE+0|2E HEN(FH HAE AMAQl Z2): Monitor(Z LIE) >
Client(E2t0|HE) > MAC address(MAC F4&)

Security Information

Security Policy

Complate
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ot
AR Chaiit iz



3BV TETEE S AE=EZQIE|AM TCP ZE 84439| ISER Q142E £ Ql&LCt
. C:\Users\user>telnet <ISE-IP> 8443

Z& 2|C|3MH URLOI FQDNO| Rl= B¢ ZE0|HET BE T/ ZE M HUE = U=X[ &
ot

4.
QlgtLIC}. C:\Users\user>nslookup guest.ise.com

5. flex connect A4%30{| A ACL 2! flex ACLO]| St ACL O|§0| ~dE|o] U=X| =
al co|

ACLO| APoi| OHE=|o{ RI=X] &I LICH RtAIEH LIE2 0T Al 7EAH b
710|EE & ZXSHAAIL.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Wireless FlexConnect Access Control Lists

= Access Points

All APs Bl Mame
w EEdios
802, 118/n THored 2
8032, 11b/g n

Dual-Band Hadios

Global Corfiguratian
b Advanced

Mesh

AF Frofiles

FlexConnect Groups
FlaxConnect ACLs

grelgrLct m{Z! HTTP/1.1 302 Page

6. 2CIO|HE MM mZ! ZHXE 712 CIS 2C[HME =
AE ZE(ZCIHME URL)Z SICIEMEIS S

Moved= WLC/Switch7} M| AT AIO|EE ISE Al
LFEFSHL[CE.

M [ip.addr==2.2.2.9|

No. Arrival Time Source Destination Protocol Info

- 198 May 18, 2028 14:29:13.45490506.. 10.106.37.18 FEATINT TCP 54571 + 88 [5YN] Seq=0 Win=6424@ Len=8 MS5=1468 W5=256 SACK_PERM=1
191 May 18, 20828 14:29:13.49657400.. 2.2.2.2 19.186.37.18 TCP 80 -+ 54571 [5YN, ACK] 5eq=8 Ack=1 Win=4128 Len=8 M55=1468
192 May 18, 202@ 14:29:13.49670200.. 10.106.37.18 2.2.2.2 TCP 545?1 -+ 8@ [ACK] Seq= 1 Ack 1 Nm 64246 Len=8
218 May 18, 2020 14:29:16.3476270.. 10.106.37.18 2.2.2.2 HTTP GET f HTTP/1.1
219 May 18, 2020 14:29:16.35025308.. 2.2.2.2 10,106.37.18 HTTP HTTP/1.1 382 Page Moved
22@ May 18, 202 14:20:16.35@47200.. 2.2.2.2 19.186.37.18 TCP 8@ + S4571 [FIN, PSH, ACK] 5eq=279 Ack=329 Win=322@ Lzn=0
221 May 18, 2@2@ 14:29:16.350586@0.. 10.106.37.13 2.2.2.2 TCP 54571 = 8@ [ACK] Seq=329 Ack=288 Win=63962 Len=@
222 May 18, 202@ 14:29:16.35064600.. 10.106.37.18 2.2.2.2 TcP 54571 + 8@ [FIN, ACK] Seq=329 Ack=28@ Win=63962 Len=@
224 May 18, 202@ 14:29:16.354661€0.. 2.2.2.2 10.106.37.18 TCP 8@ -+ 54571 [ACK] Seqm28@ Ack=33@ Win=3808 Len=@

219 May 18, 2020 14:29:16.3502- 2.2.2.2 10.106.37.18 HTTP  HTTP/1.1 302 Page Moved

Frame 219: 332 bytes on wire (2656 bits), 332 bytes captured (2656 bits) on interfate @
Ethernet II, Src: Clsco ca:BeicS (09:87:31:ca:de:ch), Dst: IntelCor 26:dd:Bd (b4:96:91:26:dd:6d)
Internet Protecol Version 4, Src: 2.2.2.2, Dst: 10.196.37.18

tocol, Src Port: 8, Dst Pork: 54571, Seq: 1, Ack: 319, Len: 278

.197.212:8443/portal/gateway? sessionTd=0A6A25110000126520 64601 4ap0r tal=D6d1 9560 - 2656+ 11e9- 98 - BA5056877 5a3kact lonmcwaktaken=66bbF ced30ad 3142 fe2Eb095TTIT 1 deAredirect=http: //2.2.2.2/\r\n

Location: hteps
Pragma: no-cache\r\n
Lache-Control: mo-cacheyrin

rin

[HTTP response 1/1]

[Time since request: ©.882626000 seconds]
{Foques i

[Beguest URI: hitpz//2.2.2.37]

7. HTTP(s) A Zl0| HIEQIT HMA C|HFO|AO0IM & A5t E|o] QLT

A LR[04 M:
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CISCO HONITOR WLAMS COHNTROLLER  WIRELESS SECURITY MAMNAZEMENT
Management HTTP-HTTP 5 Configuration
ST F A FY 3
HTTP Accass Enabled T
¥ SHHP
HTTF-HTTPS HTTFS Actess & Erabled T
Telfet-55H Webdusth SecuratWeb L Erabled ¥
Sarial Part HTTPS Redirection Biatled T
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Lisers
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1EH7|. 22I0|¢E AElE F WLCOHIAM SsHofF g L|Ct.
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A Z R H HAM| AALAE HHAE KNS 57| @l et #0418 HE & = U&LICH ol HEHo| &S
5t X| et 2™ ISE Radius Live Logs(ISE Radius 2t0|E 21)0{| M Dynamic Authorization(S %3 45t

S

F0d) 277t ZAIELICEH EXE siZsttd™ ChE 2 st AAlL.

Steps
Overview
11204 Received reauthenticate request
Evant 5417 Dynamic Authorization falled
11220 Prepared the reauthanticale request
Usarmama 1M100 RADIUS-Client about to send request - { port = 1700 , type = Cisco CoA )
Endpoint Id MAC ADDRESS 11104 RADIUS-Client request timeout expired |(J Step latency= 10003 ma)

No response received from Network Access Device after sending a Dynamic

121
afd Authorization request

Endpaoint Profila

Authorization Result

1. NADO|A CoA(Change of Authorization)E & A38l/7 443l oF &HL|Ch.

MONITOR ~ WLANS CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Jecunty RADIUS Authentication Servers > New
Server Indax (Prioriby) iz v
Server 1P Address|{Ipvd/IpvE) 10.127.197.212
i Ehared Secret Format ASCII ¥
- Shared Secrat T
S Uzl enfirm Shared Secret eRaane
Key Wrap Daesigned for FIPE customers and reguires a key wrap compliant RADIUS server)
& bect Moeabas 1347
FaEFvord Policles Server Status Snablad ¥
¥ | P 5 .
ECCRER Support for CoA Enablad ¥
Advanced EAP .
Servar Timeaouk 2 seconds
¥ Priority Order
e Mabwrork Usar T
b Certificate
b Access Control Lists Managemant ¥ Enable
Wireless Protection Management Retransmit Timeout 2 seconds
2
Policies _
unnel Praxy Enable
¢ Web Auth
1FSac Enabla

TrustSec SXP
Local Policies

b Advanced

2. @3lEdo A UDP ZE 17002 s{235HofF g L|Ct.

3. WLCS| NAC A E7} 2R E|R&LIC}H Advanced settings on WLC GUI(WLC GUI > WLAN)MIAM
NAC 4EHE ISE NACE gLt



Advanced
802.11a/n (1 - 255) 1

802.11b/g/n (1 - 255) |1

v
MNAC
NAC State |ISE NAC v
Load Balancing and Band Select
— Client Load Balancing

Client Band Select

SMS/0|HIY gr&lo| MEEIX| &

1. Administration(Z 2l) > System(A|A&]) > Settings(4%) > SMTP of2{ollH SMTP Z x| dylolM
= Eelghct.

2. ISE 2|5 2| sMs/o|H|Y H[o|E<o]oi| CHEF APIE = QIR LICH.

AP| 22}0|HE = HER Ao Z2UA 7 M28H URLS BHIAESHT, AL2X} O|E, H|ZEHS
FOE HE SO H4-E Astn, i8S HAESILICE [&#2] > AlAH > A% > SMS A O|E
Hol]

Gateway Provider List = Global Default

l.'.l" ]

M
SMS Gateway Provider

I.'.l".l

SMS Gateway Provider Mame: * Global Default

Select Provider Interface Type:

() SMS Email Gateway
(® SMS HTTP AFI

URL: * | http://api.dickatell.com/http/sendmsg?user=[USERNAME&password=[ PASSWORD 1 &api_i |

tmessages
Data (Url encoded portion):

[ Use HTTP POST methed for data portion

L= ISE A2 E M & [Workcentres > Guest Access > Portals and Components > Guest Types] ol
MEAESE B2, ISE & SMS/SMTP HO|EQ|O|oM THZ! A E =& sto{ CtS 2 &l

- O,

1. 278 HZlo| HAL|X| of 2 dEilz= Mol =3ffLCt.
2. ISE MHoll= HO|ES]0|7} o] HE XMEIE + JUEe S=UAMe| HY HehHE 0| U&LICH



Account Expiration Notification

Send account expiration notificat c-n| 3| days w | before account expires §

View messages in
[ English - English v |

] Email

] Send acopy of the nofification email to the Sponsor

Use customization from: | Sponsred Portal (Default) het

Messages: Copy text from: | v |

Fau.' account is going to expire in 3 days. Please notify your sponsor fo extend your account now to avoid any delays

P

Send test email to me at:
[ myemail@cisco.com | Gend

ST St Cemtere=-Glest Access > Administration = SMTP server

SMS

Messages: Copy text from - |
]"ou.’ account is going to expire in 3 days. Please notify your sponsor to extend your account now to aveid any delays
L £
(160 character fimit per message*)*Over 160 characters requires multiple messages

end test SMS to me at:

08123456789 |[ Global Default ~ || Send
Configure SMS service proviaer aft Work Centers = Guest Access = Administration = SMS Gateway Providers

Manage the Accounts Page not Reachable(0{7}2 E 22| H O|x|o]| A& = Q1])

1. Workcenters(& ¢4 AIE{) > Guest Access(HIAE Y A|A) > Manage accounts(H|& #2]) HE of
cHoll M ISE ZE[RF7F AZE M ZHO|| HMAE = UEF ZE 90022 ISE FQDNL2 2 Z|C|=ME
L|C}.

A Not secure | ise27.cisco.com:

[ 500 ] Internal Error

2. FQDNO| nslookup <FQDN of ISE PAN> &g A&5t01 AE M ZHof AMASHE I AH|Of
MollM Eelzl=x| &elghct.

3. B show portsE AtE 75104 ISELQ| CLIOIA ISE TCP ZE 90027} ¥ U=X| It |
9002 Z &

IS RISM 2 At

- HEEALSK EEE Qo - A BER Ao ABEE AUBAME E LT S8 25 7|

z+(0d: GoDaddy, DigiCert, VeriSign S)0i| A1 AH5H0F 5t Lo 2 HetRX{(0d: Google
Chrome, Firefox S)01A A 2[&LICEH

- HAE E[C|IEMo| ™ IPE ALS5HR| b= 20| Z&LICH O[FE A 6tH 2= ALS XA
ISEC| 7HR! IP7F EAIELICE CHEE Q| S22 A= Z2tol8! IPo| CHaH MEIIE| ME QIS A

£ MSshx| ef&LC

- ISE 2.4 p60i| M p8 EE= p9Z O|SE M LE4Z! HHI(Cisco HHI ID CSCvp75207)7t U&LICEH



07|M ISE LHS| 2152 {8t Al2|et F2I0|HE 215 3 Syslog 4AHE e AEE Tk &2
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https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
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