ISE(Identity Services Engine)2} &7H C|H}O|A
Z 2|0l RADIUS AR

Access-Accept T2 EZ|
HMA HE T2 e

3tz 22

ASR(Aggregation Services Router)
Cisco 22| x| 10S® ! Cisco I0S® XE
BlueCoat TIHZ! M| O|T

BlueCoat Z & A| MHH(AV/SG)

Brocade A 2| %|
olZEEA

Cisco Firepower Management Center
Nexus & 2| k|

F£M LAN HEEH(WLC)

DCNM(Data Center Network Manager)
QLIRIAL

eyl

Ol 2 Mo ME Cst Cisco 2 EFAF M= 0| Cisco ISEQF ZH2 AAA MH{ZERE| $AIE 7Zdo 2 of 4t
Il= §do| Hutof cha AEEL|Ct

HiE HE

Cisco 2! EtAF AMIE 2 AAA(Authentication, Authorization, and Accounting) ME{0IAM &4 5’.:11_4%'%
241512347 BLICH 0] 29 MBI Gisco ISEO|H ISES 8 H0f = 2 1} 9J(RADIUS) S| U 2 A
Access-Accept@t &7 OIE-I et S 2 uhgtehLct

Ol EMUIME AF2AI XA EM HE Hod Z 20t F 715t dhHof cHst CHAY x|&IS A2
50, CIHFO| A0 M AAA ME{OlM EHEHE|= RADIUS 4 2 ClHO|lA S8 2 &Lct 2E
g Zoile oM 7 =& |o] Q&L

5-A101| HNSE EH S852 2fddh Az ofL|D el e A= ot ol EME UHIO|ESHX|

YoM AMER| HEY &+ A&LICH

HE /3 C|HO|A Q| C|HIO|A B E|E YHIXOo 2 TACACS+ ZEEZ S S5l £ X|oH HES



3 C|HtO|A T} TACACS+E |25t X| §E 7Lt ISEO] C[H}O|A 22| EPOIMI 7t
EIHP0|*7P RADIUS C|H}O|A BE|Z x|5t= 20| RADIUSE S5l &8st
B LC|Ho|lAE F Z2EES IF X|6tH, AH2 X7} ofH Egiﬂg =& K|
LICt 2Lt TACACS+= BY et 204 U B of7I 2 Z2 7|50|
&LCh.

AX T A g
QF A

CiscoOll A= Ct& ArZof Cist &1 = ZHol E&LICH

. Cisco ISEE £r4A HE 30| M Radius AHZE Al
. Radius Z2EZ9°| I3 Z=Z - RFC2865

MEElE 7 24

O] X2l ME £ Cisco ISE(Identity Services Engine) 3.x 0|4 H{Z19| ISEE 7|8to Z & L|C}.

Ol EMO HEE= S ¥ 39| C|HIO|AE ECHE 2EEIRIELICEH Ol EAM0 AFEE E% C|dt
OlAE= Z7IsHEI(Z|2) HI|adol/Me 2 Alx*Eli’iQL—lEP. #HAM HELFI} &S 521 4 =
BHEO| Al d&2 0|2l SKISHA|IZ| HHELIC.

1B+ A|. VSA(Vendor-Specific Attribute) 2443

TrOfHAME 2 Chefet AT0| 8 o+ UM, o218 AP ZZfoll S92 FIte = U&Lich &
Aol = Het Fo Z2 oM AL8E =+ U= ot 50| UE = U&LICH Y Hez Zt §
d2 MAEX7HHESIZ ClHto|lA0 2018 M PE + UE CIHHO|A BE[e]l M2 CHE HY S

HolgLict Ot ol 82 HESR3 EIHPOIAONA-IP—I & £ Hu|agolMel o SXE 2

st AFEE & A&LICH

ISEc &5 HIC{ofl CHaH A HolEl S 98 MSLICH HoiYA|7F S 5ol g™ S83 7iEl A
|.

Moz £t 4 ALICH YR UESIT ClH0|A0| B9 S42 T4 & 2OH CHst AA|
~ 2 20| O} HZF + HSLICH 0|23t B2 ISES HIEYII ClHtolA 7} Ch 2t A4 R0
CHsH 7icHsts SAo = TAdshok Bruich

1. Policy(&*) > Policy Elements(&2] 2 4) > Dictionaries(AtZ) > System(A|AH|) > Radius >
Radius Vendors(RADIUS HI]) > Add(F7HZE oIS & LCt.

N
o
i

=
OH
Iy

(o]

=L 244 IDE Y™ st MY ELICH

3. X% &l Radius VendorZ & 2|5l Dictionary Attributes(AFH B 4)Z O|S&FLICH.

4. Add(FE7HE 22/5t1 CHAERXIE FE3HE Attribute Name(54d 0]|8), Data Type(HIOIE{ &



=, . . = = =
&), Direction(2' &) 2 IDE I=3&LICt
o —
5. %dg XMEELCH
= — =L A o =l - = A o — =
6. ST AATIof F7He £40| o4 7Rl B SLe Ho|x|of CHE £4d&E FIIHELICH
. i — = - = = = o
3 ol Mo 2o 2 3 E 2 ZE = HoldATH 2 M sHok EhLlch EHoHIA| 2 At
= 0 = — (=) = =) = St A A
OlEE WEHLI 22 Z2 HYA X9 2ol 208 4 &Lt
= Cisco ISE ( Policy - Policy Elements )
Dictionaries Conditions Results
—
Dictionaries H H H
System Dictionaries
=Q
> User Name ~  Description
ACIDEX Profiler ACIDEX dictionary
ACTIVEDIRECTORY_PROBE Profiler ACTIVEDIRECTORY _PROBE dictionary
APIC Dictionary for APIC
CDpP Profiler COP dictionary
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
Dictionaries RADIUS Vendors
=8
= &
> PassivelD
SERESESIES Name ~  Vendor ID Description
> L Posture
Alrespace 14179 Dictionary for Vendor Airespace
> L PROFILER
Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
~ [J Radius
Aruba 14823 Dictionary for Vendor Aruba
» LU IETF
[ ~ [ RADIUS Vendors ] Brocade 1588 Dictionary for Vendor Brocade
> L Airespace Cisco 9 Dictionary for Vendor Cisco
> L Alcatel-Lucent Cisco-BBSM 5263 Dictionary for Vendor Cisco-BESM
5 L4 Aruba Cisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000




Policy - Policy Elements

-

Disctionary for BlueCoat Packet Shaper

= Cisco ISE
Dictionaries Conditions Results
RADIUS Vendors List > New RADIUS Vendor
Dictionaries
=Q [* Dictionary Name Packeteer ]
E @ Description
~ 3 Radius [‘ Vendor ID 2334 I
> L IETF

~ [J RADIUS Vendors
> L Airespace

> L Alcatel-Lucent

Vendor Attribute Type Field Length 1

Vendor Attribute Size Field Length 1

» L Aruba
> L Brocade
= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
Dictionaries > ... > RADIUS Vendors > Packeteer
Dictionaries
a Dictionary ( Dictionary Attributes ]
|
= Dictionary Attributes

~ [ RADIUS Vendors
» L Airespace
> L Alcatel-Lucent
> L Aruba
> L Brocade
» L Cisco
» L Cisco-BBSM
> i Cisco-VPN3000
> W H3C
> L HP
>k Juniper
» L Microsoft
>l Motorola-Symbol

L Packeteer

> Ll Ruckus

(@) Name ~  MNumber Type

Direction

Description

Mo data available

Predefi...




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

~ ~
dors | Packeteer

Dictionary | Dictionary Attributes

RADIUS Vendors

id Alrespace

L Alcatel=Lucent

id Aruba p ~ Enable MAC option
* Data Typ STRING w

id Brocade

i Cisco * Direction ouT W

i Cisco-BBSM

i Cisco-VPN3I000

e | m
] K 4

|0] ZXHst

YT YR WClolAE ST NTE 2718 BR) 0
se 2 4 aLic

£ IETFof 2|3 Ho|E RADIUS §

2CHA|.. HIESIT C|HIO|A T2 1}Ql AlAd

ol M2 E=7t oblLich HERR ClHto|& Z2 EH2 FIHE HEQ ClHo|& RBE EElst
1Y Rl MEet Het Foi 2 EE WYstE ol 20| ELICH ISEE radius AP I} OFEHTL
7

I--IHI

txl Ol2| Hel#l Z2 2 & 7tx|2 &LICH ot X gls E<2 M ClHiola

1. B M Administration(# 2l) > Network Resources(LIE |3 2|4 4) > Network Device
Profiles(WIE 3 C|HIO|A Z 2 1}Ql) > Add(F7})

2. O|§2 XI5t RADIUS &olgts MEfgFL|ct

Il
ml

3. RADIUS Dictionaries(RADIUS At7) of2H0d| A 0T MMM A5t AFS ME R LICY

4. Ut C|HIO|A S&of CHall od2] AFXO| MA4El 742 RADIUS Dictionaries(RADIUS AFE)of|
MBS MEfg %QL—IEI'

5. ZE2MmMelS XMEFLICH

1I°I'



= Cisco ISE [ Administration - Network Resources J

Network Devices Network Device Groups [ Network Device Profiles ] External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Device Profiles

oy Import L, Cisco Communities Import

D Name - Description Vendor Source

O AlcatelWired Profile for Alcatel switches Alcatel Cisco Provided

[_J ArubaWiraless Profile for Aruba wireless network access devices Aruba Cisco Provided

D BrocadeWired Profile for Brocade switches Brocade Cisco Provided

O &k Cisco Generic profile for Cisco network access devices Cisco Cisco Provided
= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences
Metwork Device Profile List » New Network Device Profile

Network Device Profiles ——
‘ Cancel
* Name Packeteer

Device Profile for Packeteer
Description

lcon Change icon...

Vendor Other

Supported Protocols

( RADIUS J
TACACS+ O
TrustSec O

[ RADIUS Dictionaries ~ Packeteer X }

3EA. ISEoi| HIE®/3 C|HFO|A FT}

ClHio|A 2|7t EdElE HER A ClHo|AE LIES T Cldto|Aof HalEl 7|ek &7H ISE| &
7t=|oqok ErLICH HIE R ClHIO|AMM ISEE O 7|& AHE5H0d radius AAA MHE F7HELICE

ISEOIA CIHIO|AE F7hstE HAts ChE ot Z&LCh

1. B M Administration(# 2l) > Network Resources(LUIE |3 2|4 2A) > Network Devices(HIE. 9
3 c|diol&) > Add(F7H

2. 0|&1 IP FAE X|HgfLICH

3. EECHR SRl M T Mol M Bolst ClutolA T2 TS MEE £ UALIC Z2TH0|
MAEIX| She ZL 7IE Cisco® ACHZ A8 E 4 LT



4. Radius Authentication Settings(Radius 215 M%)E &olgtL|Ct.
5. 3% HIE 7|8 /=5t C|dHto|AE K& ELICH

Cisco ISE

Network Devices
——

Network Devices
Default Device

Device Security Settings

Network Device Groups Network Device Profiles

Network Devices

[ Administration - Network Resources]

External RADIUS Servers

ol Import &y Export ~~
Name -~  IP/Mask Profile Name Location
O SPRT 172.18.228... &% Cisco (5) All Locations
O posturelinux 10.106.36.9.. & Clsco (3) All Locations

RADIUS Server Sequences NAC Managers

-

@ Delete

Type Description

All Device Types

All Device Types

Cisco ISE

Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups

Network Devices List » MNew Netwark Device

Network Devices

MNetwork Device Profiles

Name BlueCoat_P5

Description

[55 IP Address . *IP: 10101010 1 32 ﬁ?’J
Packeteer ~ O ]

[ Device Profile

Model Name

Software Version

Network Device Group

Device Type All Device Types

Is IPSEC Device

IPSEC

Lacation All Locations

RADIUS UDP Settings

Protocol RADIUS

~

w

L

v RADIUS Authentication Settings

External RADIUS Servers

Administration - Network Resources

RADIUS Server Sequences NAC Man

Set To Default

Set To Default

Set To Default

[Shared Secret R

Shcw]




= Cisco ISE
Network Devices

Network Devices
Default Device

Device Security Settings

Network Device Groups

Network Device Profiles

Metwork Devices List » New Network Davice

Network Devices

Mame CiscoSwitch1

Description

{ i IPAddress o *IP: 10.202020 | 32 {}}
Device Profile % Cisco ki

Model Name e

Software Version ~

Network Device Group

Location All Locations L
IPSEC Is IPSEC Device s
Device Type All Device Types w

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

External RADIUS Servers

Administration - Network Resources

RADIUS Server Sequences NAC Man)|

Set To Default

Set To Default

Set To Default

[ Shared Secret = sssssssssses

AE7|. HEH Fo{ Z=otel Mo

ISEM| M Access-Accept EE= Access-RejectE FA|E|l= =|F 2= TE £04

2o Hol

1L
ElLICH ZF Het Foi Z2H U2 HESF ClHio|A0l P I &8 FAIY = U&LICH

OS2 et Fod Zzzord

fjo

dest= HArALICH

AN EH

1. B M Policy(Z%) > Policy Elements(®&& 2 &) > Results(Z1) > Authorization( 8+ §04) >
Authorization Profiles(# &t 504 T 21} Ql)

2. Standard Authorization Profiles(E& T8t £0{ 21} l) of2{0oi| A Add(F7HE 2 =FLct.



= Cisco ISE [ Palicy - Policy Elementsj

Dictionaries Conditions Results ‘

Authentication M

Authorization W

[Autharizatinn Prufiles]

Downloadable ACLs |+ Add
e/

Standard Authorization Profiles

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

O Name Profile
Profiling ?

O Bidirectional_posture_profile ah Cisco (1)
Posture >

O Blackhole_Wireless_Access d Cisco (7)
Client Provisioning >

:] Cisco_IP_Phones ams Cisco O

j Cisco_Temporal_Onboard o Cisco O

F7te = e T2 0o K82 Access-Accept & Access-Reject & LIC}.

Access-Accept ZZ2E BHE 7|

O| Z2 el HELZ ClHIo|A M CHEt LT o| MM A AHSELICE o] Z2Eol= o] 40|
°|'77‘“ J('Il:'I'EEI ‘JI\‘ AA|=||—||:|' L_’I'7:”E I:-I'I:I I' Eﬁl—ll——-l'.

1. M8t 0|2 XIH3t 1 Access Type(UAMA R-)E Access-Accept(UMA =EHE HEHE

L|C}.

2. 0| MM & StLIoIM MHE HERA ClHIO|A ZE2EEHE MENFFLICH ZE2 oAU o| M|
Esl'g 7c=>|‘cl>‘ 7|§ C|SCOE AI' E} ‘JI\‘ AA%LIEI'

3. MEASt 2L RYFO| ME CHEM O] HO[X|HM 74 SME AMEtefLICt

4. Advanced Attributes Settings(TL= 5 44d) of2{ol| M AL I SHE SH(LHS)S ME L

5. A8 THs 8 W2 SECHRIM 540l ZH(RHS)S BEat ALt oy 2t YiBrLICH
Ut Znto| YR E Y S| Of U FS + 0LOIZS SYstm 4EHHI9 SEAHIS B

= .
ISEOIM &S Zf Ant/de/HE 50401 CHsll o] HEr Fod Z= oS Mgt




= Cisco ISE

Dictionaries Conditions
Authentication >
Authorization »

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >

Results

Authorization Profiles » New Authorization Profile

Authorization Profile

[‘ Nome BIueCoat_PS_ReadWrite]
Description Read Write access for Packet Shaper
* Access Type

ACCESS_ACCEPT e

[Natwork Device Profile |[-| Packeteer v-:i:«J

~ Common Tasks
ACL @

O security Group

~ Advanced Attributes Settings

Policy - Policy Elements

# Packeteer:Packeteer-AVPair ~  access=touch

~ Attributes Details
Access Type = ACCESS_ACCEPT
Packeteer-AVPair = access=touch




= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results
I
Authorization Profiles > New Authorization Profile
Authentication ?

Authorization Profile

Authorization e
Autherization Profiles [ Name Cisco_Switches
Downloadable ACLs

Description Acis 1o Clicn switihés
Profiling 2
Posture ? * Access Type

ACCESS_ACCEPT v

Cliant Provisioning >

MNetwork Device Profile &% Cisco v

Service Template O

Track Movement O G

Agentless Posture o ®

Passive Identity Tracking [ (.

> Common Tasks

~ Advanced Attributes Settings

[“ Cisco:cisco-av-pair e : shell:priv-lvl=15 R J

~ Attributes Details
Access Type = ACCESS_ACCEPT

cisco-av-pair = shell:priv-ivi=15

HAA HE Z2E PHET|

Ol Z2 1l C|HIo|A ZE|of CHEE HEE MESHE ol AF2E|X|TH 411 874 ME6tE oo
= A& A8 E £ U&LICH O|E Radius Access-Reject T2 E & 35HE Ol AFSEILICH O] BHA|
= HMA ol CH3H Access-Accept CHAI Access-Reject® MEHSHOF 5t 1EHAIE Aelstne
EOIoI-L_||:|._

o=2-d

SEAl 3 Tt 4o

ISEQ| HH ME= stEAle2 WItk|H, E& MEo| MYEl =g 5Fste A Sk
HE 23 C|Ho|A0|M EiH Radius Access-Request TIiZ10f| CHEH ISEL| SES EHEELICH.



Cisco0ll M= Z C|Hfo|A 7ol CHs /et HA ME % Y ELICH
E Gt g zU2 7 Al & gfLICH ISEO] 2|F ID 24T UE B2
= A&LIcH

LRl MM FEr2 ch2nt Zo| WA ELIC
1. Policy(Z3%H) > Policy Sets(Z&2{ & gf) > +2 0|SgrL|ct.
2. O|& vt 7| M B3 EFf1.
3. 27dE o| &x|o CHaH DRSESF HHELICH

4. Policy Set(3* Z&hE & & &L,

5. Authentication Policy(2l1& H2)E 2% 5t0] QI1E &S AHELICH IF AA = LR A
EXE ISE7L ALEAHE & QIGHE ID AA AHAR ALSE = e ol LCH.

6. 215 HHo| 2F HHEE[RELICE o] AIHoM HHME XY E + U&LICH

7. Authorization Policy(T et 04 M) E 25 5t0{ ALEAtof CHet Het Ro{ Z7HE FIHELICEH
o|§ S0{ £ AD I & == ISE LH¥ ID 22 &Qlste JULICH 720 O|F L olet &

Ol X4 &hL|ct.
8. M8t 2o #&lof| CHEr At= EESLCIR20 A MEHE = Ql&LCt.

0. WIC|7} K| 2d5te Chest

_>.:

|& 7ol CHEr of2] HEF Fof &g dEgLC

Cisco ISE

Policy Sets

Staius  Policy Set Name Deseription Conditions Allowed Protocols | Server Sequence Hiis  Actlons  View

= Cisco ISE Policy - Policy Sets

Policy Sets

Status  Policy Set Name Description Conditlons Allowed Protocols | Server Sequence Hits  Actlons  View




= CiscoISE
] Packet Shaper
v Authentication Palicy (1)
(¥) Status  Rule Name

Conditions

Q

Policy - Policy Sets

2 DEWVICE Network Davice Profile EQUALS Packetoer

[ ] Any authertication condition & [BWICE Natwork Davice Profila EQUALS Packatiar ]

[-] Datautt

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

v Authorization Policy (1)

@ Status  Rule Name

Conditions

Q

[-] Autharization for Read Wiits

-] Detautt

Rosults

Profiles

A\ License Warning

Default Network Access

Use

=

»  QOptions

All_User_ID_Stores &

Options

Security Groups

BlueCoat_PS_ReadWri...

] t Selact from list

DenyAccess

Select from list

= Cisco ISE

Paolicy Sets

(¥) Status Policy Set Name Description

0

[ -] Ciage Switehas

Policy - Policy Sets

[ B DEVICE-Network Device Profile EQUALS Cise n]

Alcemwanng Q @ 58 @
Reset Policyset Hitcounts Save |

Allowed Protocols | Server Sequence Hits  Actions  View

Default Network Access| < 0 ﬁ} >




= Cisco ISE Policy - Paolicy Sets

Authentication Palicy (2)

Status  Rule Name Conditions Use

Autharization Policy - Local Exceptions
Authorization Policy - Global Exceptions

Authorization Policy (1)

Status  Rule Name Conditions Profiles Security Groups

Cisco_Switches Select from list

Default DenyAccess Select from list

qX =8

Radius& S8t &%l #E|E XI&st= ZE Rl Ol MMM AZ e ZE BHHE E 7K +H
5104 ISEO Z7He 4 Q& LICH mH2kA o] EMolls of Mol RIZE HEot &7 THE 5t Clut
O|A S50| A&LICH ol EMo| MSE &9 & 2t S52 2t st x|z HX0IX|T gter o] £
Xoi| CHEr Uo|o|E glo| AXMEX| HEE & JU&LICH HES fldl S=UA & AIoIE L 3=
A X MH|A0 E2fstMA|2.

2 H

ASR(Aggregation Services Router)

ISEO]| 0|0 Q)= Cisco AV U2 AI235tEE 0|2 ¢
L|C}.

ob
nE
H‘l
lo
>
2
ya
<
wn
>
i
0=
0x
Mok
5]
FO
N
20
o>

£/d: ciscoav ¥
2t shell:tasks="#<role-name>,<permission>:<process>"

A& ®:<role-name>2| gt € CIRE0| EHE HO|El A& o 0|ELE A E LICH & HSs 2=
E Ep|gAloz MEHE 4~ Ql&LIC} 0{7|M rolef#roots= EEIOI B 2|of U2 role#leaftse= F
7t BEBES FIIILICH O3 ol A2 Ol F &2 AF5to] ChA| MEE = A'AL—IEP
.shell:tasks="#root #leaf".

JHE T2 MA B2 HEHE CHA| TIESto AAS KA &7 _EMI/\Oﬂ CHEF @17], A7 & A
HEtE Hoig £ U&LICH o2 S0{ BGP ZZAM|A0] CHEt AFRF 17| & 7| 2 Ho
o4 Zt 2:shell:tasks="#root,rw:bgp"2 MAEEILICH EMHo| =ME B2 oFXI ef& Lt Z4ol
toshell:tasks="#root,rw:bgp" £ 437 T|=X| OtL|™ toshell:tasks="rw:bgp,#root"2 HHE|=X]| & 2t
gio| Aut= sLgLct
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(][] Ogl:I
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of: 3 2o Z2IUo| S

jo

7t

]
i

|CF.

_773
M 88 RADIUS EM& Ed RE 54U
RADIUS-Ciscociscoav ¥ EXI¥  shell:tasks="#root,#leaf,rwx:bgp,r:ospf"

).

Cisco 22| %| IOS® A Cisco IOS® XE

ISEO] O|0| /= RADIUS §EE ALEStEZ 0| Qls E= ol AT L VSAE dde Tt l&
LICE.

£ d:cisco av-pair
Zt-shell:priv-lvi=<level>

A2 <level>2| Zt2 7|Exoz HH H
7-2718, 78 ELHH 7| M8 S ol0lg

of: M8t Hof Z2uiol EM2

_7;5
AN RADIUS B8 B R g4 d
RADIUS Ciscociscoav® &xd  A:priv-lvi=15

BlueCoat I{Z! A| 0|
£ M:Packet-AVPair
Zf-access=<level>

Usage:<level>2 F0{& MA|A BRI ULICH E{X| M AE 7|-A 7|2t Z X2 2|7 HHAE= 2
7| MELct.

Ol ZMol| ZEAIEI CHZE CI 2 222 AP BHELICH

- Name(O|&): Packeter
- S YA ID: 2334

x| Lol B A7 1
. BZUM R W= 37 1
&40 ME HEE U #LcH

. & M:Packet-AVPair
. AN HHA &S X|H5H = Ol AFSEILICE.

TEE
- S=2YUAM EHID: 1
. &g ouT

. C}& 318: False
- Allow Tagging(EH1 x|’ 5{8): M=t F A EH
.EM 98 211y



of: 15 ZZ ol S48 FIHELICHYT| HS

MY RS - RADIUS EHY B4 #E *’a ZI
RADIUS THZ! mHZl-AVPair &

of|: Authorization Profile(215 =

= S
AN 28 RADIUS S8 S 8854 i
RADIUS mZ! Z{Zl-AVPair =Xt OH M| A=

BlueCoat Z.8 A| HH(AV/SG)

%9 Blue-Coat-Authorization

k- <level>

Usage:<level>2 F04& HA|A B QL|CH 02 HAMA

M| HHAE °|E||§.*LIEP. Blue-Coat-Authorization E 4

Ol EAol ZAE CHZ OHS 2f2 2 AITIE BHELICH

il
0z

. &/d: Blue-Coat-Group
25UXM EAHID: 1

=
. gFsk. —% |:_|.

- Allow Tagging(Ei X|’d 518): M= FAFH
. &4 8&: Unsigned Integer 32(UINT32)
= Hl SAMo| HE MEE QladstL|C}.

. £ M: Blue-Coat-Authorization
. AN HHA &S X|H5H = Ol AFSEILICE.

. HiSF E |_—_|.

. Ct&E 318: False

- Allow Tagging(Ei1 X|H &{8): M FAH
. EM 8&: Unsigned Integer 32(UINT32)

0dl: Authorization Profile(T8h £0{ ZZ2 ot )o| EM2 FIHEL

JI

TSRS RADIUS BN BN 8 &M gt
RADIUS-BlueCoat EF ZTE 15 UINT32 0

of: 215 Z2utelof XS FIFEHLICHH7| TS o

_|
=

T2 7| HM A ).

CHUMA HEt 912,



TSR RADIUS=" EMgEasd U
RADIUS-BlueCoat E8 ZE 2 UINT32 1

o|: Authorization Profile(21& Z 20t )ofl SHE FIIELICHSZ[/AA 7| HMA ).

TSRS RADIUS EN BMH RE &M gt
RADIUS-BlueCoat EF FTE 115 UINT32 2

Brocade A9 |

ISEO] O|0] = RADIUS §EE AEStEZ 0|8 Qloll B ol AT A VSAE dde LTt i&
LICE.

£ M Tunnel-Private-Group-ID
Zt:U:<VLAN1>; T:<VLAN2>

AFEH:<VLAN1>2 O|O|E{ VLAN 2t 2 MH™EELICH 4 VLANS| 2t 2 <VLAN2>E M- &L
Ct. o] oflofl A O|O|E{ VLAN2 VLAN 100|1 4 VLAN° VLAN 21/L|C}.

of: H8t 2o Z2utUof| S FIHELICt

AXf8 RADIUSEH EdfE" s8¢

RADIUS-IETF E{€ M& O & ID &7} X[™HE 22X U:10;T:21

QlT g B A

£ 4:Infoblox-Group-Info

Z}:<group-name>

Usage:<group-name>2 AL X}0oi|H £04E #&to| e 2 &2l 0|5 LICH O] 2E L Infoblox C|

HFO| A0 A 443l ok & LICH o] ZAm|2efo|M ool HE 2& 0l& 0| MyGroupY I—IEP
Ol 2Moll ZEAIE CHE CFg 2t 2 MTE BHELICH

£ Infoblox
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