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. Cisco ASA(Adaptive Security Appliance) VPN Z1I| 18| 0|M
. Cisco AnyConnect Secure Mobility Client Z11I| 2240 M
. Cisco FireSight 7|2 T4
. Cisco FirePower 7|2 T4

. Cisco ISE Z1x|zjo|M

MEElETHE 24

Ol EMe| HEE= OIS AZEQo{ & StER0 HHE (gt e 2 gfLch

- Microsoft Windows 7

. Cisco ASA H{%1 9.3 0|4}

. Cisco ISE AZ E9JJo{ %1 1.3 0|4

. Cisco AnyConnect Secure Mobility Client {7 3.0 0|4}

. Cisco FireSight Management Center EHH 5.4

- Cisco FirePower EHH 5.4(VM)
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ISE 2l0|c|ofold 2 &

R LIE| ZEHOM 2L 5= ISE EE 9| #A| HXE ISE 1.2 Remediation Beta 1.3.192/L|C}.

SOURCEfire  NATION

4P Farum b

We am in $we process of migrating 5F Mation to Cisoo forum infastnactum, The naw fonam location is harec Sauncefire AF
Wyl have & Cisen supgor Tanam usar 10 0 shouls wan an s Ink. Fnod, pleass sab 6 a New U Bl

Sourcelire Downloads Saarch Dowmisak Saaih
« ISE 1.2 Ramadiabon Bata 1.3.18
Fobraary del, D018 | 386 KB a6
itoh e g ¥ i k] E ay '

Cth.

Cwervicw  Analysis BTSN Devices  Objects AMP

Access Control [mtrusan v Fias Metwork Discowary 550 Apphoation Detectors Lisers Carralation Actlons F Modulas

& Success
Meodule successhully install=d

Installed Remadiation Modules

Module Hame Version Diescription

Cacn T05 il Routa 1.0 Black an TP address ina Croe TS ok

Lzce ML Squn 1.1 Shun &1 IP sddress in the FIX firsyall

ISE L.Z Remediation 1.3.1% Cuaranting IF addresses using Jdendby Semvices Eralne 1.3
Hman Remeddiatinn 2.0 Parfarm an Nmap Soan

St Abinbute Valus 1.4 et an Akinbute Malus

O CHS SHEIE QIAEAE gtEo{of BHLCH Policies(3) > Actions(Zf %) > Remediations(L &
) > Instances(RIAEHA)R 0|83t REST APIo| 238t ISE 2| A4 51 &4 PAN(EA ot
2l =E)9| IP FAE MBELICHERS Admin F& 2 AE35te HE ol AAEXE HE).



Edit Instance

Instance Name

Module

Description

Primary Admin Mode IP
Secondary Admin Mode IP foptional}

Lsername

Fassword
Ratyoe to confirm

SYSLOG Logging

White List
[an aptranal list of networks )

re

2P FASERHE I

Configured Remediations

ise-instance

ISE 1.2 Remediation (v1.3.19)

172.16.31.202

admin

.® On \_ Off

Create H Cancel J

Yol Ak&st{oF & LCt.

Mo configured remediations available

Add a new remediation of type [Quarantine Source IP

v]| Add |

HEHEAH A



OlX| & MaatH 738 FdsioF &t o] 732 o|Fo P& HMA Ko 73]
(DropTCP80)1t L x|et= AZ 2| AlEF A| EE[HEILICEH HEIE F45l2{H Policies > Correlation
> Rule Management2 O| S &FL|C}.

Overview Analysis EaEll=TT8 Devices AMP

Access Controd Intrusion = Flles Metwork Discovery S5L Application Detectors Lisers Correlation Actions »

Policy Managemeant Rule Managemant White List Traffic Profilas

Rule Information

Rule Mame CorrelateTCPE0Black
Fule Description
Rule Group Ungrouped

select the type of event for this rule

a connection event occurs v | | at the beginning of the connection |  and it mests the following conditions:

| @ &dd condition _' | @ Add complex condition J

¥ | Access Control Rule Name w | containg the string v |D.'u|.'-T1:PB|:||

Rule Options

sSnoaze IF this rule generates an event, snooze ford nours el

Inactive Perieds There are no defined inactive pericds. To add an insctive period, click "Add Inactive Period".

O &2 of HatH HAoMq AHSELICH M HAME M4d5t2{™ Policies > Correlation > Policy
ManagementZ O|S &t Ct& & 2l FIIELICHL L EZ 0| M Remediate(’H)E 22!t
T 7X| 2tdg FIHELIC}sourcelP(0] 701 £ 4d) 2! syslogoi| CHEH mH:

o e L B T

Akl Hpagoraes
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-2 Create Policy

Sort by | State w

@D 7 G

., e W

ASA

VPN HIO|EQO|Z A S35t= ASAE 2501 ISEE AIESIEE FMHEILICEHESH 728! 2l
RADIUS CoAE & A3lsHoF &hL|Ct.

tunnel - group SSLVPN- FI RESI GHT general -attri butes
addr ess- pool POOL- VPN
authentication-server-group ISE
accounting-server-group ISE

def aul t - group-policy PCLICY

aaa-server | SE protocol radius

i nteri maccounting-update periodic 1
dynamic-authorization

aaa-server |SE (inside) host 172.16. 31. 202
key *k k k%

webvpn
enabl e outside
enabl e inside
anyconnect - essential s
anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e
tunnel -group-1ist enable
error-recovery disable

ISE

NAD(Network Access Device) T4

Administration(#2l) > Network Devices(L|E 9|3 C|H}O|A)Z 0|53t RADIUS 2CI0|¢MIER &
S35t= ASAE FItEFLICEH

H8Y HESIA Mo AH

ZHAE| APl & 7|5E & 433524 Administration(& 2l) > System(A|AE]) > Settings(Ad) >
Adaptive Network Control(2SE L EL|3 AMof)2 2 o|SELICt.
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Deployment Licensing Certificates Logaging Maintenance Backup & Restore
Settings Adaptive Network Control i

= Chent Provisioning

z= iAdaptive Network Control:

= FIPS Mode

Service Status Enabled ~
Alarm Settings

» | Posture
:= Profiing
A
» | Protocols

0™ 1.3 Ot E O| 7|s 2 AEXQIE EF A{H|AZLDT BfLICH

2|HEI DACL

HE|El ZAE| AF &= DACL(Downloadable Access Control List)2 44435l 24T Policy(&2l) >

Results(Z 1) > Authorization(T 8t £ 04) > Downloadable ACL(CI2 £2E 7|58 ACL)Z 0|S &L
Ct.

Aol et Het Fof Z2mel

Policy(Z%) > Results(Z2}) > Authorization(#&F 504) > Authorization Profile(# &t §0{ T 21} &
)2 0|83t M DACLEZ At&35tod Het Hoi Z2ut g MMFFLICE



7> Home  Operations | ¥ Palicy | ¥ Guest Access

Ex Authentication [5 Authorization Iﬁ Profiling [@i Posture IEH Client Provisioning b TrusiSec
Dictionaries Conditions
Authorization Profiles > LimitedAccess
Results )
[ ye ] Authorization Profile
A *Mame || imitedAccess |

=ik E-: - w'

r _ Dvescription
b [ Autheniicalion g |
v g Autherization * Access Type [ ACCESS ACCEPT -

] Qﬁuﬂmmmpmﬁuﬂ

» [ Downloadable ACLS Service Template -

¥ Q Inling Posture Node Profies
v [ Profitng
» [ Poshre
b [ Cliznt Frovisioning = Common Tasks
v O TrustSec

¥ DACL Name DENY ALL QUARANTINE ~

TE Fof 73

F e Mt Fo #EE ddalioF FLICEA Hm 7 Z(ASA-VPN)2 ASA0IM SEElE ZE
VPN A|440i| CHEF TR °—h'k||_s HI-&-%*L—IEP._?_AEH ol0l A2lxlo] &= 2 MelsE VPN |
Mof cHall T+ =] ASA-VPN_quarantineO| S ElL|CHAEHE HEXA °—'|"A'|IA7P MZ4E).

Ol2{8t #&l2 M43t2{T Policy(H2H) > Authorization(T 8t §0{)2 2 O|S &rL|C}.

ﬁ‘ Home Operations | * Palicy | Guest Acoess | ¥ Administration || *

L;I Authensication ]ﬁl Profiting m Pasture ]‘_d Client Prowisioning L:I TrusiSec 4, Policy Elemeants

Aunthorization Policy

Dafine the Autharzation Pollcy by configuring rules based on idantty groups and)or other condiions, Drag and drop reles b change the order.
For Policy Export go fe Administration = Syvstem = Backup & Restore = Policy Export Page
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AnyConnect7} ASA VPN A|4d A|Zf

@ Cisco AnyConnect Secure Mobility Client | B (e

............. -

Connected to 172.16.31.100.

172.16.31.100 Disconnect

00:00:09 IPv4

2 @

ASAE= DACL ¢10| M4dE I LICHTIA HEXHZ ML)

asav# show vpn-sessiondb details anyconnect

Sessi on Type: AnyConnect

Username : cisco I ndex . 37

Assigned IP : 172.16.50.50 Public IP : 192.168.10.21

Pr ot ocol . AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Essentials

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DITLS-Tunnel: (1)AES128
Hashi ng . AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHAL
Byt es Tx . 18706 Byt es Rx . 14619

Group Policy : POLICY Tunnel Group : SSLVPN FlI RESI GHT

Login Tinme : 03:03:17 UTC Wd May 20 2015

Dur ati on : Oh:01m 12s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN . none

Audt Sess ID: acl0206400025000555bf 975
Security Grp : none

DTLS- Tunnel :
<sonme output omtted for clarity>

AR HHA Al

A& RE7E hittp://172.16.32.10] HMASHE{T AT 5tH B A HAMo| MBE|1,
Qo2 RIEHE|MH, syslog HIAIX|7t FirePower #2| IP A0 & ELICH

ol
ol
m

i

JE

jo] It

May 24 09:38:05 172.16.31.205 SFIMS: [Primary Detection Engi ne

(cbe45720- f Obf - 11e4- a9f 6- bc538df 1390b) ] [ AccessPolicy] Connection Type: Start, User:
Unknown, Cient: Unknown, Application Protocol: Unknown, Web App: Unknown,

Access Control Rule Name: DropTCP80, Access Control Rule Action: Bl ock,

Access Control Rule Reasons: Unknown, URL Category: Unknown, URL Reputation:

Ri sk unknown, URL: Unknown, Interface Ingress: ethl, Interface Egress: eth2,
Security Zone Ingress: Internal, Security Zone Egress: External, Security
Intelligence Matching I P: None, Security Intelligence Category: None, Cient Version:
(nul'l), Nunmber of File Events: 0, Number of |IPS Events: 0, TCP Fl ags: 0xO,



Net BI OS Domain: (null), Initiator Packets: 1, Responder Packets: 0, Initiator Bytes:
66, Responder Bytes: 0, Context: Unknown, SSL Rule Name: N A, SSL Flow Status: N A,
SSL Cipher Suite: NNA, SSL Certificate: 0000000000000000000000000000000000000000

SSL Subject CN: NA, SSL Subject Country: N A, SSL Subject OU NA, SSL Subject Og:
N A, SSL Issuer CN: NN A, SSL Issuer Country: N A, SSL Issuer QU: N A, SSL Issuer Og:
N A SSL Valid Start Date: NA, SSL Valid End Date: N A, SSL Version: N A SSL Server
Certificate Status: N A, SSL Actual Action: N A, SSL Expected Action: N A SSL Server
Name: (null), SSL URL Category: N A, SSL Session ID:
0000000000000000000000000000000000000000000000000000000000000000, SSL Ticket 1d:
0000000000000000000000000000000000000000, {TCP} 172.16.50.50:49415 -> 172.16.32.1:80

FireSight & #t&#H 33 MF

FireSight 2 2|(Defense Center) &2t 20| B E[{ S, O|= Defense Center0i| Al & K|
£ syslog HIA|X|of| o|& 2 ElL|CH.

May 24 09:37:10 172.16.31.206 SFI M5: Correlation Event:
CorrelateTCP80Block/CorrelationPolicy at Sun May 24 09:37:10 2015 UTCConnection Type:
FireSI GHT 172.16.50.50:49415 (unknown) -> 172.16.32.1:80 (unknown) (tcp)

O| EtHI0| A Defense Center= ISEO] CHEF REST API(AE]) 2 &S A ELICH ISEE HTTPS Al

0|04 Wireshark(SSL(Secure Sockets Layer) 2211211} PAN 22| 21Z M2l 7§l 7| AH&)oll M
M= = UsLct

AAEH
126 1/2.16, 31 . 2% 154,16, 31 . A0 (=10 | hid Client Hella
121 175216, 37 2200 154,16, 31 . X6 L SH https = 2046 [ACH] Seq=] Ack=hlH win=1h&1H Lon=l |Svel =910 | Secrsa/ 28010
1250 14216, 2 2 154,016,310 K 2952 [P segnert af a reassenbled PoU
154 17218, 2 A0 157,16, 31 . A6 5wl 2] Server Hellao, Certificats, Certificate Request, Server Hello Done
129 1752.16,3 206 1528, 16, 31 . A0 L] SR QEGSS = qttps [ACE] Seq=S1H sck=1449 Win=1/5E5 Len=l Syl =SEcaHDE [heor=EulasE
125 172,16, . 208 172,16, 31 2000 g Sh dR0DeS = hbips [ACK] Seq=h1H Ack=2ESE Win=2DdD L en=0 TSvdl SSEAHDNDE TSeor= a1 R
125 172.16,20 .20 172,16, 31 2000 [ A AR0eS = hblps [ACK] Seq=1H Ack=HR12 Win=230795 | en=0 TSenl SSEAHDNDE Theor=3E01HE
127 172.16.31 . 2068 172,16, 31 . 200 1501 a3 Certificele, Client Hey =schange, Chamge Ciphes- Spec, Finished
1A 152,16, A 15416, 31 . 6 | 5wl 72 Charge Ciphar Sner
125 172.16,31 200 17216, 31206 TLSw1 19 Finishad
135 1771631 208 172.16.31 .50 TR A AR0ES = Dl lps [ACK] Seq=BR6 Ack=3571 Win=23795 | en=0 TSeal =S7AADNT TS=cr=38091H%557
ER 256 OFT | isefeps/Ouarenl inefy TR 72, 16.50.50 KTTR/ 1.
132 172 1a.30 202 |?_,_1|='. X6 TOR 5 hilps = 48046 [ACK] Seq=2571 Ace=1CAS Win=17790 | en=0 TSea]1=389166000 THecr=072001 11
135 172.16.31 . 200 172.16.31. 206  HTT2/¥rl 423 BTTRS1.1 200 0K

T T

Secare Sockets Layer
M=l Reco-d Layer: dpplocation Data Frotacal: Boip
L Tyamr Applivalion Dala (23
S 1.0 [OxGET)
Sl
Frorypled dpplicalion Dalar s loe2alsa3ee Ma3=Gre 9 edea a9 2 cddic 117 ch 7us, |,
Hypert:ul: Transler Pruloon’
LgralineRy TR 173 16,5050 HTTEA. 14

TE: tellale,geipg=l. 3 rhn
Coemsclion: TE, classiryn
I dwtharization: Basic YWRIAwWdeSIhaza Tz, ~un

Hoest: 172, 16.31. 203 ey

Uger-fipenT: Tibwew-perl /6. 050

ey

FCull recuest LRT: hitp: /0172 16,31, 2020 sefensQua ~ant inely T20 172, 15.50.50]

SARES| IP F A0l CHE GET 2%0lM (172.16.50.50)0| M =1 s SAE = ISE0 2|3 2|
o
=

Analysis(£4]) > Correlation(& #&H|) > Status(HEf)Z 0|5 35t04 ¥l 1™ =olgtL|ct



Canieat Eapioser Conneciions » T e R Fiegw ripaRs ¥ Users v fneraTeEs T Correiaten = finius Cusiom v Saanh

Remeaediation Status

Ll Wit of Bvsiad) 6l

Tmt = AeshiiEl s Hgst = By = Riikg = L tTIR

ISEE 42| & CoA &

ot

O| EtAHIM| M ISE port-management.log= CoAS &5l oF &2 &lL|Ct,

DEBUG [RM TCP Connection(142)-127.0.0.1][] cisco.cpmprrt.inpl.PrRTLogger!| npl
-::::- send() - request instanceof DisconnectRequest
clientInstanceIP = 172.16.31.202
clientInterfaceIP = 172.16.50.50
portQOption = 0
serverl P = 172.16. 31. 100

port = 1700
tinmeout = 5
retries = 3

attributes = cisco-av-pair=audit-session-i d=ac10206400021000555b9d36
Calling-Station-1D=192. 168. 10. 21
Acct - Ter mi nat e- Cause=Adm n Reset

2 EF(prrt-server.log)2 CoA &2 MIA|IX|S NADO| XM&stod MME

Ok

EELICHASA).

DEBUG, 0x7f ad17847700, cnt x=0000010786, CPMSessi onl D=2e8cdh62- bcO0a- 4d3d- a63e-f 42ef 8774893,
Cal | i ngSt ati onl D=08: 00: 27: DA: EF: AD, RADI US PACKET: Code=40 (
DisconnectRequest) |dentifier=9 Length=124

[4] NAS-IP-Address - value: [172.16.31.100]

[31] Calling-Station-ID - value: [08:00:27:DA:EF:AD]

[49] Acct-Term nate-Cause - value: [Adm n Reset]

[55] Event-Tinestanp - value: [1432457729]

[ 80] Message- Aut henticator - val ue:
[ 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00]

[26] cisco-av-pair - value: [audit-session-id=ac10206400021000555b9d36],
Radi usd i ent Handl er . cpp: 47

ise.psc= CHE I FAIEF &S TSELICH

INFO [adm n-http-pool 51][] cisco.cpmeps.prrt.PrrtManager -:::::- PrrtMnager

disconnect Sessi on=Sessi on CallingStationID=192.168.10.21 FramedIPAddress=172.16.50.50

Audi t Sessi onl D=ac10206400021000555b9d36 User Name=ci sco PDPI PAddr ess=172. 16. 31. 202

NAS| PAddr ess=172. 16. 31. 100 NASPort | D=nul | option=Port Def aul t

Operations(%f 24) > Authentication(21&)2 2 0|5 & [ Dynamic Authorization succeeded(& % 7/
gt 01 &F)7F E AlZ[o0k BfLICE.

VPN Al HZ0| ZZi&LICH



A= QK= MM HdZdo| BZISS Lel7| Qe 222 EHLICHB02.1x/MAB/HAE RFM, 0| &
EMA= ).

@Cismﬁkn}r{unned Secure Mobility Client | = |' (=] '| X3 |

The secure gateway has terminated the VPN connection.
The following message was received from the secure

172.16.31. 100 - | Connect

Cisco AnyConnect 29| M|§ HE &= Ct&4 2 &Lt

10: 48: 05 AM Est abl i shing VPN. ..

10: 48: 05 AM Connected to 172.16. 31. 100.

10: 48: 20 AM Di sconnect in progress, please wait...

10: 51: 20 AM The secure gateway has termi nated the VPN connecti on.

The following message was received from the secure gateway: COA initiated

REHE HHIATL U= VPN HlM(Z2))

Always-On VPNO| MK 2 M HMO| HA| 2HELICE O[#Ho||= ISE ASA-
VPN_quarantine Tt210| Z{&5t0{ A|etEl HE L3I HMAE S ELICt

L] Auibelrilica iz i1l o ﬁ:Mupln‘hl.lﬂulh.l.‘-\.l Ll ""T Dou il e,
dinrnrtigurad Supploants Macanfigured batwark Dadees ° RALILIS Dreps Clart Stoppan
a Y] o )
Ei] Shum Lwe Scuuione .‘\'. Az or Perzwe Csluirrs - 'E‘" ad i “ Rusel Pepeal Zounks r!unuuhl Ewary 1
Status . ,F [, ; K 0 T L P B i
[ime -2 [ [ —— Ity =ndpoint 10 atharsaton Folicy sLthoreation Frofies Event
far -] | |l

0150524 10:51:40... i) ) 0 cisto 182,160,10,21 Sasskon Stata |5 Starad
01E-N55410:51:535.. & FALGACLEA D DAZL Simwnlosd Suceaadad

0 EN5FA 151095, B o I P IgH LGl DEraul == ASAAPN_quararting  Umitedbocass Autnantizatian sccasdad

201 E-05-34 10:51:17... o D2 Dk Al Dymaric Autherizatian sLccasdead
20150524 14601, [ o clso l9clealnal Defaul == ASAATH Farmithccass riathantication sLcdeeded

A T:DACLE ¥HT o RADIUS Q%o Ct2 ==L},

F

ok

ASAO| M show vpn-sessiondb detail anyconnect CLI B2 AL&35104 HM AT MBHE MME

Qg = &Lt

d

asav# show vpn-sessiondb detail anyconnect
Sessi on Type: AnyConnect Detail ed

User nanme . cisco | ndex : 39



Assigned IP : 172.16.50.50 Public IP : 192.168. 10. 21

Pr ot ocol : AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect - Parent: (1l)none SSL-Tunnel: (1) RC4 DITLS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHA1
Bytes Tx : 11436 Byt es Rx : 4084

Pkts Tx : 8 Pkts Rx : 36

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT

Login Tinme : 03:43:36 UTC Wd May 20 2015

Dur ati on : Oh: 00m 10s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400027000555c02e8
Security G p : none

DTLS- Tunnel :
<sone output ommited for clarity>
Filter Name : #ACSACL#-IP-DENY_ ALL_QUARANTINE-5561da76

= e A

ol dMoiM= Hu|aelolMd BX|E siidste ol MEE + = HEE MSELICHL

FireSight(Defense Center)

ISE 1’d A3 E|EE= O X|of U&LICE.

r oot @ef ence: /var/sf/remediations/ISE_1.3.19# |s
_lib_ ise-instance ise-test.pl 4ise.pl nodule.tenplate

E & SF(SourceFire) 24 5t 2| AIARIE A5t ZHE St perl AT EEQILICH T HO| A
/var//og/messagese Sl 2ot E Felg = AL

0%

Tl

May 24 19:30: 13 Defence SF-I1MS[2414]: ise.pl:SourceIP-Remediation [|NFQ [2414]
quar_ip:172.16.50.50 (1->3 sid:1l) Starting remediation

May 24 19: 30: 13 Defence SF-1MS[2414]: ise.pl: Sourcel P-Renmedi ati on [INFQ [2414]
quar _i p:172.16.50.50 (1->3 sid:1) 172.16.31.202 - Success 200 OK - Quarantined
172.16.50.50 as admin

ISE

ISEOH| A Adaptlve Network Control MH|AE &/3}5t= d0| ZLEL|CHAHENY T2 M| A0 X}
Mgt 238 He{™(prrt-management.log %! prrt-server.log) Runtime-AAA0| CHEF DEBUG 2l &
g Mstsfor g LICHC|IHHOE #438t5t2{™ Administration > System > Logging > Debug Log
Configuration £ O|S & L|C}.

EE 8t Operations(2 Q) > Reports(E2 1L M) > Endpoint and Users(ZEZQIE S AF&X}) > Adaptive

Network Control Audit(2{& 8 L E {3 Ao ZAHER 0|§3to ZHE| 2| BE A2t Aol CH

BAEE 24 st
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VPN MM Alml(802.1x/MAB 4t 2t 5)et 224 El ISE B{20il CHEH REAMIEH LI 2 Cisco B2 ID
CSCuu41058(ISE 1.4 A=EZQIE ZAZ| EUxR|Q VPN AT X sHAAI2.

i e

- TrustSec Q14| HH|IAE 2|EH ISEQF WSA S& 7o

- ISE HH? 1.3 pxGrid2} IPS pxLog Oi&E 2|AHI0|44 SE

. Cisco Identity Services Engine #2|x} 70|, EE2|A 1.4 - Setup Adaptive Network Control

. Cisco Identity Services Engine API & AEHM, El2|A 1.2 - 2|5 RESTful AH|A A7 API

- Cisco Identity Services Engine APl £ = 7}0|E, BIZ|A 1.2 - DLIE{ REST API 271

. Cisco Identity Services Engine #2|X} 7}0|E, BlIE|A 1.3

- Z1& X9 5 EM - Cisco AIAH



https://tools.cisco.com/bugsearch/bug/CSCuu41058
https://techzone.cisco.com/t5/Web-Security-Appliance-WSA/WSA-integration-with-ISE-for-TrustSec-aware-services/ta-p/806659
//www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/118688-technote-pxlog-00.html
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_01101.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html
//www.cisco.com/cisco/web/support/index.html
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_01101.html
//www.cisco.com/cisco/web/support/index.html
//www.cisco.com/cisco/web/support/index.html
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