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O] M2 Work Centers(2ed ME]) > Posture(E£A %) > Settings(d%) > Posture General
Settings(Z AR UEF M) FHELICH

Posture General Settings ;

Femediation Timer | 4 | Minutes i
Metwaork Transition Delay | 3 | Seconds
Default Fosture Status | Compliant v

] Automatically Close Login Success

| 0 | Seconds

Screen After

Continuous Monitoring Interval |5 | Minutes

Acceptable Use Policy in Stealth Mode

(*) Perform posture assessment every time a user connects to the network

) Perform posture assessment every 1 Days

Cache Last Known Posture Compliant Status

Last Known Posture Compliant State | 10 | | Hours bl

Save Recet
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Reauthentication

Timer | 3600 [Enter value in seconds )

Maintain Connectivity During Reauthentication | RADIUS-Request -|

v Advanced Attributes Settings

Select an item |

+ Attributes Details
Access Type = ACCESS ACCEPT

Session-Timeout = 3600
Termination-Action = RADIUS-Request
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aut hentication tinmer reauthenticate server
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v Advanced Attributes Settings

Cisco:cisco-av-pair | = |terminatinn-actiﬂn-mudiﬂerzl

+ Attributes Details

Access Type = ACCESS ACCEFT
Session-Timeout = 60

Termination-Action = RADIUS-Request
cisco-av-pair = termination-action-modifier=1
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/content/en/us/td/docs/wireless/controller/technotes/7-5/High_Availability_DG.html#pgfId-23144
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Client NADs ISE PSN ISE MNT DNS
All probes are sent

= P
WY s snas
12
simultaneously

.ﬂn-ﬂ:ennen
Posture module HTTF GET Destination Default Gateway >
tart
L Redirect expected | DMS regquest enrollLciso_com | -

DNSreply=IP

HTTP GET Destination ennoll.cisco.com
Redirect expected

13
HTTP GET Destnation Discovery Host .
Redirect expected

S5l tofirst PSN inConnectionDataxmionport 8443 | g . :
Connection protected by Client Provisioning portal certificate Related image, diagram or screanshot.
Stage 1 Session lockup based on
D-lscm-e-rv information in request IPs/MACs list
Probec le DNS request "Call home” FODN | =
DNS reply= IP S pcelon ownar
S5Leonnectonto “Calinome" FQDN onport 8443, Goal IFll-'D E&t SeEion owner FODN - 1o0kug onMNT
Connection protected by Client Provisioning portal certificate - :
le Information
about owner
14
le | DHS request PSNs FODMN from ConnectionDataxm | -
DMSreply =P
@ _Sezsnmthner -
lookup on MNT
| 55L connectionto PSNs FODN from ConnectionData xmi or) port B443, Goal isto get_session owner FODM - :
Stage 2 Connection protected by Client Provisioning portal certificate | g Information
about owner
Discovery
Probes
- 15 Posture process »l

Stepsarethe same as for Pre 2.2 flow
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LIChOHS o & & ASHMAIR.
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©

Network Access ISE Host Name EQUALS ise2-6-psni
©  PSN1_unknowni AND * Posture_Unknown_PSN1 + 1 from list v 5 0 ey
E Session-PostureStatus NOT_EQUALS Compliant

©Q  Network Access'ISE Host Name EQUALS fse2-6-psn2
] PSN2_unknown2 AND % Posture_Unknown_PSNZ + 5 rom list - + 0 Ee3
ke Session-PostureStalus NOT_EQUALS Compliant

b SessionPostureStatus EQUALS Compliant
(®  Dot1X_internal_Compliance AND * PermitAcoess + Select from list -+ 1 Foe
A InernalUseridentityGroup EQUALS User Identity Groups:ALL_ACCOUNTS (default)
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Authorization Profiles > Posture_Unknown_PSN1

Authorization Profile

* Name | Posture_Unknown_PSN1| |

Description | p

" Access Type [ACCESS_ACCEPT v]

MNetwork Device Profile &% Clsco | | &

Service Template —

Track Movement i

Passive ldentity Tracking i

» Common Tasks

DACL Name Posture_Unknown_DACL_PSN1LS

Zt DACL2 Q&£ #Elet= PSNO|| CHet Z2 2 HM AR S{SELICH

o

Downloadable ACL List > Posture_Unknown_DACL_PSN1
Downloadable ACL

* Name | Posture_Unknown_DACL_PSNL

Description

IP version IPv4 IPv Agnostic i

* DACL Content | 1234587 permit udp any any eq 53
2131415 permit ip an:,.- host 10,10.10.1
1617181

9202122

2324252

6272829

3031323

3343536

3738394

» Check DACL Syntax I

Save Reget
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» Bofrmare Updates

Ppaidanirmant Conbguration Lt > Resss_best

+ PRA configurations
Corfgratons k1

=

* Conlbgeration Nams  Reass_best

I

Use Fleassessmeni Enforement 7 )
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