PremOiA CSSM 7+ 2! |ISE0] 2fo[MlA &S5

HEQ(3 Clojo{12H

VMWARE ESXiol CSSM 2 Z 2| 0] A(On-Prem) A %|

CSsSM 2x=g|0|A &F7| 74T o|M

Smart Account®t CSSM 2= g|0|A S§t
SM 1 OlEH o442 S5 CSSM REF0A S
SM2: Qe 474 gio| CSSM 2Zf0jlA SE
CSSM On-Prem< ISES} E8tgtL|Ct.

Windows CAMIM QIS ME BtEL|CH

Windows Serverd|A{ DNS B|Z =& FIt8tL|Ct.
EAN A

SAE/NP FA0f 4748 o~ IS LICHISES| @ 7).

SSO MH[A: AlA Tl Q4798 = Qi LICE (CSSM 2 F0|A @F)

CSRO| B8 O|S0|DNSE QI8 4= Ql= SAE O|F = |P FA} obEfL|Ch CHA| AlZ 54

Al2. (CSSM On-Prem 2 7)

2 Mo AHE= CSSM On-Premlt Cisco ISE(Identity Service Engine) 2! Cisco Smart Account2| &

dYstod pE s dEE EYELICH

ISE 3.X

CSSM(Cisco Smart Software Manager) 7 8 2|4 202304 +

MNBElE FE A

Identity Service Engine 3.2 TH%| 2

Prem 8.202342| SSM

Windows Active Directory 2016(DNS 2! Certificate Authority A{H|A)
VMWare ESXi H™ 7



Ol EMel HE= 5 & g E82| CIHIO|AE EOIZ A EE[RI&LICH O EA{ol| AHEE 2 E Clut
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Olak Z7|5HEI(7|2) AL|aBolMo 2 AR EIRSLICH BA UIEXIT} &S B2l B 2E
Wy ol HAAQl WE S 0l2] SXI5HAIY| HHEHLICH

HE9I3 cholofa

ISE Prowxy
10.4.23.23 ’ (optional)

/

Cisco Smart Licensing

CS5M On-Prem
1042360
cssm.testlab.local

DNS and CA
10.4.23.39

Udt EZZEX|
VMWARE ESXiof CSSM 2 Z |0|A(On-Prem) A%

1. Cisco IOS®E CIR2ZEFLICI CHS 3 E ASE = U&LICH
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. VMWARE ESXi0l|M ISOE Y= E=gfLCt,

Storage(£ E 2| X|) > Datastore Browser(Cl| OB M& 4 EE}RX)Z 0|S & LC.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi

ool 10.4 2350 « Help -
T Navigator a B -+ Slorag
» [ Mozt Catastores | Adaplers Devices  Persistent Memory
Manage
Manitor £ vew datasione !ﬁ- Register a Vi Q Search
) Virtual Machines o] I v DiveType ~ Capacty v Provisioned v Free v Type v Thnpovi. v Access v
| ¥ Sicrage - B datassoret 550 B70.75 G 142 GB 86933 GB VIMFSE Supported Single
= [ datastorei 1 Hems
Manitor 4
More storags...

3 Motwerking [ 1

HOle EeteX MM
[= 2 = = = =
3.CIMEE MaS S M ECIE M LICHMEIAL),
E‘Emhnuubrm
e ——
I li
B [oatastore1]
Close
CIHED M

Ol ool M= CSSM EHE EF

S A& LCH



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1

E [datastore1) CSSM/

Close:

e Open
- = 4 & » ThisPC » Downloads v O Search [
Organize Mew folder - @
Le} Marme
#* Qu
mr < Today (1)
dcC S5M_On-Prem-8-202304
3 Yesterday (9)
E P Earlier this week (17)
C Earlier this year (34) No pe "
fi Along time ago (25)
fi
5
= Thi
e >
File name: | SSM_On-Prem-8-202304 “ Al files
Conce
ISOYEE

O|A| ISO Tt o] CSSM EHof| U&LICH



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

ISO Y2 =7t 22 E[F&LICE
5. 7he A MMELICEH 7t Al > VM HE/SE 22 o|SELICE.

roobF10.4.23.58 ~

i =
o ([

] -
ET_ﬁCfcale | Risgisties VM) Q Search

)., virtual maching w  Slabus v Used space ~ HostCPU  ~  Hestimem,,.

No iterms to display

A VM - 01EHAH

6. [M 7t Al A8 M=

k
=
0
o
my
i
]]'_O'I_l
C
[ul



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest OS
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

M VM 444 02EH 7|
7.CHS D7+ FERLICH

. IE- 7t& HAlQ| OI%% U=dgrLct.

- 32t ESXi 6.0 0|4 &= ESXi 6.5 O|& = MEHEFLICEH

. 7'||éE OS ME: Linux.

« HAE OS HZ: CentOS 7(64H|E) EE£ 7|E} 2.6x Linux(64H|E) A1EH

Next(Ct=)E =2gLIct

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest OS
2 Select a name and guest OS Specify a unique name and OS5
3 Select storage
4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~
Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




VM O|§ ' 10S

8. AEE|XIE

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type
L4 2 Select a name and guest 0OS

L4l 3 Select storage

« CPU: E|&

Select storage

Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

Mame
datastore1
gLt
474. AN vCPU MH2 &%

w GEPEI:iTy -
870.75 GB

Free

869.33 GB

W

Type
VMFS6

Back

W

T Atetof et ek Euct

Thin pro...~ Access
Supported  Single

1items
Mext | Finish Cancel



~ | cPu
Sockets: 1

Cores per Socket

HI22l: 8GB
5t ClA3:200GB X Z2H|XM'F0| W Z2H|X{d22 MY |0
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» 3 Hard disk 1

200 GB v
Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse... |
Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly Zeroed

ClA3 x|z o|M
- HES3 o{EHE: E1000 O{RHE &S MEHS T Connect at Power OnS MEHEFLICEH

~ [l Network Adapter 1 VM Network y

Status Connect at power on

Adapter Type E1000e .

HEL3 MY AHx|ay oM
« CD/DVD E2}0|E: "Data ISO file"S MEHSI T I1ISO IS MEHSHL|CT.

f& Datastore browser

& upload | Download [5} Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2...
Ol
| vmimages im CSsSMm 'l

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

ISO o|O| %]



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

Customize settings

Configure the virtual machine hardware and virlual machine additional options

A4 4 Customize settings

5§ Ready to complete

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -,

ViMware Paravirtual

UsSB 2.0 v
» M Network Adapter 1 WM Network w Connect
b BRI DIEEE Datastore IS0 file & Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |
Q9F VM 74| 27|0| A4 01
o\= =
Next(CtZ)E& Z=I&LICt
= =
10. 2t 2 & Z=FLct
?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Ready to complete

¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard

+ 3 Select storage

' 4 Customize settings

b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Network adapters 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 New SATA controller
Hard disk 1

Back MNexct

i‘;F-r-nsh'“j Cancel
_ ! |




CSSM 2= gj|ojAao| 7| ZAx|28|o|AM

1. VMWARE ESXi0{| M Virtual Machines(7t& 42 0|&S35t04 VME ME4F CHS Power
On(T# 747|)& St

vmware ESXi”
T3 Mavigator - Virtual b
= [ Hest
Manage T Croatn | Regsior Vil @E’ i @ Redrosh | ¥ Actons Q
Monitor irtual maching v Sialus o Used spacs st 05 Hizt nama Host CPU Hiost mamary
1] CEEM TAC S Momal 808 GB ContDS 7 (64.bit) Unknown 0 MHz 0 BB
= B storage [ 1 ik hlers 1 tems
= ] dstaston
Mol
CS8M TAC
Miare storage... e
Goent 05 CamOS T (464 (|
£} Hetworking [ 1] Compasta 0 MHz
Wivane Tk MEMDAY
[T 4 oB
ey <5} = |
a.08 Ga

"1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | & Console | | R Fo

T i Open browser console

= — B
L' Open console in new window
8. 5 cssMTAC ‘ & ~P i
& Open console in new tab
Quick filters...
.g’ Launch remote console
3. Download VMRC
VM 2| SM -

3. HESIZ dYg T dgfuch
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M On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:
CPU Model; Intel{R) Xeon(R) CPU ES-26
stem Memory: 8174636 kB

Avd @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total Sy ee Memory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled -

Enable USB: Disabled - |

Network Settings:

Network Device: ensl192 ~ I

IPv4 Configuration IPv6é Configuration

Method: Static A Method: Disabled

Address 10.4.23.60 Address:
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas
10k.23.20

Help | OK |

Authorized access only!?

Disconmect IMMEDIATELY if you are not an authorized user???
All actions Will be monitored and recorded

(R R R R R R R R iR R R b R R R h hid iR g iRl Ria i R Rinihid didiRin iRk gididihidinnididigahidid

35M-0n-Prem login: _

= T

5. HEIRXE Y1 https:// <ip_address_CSSM>2 l24gfL|C}.



— ' O B hitps/ 1042360844378 loginTrediectURL=%2F 7

On=Prem License Workspace cI1Sco

Welcoma to Smart Seftwane Manager On-Prem whene you can locally manage

Log I ntD an EXIStI ng ACGOU nt Smast Licensing and perform local Account Management funcions for your

arganization.

Ugsr Narma

Password

Forgol Password

CSSM 2121 H 0| x|

7|8 A E 58 A8

ol

ALEXF O|&: admin
H|2E4 S CiscoAdmin!2345
Q10412 ME4EILICE.

6.
7. M GUI HIZHZS E MM EhL|Ct.
8. EAE CN2 TG ELICt. (0dl: hostname.yourdomain).

0| AR cssm.testlab.local® EAE CNOE M E|RI&LICEH

Welcome to Cisco Smart Software Manager On-Prem

'1 5 2 3 ._.4

Hast Comemen Name

Froducts that support Stnng SS1 Cerd Checlendg require the S5k On-Prem's "Host Cormmon Name® to matkch the “destnation™ URL address. For exampla
=  Products usng Smar Transpor must use both the “license smar url™ configuration and the “cssmtestiab local™ value in the URL siring
s« Logacy products using Sman Call Home must use both the “destination address hilp™ configuration and the “cssmoiestiab bocal™ value in the URL siring

If the above URLs do not match expectations, refer to the 35M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect
value,

Thé option bo configure altematinig names (SAN) 5 available in Admin Console under Secunty -* Cartiicalas and can be conliqured after the initial Sabup.

cssm.lestlab. kocal

esck (LN



\

SAE CN ZAI|zgo|M

9. Zm|aefoldE ASEst ApplyE S=IEfLICH

Once you click “Apply”, you will be redinected to the login page whare you will nead to login with your nnw password. Pleasse ensure you have secursly stored your password for

future logins

Review and Confirm
Languags Seieced
Password Reset

Hast Commaon Mame:

-

Englizh
Yos

Scomilic. clscolac com

CSSM Z7| Mol t2 IR &Lt

Review and Condirm

Smart Account?} CSSM 2= g|O0|A E¢

Smart AccountE Prem Server2| CSSM1t 1330k & L|C}.

1. CIE 238 AF83}04 Cisco Smart AccountE 3L|LC}.

https://software.cisco.com/

2. 1% Ch& Smart Software Manager 44404 A{ Manage Licenses(2t0|MA Z2))E MEAE

Ct.

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

glo|MlA ztE| S M

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >



https://software.cisco.com/

3. Inventory(QIHIE 2)2 0|&S 3504 Smart Account 0| % Virtual Account2| O|§ & S AHEFLICt
. 0| 7}0|=0{ M= InternalTestDemoAccount67 & AAA MEX TESTE CHE L.

Cisco Software Central 'éllls.é!'.;l Q O @

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Flay (PnP). Smart Sofiware Manager

Cigco Software Central = Smart Software Licensing

@ IntemnalTestDemoAccount6? cisco.com ¥

Smart Soﬁware Llcens|ng SL Product Details Support  Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: AAA MEX TEST =

General Licenses Product Instances Event Log

Virtual Account
Descriptian: Only for tests

Default Virtual Account: No

A E Q0] Cisco H O|X|

4. CSSM GUIE &1 Admin Workspace(Z 2| 2 S

[

h g 448 MeErLIc

; e
On-Prem License Workspace ' CII 5' CIID' Acimin Workspace | d Heo, Local Admin Lo Out

Smart Software Manager On-Prem

= 3t

License
Administration
Tranch il s Smart Lisoning taquast an Aecount
Gl an Accoun boe youl ciganalan Tha Account must bo sppetrrd by your Syslom
Ay ater o Syl B lodn @ cin B i

Submd a requost for accoess fo an exsdng kcal Accound Apgeoval mus] B granted by o Smard
Accoun| Admrestreton for your local Accoun

Aiodily tho peoperies of your Accounts and associate exsing User is wiih Accounts

7|2 CSSM Hl+w.

5. 13 C}S= AccountsE MEHEFL|CE



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

of CHEh &2l KAE E55tedH OFS BAIE FQslor gfLICh 2 X| f2 B2 9EHAE

Account Password Certific ates Event Log

cssm.testiab.local

Subject Alternative Name

MOTE: The Host Common Mame is typically composed of Host + Domain Name({FQDN) and will look like “www.yoursite com™ or “yoursite.com”. The SSL Server
Certificate used for product communications is specific to the Common Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatie Mame by default. if you
change the Common Name or add Subject Alternative Name, you must resynchronize your Local Account in order for Cisco to issue a naw product certificate(TG cert).

Browser Cerlificate

Add | Generale C5R

localhost
a EXPRATION DATE: 2025-JUL-16
Default Certificate)
CA Certificates
Add
Description Subject Expires On Created Actions
Mo Records Found
i
CSR &M
3. 2 Ch2 7§l HEE 248ILICt Subject Alternative Name Common Namell S5t 2t
= MOBHH Asoz MMELICH CSR2 Generate(MA)E 22I6tH A S22 CIRZEE

LICE.



Generate CSR

Ccssm testiab, local

A SNEADNNE L

Testlab

Mexco

fexico City

Mesico City

cssm testiab local

Generate

CSR MI& HE.

Al.

5. FECA RIS

Cancel

4. CSRO|| M&H: RtA|Et LHE 2 O] E A0l M "Create certificates from Windows CA."&

=}
(=]

Z 3t

Al
(A



Browser Certificate

Add Generate CSR

localhost -

ﬂ (Default Certificate) certs

w -
[

CA Certificates v P » This PC > Desktop > certs
Add -
#*
i |
Description Sul A A

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:
1. Execute "reboot” command in Onprem-console
ssh admin@<IP>
onprem-console
reboot

For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute
another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

Proceed(®I&) SME MEdEFLICE



6. MBS o2 5t1 FE QIS ME M 51 2Holg 22
Upload Certificate
* Description: CA root
* Certificate: Seleccionar archivo | Root CA.cer
DK Cancel
MY FE CA
7. CAO|AM M & CSR(CSSM Identity Certificate)2 {2 =& L|Ct
Browser Certificate
W] = | certs -
Add Ganerate CSR _ e SE i
e “ - = Desklop » certs » L
lokalhost .
a (Default Certificate) *
CA Certificates 1 —H —5H
Add _ . C55M cor Root CA
£ ikems
Search by Description
Description Subject Expires On Created Actions
RoatCa DC=com/DC=ciscotac/CN=ci:  2026-Jul-24 09:26:34 202 3-Jul-30 19:41:08 Actions
3

CSSMID IBEM HEE
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Browser Certificate

(= 4
(=}

o

EXPIRATION DA

Certificates

Add

| E cssm.testlab.local

CA
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9. SSM 2xf|0/AHMH EZ BFE7]: Licensing Workspace

. - . tfran]n -
In=Prem Admin Waorkspace Log Out
' cisco
Smart Software Manager On-Prem Systom Hoalth
e :;'-\.:A..':':'.:l\.'lll'# B wSiing wel

n Bariver Har EBMLOn-Prem
Vs BaO@H

ALCES Habvwork Suppoi Liptirre A g
Klsnagament Canilar

; =T
RAM
DiSK

Sty Syncfwonizabion

el - +éinifia 37 Kl
. L ] Rocent Alerts
@ D i
AP Teclkt Sallings Ugam
Workspace T O] X|
10. Smart Licensing2 £ O|S & L|C}.
On-Prem License Workspace '::II';‘I:L;' Admin Workspace & Hello, Local Agmin  Leg Out

Smart Software Manager On-Prem

= 1t

License .
Administration
Sman Licsnsing
Trpek arsd Mansge Sma Licoring Roquast an Rccoun!
Gl an ACcount Tof Your ofganizaton. This Account must Ba approvod by yeur Sysiom
Adminasiraton o System Operalor belone § can be used,
Roquast Access 10 an Exsting Accou
Submit 8 roquast Tor BIoeEs 10 &N aksbing locall Account. Appeowal misst ba grantod by & Srngat
Accoand Admereatrabor Tor your ksl Account
CSSM Smart Licensing H|O| x|
o =2 Xlo o o = SH\ 2= S
1. 2L 7t 07 R EE 32 O3 New Token(M| E2)2 2 2|5t 11 Proceed(ZI™)E E =L

Ct.



Smart Licensing

Alerts hwmr Comvert bo Smart Licensing Repors Preterences Acthvity

Local Virtual Account:  Default

Ganaral Licngas Product Instances SL Using Policy Event Log

Local Virtual Account

Descriplicn This is the defawlt virtual account created during company account creation,

Default Local Virual Acstunt: Yas

Product Instance Registration Tokens

The registration iokens below can be used o register now proguct instances i this Local Virtual Account For products thad support Smart Transpor, you must configure the Mlicense smart urm™ on the
product o use the Sman Transpor Registration URL. For prodwcts that support Smart Licensing Using Policy thal use cslu as transport, you must configure the “Hcense smarl ransport cslu” to use tha

CELU Transport URL.  For legacy products that still use Smart Call Home, you mus! confiquee the “destination address hifp™ on the product 1o use the  Smart Call Home Registrasion URL. The
recommended method iz Sman Transpodt. Pliease consull your Products Configuration Guide for salting the destination LRL value.

MEE SM.

12. Create Token(E2 ¥d)2 MEHSI D S A LICH.

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Default
Descriplion
Expire After 30 Days

Enter a valve belween 1 and 3339, but Cisco recommends a maximum of 30 days

Max. Mumber of Uses

The taken will be expired when eithear the expiration or the maximum uses is reached.

Allow expont-controlled funclionality on the producs registered with this token &

Create Token Cancel |




Registration Token

B+ ¢ 10 0oy SRRRCIRS St 10 Sipboard

EZ M= HE.

13. ISE GUIE ¥ Administration(Z2l) > Systems(AIA &) > Licensing(2HO|4 &) 2 2 0|5
Cl= Registration details(8 5 MEALE)E 225t SSM On-Prem A SAE S MES

gt Ot E28 20ig&Lnh

License Type

Choose Registration Details 1o acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required dertails 10 enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

) Permanent License Reservation
O Specific License Reservation
“~ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Registration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

ctoldlA &5

14. SSM 2Z2|0|A M SAE0| SSM 2Z2{|0|A FQDN2 /2335l 11 Register(S§)E £ &/
L|CF.

o



SSM On-Prem server

CSSM1to| A2 MHS7| /ldl ol OH7HEH+E A ESIERE SAE OB + &
2 0|20 LAIGHOF BtLIC}. SAE O|2 + THQI CHAl IP TAE A



o Server Response
Smart Licensing registered successfully

SE0| A2 EUELICE
Windows CAO|AM IS AMHE BHELICE.
Qlz 7|@to| BE|RIQl B 28 $#sloF Bhuct.

1. ¥l HE}RXE Y1 http://localhost/certsrv/2 2 O|S &FLICH,
2. Request a certificate(215AM L)E =& LICt

“ 2> G (D Iocalhost/certsry O 3 (o - :“

Microsoft Active Directory Cerfificate Services — legonatwork-WIN-GIMMSUGGEE-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicale with over the Web, sign and encrypl messages, and, depending upon the lype of certificate you request, perform other securily lasks,

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, of certificate revecation list (CRL), o to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Cedtificate Services Documentation.

View the status of a pending certificate request
Download a CA cerificate, cerdificate chain, or CEL

Microsoft Active Directory Certificate Services - ciscolac-ca

Request a Certificate

Select the certificate type:
Weh Browser Cedificate
E-Mail Protection Certificate

Or, submit arj advanced certificate reguest.

k=gl

0l

Med


http://localhost/certsrv/

4. 0|0 M2t CSRE &

LICE O O3S Y2 SAtstod MEE 2

----- BEGIN CERTIFICATE REQUEST-----

MIZICa CCASCANAWTZEdMBSGATUE Awlic ZHFBXRNYYS S 8N b IRRYYEfb2oxE AU
BEvBALMINpe 2hvIFNSe IR 1Ml ZAT BENVEAYT Ak 1 YHECwYTVOQIDARDRELY
HREWFYDVQOHDAS I EnNlcmd 1bnR 1y BTdX I xEDADBENVEACMBAFBQSBTRUMZEEL
HABGCSqGE Th3DQERAQUAAS TBDWAREZEK AT BAQC YQUBF X S BoTINY I0M 1y FD4AZ
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Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

B Bd.arcode] THUT TITHABGE S00S TDROGERCWUALS TRAGRIF+ 1
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead
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Additional Attributes:

Altrimites

RIE M7t AtSe 2 CtREE=FLCH

SM FEE CIRZ = 8LICH CHA http://localhost/certsrv/ S 2 O|S 5t 1

Download a CA Certificate, Certificate Chain == CRLE AEHEFL|LC}.

Welcome

Use this Web site to reques! a cerlilicate for your Web browser, e-mail client, or olher program. By using a certificale, you ean verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the lype of centificate you request, perorm olher securily tasks.

You can also use this Web site to downlead a centificate authority (CA) certificate, cerificale chain, or cerificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Select a task:
rificate

Wiew thi slatus of a pending cerificale request
| Download a CA certificate, cerificale chain, or CRL |

6. Base64 =2 QAT S ALE510{ CA QIS MHE CIREEFLIC


http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64
Download CA cerificate
Download CA cerliicate chain
Download latest base CRL

Base 64 M.
Windows Server0i A{ DNS HlZEE F7}ghL|Ct.
22|XQl ZL ISE 2! CSSM FQDNE F7}+&hLct.

1. DNS Manager& LICt. Windows Finder0i "DNS"&

olad
=



DNS M.

2. Forward Lookup Zones(H& & =3

2 DMNS Manager

File Action View Help
ke ﬁ 2ill:a il E ﬂ ng

-

, DNS

~ H WIN-2UQRQOIVHTS

~ || Forward Lookup Zones

msdcstestlablocal
| testlab.local
Reverse Lookup Zones

1 Trust Points
| Conditional Forwarders

iE

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne

EjMn-Zuqrqo1'th5

o404
(= |

) > And choose your domain(=H Q1S MefsrL|C}
- O >
Type Data Timestamp
Start of Authority (SOA) [207], win-2ugrqoivh75tes..  static
Mame Server (M5) win-Zugrgqoivh7Stestlabl..  static
Host (A) 1042339 T/16/2024 10:00:00 AM
Host (A) 104.23.21 static
Host (&) 104.23.61 static
Host (&) 104.2339 static
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Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons
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