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- FMC 6.2.3
- Active Directory/LDAP(Lightweight Directory Access Protocol)
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- FMCv 6.2.3

- Active Directory 2012R2

- ISE(Identity Services Engine) pxGrid tHH%1 2.4

. Firepower Management Center(FMC) EH{& 6.2.3

Ol ZEMol HEE= &Y 3 & 39| C|Hto|AE ECHE R YEE[RELICH Ol 2Mof AAE 2 E Clat
OlaAE Z7I8tEl(712) ALt 0|Me 2 AR ERGLICE HM HEXHIZTH &S 5 d* 2E
PP o| R QI W& Ol2| SKISHA|Z| BFEFLICE.
ISE T4
1EHA|. pxGrid AMH|A &3}
1. ISE Admin GUIO| 22215t Administration(® 2l) > Deployment(7%)Z 0| S &L|C}.
2. pxGrid HE AL AL ISE =EE ME{ELICH
- e

wSysiem o ety Management  » Network Resourmes  » Device Porisl Management  palind Services  » Feed Servics  » Theeat Ceniric NAC

[ cepiryment Deployment Nodes:
¢ o Bepoyment o =
Hosiname + Personas Roies) Serices Node Stats

L]
]
[

3. pxGrid MH|AE & MH35tstD O30 20| Save(XME)E S &LICtH



Deployment Nodes List > tim24adm

Deployment
v . | EditNode
» ='= Daployment General Settings Profiling Configuration
d'; PAN Failover
Hostname
FQDN
IP Address
Node Type Identity Services Engine (ISE)
Role STANDALONE Make Primary
Administration
+ Monitoring
Role PRIMARY

Other Monitoring Node

« Puolicy Service
w» Enable Session Senaces i
Include Node in Node Group None

Enable Profiling Service

Enable Threat Centric NAC Service i

L] Enable SXP Service i
Enable Device Admin Service ;

|
v

Enable Passive Identity Service

v
—) /] pxGrid (i
4. pxGrid MH|A 7t CLIGIM A-&El=X] = elgfLCt.
1. = 0|¢9 pxGrid = E7t AH8 52l B2, pxGrid MH|A T} 2t75| AlZHE[T HA(Z7H8
) AEhE S olsteiw of = 2 Ml~of 2 550l T srict
5. ISE pxGrid ‘== CLI0|| SSHE &5t oHEE(F| 0| M & EE & IFLICt
# show application status ise | in pxGid
pxGrid Infrastructure Service running 24062
pxGrid Publisher Subscriber Service running 24366
St x| FlgLch

pxGid Connection Manager running 24323
Q1 &effo|x =

pxGrid Controller running 24404
#
6. ISE 2| GUIo| M A0 MH|ATL 22t
Administration(& 2l) > pxGrid Services(pxGrid A{H|A)Z 0|S&L|C}
| 0| X| 3+EHO1| Connected to pxGrid <pxGrid node FQDN>& I A|EFLICH

7.ISEE T



i ety Services Engine Mome s ContoriVisbty s OpemSons o Poicy [BRE
d Ideriity Management  + Netwcrk Resources agemant | e Feod Sanice o Threat Cantric MAC
ikl ' FO - R ke i i ik P By 45 it s o) ARy bt D0 ek sl i g

Permiasions.

peow | fhRebesh | ol Rerdeg AsprovaT) = 1oTelT  Snow |2 =] perpape =am"' T

2EHAH|. 2 E pxGrid 2I& M 7[¢t AE & 62I5t= % ISE 74

1. Administration(Z 2l) > pxGrid Services(pxGrid AH|2) > Settings(A&)2 0|S & LIC}.

0

2."M 2BM 7|8 AEE RISz Q" gelers MElstT MY S &=t

» Operations » Policy = Administration

» System » Identity Management » Network Resources  » Device Portal Management = pxGrid Services » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
I

PxGrid Settings

Automatically approve new centificate-based accounts
[] Allow password based account creation

Use Default

Test

Connected to pxGrid tim24adm.rtpaaa.net

&1 0] 2410| g4stEIx| B2 B2 BRIRHE ISEO! ThE FMC 17 +5 0= selsol
gt
= .

3EAL ISE MNT 2 2|Xt 215 M % pxGrid CA 215 M LHIELHZ|

1. Administration > Certificates > System Certificates2 O|S&fL|C}.

2. 7|2 gl tEoM 2MEEX| A2 F2 MNT(Z|2 2UEZ) ==& =& gt
3. Used-By "Admin" ZE7} Q= Q15 ME MefstL|ct,

3. ol dBMoIME=E 7|2 ISE HZ ME QIBSME BEIRI ELE AFSELICEH
CA(Certificate Authority) ME #E2| QIS ME AEste B2 ISE MNT =E0AM #E| 1B M

—

of MYEst FE CAE LHEHL|CH

|IAZEE FE{ELICL

A
JO
|>

MU IRl 7| LHE L7 | S M MENSHL|CE

o
o
Ol

23t 7|1 dYELIc

ok

o
no



7. 0|0|K|ofl EAIE CHZE oS LHE LN XZHEFLIC.

i * Vaor Carters Lienss Warming &
Syse= o ienity Managemest b Neteork Rssourses ¢ Devios Ponsl Management  p0ng Services  » Feed Serice  » Thsat Cantric NAC
Depmoyment  Liessing  =Confcaed o LoG@ng  + Meiednce  Upgrace  » Backup & Resoe  » Adwn Accesd  # Semngs
L]
= Corticate Maragerman System Certificates | For 2 s recimry = i moctrrecutest to asgl o ¥eatn st Srate oy s o4 41 Eyier cart St
Syaen Cottome fEot | o Generste Sef Sgned Certicate | = import W Dot | X0 Desete ||, Vew
Trusted Conttcates o LT =]
OCSP Clect Profie
Carificate Sgreng Regeess -
Carfcate Perodc Check Sect
Cornticas Autharity o -
P, 30 Mar 2018 seoMen @

Export Certificate 'Default self-signed server certificate’
(O Export Certificate Only

(®) Export Certificate and Private Key

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

*Private Key Password

*Confirm Password

9. ISE A|AE| QIBZ M 3o 2 EolZfLC.
10. Used By &0 "pxGrid" AFHEZ 0| U= 2B M2l Issued By HEE & QIE

21 O] T ISEMIME AHAll ME QIS MU K|TH 2.2 O|AEEE 7|2XMoZ LY ISE

CA #|2lo| o] QIZME L= efLCh

11. IB ME MEHS T o|O|X|ofl EAIE CHE BII|E S2IFLICH

e TR e e L
ST b SN MENAQEFEI ¢ NetwOn RSSOLTES ) Devios POM Managerment  (Gewt Servces b Foed Sarace ¢ Threst Cerme MAC

Depioyrest  Lcermng -Lr.‘(.;m »loggry » Marierarce  Upgrade ¢ Bacug B Resiore s Adwn Access ¢ Semrge

a proate ufars of a1 sysier cecanes

System Certificates |, For Seaster mcovery £ & mecommanded 1 sxport certicate an

/it | o Geserate Sefl Seyrwd Confuate | = lwpon | b Dxpot | (X Dewte || 5 veem

13. O|O|X|ofl ZA|E CHE QIBM BE7| E &S E&LICh



Certificate Hierarchy

I Certificate Services Root CA - im24adm I

Centificate Services Node CA - tim24adm

Certlficate Services Endpoint Sub CA - im24adm

tim24adm.rtpaaa.net
Issued By : Certificate Services Endpaint Sub CA - tim24adm
@ Expires : Thu, 30 Mar 2028 14:17:12 EDT

Centificate status is good

Details
Issued To

Common Name (CN)
Organization Unit (OU) Certificate Services System Certificate

Organization (O)

City (L)

State (ST)

Country (C)

Serial Number 58:2A:91:45:E8:23:42:74:98:53:06:94:33:9E:AD:83

Close

14. ISE Certificate Authority M+ S & &H&fL|C}.
15. 215 7| CIZEMHE MEighLCt.

AEE RE QISME MW=st 1 LIELLHZ|E 8-UCE O3 Chg 380 20| pxGrid R E

- Gyie b loeaty Matageman b Mateos Fsrees b Dwacs Porsl Ustaosment  palind Seedcsd b Foed Serics b Thesat Corne NAC

Depioyment  Lostang = Cendcatin  »Loggng  » Mamiensnos  Upgrade  » BacepBileronm b ASTinAcceis  » Seeng

' cfu—w A Certificates
= Cartosty Authority St | e imgen | X Daite | view | (B Rebmn
Frandry et Suta Trata Far Saal M s T s By Ve From Eupurazen Dash Espauinen Suns
Dverden
¥ wrddacm
’:I:l:‘:;vwmlfnﬂ‘n— B En piruciory, Encipcinin }_\i';_::'-';:n:-':{““ J6F JAEF Conficaw Senices Encpaint S Corificate Services Node CA Thos, 35 Mar 3518 S ]
Cartfichte Authorty CaScates e
Corsficate Services Rowt CA - 3467 T4 15 48 48 4F EB BT 48 1ll Conticans Services Rt CA - Cortficate Services Root CA -
— e - L 1 Erabied Infrasiruchure Encipoinis it - l Thes, 28 Mar 018 ThRMaE @
—— ARGl g e memooew  BAZCMSGSGE o — T bl
Certiicate Services OCSP e TAC2 3508 12 BAS0CFACTS  Cortiioats Services OGSP Certficate Services hode CA
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FMC 74
AEHAH|. FMCOl M| & E7}

1. FMC GUI0f| M| A 5t0{ System > Integration > RealmsZ O|S &LIC}.
2. 0|OJX|ofl E AIEl CHZ New Realm(AM d)2 E2/8fLIC}.

Overview Analysis Policies Devices Objects AMP Intelligence

Cisco CS1 Tdentity Sources  eStreamer  Host Input Cliest  Smart Software Satellite
/ !C«'u-:m’-)mma-.
/7
3. A M35t Test Active Directory (AD) Join HE & E=I8fLICtH
At 1: AD =QI AL X} 0|&2 UPN(User Principal Name) & 4lo|o{of &fL|Ct 23| gt ™

BlAEZF Auigrolct

4. AD X2 HAET} Hd35tH =ele F88rLCt

Add New Realm ? X
Name * ISEpxGrid
Description Realm for use with pxGrid
Type * AD S
AD Primary Domain * ex: domain.com
AD Join Username ex: user@domain
AD Join Password senansan Test AD Join
Directory Username * admin ex: user@domain
Directory Password * sensnsen
Base DN = CN=Users,DN=rtpaaa,DN=net ex: ou=user,dc=cisco,dc=com
Group DN = DN=rtpaaa,DN=net ex: ou=group,dc=cisco,dc=com
Group Attribute Member b
* Required Field
QK Cancel

5.CIMER| &g @28 CtS o|0|x|of EAIE CHE CIHEZ| FIHE E=IFLIC

Overview Analysis Folides Devices Objects | AMP  Intelligence Dephay System m

Configurstiss  Users  Domsiss  Istegeatisn | Updstes Lisenses v Healths  Momtorag s  Tesli v

ma/ \ o

Tl weom contaurstion_usar Donizsa



=t
=

|22210]4) B0l Xt BEE

6. IP/IZAE O|ES 7Astn HZES HAESLICH
&1 E|AET} AIiE B2 Realm Configuration(@e] 711
gLt
7. 2 Qlg FEELCt.
Edit directory ER
Hostname / IP
Address
Port 385
Encryption STARTTLS LDAPS @ None
SSL Certificate v ©
- 0K Test Cancel
T

Status
i

8. A2l CIREE 8 Z 2§},

QK

Test connection succeeded

Overview Analysis Polices Devices Objects AMP  Intelligence




LAB

Diryy Realm Configuration IR T LEY

Download users and groups

Begin autnmaticduwn%at 8 v |pM v America/New York RepeatEvery |24 v Hours

|i,| Download Now

1. 20| MHUXIH Hots 1BS F7tsn 2

toll F=7HE M= EFLICH.

ok

12. ¥ 1M X{F L.

Overview Analysis Polikies Devices Objects AMP Intelligence Juploy System m
Monltoring v Todh v
LAB s vou nave unsaved cnanges | [ sem ] (D canct
I et il ses Dowrmioad | /
[ rp—
B BASMSLE Sowhites 8 A Yot 2! > i
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b Do
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Overview Anplysis Polides Devices Objects AMP  Intelligence

cucscst [T losatity Ssurces  eStreamer  Host Input Cliest  Smsrt SoMwars Satellte

 Mame | | Gemaln Type | Base o | Group o8 i sute |

5EtH. FMC CA QIZ M MM

1. 0|0/ X|ofl E A|E! CHE Objects(7H&l) > Object Management(7H®| £ 2l) > Internal CAs(LH 5
CA)Z O|s&Lct.



Overview Analysis Polices Devices Reldiiacd

Object Management Irtruson Rules
O A Metmere +
Value Tree Overrie

x
ot ®

x
e ®
*
" x
et ®
oatm x
»

X

X X X X

2. CA dd& #={gch

3. YAl =35l T Generate self-signed CAE & 2|&fLIC}H

Overview Analysis Polices Devices JIURISEE AMP  [ntelligence

Object Management  letruse Rules

Generate [nternal Certificate Authority ? X
T LabFP623 =
Country Name (two-letter code): us
State or Province: NC
Locality or City: RTP
Organization: Cisco

Organizatienal Unit (Department):  TAC

Common Name:

N

Generate CSR Generate self-signed CA Cancel

4. ‘ddol =M o|O|x|of EAIE CHZ HHE CARQISM 2EZ | AEHE FEFLICL

Ovarview Analysis Policies Devices [RUTEREE  AMP  Inteligence

Object Hanagement  brirusion Ruks

5 CI2Z=E g2ghLct



-3

Edit Internal Certificate Authority

Name: LabFP523

4 Subject
Common Name:
Organization: Cisco
Organization Unit: TAC
A [ssyuer:

Common Name:
Organization: Cisco
Organization Unit: TAC
4 Not valid Before
May 15 18:13:52 2018 GMT
4 Not Valid After:
May 12 18:13:52 2028 M1
4 Serial Number:
82:1e:98:52:be:2f:b8:58
4 Certificate Fingerprint:
CT:D7:99:F3:EE:41:5C:78:36:91:40:04:F7:10:22:4C:60:C2:3C:8C
4 Public Key Fingerprint:
balaabibichb25eD 2 2Mdroc008B771ficari4B897al

/7

4 Download OK Cancel
6. ¥E5 35t HIUHS E Tt &elet = &elg FE|ELICH
7. PKCS(Public-Key Cryptography Standards) p12 Tt 2 27 ot A|ABRI| HE & L|CH

6EFAl. OpenSSL& AF835t0{ W EE B XolM EM K 712l 7| =&

4= Z20|E M S =IL|CH. 0] oo

o

(¢]

rr

|
A

ok

=2

>
rin

ol FMC°I 2 E F= OpenSSL HHEE AFS
ME EZE Linux A€ At28tLct.

1. openssl2 AFE35}04 p12 THUMM Q1B M(CER) & 7HQ! Z|(PVK)E FZ&EHLICH.

2. CER ItYUE FE¢ O3S FMCe| 215 M -0l IS A LIELHZ| 7|&§ FE&LICH

~$ openssl pkcsl2 -nokeys -clcerts -in <filenanme.pl2> -out <filenane.cer>
Passwor d:
Last login: Tue May 15 18:46:41 UTC 2018
Enter Inport Password:
MAC verified OK
3.PVK ItUE FESIT QIS LHELZ| 7|E 788 TS M PEM 22 & M5t #elgrL|ct



-out <filenane. pvk>

Enter Inport Password: MAC verified OK

~$ openssl pkcsl1l2 -nocerts -in <filenane.pl2>
Passwor d: Last login: Tue May 15 18:46:41 UTC 2018

4. O| PEM T £ 2 ChZ HH0llAM E8fLct

7EAH. FMCol| 213 M M x|
1. 4% > Zix| 2| > PKI > L5 QIZMZ o|SgLCt.

|.)§ ISF |_| |_-_|._

2. 0|0|X|oi| E A|E! CHZ Add Internal Cert(LHF: QIEM F

Overview Analysis Polices Devices Uit AMP Intelligence sicy
mont  Intrusion Reles
T Y =

Objoct Managemen!

3. LIE @IE Mol o|§ 8 F/ &Lt
4. CER mtlo| 2|x|2 0|5 3t0] MEHEILICE. Certificate Data(2!5 M CilO|E) 7t R IR [T F £
S MEFLICH
5. 2Mg atotE 1 PVK Thg MEBHLCE
il &4 gl @lojo] =3 Zf2 AX| gL PVKE -———-BEGIN

6. PVK MMof A &lo|o| M
TED PRIVATE KEY—2& ZYL|CH

ENCRYPTED PRIVATE KEY—Z=

o

o
|26t —mmm END ENCRY/

B EX7F I EHolg R & 9

&1 PVK HIAE S ME 2! =3 50| 2 N Q&

7. Encrypted(2f 3 2HEl) &XHE MEYSt T 6B PVKE LIE Y M HEE HIZHEE 7 HE

LICt.

8. 2fol2 @2IetLich



Add Known Internal Certificate

Name: TZfpcert

Certificate Data or, choose 2 file; ‘ Browse.. |

-----BEGIN CERTIFICATE-----
MIIDFTCCAMWgAWIBAGLIAKIemFK -+ L7iYMAOGCSgGSIb3DQEBCWUAMGQXCZAIBGNY
BAYTAIVTMQswCQYDVQQIDAJOQzEMMAOGAL UEBwwDUIRQMQ4wDAYDVQQKDAVDaXN]
bzEMMAGGA 1 UECwwWDVEFDMRwWwWGgYDVQQDDBNMYWIGUDYyMySydHBhYWEUbmMVOMB4X
DTE4MDUXNTE4MTM1MIoXDTI4MDUXME4MTM1MIowZDELMAKGA1UEBhMCYVMXCzAJ
BgNVBAgMAKSDMQwwCgYDVQQHDANSVFAXDIAMBGNVBAOMBUNpRC2 NVMQwwCaYDVQQL
DANUQUMxHDAaBgNVBAMMEDxhYKZQNjIzLnJ0cGFhYS5uZXQwagEIMADGCSaGSIb3
DQEBAQUAA4IBDWAWGGEKACIBAQDMitSSIUIFIZKZK/ TSGtkOCMuivTKSKk 1 W2AY6
D7Gm/c69cXw/VIIPWnSBzhEKIRTyspmTMdyf/4TIVUmUHE0h108/8dZeg]Ozbjon

Key or, choose a file: | Browse.. |

MIIFD] BAngqhHIGBWDBBQﬂwMZAD-Bgthk:GBwUBBvaDgQISuUBMSIHZSICAggA
MBQGCCqGSIb3DQMHBAhgGVm1 +xHLIASCBMiiIxkfIXUNUcdB22smybvWotwbcRrt
XLOgjEStmwuyExVp+ TWC3AYIIN1DE?rRssiRAGsnSOxIvDGmaOdyVsvnbbg2wiFP
74P0u/02Vy99iFoVaW2a9DyXyL/h64THI CZtwLKIOGOeEunNKpamDnpfyN8QC4DC
FXVNZPPNGAHrECFmnnijDEwWI0QTBINSgAUj +AIPMe32zPawoccRNYIRXMYMI + Jwp

Encrypted, and the password is: sesenane

Cancel

CfCJU 2QGI4JTDSUFN4U2LK+S+QEI IS?II EWIQI""IWKPIE R'QUG?IWMBHTPCGDCUE‘HD]
acCICUAsecVrYYDB1GKTVVI3bWgWIPR30H 12YCA2wheCKeGS0MByB4tjhHNO36qg
Ofg=
----- END ENCRYPTED PRIVATE KEY--=--
‘<fno> < DELETE
Encrypted, and the password is: sansReEw

| Cancel

8EtAH|. ISEE FMC 213 M 712 7|

1. ISE GUI0{| HA|A 5t0{ Administration(Z 2]) > System(A|AH]) > Certificates(2!E A) > Trusted
Certificates(&|2/&# = U= IS M)E o|SELC.

2. 1T EE F=|ELICt




identity Sarvices End Womm b ConimatViibity  + Operstors o+ Puiy [IEFEUSSCRENE | o Corters [
~Gyem b ey MBRGGRTSAL b NeSetr FBRES b Divich POl MBARGITSN (R0 SSNER 3 Seris 5 IR Canirie NAC

Dapioymanl  Liweming  wCansestes o Logong o Mirssnanss  Usorsse  + Basin & Restrs s Afmin At + Samngs

5. o|O|X|ol EAI=E CHE NME Z2igLct

Import a new Certificate into the Certificate Sto

* Certificate File = Choose File TZfpcert.cer

Friendly Name | i

Trusted For: ;
Trust for authentication within ISE
[] Trust for client authentication and Syslog

D Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description |
\Em (G

9EtA|. FMCO| M pxGrid ?1d 7+

1. o|0|X|oi| E A|E! CHZ System > Integration > Identity SourcesZ O|S & L|C}.

Overview Anshysis Polides Devices Objects  AMP  Intelligence Daglay s,..mm

Configuraticn  Usars  Domains g Intogeation  Updates  uo - Sihv  Monmoregw  Teolw
Cisca €51 Aealms [l cStreamer  HostInpui Client  Semari Software Satellite /

2. ISEE 3|t

3. ISE pxGrid =E9| P A E= S AE 0|52 AL}

4. pxGrid Server CA L EZ 9| +& MEiFLICt



5. At CA I}0| 0|88 XI&E O+ 3EHAI0IM £ pxGrid £ M
g=gic

OEI
>
M
bl
rlo
o
0jo
Rl
0%
jo

7. b CA T+ 0|82 XI8t O+ 3EHAlolM S Zlst BElRt QIBAME &2 O3 MY S 33
guick.

8. EELCt2 F50iA FMC CER Lt g MEFLICE,

Identity Sources

Service Type

None Identity Services Engine User Agent
Primary Host Name/IP Address * <ISE pxGRID Node IP ADDRESS> 2=
Secondary Host Name/IPF Address
pxGrid Server CA * ISE24InternalRoot v @
MNT Server CA * ISE245elfSigned v &
FMC Server Certificate * TimFP&523 v &
ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24
* Required Field Test

9. HIAEE E&[&LICt

10. HIAE 7 ME5tH 3t Q22 AEHof A &l XE 2 xtaH 2 2 2I8tLct.
Status

i ISE connection status:
Primary host: Success

» Additional Logs

QK

B 1: £ 71| ISE pxGrid lr =& d¥st= B2, pxGrid7} 2t ol 5tLol ISE L= ofl MEh &
25t H M2 2 SO iﬁE7|‘ Success(*"-T'-)E E AT stLtE= Fanure(glnﬂ)% EA|
st ol QLT o 7|2 SAE I} Failure(AT)E EAIStT BX 3AET}
Success(d3)E EAIZX| 045 ofl et EetELICE Ol 25 ISEQ| ofH =7} HEIE
pxGrid h;EOIXIOH 2t Eet &t

Cte& &QlRLic

ISECH| A &2l



1. ISE GUIE &1 Administration(Z2l) > pxGrid Services(pxGrid AH|A)Z O|S & L|C}.
B stH 20| E 550l 5 7H2| Firepower 20| LFAELICH stLtE AKX FMC(iseagent-
hostname-33bytes)&, CtE 5tLt= E|AE C|HHO| A(firesightisetest-hostname-33bytes) .

#Sysem b Iently Management  » Networs Resources  » Devics Potsl Management  (eGed Services  # Feed Senvice  » Thesat Centic NAC

iseagent-firepower 21Z80{|= 671 2| 512 0| EA|Z| 2EQIe = LIEFLICE
firesightisetest-firepower 2122 0702 MEAIE EA|SIDT @ Z QIS 2 LIEFLLICY.

iseagent-firepower 22+0|1E Q| & & El E 7|0 = 6742 MHEAIRIMO| EAIFLICH

v isaagent-firepower-20762az382d nline [XMPP)

Capability Detail

Capabdity Name Capability Viession Messagng Roke Message Filter

=}
__

21 Cisco H{1 IDCSCvo753762 Z Ql&l SAE 0|8 AMEt0| /e CHE CIREZ=7H A
gtLICH FMCO| EHIAE EHEol 42 @771 EA|EILICH Ol= 2.3p6, 2.4p6 L 2.601 W& &
LICH 34A) Moot &2 EA Wx[7} L& W77H K] 2.3 TfX| 5Lt 2.4 T{X| 58 A= &
OlCt.

FMCOIA &2l

1. FMC GUIE ¥ Analysis(249) > Users(At& Al) > Active Sessions(E 4 AlM)2 O|SELICEH

ISESQ| MM CIHMEE| 7|52 S5l AAIE ZE gd MME2 FMCe| &d M4 Ellolgof EAIELICH

mmalym Policies Devices Objects AMP  Inteligence Degioy Sysem Melp v admin v
Comext Expiores  Conmactiors s IRnionsw  FlS s HORS '  USers s ACve SESSIORS  VUInerSes v | COTBaGons  Cumbmy  LDSkLp Y SN

Active Sessions

- e o=

P

FMC CLI 5t 2 E=0{ A 'adi_cli session'® ISEOM|A FMCE M&SE AF2A MM HEE E A8 Ct


https://tools.cisco.com/bugsearch/bug/CSCvo75376

ssh adm n@FMC | P ADDRESS>

Passwor d:

Last login: Tue May 15 19:03: 01 UTC 2018 from dhcp-172-18-250-115. ci sco. com on ssh
Last login: Wed May 16 16:28:50 2018 from dhcp-172-18-250-115. ci sco. com
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adm n@i repower: ~$ sudo -i

Passwor d:

Last login: Wed May 16 16:01: 01 UTC 2018 on cron
root @i repower: ~# adi _cli session

recei ved user session: username tom ip ::ffff:172.18.250.148, location_ip ::ffff:10.36.150. 11,
realmid 2, domain rtpaaa.net, type Add, identity Passive.

recei ved user session: username xiayao, ip ::ffff:10.36.148.98, location_ip ::, realmid 2,
domai n rtpaaa.net, type Add, identity Passive.
recei ved user session: username adnmin, ip ::ffff:10.36.150.24, location_ip ::, realmid 2,

domai n rtpaaa.net, type Add, identity Passive.
recei ved user session: username administrator, ip ::ffff:172.18.124.200, location_ip ::,
realmid 2, domain rtpaaa.net, type Add, identity Passive.
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