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1. @15 0f 2t RADIUSE 745t T 22 HE £048 HolgfLCt

aaa new-model

aaa group server radius FlexVPN-AuthC-Server-Group-1
server-private 10.7.7.129 key Ciscol23

aaa authentication login FlexVPN-AuthC-List-1 group
FlexVPN-AuthC-Server-Group-1

aaa authorization network FlexVPN-AuthzZ-List-1 local

aaa authentication login list 332 RADIUS MHE H2|st= AAA(authentication,
authorization, and accountlng) OS2 FZFLICH aaa authorization network list 3@ 2 224
oM HolEl AISAHIES MEE XJYUS LIEtHLICE 0| ClHto|A L] @15 RFHE 5{&5tE{H

RADIUS M 2] 5"|1L|:LE-||O|A=|% 34 Z45H oF & LICEH
2. 24 M8t 2o Mg T HELIC

ip local pool FlexVPN-Pool-1 10.8.8.100 10.8.8.200
crypto ikev2 authorization policy FlexVPN-Local-Policy-1
pool FlexVPN-Pool-1

dns 10.7.7.129

netmask 255.255.255.0

def-domain example.com

ip local pool BHE2 Z2t0|UEN ST E IP FAE Holste O AHSELICHHE F0o{ YA

2 A8 Xl Ol& FlexVPN-Local-Policy-12 & 9/Z/0{ 2E+0|21E(DNS MY, HotA3, 28 =
g, =02l o|lF S)oil Chet §440| o470 A E LICH.

3. MM Rkl Q1B 2 2I5H 215 M(rsa-sig)E AHEst=X| & QIELICt
Cisco AnyConnect Secure Mobility Clientol M= AME{7t 21& M(rsa-sig)& At& 3504 Xt4IE €l

Eolfor g LICH EHRE{ol= AZE = U= CARIS 7I2h el & AH ABM(F, Y E 7|1 M
8 Y Lol "M @15'0| e 21EM)7F {00k grLct.

WebVPN Z1I|224[0|M of|Mjoi] AL & £~ /=S ASA 8.x Manually Install third Party Vendor
Certificates(ASA 8.x =& EtAF HIL] Q1B M M) O| BHH 1~48 & ZX3t1D, crypto call 2 E
QIAEAAE crypto pki2 #IZEfLICF.

crypto pki trustpoint FlexVPN-TP-1
enrollment url

serial-number none

fgdn flex-hub.example.com

ip-address none

subject-name cn=flex-hub.example.com
revocation-check crl

rsakeypair FlexVPN-TP-1-Key 2048
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4. 0| o] CiEt MHEE FHeLICt
crypto ikev2 profile FlexVPN-IKEv2-Profile-1
match identity remote key-id example.com
identity local dn
authentication remote eap query-identity
authentication local rsa-sig
pki trustpoint FlexVPN-TP-1
dpd 60 2 on-demand
aaa authentication eap FlexVPN-AuthC-List-1
aaa authorization group eap list FlexVPN-AuthzZ-List-1
FlexVPN-Local-Policy-1
virtual-template 10

crypto ikev2 Z2E0j= O| ¢1Z40] CHEt CHRE 2 Q| 234 MM 0| £ & E|0 /& LICH match
identity remote key-id - 22 0|4 E 0| A AtEst= IKE IDE R X LICLHO| EAFAE gf2
AnyConnect XML Z 21} LHO{| A T +JE|L|Ct.identity local dn - FlexVPN S{E0|AM Al El=
IKE IDE HolgfLiCt.of 242 AHEEl 1B M L2l 2t 2 AHE & LICt authentication remote - 2
2tO|R1E Q1B 0l EAPE A&3tioF & 2 LIEHHLICH authentication local - 2Z Q1E 0 21F A
E ALE35HoF &2 LIEIHLICH aaa authentication eap - EAP7} @15 0{| AL E [ aaa
authentication login list FlexVPN-AuthC-List-12 At& & 4 E{!L|Cl.aaa authorization group
eap list - aaa authorization network list FlexVPN-AuthZ-List-12 T8t £0{ E40| CH5l AFE
Xt O|& £/ FlexVPN-Local-Policy-12f &7 A&t 5 st= 4 Eff &l L|Ct.virtual-template 10 -
744 HMA CIE{HO|A 7 SXME M AHSE HES S Ho|FLct.

5. 4CHA|0|M Ho|Eh IKEv2 Z2 0 UZE CHA| 1AL E IPsec Z2 IS A AEHLICE

crypto ipsec profile FlexVPN-IPsec-Profile-1
set ikev2-profile FlexVPN-IKEv2-Profile-1

& :Cisco I0SE AOIE 7|22 MSELICLIEIM HE HE e BAMez Holg Ee
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6. 7H4 AUNIA QIEIHIO|AT} SHEIS Tha MBS FAIBLICH
ip unnumbered - QIE{H O|AM|A IPv4 B REIS S5 E = U lnside QIE{H O] A0 M
ClE{H|o|A o] & & Sl A& LICt.tunnel mode ipsec ipv4 - ! E-IJHIOI EVTIISREELEEH
OfgfLct.
interface Virtual-TemplatelO type tunnel
ip unnumbered GigabitEthernet0/0

tunnel mode ipsec ipv4
tunnel protection ipsec profile FlexVPN-IPsec-Profile-1
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crypto ikev2 proposal SHAl-only
encryption aes-cbc-256
integrity shal

group 5

crypto ikev2 policy SHAl-only
match fvrf any

proposal SHAl-only

Microsoft Active Directory AQEH 24
1. Windows Server Manager®| A Roles(23&) > Network Policy and Access Server(LIES|3 H
A gl HA|A AMH]) > NMPS(ZZ) > RADIUS Clients and Servers(RADIUS E2}0|HE 3! M
)& %5t 7 RADIUS Clients(RADIUS @2}+0|21E)E S 231 c}.

New RADIUS Client CH&t & A}7} LIEFEL|CH



New RADIUS Client ]|

Settings IAdvanced I
¥ Enable thizs RADIUS client

™| Select an existing template;

| £

— MName and Address
Friendhy name:

| FlexVPN-Hub

Address (IP or DNS):
[10.77.100 Verfy... |

— Shared Secret
Select an existing Shared Secrets template:

| - |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

f* Manual ™ Generate
Shared secret:

Caonfim shared zecret:

oK Cancel

2. New RADIUS Client(A RADIUS 22}0|21E) th3t A Xt M Cisco 10S 22 E{E RADIUS 2
CtO|AE R FIterLCt,
Enable this RADIUS client(O| RADIUS 22}0|HE #4J38}) 2feletg S 2I§LICH0I§ E=of
O|§ 2 UAELICt. 0| ool M= FlexVPN-HubE AFEEfLICHAddress EE0i 2t RE{Q| IP F
A8 U=FLICt.Shared Secret(3F & £) B0l M Manual(=&) 2IC|2 HES &5t
Shared secret(&F &%) & Confirm shared secret(3 7 &% &0 ZHEo 3¢ S4FE =
FLCOLED: 37 dE= 2tRE FHE 37 =2 Ux|sHoF g LICHERlIS &= 'LCt.

3. Server Manager(AMH{ £ 2IXl) QIE{H 0| A0{| A Policies(B&)E 2 &5t 1 Network Policies(Ld|
E{3 HH)E MEELIC



New Network Policy CHSl & A} 7} LEEFSLCE

' Specify Network Policy Name and Connection Type

You can specify a name for your network pelicy and the type of connactions to which the policy is applied.
- -

Policy name:

Metwork connection method

Select the type of nebwork access server that sends the connection request to NPS. You can select ether the nebwork acoess server
type or Vendor specic. but nedher is required.  F your network acoess serveris an B2, 11X authenticating switch of wirsless access poirt,
select Unspecified.

(¥ Type of network access server:

|L|"|5|:u3cr'|ed j
" Vendor speciic:

=

4. New Network Policy(M HE 23 H3) Chgt & XtollA M HERZ XS FItEfLich

Policy name ZE0i 0|2 =2d&FL|Ct. 0| ool A= FlexVPN2 A& & L/C.Type of network
access server(UE|3 HMHA MH f8) 2iC|2 HES 22/6t1 EELCIR SE0iM

Unspecified(0|X| )& MEHEILICEHNext(CHZ)E & =& LICHNew Network Policy(M HIE I3
A o3t XM Add(F7HE 225104 |l T2 FI7HEHLICH Select condition(Z= 74 41EH)
CH3t 4 KFoi A NAS IPv4 Address(NAS IPv4 $£4) 2712 MEHS T Add(F7HE 2= F Lt

NAS IPv4 Address CH&} & A7} LIEFELIC.



NAS IPv4 Address

Specify the |Pv4 address of the network access server sending the access
request message. You can use pattem matching symta.

10.7.7. 100

QK Cancel

HIESIZ HAE 0] Cisco 10S 2HRE{0A A|ZFEl @B X35l 2{H HIESIT HMA MHH
9| IPv4 48 NAS IPv4 24 CHEt A Kfod| I23ghL|ct

Eolg =gt

I Specify Access Permission

Configure whether you want to grant network access or deny nebwork access if the connectionrequest matches this |
:l-\_:i.'“r.

I Tk
W Access granted
Cwant access §f cient connection afiempts match the condtions of this policy

7 Access denied
Diesry pocess f chent connection attempls match the condtions of this polcy

[T Access is detemired by User Dialan properies fwbich cvemds NP5 pakey)
Larant or derry SccEss pocondng 1o user dishin properties B clent connection altempls mabch the condiRions of thes policy

et ] | __Concd |

M Network Policy(H|E 2|3 =) CHgt A X0l A ECHOIHET} HERZ ol HAMAE = UL
&£ &{&35t24™ Access granted(Y M| A F04H) 2iC|2 HES SISt T(AS A7 MB 8 A+4
SHO| RE8 F) Next(CH)E E=I8fLICH



Hew Hetwork Policy Ed

Configure Authentication Methods
"
‘H Configure one or mare authentication methods required forthe connection request ta match thiz policy. For EAP
-l authentication, you must configure an EAP type. IF vou deploy NAP with 802.1% or VPN, you must configure
Protacted EAP in connection reguest palicy, which overrides nebwork policy authentication settings.

EAP types are negatisted between NPS and the chient in the order in which they ane ksted.

EAP Types:
Microsoft: Secured passward (EAP-MSCHAR vZ)

Add... Ed Fletreny

Le=s zecure authentication methods:
™ Micosoft Ermptadm.ahmmzmscmﬁuz:

|- U G G2ty chalTg e SSEIDTG alle exomed
r Fui:muﬂE'mﬁEdMMrcmﬂﬂS{HhP}

r Ermypbdal.lhamallon [CHP-P]-

™ Unencrypled authentication (PAP, SPAFP)

™ Allow diients to connect witheut negotiating an authentication method.
™ Performn machine heakh check onby

Microsoft2t £ 9I:EAP-MSCHAPV2ZE Cisco I0S C|HF0|A 2} Active Directory 7H2| S A1 e
OZ MEBSIEE 5{85t7| flsH 2o &5 (EAP-MSCHAP v2)7} EAP Types(EAP &) &3¢
off LIEFLF T Next(CHZ)& 2 =2I8LiCh

&t 1:2 & 'Less secure authentication methods' S M2 MEHSIX| et 2 AENZ SL|C}H

OHHALE A& st =% 2oF YHof Holgl &7 Mok = =

=
o o1 4T Eo
=

eF o] olO|x|ofl ZAIE CHE ME| =MolM HAo| HX LtFE[=X| = lghLct.




* Network policies allow you to desgnate who i suthonzed ta connect to the netwodk and the ciicumstances under which they
£3N o cannol connect.

Name | Status | Processing Order | Access Type | Source |
| Pl VPN Eruabied Grant Aoce.. Unspectied

1
ﬁﬂurmmmmmmﬂmmthm 2 Deny Access  Unspecified
| Connections 1o cther access servers 3

Enabled
Enabled Deny Access  Unspecified

Conditions - F the following condiions ane met:

Conditicn | Ve
NAS |Pwd Address  10.7.7.100

Settinegs - Then the following settings ane appled.:

| Setting | Value ]
Fathendscation Methaed EAP

Access Pemmission Grar Access

Undate: Moncompliant Chents T

MAP Erforcement Allorve Full network acoess

Framead-Protocol PPP

Service-Type Framed

lgnoce User Diall-bn Properties False

Bxtenasble Authenbcation Profocol Method Microsefi: Secured password (EAF-MSCHAF v

A
N
=
2
x
pa
<
—
|K
u
_rT'l

e MMElDT 0| S flexvpn.xmlZ X|&EHL|CF.




o| i ME CHS XML Z2 10} le AF28HL|C}.

<?xml version="1.0" encoding="UTF-8"?>
<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/
AnyConnectProfile.xsd">

<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false
</UseStartBeforeLogon>

<AutomaticCertSelection UserControllable="true">true
</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AllowLocalProxyConnections>true
</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false
</AutoConnectOnStart>

<MinimizeOnConnect UserControllable="true">true
</MinimizeOnConnect>

<LocalLanAccess UserControllable="true">false
</LocallLanAccess>

<ClearSmartcardPin UserControllable="true">false
</ClearSmartcardPin>

<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior UserControllable="false">
DisconnectOnSuspend

</AutoReconnectBehavior>

</AutoReconnect>

<AutoUpdate UserControllable="true">false</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">
Automatic

</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocalLogon
</WindowsLogonEnforcement>
<WindowsVPNEstablishment>LocalUsersOnly
</WindowsVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Disable
<PPPExclusionServerIP UserControllable="false">
</PPPExclusionServerIP>

</PPPExclusion>

<EnableScripting UserControllable="true">true
<TerminateScriptOnNextEvent>true
</TerminateScriptOnNextEvent>
<EnablePostSBLOnConnectScript>true
</EnablePostSBLOnConnectScript>

</EnableScripting>

<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20
</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4
</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>

</ClientInitialization>

<ServerList>

<HostEntry>



<HostName>F1lexVPN Hub</HostName>
<HostAddress>flexvpn-hub.example.com</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-MSCHAPv2</AuthMethodDuringIKENegotiation>
<IKEIdentity>example.com</IKEIdentity>
</StandardAuthenticationOnly>

</PrimaryProtocol>

</HostEntry>

</ServerList>

</AnyConnectProfile>

<HostName>2 Zct0|AE 0| LIEtLt= BIAE EXHE]L|CH<HostAddress>= FlexVPN &
HO| FQDN(HE#&HE =Ml 0|&)ILICH<PrimaryProtocol>2 SSL CHAl IKEv2/IPsec Al
5t & 22 7T LICHAnyConnectl| 7|2 2f).<AuthMethodDuringlKENegotiation>2
EAP LHO M MSCHAPV2E At 5 1S T8 LICt ol 22 Microsoft Active
Directory0ll CHEF Q1E 0l 2 Q & LICH <IKEldentity>= §129| £ IKEv2 ZZ 1}t ZE£}+0(2
EE UXIAZI= EXHE 2t HolgfLch(?lel 4EH & xX).
#HN:20|HE 202 FEI0[HENWMPE AA8E|= JAlLch &2
ole M5t 7| 2180 Anyconnect T2 I HEIT|E AFESl= 20| E&LICH

2. O3S #0i| LIEE CHZ flexvpn.xml T LS MM CIREE|of HE = LICEH.

3. AnyConnect Z2I0|AEE & 11 CHA] A|ZFEfLICY.

(S

¥PN:
Please enter vour username and passwaord.

[Flexvph Hub =] Gannect

4. Cisco AnyConnect Secure Mobility Client(Cisco AnyConnect Secure Mobility 220|211 E) CH
&t & X0l M FlexVPN Hub(FlexVPN §{E)& &5t 1 Connect(Hd)E =& LICt

Cisco AnyConnect | FlexVPN Hub CH3} & XF7F LEEFZLICEH



& Cisco AnyConnect | FlEH‘I’PTﬁ.l;-;__._:_:.:_

Please enker wour username and passwiord,

Isernanme:

Password:

5. ALE Xt O| &2t HIZHE E =5t OK(E Q) E S =IELICH

oo
Cl&& &elgriict
215t =I‘:'=| show crypto session detail remote client-ipaddress & & AF& & LICH O] &
of CH8t REAM|EH LHE 2 show crypto session2 & Z5HAAIL.

T(SEE DO HE)OIT)E 5 show BHES K| HELICH
4

2} 1:Output Interpreter =
OITE At&35t04 show B

SHZd5tE40 2 210|HE M DART 212 42 U EM35l1 gRE{|MH CFS C|lH2

HAE ZME 5
S AR ELICH debug crypto ikev2 packet 2! debug crypto ikev2 internal.

57| Aol C|t{7 2420 Cist =

# :debug BHS AIS

o e
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