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i p address negoti at ed

tunnel source Ethernet0O/1

tunnel node ipsec ipv4d

tunnel destination 172.16.0.2

tunnel protection ipsec profile testflex

. SH(AVTI) - S5 7h4 B QIEIH0|AE A8 510 T Bl T4 0| 9t SX IPsec B S
SERE = U&LICH B 40| 43 35HH™ Virtual-Access QIE{H O| A £ Virtual-Template 0l A
SANE|D Y Virtual-Template2| 2 & L3 7|52 & &&LICH dvTI ZAL|ado|Mel o= Tt &
a Z&Lch
interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernet0/1

tunnel node ipsec ipv4d
tunnel protection ipsec profile testflex
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NEM+(Network Extension Plus) ZE7} AFSELIC}H O] 2E= LAN LHE 2IE{H0|AQF EEI0|HE
of g3 2= Zu|agold 25of CHsH ofcd SA &S d-dgfLict

crypto ipsec client ezvpn | egacy-client
connect manua

group G oup-One key ciscol23

node networ k- pl us

peer 192.168.1.10

usernane clientl password clientl
xauth userid node | oca

nterface Ethernet0/0

description EzZVPN WAN i nterface

i p address 192.168. 2. 101 255. 255. 255.0
crypto ipsec client ezvpn | egacy-client

nterface Ethernetl/0

description EzVPN LAN inside interface

ip address 172.16. 1.1 255.255.255.0

crypto ipsec client ezvpn | egacy-client inside

MH 74

Fol

EzZVPN ME{OIM Bl[7HA| & &3 8 Z4m|2 20|42 oto|zeio|Md Fof| 7|8 ZAZ|2d0|Ma 2 At

SELct,

aaa new node

!

aaa authentication login client-xauth |oca

aaa aut horization network ezvpn-author | ocal

!

usernane clientl password O clientl

!

crypto i saknmp policy 10

encr aes

aut henti cation pre-share

group 2

!

crypto i saknmp client configuration group G oup-One

key ciscol23

pool G oup- One- Pool

acl split-tunnel -acl

crypto i saknp profile G oup-One-Profile
match identity group G oup-One
client authentication list client-xauth
i saknmp aut horization |Iist ezvpn-author
client configuration address respond

!

crypto i psec transform set aes-sha esp-aes esp-sha-hnmac

!

crypto dynani c-map client-dynam c-map 1

set transformset aes-sha

reverse-route

|

crypto map client-map 1 ipsec-isaknp dynamic client-dynanm c-map

!

interface Ethernet0/0

description EzVPN server WAN interface

i p address 192.168. 1. 10 255. 255. 255.0



crypto map client-map
|
ip local pool G oup-One-Pool 10.1.1.100 10.1.1.200
|
ip access-list extended split-tunnel-ac
remark EzVPN split tunnel ACL
permit ip 172.16.0.0 0.0.0.255 any

FlexVPN2 2 A Ofo|z g o]
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interface Ethernet0/0
i p address 192.168. 1. 10 255. 255.255.0
no crypto map client-nap

26HH| - BEf'dol MET(H THe HAM|A QIEHO|AE SXME 7t HER QEm oA YHELc

interface Virtual - Tenpl atel type tunne

i p unnunbered Ethernet1/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile |egacy-profile
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ST - M2 MAIE 0] 7H HES! QIEIH 0|AE TAIE EZVPN 19| isakmp Z2Eof| 9178
L|C}.

crypto i saknp profile Group-One-Profile
match identity group G oup-One
client authentication list client-xauth
i saknp aut horization |ist ezvpn-author
client configuration address initiate
client configuration address respond
virtual -tenplate 1

Qlo| Zm|apolMo| HAE|H 7|E EzVPN 22H0IMET} A& B St X| &Qlgt|ch a2 Lt o
M SHMez YYE 7he HAMA QlEm|o|A0M B0l SZELICH O] od|2t 20| show crypto
session BHE AtEst0o{ &QE = U&LICH

PE- EzVPN- Ser ver #show crypto session
Crypto session current status
Interface: Virtual - Accessl
Usernane: clientl
Profile: G oup-One-Profile
G oup: G oup-One
Assi gned address: 10.1.1.101
Sessi on status: UP-ACTI VE
Peer: 192.168.2. 101 port 500
I KEvl SA: local 192.168.1.10/500 renote 192.168.2.101/500 Active
| PSEC FLOWN permt ip 172.16.0.0/255.255.255.0 host 10.1.1.101
Active SAs: 2, origin: crypto map
| PSEC FLOW permit ip 172.16.0.0/255.255.255.0 172.16. 1. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto map

Mo FlexVPN ZHx|ago|M F7}

0| ofloi M= FlexVPN Z2t0|1E Lt M 2501 A RSA-SIG(Z, Certificate Authority)E AtE &L
Ct. o] MMo| x|z o|MofH= M7t 0|0| 33X = QIS K[ CA Mol SEEIRICtD 7t
Mt

O|X| IKEV2E AtESlH
agolMEg ZtASHSHE

7|2 IKEv2 HEH Fo{ B AH:

VPN- Ser ver #show crypto ikev2 authorization policy default
| KEv2 Aut hori zation Policy : default
route set interface
route accept any tag : 1 distance : 1

7|8 IKEv2 M| 2t

VPN- Ser ver #show crypto ikev2 proposal default

| KEv2 proposal : defaul t

Encryption : AES-CBC- 256 AES- CBC-192 AES- CBC- 128
Integrity : SHA512 SHA384 SHA256 SHA96 MD596
PRF : SHA512 SHA384 SHA256 SHA1 MD5



DH Group : DH GROUP_1536_MODP/ Group 5 DH_GROUP_ 1024 MODP/ Gr oup 2
7|82 IKEv2 HHAH:

VPN- Ser ver #show crypto ikev2 policy default
| KEv2 policy : default
Match fvrf : any
Mat ch address |ocal : any
Proposal : default

7|2 |IPsec Z2E!:

VPN- Ser ver #show crypto ipsec profile default
| PSEC profile default
Security association lifetine: 4608000 kil obytes/ 3600 seconds
Responder-Only (Y/N): N
PFS (Y/N: N
Transform set s={
default: { esp-aes esp-sha-hmac } ,

}
7|8 IPsec B4 gt

VPN- Ser ver #show crypto ipsec transform default

{ esp-aes esp-sha-hnac }

will negotiate = { Transport, },

IKEv2 AOLE 7|2 7|s0i CHet AtMIEH LIS 2 IKEv2 ALLE 7|2 ZH(SSE T2 &
AIAJC)
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2_E+74I - 7|2 IKEv2 HEt Ho{ MHAS £%5t T FlexVPN 22} 0|HEof CHEt 7|E IKEv2 T2 Z!
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Zot0|HE| CHEH M E 7 AHMA °._|E-|TH|0| A 7ta EIZ 2] 20 M MAELICEH 'I°._F e 2
0 M2 1lo] IP FAE T st= O AHSEl= IP 4 EX IKEV2 ZI|220|/H ZEE Sall @
Etrles A2 E HolghLct.

crypto i kev2 authorization policy default
pool fl exvpn-poo

def - domai n ci sco. com

route set interface

route set access-list 1

|
crypto i kev2 profile default

match identity renote fqdn domain cisco.com
identity local fqdn VPN Server.cisco.com
aut hentication renote pre-share

aut hentication renote rsa-sig

aut hentication local rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default
virtual -tenplate 2

3EAH - FlexVPN Z2I0|01E0] AFE L= 714 HIZS! QIE{H|O|AE MAEHLICE

interface Virtual - Tenpl ate2 type tunnel


//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-cfg-ikev2-flex.html#GUID-F936D366-EEE2-4016-A8CA-DE4EF6C1B205
//tools.cisco.com/RPF/register/register.do

i p unnunbered Ethernetl1/0
tunnel protection ipsec profile default

FlexVPN 22I0|HE ZI|ag|o]4M

crypto i kev2 authorization policy default
route set interface

route set access-list 1

|
crypto i kev2 profile default

match identity renote fqgdn domain cisco.com
identity local fgdn dient2.cisco.com
authentication renote rsa-sig
authentication local rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default
|
crypto i psec profile default

set ikev2-profile default

|
interface Tunnel O

i p address negoti at ed

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default

T 2=
slo|E2|E M A 22

host nane VPN Server

|

!

aaa new node

|

aaa aut hentication login client-xauth |oca
aaa aut horization network default |oca

aaa aut hori zati on network ezvpn-author | ocal
|

!

no i p domain | ookup

i p domai n nanme ci sco.com

ip host ca-server 192.168.2.1

|

crypto pki trustpoint flex-trustpoint
enrol | ment url http://ca-server: 80
seri al - nunber

i p-address none

fingerprint 08CBB1E948A6D9571965B5EES8FBB726
subj ect - name cn=vpn-server.ci sco. com OUJFl ex, O=cisco
revocation-check crl

rsakeypair flex-key-pair 1024

|

1

crypto pki certificate chain flex-trustpoint
certificate 07

certificate ca 01

usernane clientl password O clientl



usernane cisco password O cisco

1

crypto i kev2 authorization policy default
pool fl exvpn-poo

def - domai n ci sco. com

route set interface

route set access-list 1

1

crypto i kev2 profile default

match identity renote fqgdn domain cisco.com
identity local fqgdn VPN Server.cisco.com
aut hentication renmote pre-share

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default
virtual -tenplate 2

1

crypto i saknmp policy 10

encr aes

aut hentication pre-share

group 2

1

crypto i saknmp client configuration group G oup-One
key ciscol23

pool G oup- One- Pool

acl split-tunnel -acl

save- password

crypto i saknmp profile G oup-One-Profile
match identity group G oup-One

client authentication list client-xauth
i saknmp aut horization |ist ezvpn-author
client configuration address initiate
client configuration address respond
virtual -tenplate 1

1

crypto i psec transform set aes-sha esp-aes esp-sha-hnmac
1

crypto ipsec profile default

set ikev2-profile default

1

crypto ipsec profile | egacy-profile

set transformset aes-sha

1

crypto dynani c-map client-dynam c-map 1
set transformset aes-sha

reverse-route

1

crypto map client-map 1 ipsec-isaknp dynanmic client-dynanm c-map
1

interface Ethernet0/0

description WAN

i p address 192.168. 1. 10 255. 255. 255.0

1

interface Ethernetl/0

description LAN

ip address 172.16.0.1 255.255.255.0

1

1

interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernetl/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile |egacy-profile
!



interface Virtual - Tenpl ate2 type tunnel

i p unnunbered Ethernetl1/0

tunnel protection ipsec profile default

!

ip local pool G oup-One-Pool 10.1.1.100 10.1.1.200
ip local pool flexvpn-pool 10.1.1.201 10.1.1.250
!
iproute 0.0.0.0 0.0.0.0 192.168.1.1

!
ip access-list extended split-tunnel-ac

remark EzVPN split tunnel ACL

permit ip 172.16.0.0 0.0.0.255 any

1

access-list 1 permt 172.16.0.0 0.0.0.255

IKEv1 EZVPN Z210|¢E M g2

hostnanme Cientl

|

crypto ipsec client ezvpn | egacy-client
connect nanua

group G oup-One key ciscol23

node networ k- ext ensi on

peer 192.168.1.10

usernane clientl password clientl
xauth userid node | oca

nterface Ethernet0/0

description WAN

i p address 192.168. 2. 101 255. 255. 255.0
crypto ipsec client ezvpn | egacy-client

nterface Ethernetl/0

description LAN

ip address 172.16. 1.1 255.255.255.0

crypto ipsec client ezvpn | egacy-client inside
|

iproute 0.0.0.0 0.0.0.0 192.168.2.1

X% IKEv2 FlexXVPN &2} 0|HE 4

hostnane Cient2

!

aaa new node

1

!

aaa authentication |login default |oca
aaa aut horization network default |ocal
1

!

no i p domai n | ookup

i p domai n name ci sco.com

ip host ca-server 192.168.2.1

1

crypto pki trustpoint flex-trustpoint
r edundancy

enrol | ment url http://ca-server: 80
seri al - nunber

i p- address none



fingerprint 08CBB1E948A6D9571965B5EES8FBB726
subj ect - name cn=Cient 2. ci sco. com OU=Fl ex, O=cisco
revocation-check crl

rsakeypair flex-key-pair 1024
!
!
crypto pki certificate chain flex-trustpoint
certificate 06

certificate ca 01

!

!
crypto i kev2 authorization policy default
route set interface

route set access-list 1

|
crypto i kev2 profile default

match identity renote fqgdn domain cisco.com
identity local fqdn dient2.cisco.com

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default
!

crypto ipsec profile default

set ikev2-profile default

|

interface Tunnel O

i p address negoti at ed

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default

!

interface Ethernet0/0

description WAN

i p address 192.168. 2. 102 255. 255. 255.0

!

interface Ethernetl/0

description LAN

ip address 172.16.2.1 255.255.255.0

|

iproute 0.0.0.0 0.0.0.0 192.168.2.1

!

access-list 1 permt 172.16.2.0 0.0.0.255

T8 #eol

Ct5& 2 EolM EzZVPN/FlexVPN S &Qlst= Hl ASEl= & 7HX| -8

show crypto session

show crypto session detai
show crypto isaknp sa
show crypto ikev2 sa

show crypto ipsec sa detai

show crypto ipsec client ez (for |egacy clients)



show crypt o socket

show crypto nmap

#Ed e
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